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AHAQZH ZYITTPA®EA AINMAQMATIKHZ EPTAZIAZ

O kAtwOL uToyeYpAUEVOG Aapavakng Anuntplog Tou EppavounA, pe aplBud pntpwou
711141085 dottntig tou MNavemotnuiou AUTIKAG ATTIKAG TNG ZXOANG MnNXQvikwv Tou
Tunuatog Mnxavikwv MAnpodoptkig kat YioAoylotwy, SnAwvw unevBuva otL:

«Elpat ouyypadéag autng Tng SUTAWUATIKAG pyaciog kat otL kabes BorBela Tnv onola giya

yla TNV MposTolacia TG elval MANPWE OVAYVWPLOMEVN KAl avadpEPETal otnv gpyaaia.
Eniong, oL omoleg mnyég amo TG omoieg €kava xpron dedopévwy, Wewv 1 Aéfswy, eite
akplBwg eite mapadpacuéves, avadépovtal oTo cUVOAO TOUG, UE TARPN avadopd oToug
ouyypadeic, Tov eKSOTIKO OIKO 1 TO TEPLOSLKO, CUUMEPIAAUPBAVOUEVWY KOL TWV TINYWV TIOU
evlexouévwg xpnotpomnotionkav anod to dtadiktuo. Emiong, Befaiwvw OTL autn n epyacia
EXeL ouyypadel amo pHEVa OMOKAELOTIKA KOl OTOTEAEL TPOTOV MVEUUATLKAG LoKTNolaG TOo0
S1KN¢ Hou, 600 Kal tou I6pupatoc.

MNapafacn ™N¢ avwtépw akadnuaikng pou gubovng amoteAel ouocwwdn Adyo yla Tnv
OVAKANGN TOU TTUXiou pou».

O AnAwv

Aapovakng Anuneplog
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EYXAPIZTIEZ

H 1Tapouca dImmAwuaTikr) epyacia oAOKANPwONKE YETA ATTO ETTIMOVEG TTPOCTTIABEIES
o€ £Va eVOIAQEPOV YVWOTIKO AVTIKEINEVO, OTTWG AUTO TNG KPUTTITOYPAPNONG OEOONEVWIV
o€ ouokeur Android. Tnv TTpooTrdBeId pou auTh UTTOOTAPIEE O ETTIBAETTWY KABNyNTAG
Mou, MeAetiou ewpylog, Kal n OIKOYEVEIA POU TOUG OTToioug Kal Ba rBeAa va

EUXapIOTAOW.
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NEPIAHWYH

Eival @avepd 611 oTIG pépeg Hag TO dIAdIKTUO TTAYIWVETAI OAO KAl TTEPICTOTEPO
otV Kabnuepivr (wn Twv avopwTTWV PEOW TWV TTPOCWTTIKWY NAEKTPOVIKWV
Aoyapiacuwy aAAnAoypa@iog KaBwWG Kal EQAPPOYWY KOIVWVIKAG BIKTUWONG Kal
OUVOPONWY o€ OIAdIKTUAKEG ETTIXEIPACEIG TTAPOXNG UTTNPECIWY. 'ETO1 yiveTal OAo Kal
TTI0 ETMITAKTIKA N avaykn dnpioupyiag Yiag egapuoyng n otroia Ba eEao@alicel T6oo
TNV QUEON TTPOCBacn oTa dIATTIOTEUTAPIA E1I0AYWYAG OTOUG UPIOTAPEVOUG
Aoyapiaopoug OO0 Kal TNV EPTTIOTEUTIKOTNTA KAl JOVAdIKOTATA TNG TTANPOPOPIaG.
KaBwg o1 d1adIKTUOKEG UTTNPETieg audvovTtal o KABE XpHoTng yia va dIapUAAGLEl Toug
Aoyapiaopoug Tou XpelddeTal va £xEl DIOPOPETIKA dIATTIOTEUTHPIA VIO TNV €i0000 O€
KABe €vav atrd autoug TTpdyua TTou KaBioTd TTOAU SUCKOAN TNV atTouvnuOvEUCTH TOUG
AOGYW TNG TTANBIKOTNTAG TOuG. H TTapouca SITTAWMATIKA Epyacia aoXOAEiTal e TNV
avatTuén epapuoyng Android n otroia Ba e€ac@alilel 611 0 KGBE XprioTng Ba pTTopEi
va atroBnkeuel TOTTIKA OTNV OUCKEUR TOu OAOUG TOUG KWAIKOUG ToU yia KABe
UTTNPECIia TToU XPNOIPOTTOIET ( NAEKTPOVIKI aAANAOypa®ia, HECA KOIVWVIKAG
OIKTUWONG KATT.) ue ac@dAAgia kal e dueon mpoéoBaon o€ autoug. H atrobrikeuon Twv
TTOPATTAVW OTOIXEIWV Ba YivETalI O€ apXEI0 aQoU TTPWTA Ba £€X0UV KPUTITOYPa@nBEi
Méow TNG e@apuoyns. O aAyopiBUOG TTOU XPENOIUOTIOIEITAI UE OKOTTO Va ETTITEUXOEI N
KpuTrToypagnon eival o AES pe 128-bit urikog kAgidiou oe CBC mode kal PKCS5
padding.

ABSTRACT

It is obvious that nowadays internet is becoming more and more entrenched in
people's daily lives through personal e-mail accounts as well as social networking
applications and subscriptions to online service providers. Thus, the need to create
an application that will ensure both direct access to credentials in existing accounts
and the confidentiality and uniqueness of information becomes more and more
urgent.As internet services grow every user needs to have different credentials to
access each of them in order to safeguard their accounts which makes it very difficult
to memorize them due to their population.This dissertation deals with the
development of an Android application which will ensure that each user will be able
to store locally on his device all his passwords for each service he uses (email, social
media, etc.) safely and instantly access to them. The above data will be saved in a
file after they have first been encrypted through the application. The algorithm used
to achieve encryption is AES with 128-bit key length in CBC mode and PKCS5
padding.
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2YNTOMOIPA®IEZ
AES - AdvancedEncryptionStandard

ciphertext- To ATTOTEAEOUA KPUTTITOYPAPNONG TTOU EKTEAEITAI O€ ATTAO KEIPEVO
XPNOIMOTTOIWVTAG €vaV OAYOPIOUOo

NSA - National Security Agency
DES - Data Encryption Standard
NIST- National Institute of Standards and Technology

OpenSSL- BIBAI0BRAKN AoYIOHIKOU YIO EQAPHOYES TTOU A0PAAICOUV TIG ETTIKOIVWVIES
MEOW OIKTUWYV UTTOAOYIOTWV
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KEDAAAIO 1° Kpumttoypadnon — lotopikr) Avadpoun)

EIZArQrH

2€ aQutd TO KEQAAQIO QVOAUETAI TO QVTIKEIHEVO TNG OITTAWMATIKAG £pyaoiag,
TTOPOUCIAETal O  OPICPOG  TNG  KPUTITOypa®iag, avoAUetal o  aAyopiBuog
KputrToypaenong AES kai yivetal pia I0TOPIKA avadpopr] yupw aTro TIG TTEPIOOOUG TNG

KPUTTTOYPOQIaG.

1.1 Neplypadr| TOU QVTIKELLEVOU TNES SUTAWMATLIKAC epyaciag

AVTIKEINEVO TNG TTAPOUCAG BITTAWUATIKAG Epyaaciag gival n avaTTuén eQapuoyns
oTnv TTAaT@Oppa Tou Android pe okoTrd TNV ac@aAf atroBAKEUON EVTOG TNG CUOKEUNG
OAwv Twv JIOTTIOTEUTNPIWY TTOU UTTOPEI va €xel 0 KABe Xpriotng. Me auth Tnv
duvatéTnNTa 0 XPNOoTnG Ba €xel aueon TpoéoRacn o€ OAOUG TOUG ATTOBNKEUUEVOUG
KWOIKOUG TOU €VTOG TNG EQAPHOYNS XWPIG TRV avayKaidTnTa atTouvnuoveEUONnG TOUG

TN duvaTtdTNTa TTPAORACNG OE AUTOUG XWPIG £oucioddTnaon.

1.2Tielval n kpuntoypadnon

H kputrtoypdenon opietal wg pia dladikacia KwdIKOTToinoNg TTANPOPOPIWV
OnAadry HIO QPXIK avammapdoTacn TTANPOPOPIWY, YVWOTH WG OTTAG  KEiWEVO,
METATPETTETAI OE WIa EVOAAAGKTIKA pOP@r YVWOTAH wg ciphertext. To ciphertext ptropei
va aTToKpuTIToypa@nBei pévo amd e€EouciodoTnuévoug XPHOTEC Ol OTToiol Kal Ba
ATTOKTA)OOUV TTPOCRacn OTIC APXIKEG TTANPOYOPIEG O€ IDAVIKEG TTEPITITWOEIS. TO KAOE
OXAMO  KPUTITOYPA®NONG, ouvABwg, XpnoldoTrolei  éva  Weudo-Tuxaio  KAEIDI
KPUTITOYPA®PNONG TO OTToio dnuioupyeital atrd €vav alyopiBuo. MapoAa autd, eival
OuvaTdv va atmoKpuTIToypa@noEi Eva prvuua xwpic va yvwpifouue 10 KAISi, aAAd yia
va yivel autd o€ €va KOAG OXEQIAOPEVO OXAMA KPUTTTOYPA®NONG aTTaITouvTal
ONMAVTIKOI UTTOAOYIOTIKOI TTOPOI Kal yVWOoelS. H kKputtToypd@non atmmoTteAei KAAdo Tng
KPUTTTOAOYIOG, EVOG BIETTIOTNHUOVIKOU YVWAOTIKOU TTEQIOU TO OTTOI0 PTTOPET VO HEAETNOEI
WG OYn TWV E€QAPHOCHUEVWY POBNUATIKWY, TNG BewPNTIKAG TTANPOYOPIKAG i TNG
ETTIOTAMNG NAEKTPOVIKOU pnxavikou. H kputrtoAoyia gival TTapa TTOAU OnPAVTIKI) GTOUG

AHMHTPIOZ AAMANAKHZ 13



Ixedroopog kat avantuén Android edpappoyr¢ aodaleiog

TOMEIGC TNG ACQAAEIOG TWV UTTOAOYIOTIKWY OCUCTNHATWY KAl TWV TNAETTIKOIVWVIWV.
KUplog o16x0G TNG €ival va TTAPEXEI PNXAVIOPMOUS woTe dUo N TTEPIcOOTEPA AKPA
EMMKoIVwviag (avBpwTrol, TTPOYPAUKATA  UTTOAOYIOTWY, KATT) va PTTOpoUvV  va
avTaAAdooouV unvOPaTa Xwpig Kavévag TpiTog va gival IKavog va diaBdadel Ta unvuuata
QUTA. 2TIG TTPWTEG MOPYEG KPUTITOYPAPNONG n €TTECEpPyaATia yivoTav TTavw oOTnv
YAWGOIK) oM TOU PNVUPATOG VW TTAEOV XPNOIYOTIOIEI TO ApPIOUNTIKO 1I00QUVAO.
TENOG, €va oUVOAO DIOBIKACIWY KPUTITOYPAPNONG — ATTOKPUTITOYPAPNONG OVOUAdeTal
KpuTrTooUoTnua kal atmoteAeital amd upia mevrada (P,C,k,E,D) émmou P 0 Xwpog Twv
QUVATWY UNVUPATWY , C 0 XWPOG TwV OUVATWY KPUTTITOYPAPNHEVWY UNVUPATWY, K O
XWPOG Twv Oduvatwv KAedIwv, E n KPUTTTOYPOQIKN ouvaptnon kai D o

METAOXNMATIOPOG ATTOKPUTITOYPAPNONG.

1.2 Neplodol kpumtoypadiag

H kpuTrToypagia £xel EEKIVAOEI ATTO TA apxaia Xpovia Kal geAicoeTal JEXPI Kal
onuepa. ‘Etol amoé Tov Meoaiwva (476-1492 u.X.) £wg 10 1900 u.X. £XOUME TNV TTPWTN
TTEPiIOdO KpuTITOoypaiag. Katd tnv dIdpKEIa auTig TNG TTEPIOdOU avaTTTuxOnkayv TToAAOI
aAyopiBuol kputrtoypdenong Tou Bacifoviav woTOo0 Ot ATTAEG AVTIKATAOTAOEIG
YPOUMATWY. AUTO €iXe aTTOTEAEOPA va PNV XPEIAlovTal €CEIDIKEUPEVEG YVWOEIG Kal
TTOAUTTAOKEG OUOKEUEG KAl OTTWG TTPOKUTITEI ATTO TNV KPUTITAVAAUCN QUTWYV TwV
aAyopiBuwv €av gival yvwaoTo éva HEYAAO KOPUATI KPUTTTOYPAPNUEVOU uNVUUATOG TOTE
OAO TO APXIKO KEIUEVO MUTTOPEI va eTTavakTnBei. ATTO pia o@nvoeidr eTTiypa®r) TTou
AVOKOAU®ONKe OTIG 0BG Tou TToTaPOU Tiypn oI TTOMITICUOI TTOU avaTTuxbnkav oTn
Meootrotapia aoxoAi@nkav e Tnv kputrtoypagia ndn atmd 1o 1500 11.X. H emypaen
auTr TTEPIYPAQEI pia HEBOSO KATAOKEUNG OUAATWY VIO ayyeEIOTTAQOCTIKN Kal BewpeiTal
WG TO APXAIOTEPO KPUTTTOYPOPNUEVO Keievo. ETTITTAéOV pia o@nvoeIdAg eTTIVpaQn)
oTnv Zouoa Tng MNepoiag n otoia TrepIAauBavel Toug apiBpous 1 £wg 8 kal atrd 10 32
€w¢ 10 35, TOTTOBETNUEVOUG TOV €va KATW aTTo TOV AANO, EVW) aTTEVAVTI TOUG BpiokovTal
Ta avTioToixa yia Tov kaBéva a@nvoeldr) cUuPoAa atroTeAei 1o apyxaidtepo BiBAio
KPUTTTOKWAIKWV. 'ETTeITa, yupw o010 50 T.X. dlova €YIVE N TTPWTN OTPATIWTIKA Xpnon
TNG KPUTTTOYPA®NOoNG aTTd TOUG ZTTAPTIATEG TTOU £QNUPAV TNV KOKUTAAN» , TNV TTPWTN
KPUTTTOYPOQIKI) CUOKEUN, Kl PE TNV BONBEIA TNG KpUTTITOYpa@oUoav e Tnv uEBodOo TNG

METABeONG. H «okuTAAN» ATAV pia EUAIVN paRd0C, opiouévng dlauéTpou, yUpw atrd Tnv
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oTToia NTAV TUAIYPEVN ENIKOEIBWG IO Awpida TTEpyaunvnG. To KEiPEVO ATAV yPAPPEVO
o€ OTAAEG, €va ypduua o€ KABe €AIKa, oTav O EeTUAIyav TN Awpida, TO KEiuEVO NTav
AKATAANTITO €€QITiAg TNG avadIATagng Twv YPAPPATWY. To «KAEIdi» ATaV N OIAUETPOG
TNG OKUTAANG. ApydTtepa, o loUuAiog Kaioapag Eypage otov KiIKEpwva Kal o€ AAAOUG
@iAoug Tou, AVTIKOBIOTWVTAG TA YPANUATA TOU KEIYEVOU, NE YPANUATA, TTOU BpioKovTal
3 Béocig petd, oto AaTivikd AA@ABnTo. ATTO AUuTO TO YEYOVOG, OAUEPQ, TO oUCTNUA
KPUTTTOYPAPNONG TToU oTNPIeTal OTNV AVTIKATACTAON TWV YPAUUATWY Tou aAQaBAToU
ME &AAa TTOou PBpiokovtal 0¢ KaBopiopévo aplBud B€ong TPV 1 PETA, AfyeTal
KPUTITOOUOTNUA avTikatdotaong tou Kaioapa. To ouoTnua avTiKatdoTtaong Tou
Kaiocapa, Xxpnoigotroindnke eupuTaTa Kal OTOUG ETTOUEVOUG QIWVEG. H KpuTTTOypagia,
AOYW TWV OTPATIWTIKWY €EEAICEWY, ONUEIWTE ONUAVTIKA AVATITUEN OTOUG ETTOPEVOUG
aiwves. O ITaldg Giovanni Batista Porta, 10 1563, dnuoacicuce 1o TTEPIPNUO YIa TNV
Kputrtohoyia BIBAio «De furtivis literarum notis», pge TO OTToOI0 €yivav yvwoTd Ta
TTOAUGAQABNTIKA CUCTAPATA KPUTTTOYPAPNONG Kal Ta dIypa@IK& KPUTTTOYPA@ruaTa,
oTa oTT0ia, dUO YPAUMATA avTIKaBioTavTal atrd £va. ZnNUAvTIKOS EKTTPOCWTTOC EKEIVNG
TNG €TTOXNG €ival Kal o FAAAoG Vigenere, TOU OTTOiOU O TTiVOKOG TTOAUAAQABNTIKAG
QAVTIKATAOTAONG, XPNOIUOTTOIEITAI AKOUN KAl oriuepa. ApyoTepa, 0 AyyAoG apXITEKTOVAG
KAl €paocITEXvVNG apxaloAoyog M.BévTpig aoxoAnOnke pe Tnv Mpauuik Fpaer B kai
NTAV O TTPWTOG TTOU KOTAAARE OTI ETTPOKEITO yia KATTOI0 €i00C EAANVIKNGS ypa®ng, aAAd
n GIrown Tou auTr] Oev £yIve OEKTH APXIKA ATTO TOUG €I0IKOUG. 2Tn OCUVEXEIA, OUWG,
QPKETOI TTpOOXWwpPNoav otnv atmowr Tou. ‘Evag atmd autoug fTav o KPUTITAVOAUTAG
TCov TodvTyoulk, 0 OTT0i0G, 0Tn dIAPKEIO TOU TTOAEUOU, €iXEe EpyaoBei 0TV avaAuon
TNG YEPMAVIKNG KpuTTTopNXavAic Enigma. Mpootrddnoe va PeETaQEPEl TNV TTEIPO TOU
oTnv KputrtavaAuon TnG Mpaupikng B, aAAd xwpic emituxia péxpl 161E. OMWG, O
OuUVOUAOMOG TwV OUO ETTICTNUOVWY €QePE TO TTOAUTTOONTO atroTéAeopa. To 1953
KATEypawav Ta CUPTTEPAOUATA TOUG OTO IVNUEIWOES £pyo «MapTupieg yia TNV EAANVIKNA
OIGAEKTO OTa PUKNVAiIKA apxeiay, TTou €yive 1o o didonuo dpbpo kputrtavdAuong. H
aTTOKPUTITOYPAPNON TNG MpappikAg B atrédeige 0T eTTPOKEITO yia EAANVIKA YAwooa, OTI
ol Mivwiteg Tng KpATNG WIAoucav eAANVIKA Kai 0TI n deoTrdouca dUvaun ekeivn TV
etmoxn \rav ol MukAveg. H attokputrtoypdgnon Tng INpapuikng B BewpnBnke etTiTeuyua
avaAoyo TnG KaTakTnong Tou ‘ERepeoT, TTou ouveRn Tnv idla akpifwg emmoxn. MNa autd
Kal £yive yvwoTh oav 1o « EBepeaT Tng EAANVIKNAG apxaiohoyiag». MNepvovtag Aoimmov

oTnv deuTepn TTEPiIOdO KpuTrToypagiag (1900-1950) n KpuTtIToypaia avaTITUCCETAI
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000 d¢ev cixe avartuxBei Ta TeAeutaia 3000 xpovia Kal AUTO yIATI UTTIPXE ECAIPETIKA
MEYAAN avAaykn yia ac@AAEia KOTA Tn HETAOOON CWTIKWYV TTANPOPOPIWY PETAEU TWV
OTPATEUNATWY TWV XWPWV OTOUG dUO TTAYKOOUIOUG TTOAEPOUG. Ta KPUTITOOUCTANATA
auTAG TNG TTEPIGdOU apXifouv va yivovtal TTOAUTTAOKQ, Kal va dartroteAouvtal atrd
MNXOVIKEG KAl NAEKTPOUNXAVIKEG  KOATAOKEUEG, Ol  OTToieg  ovopadovral
«KpUTTTOPNXaVEG». H KputrTavAAuon Toug, atmaiTei HEYAAO OpIOPO TTPOCWTTIKOU, TO
oTroio gpyaldtav €T HEYAAO XPOVIKO OIA0TNHUO VW TAUTOXPOVA YiveETAl EEQIPETIKA
aicdnty n avaykn yia peydAn uttoAoyioTikh 1oxU. MNapd tnv TTOAUTTAOKOTNTA TTOU
ATTOKTOUV TA CUCTAMOTA KPUTITOYPAPNONG Katd Tn OIAPKEIQ QUTAG TNG TTEPIODOU N
KPUTTTavAaAuon Toug gival ouvABwg emmituxnuévn. O1 Meppavoi ékavav eKTevi Xpron, o€
O1G@opeg TTapaAAayég, vog ouoTAUATOS YyVwoToU w¢ Enigma Qotdéco 10 1932 0
MoAwvog Marian Rejewski KaTdgepe XpNOIMOTTOIWVTAG BewpnTIKA HaBnuaTikd va
TTOPABIACEl TNV TTPWTN HOP®A TOU YEPUAVIKOU OTPATIWTIKOU ouoThuatog Enigma.
‘Hrav n peyaAuTtepn onuavTik avakdAuwn oTnv KPUTTITOAOYIKA avaAuon TngG e1ToxNAG.
Méxpr kai To 1939 o1 NoAwvoi ouvéxioav va aTTOKPUTITOYPa®OUV Ta UNVUUOTA TTOU
Bagifovrav oTnv KpuTIToypd@non Pe To Enigma woTrou €v TEAEI O YEPUAVIKOG OTPATOG
€Kave KATTOIEG onMUAVTIKEG aANayEg TIG oTroieg ol MMoAwvoi dev ummopecav va TIg
TTOPAKOAOUBOOUV ETTEION N ATTOKPUTITOYPAPNON TTAEOV ATTAITOUCE TTEPICCOTEPOUG
TTOPOUG aTTO 600UG uTTopouacav va diabéoouv. Metd atmd authv Tnv eEEAIEN ol MNoAwvoi
dpxioav va petapiBélouv TNV yvwaon TOUG Kal PHEPIKEG INXAVEC oToug BpeTavoug kai
otoug adAoug. 'ETol 010 KéEVTpO TNG BpeTavikAg YTnpeoiag amd/kputrtoypdenong,
o1o MTTAETOAEI MNapk, o AAav Toupivyk (Alan Turing), o F'képvtov OuéAtopav (Gordon
Welchman) kai ToAAoi GAAo1 padi pe Tnv PonBecia evog UTTOAOYIOTH, TTOU OVOUAOTNKE
Colossus, ouvexwg atmokpuTrtoypagouaav TIG didgopes TTapallayEég Tou Enigma.
Apyotepa Kal PeTd To 1940 TO AUEPIKAVIKO VAUTIKO O€ ouvepyaoia pe Bpetavoug kai
OAAavOOUG TTIOTAPOVES £0TTACAV TTOANG KPUTTTOOUGCTHUATA TOU lOTTWVIKOU VAUTIKOU.
MeydAn emmtuxia onuewdnke Katd Tnv atrokpuTitoypdaenon tou JN-25 n otoia
odnynoe otnv apepIkavikn vikn otn Naupayia tng Miviyouél 0TTwg Kai oTnv £E6VTWON
Tou Apxnyou Tou latmmwvikoUu 216Aou [Copdkou lMapaudTto. lMNpiv kav apyxioel o B’
Maykdopiog MOAEPOG pia Oudda TOU QUEPIKAVIKOU OTPATOU, N atmokaAouuevn SIS,
€0TTO0E TO ACQAAECTEPO 1ATTWVIKO OITTAWMATIKO CUCTANO KPUTITOYPAPNonG Mia
NAEKTPOUNXAVIKI) CUCKEUN TTou ovouddletal «Purple». Katd Tnv didpkeia Tou deUTEPOU

TTOYKOOMIOU  TTOAEPOU  XPNOIUOTTOINONKAV  KPUTTTOUNXAVEG  TTOPOMOIEG  ME  TO
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EnigmaaAAd pe onPavTtikEG BEATIWOEIG, BUO TTIO YVWOTEG INXAVES TAV TO PPETAVIKO
TypeX kai To apepikaviko SIGABA. lNa Tnv eutmoAeun 1ePiodo n kputrtounyavr) LCD
Lacida trou €ixe @TiaxTei amd Toug MNoAwvoug KpaTtriBnke HUOTIKA AKOPA KAl ATTO TOV
Rejewski o otroiog 6tav, 10 1941, £AeyEe TNV AOQAAEIG TNG HECQ O€ AiyeG HOVO WPEG
KATAQPEPE VA TNV «OTTACEI». 'ETO1I @TAVOUUE OTNV TPITN TTEPIOdO KpuTITOoypa®iag , 1950
€WG ONUEPA , N OTToIa XapakTNPIZeTal ATTO TNV HEYAAN AVATITUEN OTOUG ETTIOTNUOVIKOUG
KAGOOUG TwV MPOBNUATIKWY, TNG MIKPONAEKTPOVIKAG KOl  TWV  UTTOAOYIOTIKWV
ouoTnuatwy. OucIaoTIKA TWPA EEKIVAEL N ETTOXT TNG OUYXPOVNG KPUTITOYPAPIOG UE TOV
Claude Shannon otroiog padi ye Tov Warren Weaver, 10 1949, dnuooiguouv 1O
EVYPOQPO «Oewpia ETTIKOIVWVIAG TWV CUCTANATWY PUOTIKOTNTAS» (Communication
Theory of Secrecy Systems) o1o TEXVIKO TTEPIOBIKO Bell System kai Aiyo apyodtepa 0T0
BIBAio, «Mabnuatikp Octwpia TG Emkoivwviagy (Mathematical Theory of
Communication). EmimmAéov, o Claude Shannon €kTOG aT1TO TIG AOITTEG TOU EPYOOIES
TTAvw oTn Bewpia OEOOUEVWYV Kal ETTIKOIVWVIOG KOBIEpWOE Kal pia BewpnTikr BAaon yia
TNV KPUTITOypa®ia Kal TV KputrtavaAuon. TOTE, n KpuTrtoypagia oTaudrnoe va
onuooleleTal ava KAl QUAACOOTAV OTTO  MUCTIKEG UTTNPECIEG KUBEPVNTIKWV
ETMKOIVWVIWV OTTWG N NSA. OAa autd dpwg aAagav ota péoa Tng dekaetiag Tou 70
OTTOU KaIl €yIvav dUO ONUAvTIKEG dNuooieg TTpdodol. MNMpwTa dNUOCIEUTNKE TO OXEDIO
TTpoTUTIOU  KpuTrtoypdaenong DES, omig 17 Maptiou 1975, otov OHOCTIOVOIOKO
kataAoyo TnNG Auepikig. H IBM trpdTteive To oxédio DES oT1o EBvIkG Mpageio MNpoTutrwyv
(NIST) TTpoKeIgévou  va  avoTrTuXBouv  ao@aAEiG NAEKTPOVIKEG E€YKATOOTACEIG
ETMKOIVWVIAG yia TPATTECEG Kal AAAOUG opyaviopoug. 'ETol To 1977 uioBeTABNKE Kal
onuoolelTnNKe TO TIPOTUTIO €eTTegepyaaiag TAnpogopiwv DES Uotepa amd tnv
TpoTtroTroinor Tou a1rd TNV NSA (avagépetal T0TE WG FIPS 46-3). MNa TpwTn @opd évag
aAyOpIBuOG KPUTTTOYPAPNONG TTOU €XEI EYKPIOET aTTO YIa EBVIKH QVTITTIPOCWTTEIA OTTWG
N NSA givail dnudoia mpooitdg. Mepikd xpovia apyoTepa kal uadAiota 1o 2001 o NIST
avryyelhe o FIPS 197 kai €101 eTrionua TTAéov 0 DES avtikataoTtddnke atmmod tov AES.
MapoAo Tnv avtikataotaor Tou 0 DES kal Kupiwg ao@aléoTepeg TTapaAAayEG Tou,
ommwg 3DES 1) TDES, xpnoIPoTToOloUVTal aKOMA Kol OAuEPa o€ TTOAG €BVIKA Kal
opyavwTIKG TTPOTUTTA. To Baoikd uEyeBog Twy 56-bit £éxel atmodeixBei TTwg dev UTTOPEI
va avTioTabei oe emOBEoeic wung PBiag (bruteforce attack) kaBwg pia TéTolO €1TiBEON
Karagepe va omraocel Tov DES og 56 wpeg. EMopévwg, kal OAa 1a pnvopara Kal
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TTANPOPOPIEG TTOU €XOUV ATTOOTAAEI a1rd TOo 1976 pe TNV Xprion DES diatpéxouv

oofBapd KivOuvo aTTOKPUTITOYPAPNONG.

1.3 ZUyxpovn kpuTttoypadia

2TNV ouyxpovn ETTOXA N KPUTTITOypdpnon EMMTUYXAVETAI HPE TNV XPHon
aAyopiBuwv TTou €Xouv TO KAEISi KPUTTTOYPAPNONG KAl GTTOKPUTITOYPAPNONG Ol OTTOIOI
METATPETTOUV T OEOOPEVA OE€ Hid «YN@PIAKA aouvapTnoio» HEOW TNG KPUTTTOYPAPNONG
KOl OTNV OUVEXEIQ OTNV apXIKf Hopery HECW TNG ATTOKPUTITOYPAPnong. MevikoTepa
UTTAPXEI O KAvOVag OTI 600 PEYAAUTEPO gival TO KAEIDI TOOO TTI0 OUOKOAO €ival KATTOI0G
va OTTA0ElI TOV KWOIKA Kal va O€l TIG KPUTTITOYPaPNPEVES TTANPOQOpPiES. AUTO I0XUEI YIATI
€AV £vag €mMTIBEPEVOG TTPOCTIOBNAO0EI VA ATTOKPUTITOYPAPNOEl £va PRVUUA XWPIS va
¢€pel To KAEIDi Ba TTPETTEl va doKIudoel OAa Ta TTIOava KAEIBIG Ye TV XPrROoN WHNS Biag
(bruteforce). Apa, €1TeIdr N KABE dUABIKN HovAda TTANPOPOPIWY I bit atroTeAEiTal atrd
TIMEG 0 4 1 €va KA€10i 8-bit Ba £xel 256 ) 248 mBavd kA€1d1d kal éva KAEIdi 56-bitBa eixe
2756 mBava kAeidid. O aAyopiBuog DESOTTWG €xouue TTpoava@EéPEl XPNOIKOTTOIE
MNKOG KAEIOIOU 56-bits kal o€ KATTOIA SOKIUACTIKG PNVUPATA TTOU €iXaV ATTOOTOAEI
EXouv oTTaoEl e TNV Xprion bruteforce. Qotdéc0, 0 DES avtikataotdbnke ato tov AES
yUpw oTa T€AN Tou 1990 61T0U Kal avaKaAUQBOnKe TTwg 0 TTAEOV ATTOBEKTOG TPOTTOC YId
VA TTPOXWPACOUV Ol ETTIXEIPAOEIS NAEKTPOVIKOU EUTTOPIOU ATAV O OUVOUAONOG TwV 2
TTPoNyoUNEVWY ouoTnPATtwy dnAadr tou AESKal Tou DES.Apyotepa, dpxioav va
TTPAYHATOTTOIOUVTAI KOl Ol TIPWTEG AOPAAEIG DIAdIKTUOKEG TUVAAANQYEG PE TNV XPAON

€VOG VEOU TTPWTOKOAAOU TO yVWOTO £wg onuepa Secure Socket Layer | SSL.

KEDAAAIO 2° E(bn KpUTTTOOUOTNUATWV

Ta KPUTITOOUOTAMOTA XWwpIiCovial 0c 2 HEYAAEG KATNYOPieg, Ta KAQOOIKA
KPUTTTOOUOTHUOTA (OUMMETPIKA) KOI TO JOVTEPVA KPUTITOOUOTAUATA (QOUPMPETPQ). TNV
TTPWTN KATAYOPIQ (OUMUETPIKA KPUTTTOOUCTHUATA) TO CUCTNUA TTPOKEIMEVOU VA TTPOREI
OTNV KPUTTTOYPAPNON Kal ATTOKPUTITOYPAPNCN XPNoIdoTTolei éva Koivo KAeidi. ‘ETol, n
ao@AAcElad auTwyv Twv aAyopiBuwv PBacifeTal oTnv PUOTIKOTNTA Tou KA£Idlou. Ol

OUMUETPIKOI aAyOpiBuol xwpilovTal Kal auToi g€ OU0 SIaPOPETIKES KATNYOPIES avaAoya
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ME TOV TPOTTO KPUTITOYPAPNONG TwV TTANpo@opiwv. ATTO TNV pia gival or aAyépiBuol
TTOU XWPICOUV TO PAVUPA O€ KOPPATIO KAl KPUTTTOYPA®OUV TO KABE KOPUATI EEXWPIOTA
kal ovoupdlovrar Aéoung (BlockCiphers) kai atmd tnv AGAAn o1 aAyopiBuol TTou
KPUTITOYPOPOUV Wia por} uNvVUMATOG OAAG BV TO XWPICOUV O€ TUAMATA Kal ovopalovTal
Porig (StreamCiphers). AAy6piBuol Aéoung atroteAouv ol DES, BlowFish, CMEA, RC5,
Triple-DES evw Pong éxoupe Toug ORY X, RC4, SEAL.

Mpokeigévou va KaAueBei n aduvapia HeETaPOPAs KAEIBIWY TTOU TTAPOUCIAlouv
TA CUMMETPIKA OUCTAPATA dnuioupyrRdnkav Ta ACUPUETPA KPUTTTOOUCTAMATA 1] AAAIWG
KpuTrToouoTAuaTa dnuéciou KAEIOIOU. 2€ QUTA TA CUCTHUATA UTTAPXOUV dUO €idn
KAEIDIWV éva IBIWTIKO Kal £va dnudaolo 6T1Tou To dNPOoIo gival dIaBECINo g GAOUG VW
TO 181WTIKO €ival JUoTIKO. H oxéon TTou £€xouv auTd Ta KAEIDIA PETAEU TOUG €ival TTWG OTI
MTTOPEI VO KPUTITOYPAPAOEI TO £va TOTE UTTOPEI VA ATTOKPUTITOYPAPNOEI JOVO TO AAAO.
Me tnv BonBeia TNG ACUUPMETPNG KPUTITOYpA®iag Onuioupyrnénkav ol WnelokEg
UTTOYPOQPEG KAl OTNV OUVEXEIA avaTrTuxonke n Ytrodoury Anuoéoiou KAgidiou kal ota
WYN@IOKA TTIOTOTTOINTIKA. ACUUMETPOI KPUTTTaAYyOpiBuol atroteAoUv of RSA, DSA,
Pailier, To TrpoTUTTO ElGamal, 1o TTpwTtdKkoAo Diffie-Hellman.

Emouévwg, n Kputrtoypagia e¢eAicoeTal OAO Kal TTEPICCOTEPO Kal N Xpron TNG
YiVETQI OAO KalI TTIO ETTITOKTIKI KOBWGS AUEAVETAI N avAyKn YIa agIOTTIOTN JETAPOPA TNG
TTAnpo@opiag. MepIKEG aTTO TIG XPAOEIG TTOU £XEI OANEPA N KPUTITOYPAQIa €ival OTIG
ac@aleic ouvaAlayEg ota Tpatrelika diktua — ATM, oTnv KivnT TNAEQwvia, OTa
OUCTAUATA cUvVayEPPWY, o€ 1I0IWTIKA VPN dikTua, £EUTTVEG KAPTEG, KPUTITOVOUIoUATA

KATT.

2.1Publickey (dnpooto kAeldi)

Metd 10 1976 ko Tnv Onupooicucn oTtnv eenuepida New Directions in
Cryptography até Toug Whitfield Diffie kai Martin Hellman €io0dx0nke pia véa péodog
OlaVONNG KPUTITOYPAQIKWY KAEIDIWV N oTToia Kal éAuce TO TTIPORANua diIavoung KAEIBIWV
Kal €yive yvwoTr wg aviaAlayn kAeidiwv Diffie-Hellman. ‘Etol, ekivnoe pia avamruén
VEWV AAYOPIOUWY KPUTTTOYPAPNONG TWV ACUUPETPWY OAYOPIBUWY KAEIDIWV. TNV
AoUUMETPN KAEIBIWV KPUTTTOYPA®@NON XpenoldoTrolEiTal €va Ceuydpl  PaBnuaTtika
OXETIKWV KAEIOIWY, KaBEva atrd Ta OTToia ATTOKPUTITOYPAPEI TNV KPUTTITOYPAPNON TTOU

EKTEAEITAI XpNnoIyoTTOIVTAG TO AANO. 'Evag TéTolou €idoug aAyopiBuog gival yvwoTodg
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w¢ ouoTnua dnudaoiou ) acUPPETPOU KAEIBIOU. O KABe XpAOTNG, ETTOPEVWG, ATTAITEITAI
vVa €XEl HOVO €va CeUyog KAEIDIWY 0opiCovTag To £va KAEIDi TOU {eUYOUG WG IBIWTIKO Kal
TO GAAO WG dNPOOCIO KAl EPOCOV TO IDIWTIKO KAEIDI TTAPAUEVEI HUOTIKO, TO ONUOCI0 KAEIDI
MTTOPEI VO TTOPAPEVEI EUPEWGS YVWOTO KAl VA ETTAVAXPNOCIUOTTOIEITAI YIA JEYAAO XPOVIKO
d1doTnua. ‘ETol, UTTOPEI va TTPAYMATOTIOINBEI A0@AAr] ETTIKOIVWVIO PECW VOGS MN
a0@AAOUG KavaAIoU, PETALU dUO XPNOTWYV, PE TNV TTPOUTTOBe0nN 0 KABE XpAOTNG Va
yvwpiZel To 81KO Tou dNUOCIo Kal IDIWTIKG KAEISi KaBwWG Kal To dnUOCIo KAEIBI Tou dAAoU
XpPnoTn. H ammoTeAeopatikoTNTa TwV ACUPPETPWY OaAyopiBuwy Bacifetal oe pia
KATNyopia JaBnuaTtikwy TTPoBANPATWY TTOU OVOUAZovTal JOVODPOUEG CUVAPTHOEIS, Ol
OTTOIEG XPEIACOVTAl MIKPH UTTOAOYIOTIKR) 1I0XU VIO va €KTEAECTOUV OAAG QVTIOETWG
TEPAOTIEG TTOOOTNTEG I0XUOG YIA va AvTIOTPAPOUV OTaV €ival duvaTr) n avTioTPo@r TOUg
OTTWG YIA TTAPAdEIYHA OTAV EUKOAQ UTTOPOUME VA TTOANATTAQCIACOUNE dUO PeEYAAOUG
TTPWTOUG apIBPOUG aAAd gival TTOAU SUOKOAO va BpeBoUV oI TTAPAYOVTEG TOU TTPOIOVTOG
atrd Tov TTponyouuevou TToAAaTTAacIacpou. QoTéc0o TIpIvV TRV dnudCIa avakoivwon
ammdé Toug Diffie kai Hellman 1o 1976 pia BpeTavikry uttnpeaia TTANPOQOPIWY TOU
Apxnyeiou Emkoivwviwov TnG KuBépvnong (GCHQ) 1oxupioTnKe, KUKAOQOPOVTAG

Eyypaea, TTWG Eixe NdN avaTrTUEEl TNV ACUUPUETPN KPUTTTOYPA®ia KAEIDIOU.

2.2 Katakeppatlopog (hashing)

O koTakepuaTIONOG aTToTEAEl pIa pEBOBO yia TRV ypriyopn KwdiKOTroinon
TTANPOPOPIWYV. Z& MIa OUUPBOAOCEIPA KEINEVOU aPOU €QPAPUOCTEI Evag aAyoplBuog
TTPOKUTITEl Mia véa ouuPBolocelpd n oTroia Kal aTToTEAEl TO «WN@PIAKO OAKTUAIKO
ATTOTUTTWHO» TOU PNVUUATOG KOBWG N OUYKEKPIMEVN TIPA TTPO0dIopilel POVO €va
OUYKEKPIPEVO PRAvupa. Me Tn pEBODO TOU KATAKEPUATIOMOU WTTOPOUME €UKOAQ va
TTPOCdIOPICOUE AV OI TTANPOPOpPIES €xouv aAAGel KaTd Tnv diadikagia TG HETADOONG
TOUG KOITAZOVTAG ATTAG TNV TIKN KATOKEPPATIOPOU N oTroia Ba TTpéTTel va gival idia T6oo
TTPIV TNV a1TOOTOAA 000 Kal PETA. QOTOO0 O KATOKEPHATIONOG OV gival idIOG YE TNV
KPUTTTOYPA®PNON KaBwg atroTeAei yia povodpoun Asitoupyia evw n KputrToypdenon
gival au@idpoun a@ou METATPETTEI Eva OTTAG KEIMEVO O KPUTITOYPAPNMUEVO Kal
avtioTpo@a. O KATOKEPUATIONOS eQapuOleTal o€ ETTAANBEUCN WNPIAKWY UTTOYPAPWYV

Méow AIadIKTUOU, 0€ KWAIKOUG TTPOCRACNG UTTOAOYIOTWYV Kal SIAdIKTUOKES EQAPHOYEG.

AHMHTPIOZ AAMANAKHZ 20



Ixedroopog kat avantuén Android edpappoyr¢ aodaleiog

KEDAAAIO3° Advanced Encryption Standard (AES)

N'vwoTd kal ws Rijndael To Advanced Encryption Standard 18pubnke 1o 2001
ammo 10 EBvikd lvoTitouto lMpotummwy kar TexvoAloyiag Twv HIMA kal atroteAei pia
TTpodlaypa®r)  yiad TNV KPUTITOYpA®NOon  NAEKTPOVIKWY  OeOOUEVWYV.  2TNV
TTpaydaTikéTNTa TO AES €gival £éva uttooUvoAo Tou Rijndael TTou KataoKeudoTnKe aTmod
TOUG KpuTrToypdgoug Vincent Rijmen kai Joan Daemen. Av kai 1o Rijndael €ixe
OI0QOPETIKA PEYEDN KAEIDIWY Kal UTTAOK yia Tov AES, €TTIAEXBNKe atrd Tov NIST, va €xel
MTTAOK 128bit Kai Tpia dia@opeTIKA urikn KAEIBI0U 128, 192 kai 256 bit. MMAéov, To AES
XPNOIUOTTOIEITAI TTAYKOOMIWG Kal €XEl avTiKataoThoel To MNpoTtutto Kputrtoypdgnong
Aedopévwy (DES) kai atroTeAei évav aAyopIBpo CUPPETPIKOU KAEIBIOU OTTOU TO KAEIDI
XPNOIUOTTIOIEITAI TOOO OTNV KPUTTTOYypAPnon 000 Kal OTNV ATTOKPUTITOYPAPnon Twv
oedouévwy. To Tpotutro ISO/IEC 18033-3 10 oOTOI0 KOBOPIlel ouoTAuaTa
KPUTTTOYPAPNONG YIa OKOTTOUG EUTTIOTEUTIKOTATAG Twv OedouEVwY TTEPIAANPBAVEI TO
AES. ATmoteAei TNV TPWTN KAl TN POvVn, €wg OAEPA, €AeUBepn yia SAoug
KPUTTTOYPA®PNON TTOU €ival eykeKpIPEVN atrd TNV YTInpeoia EOBvIKAG ACQAAEIag Twv
HIMA (NSA). H apxn oxediaouou tou AES eival yvwoTry wg diKTUO UTToKaTdoTaong-
TTapaAAayig kai o avtieon pe Tov DES dev xpnoiyotroiei diktuo Feistel. Ze €vav
KPUTITOYPA@Oo AES 1O u€yeBOG KAEIBIOU TTOU XpNOIPOoTToIEiTaI KOBOoPICEl TOV apiBud Twv
KUKAWV PETOOXNMATIOPWY TNG €1l00060U dnAadn yia kA£1dId 128-bit £xoupe 10 yupoug,
yia KA€101a 192-bit 12 yupoug kai yia kKAe1d1d 256-bit 14 yupoug. O k&b yUpog atroTeAei
éva ouvolo diapopwyv oTadiwv eTTeCepyaniag cuptTEPIAAUPBavouéVOU Kal VOGS TTOU
eCaptadtar ammd 71O idlo TO KA£1di  KpuTTOypPAPNOoNG. AVTIOTpO@a yia TNV
ATTOKPUTITOYPAPNOoN £pappofovTal TTAAI KATTOIO 0UVOAQ YUPWYV TTOU PETATPETTOUV TO

KPUTTITOYPOPNMUEVO KEIMEVO O€ APXIKO TIAVTA ME TNV XPron Tou idlou KAEIOIOU

KPUTITOYPAPNONG.

3.1Mepiypagny upnAou emTTEOOU TOU aAyOpIBuoU

Apxikd yivetar KeyExpansion (XpnoIUOTTOIWVTAG TO TTPOYPAPUa KAEIdIWV AES
KUKAIKG KAEIBIG TTpoEpyovTal aTTd TO KAEISI KPUTTTOYPAPNONG) KAl JETA EQaPUOETal TO
AddRoundKey (xpnoigoTroiwvTtag bitwise xor kaBe byte Tng KatdoTaong ouvoualeTal
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ME €va byte Tou KUKAIKOU KA€IDI0U). ‘ETreira otoug 9, 11 4 13 yupoug epappolovTal Pe
Tn ocipd SubBytes (kabe byte avtikaBioTatal ammd éva AAAO ocUp@wva Pe €va TTivaka
avalnTnong MEow €vOG PN ypapuikou BrAparog), ShiftRows (oe autd 10 BrAua
METAQOPAG Ol TPEIG TEAEUTAIEG OEIPEG TNG KATAOTAONG METATOTTICOVTAI KUKAIKA WE
OUYKEKPIPEVO apIBuod BnudaTtwy), MixColumns (atroTeAei BAPA YPAUMIKAG AVAUIENS TTOU
AEITOUPYEI OTIG OTAAEG TNG KATAOTAONG KAl OUVOUACel Ta 4 byte oe KABe GTrAN) KAl TEAOG
AddRoundKey. Na va @tdoel kal va oAokAnpwoel Toug 10, 12 4 14 yupoug apxikd
epapuoletal SubBytes petd MixColumns kai petd AddRoundKey.

3.2 BeAtioTotroinon Acitoupyiag KpuTrtoypa@nong

H ektéAeon Tou cipher ptmopei va yivel Taxutepn, o€ ouoTthuara ye 32-bit n
MeEYaAUTeEpeG AEEelg, ouvdualovtag Ta PrAuarta «SubBytes» kalr «ShiftRows», tTou
TTpoava@épOnkav, Pe 10 Bripa «MixColumns” dnuioupywvTtag €101 PIO akoAouBia
avalntioewyv TTivaka. MNa va yivel Opwg autd QIKTO aTTAITOUVTAl TEOOEPEIG TTIVAKEG
Twv 32-bit ue 256 eicodo auvoAo 4096 bytes. ‘ET01 £vag yUpOG UTTOPEI va EKTEAEDTE PE
16 avalntioelig oTov Trivaka kal 12 Aeitoupyieg ammd 32-bitexclusive-or katd tnv

ekTéAeon Tou «AddRoundKey».

3.3 I'vwoTEg €MIBEOEIg

‘Eva KPUTTTOYPOAQPIKO «OTTACIUO» ATTOTEAEI OTIOATTOTE Eival TTIO YPriyopO aTTO Hia
emmiBeon wung Biag (bruteforce) otnv otmoia dokipdlovral OAa Ta mBava kAeidid. To
2006, n distributed.net, kata@epe TNV MEYOAUTEPN ETTITUXNMEVN ONUOCIA YVWOTH
eTmiBeon brute-force evavrtiov evog KAeIdIou 64-bit RC5. AQou o xwpog Tou KAEeIdIoU
augdveral Katd évav ouvTeAEOTH 2 yia KABe PAKOG Tou KAEIBIOU Kal KABe duvaTd KA1
gival €€OTTAIOPEVO €XOUPE OTNV TTPAYMATIKOTNTA dITTAGCIaoud Tou PECOU XPOVou
avalntnong péow brute-force oto kA&1di ONAAdA €KBETIKA auénon TNG TTPOCTTABEING
TToU KataBdaAAeTal 6oo au&dveTal To PKog Tou KAEIdIoU. MNMapdAa autd To PAKOG TOU
KA€I0I0U auTtd KABE autd v GUVETTAYETAI TNV ACQPAAEIQ EvavTl ETTIOECEWV OTTWG EXEI
atodelxOei kal og €MOECEIS TTOU £XOUV YiVEI O€ KPUTTTOYPAPOUG HPE TTOAU PEYAAQ
KA€1014. To 2002 o Nicolas Courtois kai 0 Josef Pieprzyk avakoivwoav pia 8ewpnTIKN
€MiBeON, YVWOTAH wg €TTiBeon «XSL», e OKOTTO va avadegigouv Tnv aduvauia Tou

aAy6piBuou AES AOyw TNG XaUNARG TTOAUTTAOKOTNTAG TWV N YPOUMIKWY TOU OTOIXEIWV
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OuwWG TTOANG €yypaga €xouv Oc€igel TTwWG, autou TOou €idoug n €TTiBeon, OTTWG
TTOPOUCIACTNKE €ival avepdppooTn. ‘ETol, péxpl to 2009, o1 emBfoeig pEow KavaAiou
O& OUYKEKPIUEVEG €QAPUOYEG Tou AES rTav oI HOVADIKEG ONPOOCIEUPEVEG ETTITUXEIG.
ToTe OUWG, avakaAueOnke pia véa €TmiBeon TToU CUOXETICOTAV PE TO KAEIDI, €ixe
TTOAUTTAOKOTNTA 2110 | KaI eKPETAAAEUOTAY TNV ATTASTNTA TOU BACIKOU TTPOYPANMATOS
Tou AES. ApyoTepa, BeATIWONKE N TTOAUTTAOKOTNTA TN £TTiBeong o€ 2995, QaTdaoo, ol
EMOECEIC TTOU a@opolv To KAeIdi Ogv TTPOKAAOUV avnouyia ot Kavéva OwoTd
OXEOIOOUEVO KPUTTITOYPAPIKO TTPWTOKOAAO KABWGS auTtd dev Ba eTTITPETTEI TO OXETIKA
KA€I01G kal €101 Ba TTEPIOPICel TOV €ITIBEPEVO. Mia akoua eTTiBeon dnuoacieupévn aTrd
Tov Bruce Schneier kar uhotroinuévn ato tov Alex Biryukov, Orr Dunkelman kai Tov
Dmitry Khovratovich, To 2009, evavtiov Tou AES-256 xpnoigotroiwvtag puévo d0o
OXETIKA KAEIBIA Kal 2% xpOvo yia va avakTAoel To TTARPEG 256-bit KAEIdi 9 KUKAwV
£kdoang, 1 245 xpdvo yia éva 10 yupwv ékdoan f 27° xpovo yia éva 11 yupwv €kdoan.
MapoAa autd duwg o AES xpnoipoTrolei 14 yupoug dpa auTtég ol eTTIBETEIG OV £XOUV
aTToTEAEOUATIKOTATA £vavTl Tou TTAfjpoug AES. Etréuevo fTav Aoitrdv, va eTTIKPIBEN N
TTPOKTIKOTNTA  €TMOEcEWV HE 1oxupoTEPa TIAAKTPA. Tov NoéuBpn Ttou 2009,
ONUOOCIEUTNKE WG TTPWTN €£TTiIBECN €vavtiov Tou 8-yUpwv ékdoon Tou AES-128. H
eiBeon autr) atroTeAei pia BeATiIwpEVN €kdoon TNG £TTIBEONG EEKIVWOVTAG aTTO TNV PEON
«start-from-the-middle attack» n omoia e@apuoldétav oe Tapaldayéc Tou AES.
Aeitoupyei oTnv 8 yUpwv ékdoon Tou AES-128 pe Xpovikry TTOAUTTAOKOTNTA 248 Kai
TTOAUTTAOKOTNTA PVARNG 232. ETiong auTth n €mTiBeon €ival pn aTTOTEAEOUATIKY £VAVTI
TOou TTApoug AES-128 31611 o TTAApeg AES-128 xpnoipoTroiei 10 yupoug. lMpuwTtol
Aoirév, o AndreyBogdanov,0 DmitryKhovratovich kai o ChristianRechberger, 1o 2011
ékavav emBEoeig avakTnong KAe1diwv o€ TTANpn AES. H emmiBeon nTav pia emibeon
biclique n oTtroia cival TaxUuTEPn, TTEPITIOU TEOOEPEIS QOPEG, aTTO Wia brute-force
emiBeon. AuThA n emiBeon ataitei 21262 Aeitoupyieg yia Tnv avaktnon AES-128 kA1d100,
21902 yig AES-192 ka1 22546 yia AES-256. O TTponyoUuevog aplBuog Twv AEITOUPYIWV
TTOU aTTAITOUVTAI PEIWONKE Aiyo apydTEPa XWpPIiG waTOCO va onuelwbei kavéva peyaAo
KEPDOOG KABWG £va KAeIdi 126-bit xpeIdleTal AKOUA KO OAUEPO DICEKATOPMUPIO XPoVIa
yia va «oTTdoel» Je Tnv xpron brute-force Téoo pdAAov €va kA€1di Twv 128-bits. ‘ETol
uttoAoyiCeTal 0TI XpeldlovTal 38 TpioekaToPUUpIa terabytes dedouévwyv Ta OTToIa Eival
TTEPICTOTEPA OTTO OAQ Ta dedOUEVA TTOU Eixav aTTOBNKEUTEI OTOUG UTTOAOYIOTEG TO 2016.

Mpog 10 TTaPAYV, dEV UTTAPXEl KAWIO YVWOTH TTPOKTIKN €TTIBECN TTOU Ba €TTETPETTE O€
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KATTOIOV TTOU OEV £XEI TNV YVWOT) TOU KAEIOIOU va dlaBAcel DEQONEVA KPUTTTOYPAPNUEVA

atrd Tov AES.

3.4 EmBEoeigc TTAeupikoU KavaAiou (Side-channel attacks)

TéTolou TUTTOU ETTIBECEIG BEV TTPAYHATOTTIOIOUVTAI EVAVTIOV TOU KPUTTTOYPAPOU
KalI ETTOUEVWG OEV OXETICOVTAI JE TNV AOQPAAEIN TNG KPUTTTOYPAPNONG QUTAV KABE auTAv
woTdé00 aTroTeEAOUV  €va TTOAU  ONUAvVTIKO  KOMMATI.  O1  emMBEéoeEIC  AuTEG
TTPAYMATOTTOIOUVTAlI O€ UAOTTOINCOEIG TOU aAyoplBuou Tmavw o€ hardware 1) software
OuoThUATa Ta oTToia dlappEéouv dedopEva Aoyw AdBoug uAotroinong. O D.J. Bernstein,
10 2005, avokoivwoe pia €TTiBeon XPOVIOUOU TTPOCWPIVAG UVAWNG ME TNV OTToia
KATAQPEPE VA «OTTACE» €vav OIOKOUIOTH TTOU XPNOIYJOTToIoUoE KputrToypagnon AES
Tou OpenSSL. O dIakouIoTAG ATaV OXEDIOOPEVOC va TTapéXel 600 TO duvaTtov
TTEPICOCOTEPESG TTANPOPOPIEG OXETIKA PE TOV XPOVIOUO dnAadr) €8Ive OToIXEIO yia TOV
apIBud Twv KUKAWV TTou XpelagdTtav yia Tnv Kputrtoypdenorn. ‘ETol, Tov OkTwppen Tou
2005, o Dag Arne Osvik, o Adi Shamir kai o Eran Tromer dnuoacicucav éva £yypago
EMOEIKVUOVTAG TIOAAEG  €TTIBECEIC XPOVIOPOU TIPOCWPIVAG MVAMNG KATA  Twv
epaphoywv Tou AES o010 OpenSSL kal oTnv AgiToupyia  KPUTITOYpA®nong
dlauePICPATWY (dm-crypt) o€ Linux cuoTtrhpara. Mia eTTiBeon TupodoTwVTaG GUVOAIKA
800 Acitoupyieg kpuTrToypd@nong, uéoca 65 milliseconds, KATAPEPE VA ATTOKTAOEI £Va
0AOKANPO KAEIDi AES woTdo0 auTr n €1TiBeon TTPOUTTOBETEI O ETTITIOEPEVOC VA €XEI TNV
duvaToTNTA VA TPEEEI TIPOYPAUMPATA OTO 010 CUCTNHA TTOU EKTEAEI TRV KPUTTTOYPAPNON
AES. To 2009, dnuooieuTnke MIa €TTiBeon n oTroia OTOXEUE MEPIKEG hardware
UAOTTOINOCEIG KAl XPNOIMOTTOIOUCE TNV aVAAUGCH OIQQOPIKWY CQOAPNATWY WOTE va
avakTAoel KAEIDi pe TTOAUTTAOKOTNTA 232, ETrioNg éva akOun £yypago dnuocieUTnKe TO
2010 a1é Toug David Gullasch kai Stephan Krenn, 61Tou TTepiéypage pia TTpooyyion
YIO MIO «OXEDOV TTPAYUATIKOU XPOVOU» £TTIBECN avAKTNONG PUOTIKWY KAEIBIWY aTTd TO
AES-128 xwpig TNV avdykn ouTte a1TAOU OUTE KPUTTTOYPOPNUEVOU KEINEVOU, ETTIOECN N
oTroia  uTropei  va  xpnoigotroinBei  kalr  evavrtiov  e@appoywv  AES-128  TTOU
XPNOIUOTTOIOUV TTIVOKEG OUMTTiEONG OTTWG dNAadry To OpenSSL. MNMapoduoia duwg Kai
aut n €miBeon TTPOUTTOBETEl QTTO TOV ETMTIOEUEVO va UTTOPEl va EKTEAECEI [N-
TTPOVOMIOKO KWOIKA OTO PNXAvnua TTou eKTEAEl TNV KpuTtToypdgnon AES, To oTtroio

BéBaia pTTOpEl VO emTEUXOEi pe pOAuvon atrd kKakOBouAo Aoyiouikd. Ettiong, tov
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MdapTtn Ttou 2016, or Ashokkumar C., Ravi Prakash Giri kai Bernard Menezes
TTapouciacav pia €1miBeon o€ uAoTroifoelg Tou AES OTTOoU uTTOpOoUCaV VA AVOKTHOOUV
T0 KAEIOi 0€ €vav OAOKANpo 128-bit AES e POvo 6-7 PITTAOK aTTAOU/KPUTITOYPAPNHEVOU
Keinévou. AuThl n e€miBeon atoteAoloe TePAOTIO BeATiwon o€ Oxéon ME TIG
TTPONYOUNEVEG UAOTTOINCEIG TTOU  Xpelagovioucav ammo 100 €wg 1 ekatoupuplo
KpuTrToypa@®noeig. NMAEov, TTOAEG ouyxpoveg CPU d1aB£Touv evowpaTwuévoug drivers

yla To AES kai ol otroieg TTpooTaTelouy atrd Side-channel attacks.

KEQAAAIO4° Android

To Android atroTeAei €va TPOTTOTTOINUEVO AEITOUPYIKO GUCTNUA BACIOUEVO OTOV
TTUpriva Tou Linux Kail €ival oXedI00PEVO KUPIWG VIO CUOKEUEG PE 006V a®AS OTTWG
smartphone kai tablet. Me Tnv xpnuatoddétnon 1ng Google n Open Handset Alliance,
Mia KolvotTpagia Trpoypapuatiotwy, avémtu¢av 1o Android Tov NoéuBpn Tou 2007 pe
TNV TTPWTN €UTTOPIKA ocuokeur) Android va KukAogopei Tov ZeTrTéuPBpn Tou 2008.
OuolaoTikd, atroTeAei éva dwpedv AOYIOUIKO TOU OTTOIOU O AVOIXTOG TTNYaAiog KWAIKAG
gival yvwotdg wg Android Open Source Project (AOSP) pe Kupla adela xpAong atmo
TNV Apache. MNAfov, oxeddv OAeg ol cuokeuég Android atrooTéNAovTal pe TTPOOBETO
TTPOEYKATEOTNUEVO AoYIoNIKO OTTwG Ta Google Mobile Services (GMS) , Tnv ynolaknA
TAaT@opua diavouns GooglePlay kal Ta GooglePlay Services. O TTnyaiog KWwoIKAG £XEl
XPNOIMOTTOINBEI yia avAaTTTuén AEITOUPYIKWY CUCTNUATWY O GAAEC OUOKEUEG OTTWG
KOVOOAEG TTAIXVIOIWY, WNPIOKEG QWTOYPAPIKEG WNXAVEG, UTTOAOYIOTEG WE TA TTIO
YVWOoTA atro autd va gival To Android TV yia Tig TnAeopdoeig kal To WearOS yia gopnTég
ouokeuég. Ta makéra Aoyiopikou Android €xouv pop@r APK Kkai yivovTal d1aB€aiya oTIg
OUOKEUEG MEOW EQAPUOYWYV «KATOOTNUATWVY» OTTwg TOo GooglePlay Store, 10
SamsungGalaxy Store, 10 Aptoide kair 10 F-Droid. Amé 10 2011 01 pEYAAUTEPEG
TTWANCEIG TTAYKOONiIWG oe OS Atav Tou Android To OTTOI0 CHPEPA €XEI MIO TPEXOUOT

oTabepr) ékdoon 1o Android 11.

4.1 EQapuoyEg

O1 TrepioodTEPEG, Qv OXI OAeg, ouokeuéc Android €pxovralr e  TTPO
EYKATEOTNUEVEG EQapUOYEG Google 6TTwg To Gmail, Google Maps, Google Chrome kai

10 Youtube. O1 epappoyég divouv TTEPIOCOTEPEG BUVATOTNTES Kal AEITOUPYIEC OE HIa
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Android ouokeur] Kal €ival YPauPEVEG XPNOIMOTTOIWVTAG KATtTolo Android software
development (SDK) kai tnv Kotlin wg yAwooa TTpoypauuatioyou rn  oTroia
avtikaréotnoe tnv Java amd 10 2019. To SKD meplAappavel éva peydAo set amod
epyaAeia avatmtuéng Aoyiouikou OTtwg debugger, did@opeg xproiues PiIBAIOBAKEG,
TTpooopolwT Android cuokeurig, documentation kai TTapadeiypyata ye KwaIKa. ApXIKA
n Google utrootipie 10 Eclipse, pe TNV TPOCONAKN TOU TIPOOBETOU Android
Development Tools, wg oAokAnpwpévo TrepIBAAAov avatTuéng (IDE) péxpr 1o 2014
otrou Kkal Trapouciaoce To Android Studio Baciopévo oto Intellij IDEA. Ek16¢ atmd 10
SDK utrapxouv kai GA\a epyaAgia avamTugng oTTwg 1o native development kit (NDK)
yla epappoyég o ypaupéveg oe C 3 C++. To 2014 n Google TTapouciace éva
framework Baoiopévo o1o Apache Cordova oto oTtroio divotav n duvartétnta
eicaywyng HTML 5 diktuakng e@apuoyrig oto Android. Emiong, 10 2014
TTapPoUCIACTNKE Kal To Firebase 1o otToio TTEPIEiXE BoNONTIKA £pyaAEia yia avaTrTugn
epappoywv. O1 ouokeuég Android ouvnBwg xpnoldoTToloUV JTTaTApPIa yia va
AeIToupyrioouyv €101 TO AOYIOUIKO TOUG €ival oXeDIAOPEVO WOTE VA EAAXIOTOTIOIEI TNV
katavaAwaon evépyelag. Otav pia e@apuoyr Ogv XxpnoIJoTToIEiTal TOTE TO OUCTNUA TNV
B€Tel o adpAveEId JE OKOTTO VA PNV OTTATAAGEI EVEPYEIQ ATTO TNV UTTATAPIA 1] TTOPOUG
aTTO TOV ETTECEPYAOTH WOTOCO gival Aueca dIABECIUN OTAV O XPNOTNG TNV XPEIAOTEI

cava.

4.2 Interface (BieTragn)

2710 Android n kupla diETTa® XPAOTN BacifeTal KUPIWG OTOV AUECO XEIPIOUO UE
TNV Xprion a®ng. O1 gicodol aprig avTIoToIXOUV O€ TTPAYUATIKEG EVEPYEIEG, OTTWG VIO
TTapddelyua  KUAIon oeAidag, pinching, and reverse pinching e€kévwyv Kal
OUPTTANPWHATIKG €éva €IKOVIKO TTANKTPOASGyIo. ETtriong, 1o Android utrooTtnpilel Kai
QUOIKA TTANKTPOASyIa kal controllers Traixvidiwv pe TRV Bonrbeia piag ouvdeong
Bluetooth 4 USB. O1 ouokeuég Android TrepiAapBdvouv  yupookoTia,
ETTITAXUVOIONETPA, YUPOOKOTTIO KAl algBNTPES £yyUTNTAG PE TNV BorRBeia Twy OTToiwv
EKTEAOUVTAI KATTOIEC OUYKEKPIMEVEG EVEPYEIEC OTTWG TTPOCAVATOAIONOS TNG 006vVNC O€
opICovTIO 1 KABETO Afova, nNAEKTPOVIKN TTUgida Kal Kateubuvon OXAWOTOG Ot éva
TTaIX VIOl TTEPIOTPEPOVTAG MOVO TNV cuokeun. H apxikr) 086vn piag Android cuoKeunig

ATTOTEAEITAI ATTO EIKOVIOIO EQAPUOYWYV KOl YPAPIKA oToIXEia. Ta €IKovidia EQapuoywy
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gival oTnv oudia Ta €Ikovidia TTou OTav Ta TTATACEI 0 XPHOTNG TOTE CEKIVAEI N £V AOYW
EQAPHOYN EVW TA YPOPIKA OTOIXEIO EMPAVICOUV TTEPIEXOUEVO, TO OTTOIO EVNUEPWVETAI
QuUTOPATO Kal €ival ouvBwg pia TTpdyvwaon Kaipou, To mail evog XpAoTn 1 KATTOIES

€IONOEIG

KEDAAAIOS° MpaKTIKO HEPOC — KWOLKAC OE Java Kal OTLlyULOTUTA

MNa TNV uAotroinon NG OITTAWMOTIKAG QUTAG €pyaciag XPNOIMOTTOINBNKE To
AndroidStudio (4.1.2). MNapokdTtw cag TTapaBETw OTIYUIOTUTTA TOU TTEPIBAAAOVTOG TNG
EQPAPMOYAG TTOU AVETTTULA, TA ATTAPAITNTA APXEia KAl KAACEIG TTOU TNV atTapTi(ouv

KaBwG Kal hia oUvToun TTEPIYyPA® ETTEENYNONG TNG AEITOUPYIKOTNTAG TOU KWOAIKA.

5.1 ApxIkr; 086vn Login

OT1av avoiyoupe TpwTnN Qopa TNV EQapPoyni oTnv apXIik 00évn epaviceTal Eva
MAVUPO yIO TO av O XPNOTNG ETTITPETTEI OTNV  €QAPPOYR va €xel TTpOCRacn OTIG
PWTOYPOYPIES, HECA KAl apXEid TNG OUOKEUNG (eIkova 1.1). ZTnv ouvéxela, eugavieTal
éva TTANKTPOASYIO TTAvw oTnV 006vN Kal £va JrvVUPa TTPOTPOTIAG aPXIKOTTOINONG £VOG
4yneiou PIN (eikéva 1.2). To PIN auto atToTeAEl TOV KWOIKO PE TOV OTT0I0 €évag XProTng
Ba utraivel y€oa OTNV £QAPPOYH Kal Ba PTTOPEl va XPNOIUOTIOINCEl TIG BACIKEG TNG
AeIToupyieg OTTWG dnuioupyia véou wallet kwdikwyv, €icaywyn wallet KwdIKWwv oTnNV
epapuoyn n onuioupyia wallet kwdikwv péow excel apxeiou. Ettiong, o xpnotng
MTTOPEI va KAvel €i0000 OTNV e@appoynl Xwpig va eiodayel PIN kabwg n epapuoyn
uTTOoOTNPICEI TNV €i0000 pPE XPHon OOKTUAIKOU QTTOTUTTWHATOSG OTTwg Ba douue Kal

TTAPAKATW.
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[ Naemrtpenetat
TNV EQApPHOYN
CryptoPassword
va €xeL pooBaon
0 PWTOYPAPIES,
HEoa Kal apxeia atn
OULOKEUN 0ag;

AMOPPIYH  NA EMITPENETAI

Eikéva 1.1
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CryptoPassword

Apxtkorotiote PIN yia tnv npooBaocn
oTNV Eappoyn

Eikova 1.2
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5.2 MpwTn 0646vn eTTIAOYyWV

Eg@ooov 0 xprioTng TTPAYHATOTIOINCE! ETTITUXNUEVN £I0000 OTNV EQAPUOYK) TOTE
BAETTEI TO Menu Twv BaciKwy emAoOYwV (eiIkdva 2.1) . WnAd otnv 086vn pag TTapéxeTal
n TTANpo@opia yia To wallet KwdIKWYV TTou £XOUNE avoixTo 1) 0TI dev €xouue KATtrolo wallet
CEKAEIDWTO KAl OTNV OUVEXEIO €XOUME TIG ETTIAOYEC LeKAEIdWPATOG €vog wallet kai
avadATnon/epeavion Kai eTTegepyacia Twv credentials TTou gival atroOnkeupéva o€ éva
wallet. EmimmAéov, otnv mavw 6£§Id ywvia tTng 086vng uTTdpxeEl TO UTTO-PEVOU HE
eMTAEOV  AcITOUpyieG TNG  €QAPPOYAG OTTwg  aAAayrp Tou apxikou PIN,
gvepyoTroinon/atrevepyoTroinon TG XPnong SAKTUAIKOU ATTOTUTTWHOTOG, dnuioupyia
véou wallet kwdikwyv, eicaywyn/egaywyn wallet KwdIKwv 1) excel KwdIKWV K.a. (EIKova
2.2) .

1:.02 &

\
| Aeitoupyieg Aettoupyieg AMAayr Login Pass

1:02 %

‘ Fast Log in
Anptovpyia véou wallet
Import/Export
MNapaywyrn kwdikoL
AN\ayn password oto wallet
MeTtovopacia wallet Kwdikwy

Awaypagn wallet Kwdikwv

Armoouvdeon

Eikova 2.1 Eikova 2.2
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5.3 ANayr LogInPIN

O xpnoTng emAEyovTag TNV TTPWTN AEITOUpYia OTTO TO UTTO-PEVOU UETAPEPETAI
o€ Jia véa dpacTtnpidTnTa (eIkova 3.1) Tpokelpgévou va aAAGgel To PIN pe To 0TT0io KAVEI
€icodo otnv epappoyn. Ekei eiocdyel 1o Adn uttdpyxov PIN kal 1o véo PIN padi pe v
emaAnBeuor) Tou. Edv 10 apxiké PIN d¢gv gival cowoTé n epappoyn Byadel 1o KatdAAnAo
pnvupa. ETtriong, n epappoyr pag ocixvel oTe 1o VEO PIN TTOU €x0oUpe €10ayel dgv
TaIpIadel he TNV €TMoAABeuory Tou OAAGCovTOG Xpwua oOTo T1edio: TTpdcivo av

OUMTTITITOUV Kal KOKKIVO av diagépouv (eikova 3.2,3.3).

1:03 & 1.03 &

AMAayn Login Pass AMAayn Login Pass

Eikova 3.1 Eikova 3.2
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1:03 &

AMAayn Login Pass

Eikova 3.3

5.4 FastLogin

H dpaotnpidtnTa FastLogin eival pia diadikacia G1Tou o XproTng UTToPEi va
EVEPYOTTOINCEI | ATTEVEPYOTTOINCEI TNV duvaTOTNTA €1I0000U OTNV £QAPMOYA ME TNV
XPnon OakTUAIKOU aTTOTUTTWHATOG (€IKOva 4.1). MpoUTtrdBeon ecival n CuOKeur TToU
TPEXEI N EQAPUOYN VA £XEl TNV duvaTOTNTA EAEYXOU DAKTUAIKOU ATTOTUTTWHATOG KAl O
XPNOoTNG va €xel Karaypawel KATTolo OOKTUAIKO atroTutiwpa. ‘ETol, og autr tnv
OpacTtnpIdTNTa euPaviCeTal éva Tedio OTToU 0 XpHoTNG TTPETTEl va gl0ayel To PIN Tng
EQPAPMOYNAG Kal av gival cwoTd TNV CUVEXEID €l0Gyel TO OAKTUAIKO TOU QTTOTUTTWHA
(eikova 4.2). Av kdvel Ta TTOPATTAVW ETTITUXWG TOTE TO KOupTri TG Evepyotroinong
yivetal disabled kai 10 koupTri TnG ATrevepyoTroinong enabled (eikdva 4.3) evw oTnv

apxikl 00dévn Tou Login epgavidetalr éva €IKOVidIoO PE TO ONPA TOu OOKTUAIKOU
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QATTOTUTTWHATOG TO OTTOI0 TTATAEl O XPNOTNG KAl EP@avideTal n 1IAoyN yia €i00d0 Tou

OOKTUAIKOU ATTOTUTTWUATOG TOU (eIkOvVa 4.4).

1:.04 &

Fast Login

anoTUTHVHATOG
Eloaywyn undapyovtog PIN

Eikova 4.1

AHMHTPIOZ AAMANAKHZ

Fast Login

EruBeBalwoTte TO anotimwpa yia va cuveyioete

[ —

®

AyyiETE TOV aLoBNTAPA SAKTUALKWY OMOTUMWPATWY

CANCEL

Eikova 4.2
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1.05 & 105 &

Fast Login CryptoPassword

‘!"V
I-,.‘H:'n\uuflllll gt
| *.l WHEl
| ﬁ""'? \

N

Eikova 4.3 Eikova 4.4

5.5 Mapaywyn Kwdikou

H e@appoyn utrooTtnpilel TRV dnioupyia Tuxaiou KwdIKoU oUP@wva e pattern
Kal HEyeBog AéENG TTou eTTIAEYEl O XPoTNnG (€ikdva 5.1). ‘ETol ptmropoupe va @ridéoupe
évav TUXAio KWAIKO XPNOILOTIOIWVTAG PIKPA YPAUKATA a1Td TO ayyAIKO aA@dpnTo padi
ME KEQaAaia, apliBuoug kKal oUPBOAa i va KAVOUUE OTTOIOdATTOTE CUVOUAOHO HE TA
TTapatrdvw. ETriong, emAéyouue TO HAKOG TOU KwOIKOU TTou Ba dnuioupynBei eVOEIKTIKA
atd 6 £wg 32 bit ukog AéENg kal oTnv cuvéxela TTaTwvTag 1o koupti GENERATE
OnNUIoUPYEITAlI CUVEXEIO €vag TUXAIOG KWAIKOG (gikdva 5.2). pog dieukdAuvon Tou
XPAOTN UTTAPXElI TO KOUWTTI AvTiypa@r] 01O TTPOXEIPO OTTOU O TTAPAYONEVOS KWOIKOG
atroOnkeUETal TTPOCWPIVA OTO TTPOXEIPO TNG OUOKEUAG WOTE va XpNolPoTToindei o€

Katrola GAAN AciToupyia apyoTepa.
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1:05 1:06 &

Mapaywyn Kwdikov MNapaywyn KwdlKov

Eikova 5.1 Eikova 5.2

5.6 Anpioupyia véou wallet

21nv dpacTtnpidTnTa dnuioupyiag véou wallet kKwdikwyv (elkéva 6.1) o XpAoTNG
€MAEYEl 0 iD10G TNV poper TTou Ba €xel To wallet. Autd onuaivel TTwg Ba TTPETTEI APXIKA
va dwaoel TNV ovopaoia Tou véou wallet kal oTnv Cuvéxela va €loayel To password
(eik6va 6.2) pe 10 oTroio Ba kpuTtrToypa@nBei. ‘Etreita, To wallet TTavra Ba £xel KATTOI0
UTTOXPEWTIKA  TTedia T1a  oTroia  gival  «YTIpPeoia»,  yia  TTapAadelypa
Facebook,Instagram,Gmail, T0 «Username» kal 10 «Password». 2Tnv OUVEXEIQ, O
XPAoTNG MTTOPEl va eTTIAEEEI TO wallet va €xel emTiTTAéov TTedia (EIKOva 6.3) TTéEpav Twv

UTTOXPEWTIKWVY TA OTTOIa Kal PTTopEi va Ta ovoudoel OTTwg €mBupEi (eikéva 6.4). AQou
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givar €toipyo 10 wallet kol ammobnkeupévo TOTE N €QOPUOYH MAG TTAPOTPUVEI  va
glodyouue 10 TIPWTO credential (eikdva 6.5,6.6) dNAAdAR Tnv TTPWTN HOG EyypaAPn
KwdIkwv oTo wallet cUgewva TTAVTA JYE TNV HOPPA TTOU auTO €XEl ATTOBNKEUTEI

(emiTTA€0V TTEDIO KATT).

1:06 £ 1:.07 &

Mopeypn veou wallet Moptpn veou wallet

Eikova 6.1 Eikova 6.2
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1:08 & 1:08 £

Mopepr) véou wallet Moppn veou wallet

Eikova 6.3

1:00 % 1:09 %=

Katayxwpnon Kataywpnon

Eikova 6.5 Eikova 6.6
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5.7AvalATnon Kai eTTegEpyaoia

MOAIG 0 XpAOoTNG TTatroel To KouuTri «Avalitnon kai Emreepyaaiar (eikdva 7.1)
METAQEPETAI OTNV OPACTNPIOTNTA OTTOU UTTOPEI VO BEI KAl VO ETTECEPYAOTEI OAEG TIG
EVYPOPEG TTOU £XEI ATTOBNKEUOEI OTO OUYKEKPIWEVO wallet (eIkOva 7.2). 10 TTAvw PEPOG
TNG dPACTNPIOTNTAG WTTOPEI VA KAVEl avadrTnon OTOUuG KWOIKOUG Tou ypAa@ovTag
OAOKANPO 1 KATTOIO TUAPO TOU KWAIKOU TTou B€Ael va avalntioel (eikova 7.3). Me
TTOPATETAMEVO TTATAMO TTAVW O€  dia eyypa@ry O XPNOTNG MTTOPEI va  KAVEI
«EtTeCepyaciay , «Avtiypa@rn kai €mKOANoN» Kal «Alaypa@ri» TG CUYKEKPIUEVNG
eVYPaPNg (eikdva 7.4). ZTIG TTPWTEG dUO eVEPYEIEG EPPaviCeTal Eva TTapAaBupo diaAdyou
TO OTTOIO TTEPIEXEI TIG UTTAPXOUOEG TIMEG TNG eyYpang o€ editable edia woTe va KAvel

aAAayég 0 xproTng (eikéva 7.5).

1:10 & < 111

Agitovpyieg AvaZntnon kat Enegepyacia

AvaZntnon oo test.txt

Service:Facebook
Username:test
Password:facebookTest
Year:2021

Version:1.0

Service:Gmail
Username:gmail test
Password:gmailtest
Year:2020
Version:1.1

Service:Twitter
Username:twitter test
Password:twittertesting
Year:2004

Version:0.5

Eikova 7.1 Eikova 7.2
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[ 1a @ ; [ e

AvaZntnon ka1 Enegepyncia AvaZntnon kat Enegepyacia

AvaZnitnon oto test.txt

Facebook Service:Facebook
Username:test
Password:facebookTest
e Year:2021

Version:1.0 Version:1.0

facebookTest

Service:Twitter Service:Gmail
Username:twitter test Usern=ma:amailtact
Password:twittertesting Passy Enetepyacia
Year:2004 Year:Z
Version:0.5 Versic
| Aaypagn
Servicerrwimer
Username:twitter test
Password:twittertesting
Year:2004
Version:0.5

AvTlypa@r kat eMKoARnon

Eikova 7.3 (o o Eikova 7.4

< L |

Eikova 7.5
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5.8 ANayn password oTo wallet
AuTr) n dpacTtnpIdTNTa €ival TTapouola Ye Tnv dpacTtnpidtnTa «AANayr LoginPass»

(eikéva 8.1). O xpnoTng TPETTEl va e10dyel To AdN uTTdpyov password evog avoixTou

wallet kal oTnVv ouvéxeia 1o véo password padi ue Tnv eTTaAiBeuor] Tou (eikdva 8.2).

1:22 & 1:23 %

AMAayn Login Pass AMhayn Login Pass

Eikéva 8.1 Eikova 8.2
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5.9 Metovouaaoia wallet Kwdikwv

O xpNoTnG agou eTTIAEEEI aTTO TO UTTO-PEVOU TNV «MeTovopaaoia» epgavigeTal
éva dialog (eikova 9.1) étrou emiAéyel To wallet TTou €MIOUPET va JETOVOUAOE! KAl PETA
Kataxwpei TN véa ovopaoia kKal To password TTou €xel TO Oouykekpiuévo wallet

TTPOKEINEVOU VA TTPAYMATOTTOINGEI N evépyeia.

Eikova 9.1

5.10 Alaypagry wallet Kwdikwv

Mapopoia pe Tv «MeTovopaaoia wallet kwdikwv» n «Alaypagr) wallet KwdiKwv»
epaviCel éva dialog 61Tou 0 xprioTng emmAéyel To wallet TTou emOupEi va diaypdyel Kal

a@ou Kataxwproel To password Tou Ptropei va 1o diaypdwel (eikdva 10.1).
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Eikova 10.1
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5.11 Import/Export

H e@apuoyr) utrootnpiel TRV €l0aywyn Kal Eaywyr Kwdikwy. Otav, AoItTdv, o
XPNoTnNG €mMAEEEl TNV CUYKEKPIPEVN dpacTnPIOTNTA av Oev €XEl EEKAEIDWOEI KATTOIO
wallet TéT€ €ival evepyoTToinuéva JOVO T KOUUTTIA TNG el0aywyngs (eikéva 11.1) evw o€
QVTIOETN TTEPITITWON Eival EVEPYOTTOINUEVA KAI TO KOUMTTIA TNG £gaywyng (eikéva 11.2).
Aivetal n duvatotnTa €1I0aywyng atrd Kputrtoypanuévo wallet kKwdikwv pe TNV
TTpoUTTé0e0Nn va yvwpilel o XpHoTNG To KAEIOI UE TO OTTOIO €XEI KPUTTTOYPA®NOEi TO
OUYKeKpPIPEVO wallet, £TO1 WOTE va PTTOPECEI VA TO ATTOKPUTITOYPAPACEI KAl El0aywyn
KwOIKwY atrd apxeio excel (.xIs) étmou katd Tnv eiIcaywyr Toug Ba dnuioupynOei Kal
éva véo wallet yéoa otnv e@apuoyn. MNMapoduola, oTnv e€aywyr) NTTOPOUNE VA OTEIAOUME
T0 wallet TTOU €xOUME €KeEivn TNV OTIyuR EekAeidwoel €ite Pe TNV HOPOR
KpuTrToypagnuévou wallet, ite oav excel apxeio. XpnoIdoTrolwvTag KATTola €TTIAOYN
ammo TNV egaywyn TOTE N EQAPUOYN TTPOTPETTEI TOV XPAOTN va eTIAEEEI TTWG OEAEI va
oTeilel To apyeio (eikéva 11.3). Av 0 xproTng €MAECEl atTooTOA pEow mail TéTE N

eQapuoyn ypaeel autopata Katrola otoixeia yéoa oto mail (eikéva 11.4).
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1:25 &

Import/Export

To password Tov veou wallet
EnaAnBguvon véou password

To password Tou véou wallet

Agv vnidpyeL apyeio

Apxelo excel oe email e

Kpuntoypagpnuévou
wallet oe email

Eikova 11.1

Send mail

Q8 » e

Anootohi ES Save to Drive
péow AnoBrkeuan

Eikova 11.3

AHMHTPIOZ AAMANAKHZ

129 2

Import/Export

To password tou veou wallet
EnaAn8evon véou password

To password Tou véou wallet

Eikova 11.2

10:01 %=

< XIivraén
ATIO

MNpog |
CryptoPassword

Tuvvnpévo BpioKETaL TO KPUMTOYPAPHEVO
wallet:test.txt pe Toug kKwdLkoDG Tov elxe
oT1g:20/Map/2021 10:00:44

B test.txt

2688

Eikova 11.4
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5.12 MNpoypauPaTIoNog Twv KAGoewv (Java)

KdaBe koupTri kal AsiToupyia TTou €KTEAOUV 01 TTAPATTAVW dPacTNPIOTNTEG OTNV
TTPAYMATIKOTNTA €KTEAOUVTAI PNEOW KWOIKA o€ KAAoelg Java. Mapakdrtw Aoirrév Ba

TTAPOUCIACTOUV KAl OXOAIAOTOUV 01 KAAGEIG KAl OI AEITOUPYIEG TOUG.

KAdon LoginPage

com.cryptopassword.central

android.Manifest
android.content.Context
android.content.Intent
android.content.SharedPreferences
android.content.pm.PackageManager
android.os.Bundle
android.view.View
android.widget.Button
android.widget.ImageButton
android.widget.ImageView
android.widget.Toast

com.cryptopassword.helpers.DDException
com.cryptopassword.helpers.GlobalVariables
com.cryptopasswordentral.R

java.io.File
java.io.IOException
java.util.Arraylist

java.util.concurrent.Executor
java.util.concurrent.Executors

androidx.annotation.NonNull
androidx.appcompat.app.AppCompatActivity
androidx.biometric.BiometricPrompt
androidx.core.app.ActivityCompat
androidx.preference.PreferenceManager

com.cryptopassword.central.ExitActivity.exitApplication
com.cryptopassword.helpers.FileHandler.getAbsoluteFile
com.cryptopassword.helpers.FileHandler.readPinFile
com.cryptopassword.helpers.FileHandler.writePinFile
java.lang.Boolean.

java.lang.Boolean.

LoginPage AppCompatActivity {

String
ImageView
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ImageView
ImageView
ImageView
Boolean
String
ImageButton

@Override
onCreate(Bundle savedInstanceState) {
.onCreate(savedInstanceState)
setContentView(R.layout. )
ActivityCompat.requestPermissions(LoginPage. String[ ]{Manifest.permission.
}>1)

findViewById(R.1id.

findViewById(R.1id.

findViewById(R.id.

= findViewById(R.id.
SharedPreferencessharedPrefget =
PreferenceManager.getDefaul tSharedPreferences (LoginPage.
=sharedPrefget.getString(

Executor newExecutor = Executors.newSingleThreadExecutor ()
BiometricPrompt.PromptInfopromptInfo =
BiometricPrompt.PromptInfo.Builder()
.setTitle(getResources().getString(R.string.

.setSubtitle(getResources().getString(R.string.
.setNegativeButtonText( )
.build()

BiometricPromptmyBiometricPrompt =
BiometricPrompt(LoginPage. newExecutor
BiometricPrompt.AuthenticationCallback() {
@Override

onAuthenticationSucceeded (@NonNull
BiometricPrompt.AuthenticationResult result) {

.onAuthenticationSucceeded(result)

SharedPreferencessharedPref = LoginPage. .getPreferences(Context.
SharedPreferences.Editor editor = sharedPref.edit()
editor.putString( )
editor.apply()
fingerprintResult(

}

@Override
onAuthenticationFailed() {
.onAuthenticationFailed()
fingerprintResult( )

}

@Override
onAuthenticationError( errorCode, @NonNull CharSequenceerrString) {
.onAuthenticationError(errorCode, errString)
fingerprintResult(errString.toString())

}
1)
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= findViewById(R.id.
.equals(
.setVisibility(View.

.setVisibility(View. )

.setOnClickListener(view -> {
myBiometricPrompt.authenticate(promptInfo)
})
}

numberPressed(View view) IOException, DDException {

String pressed =(String) ((Button) view).getText()

( .length()<5) {

(pressed.equals(getResources().getString(R.string. ))
.length() >0) {
.substring( .length() - 1)

('pressed equals(getResources().getString(R.string.

= + pressed

.length() == 9)
.setImageResource(R.drawable.
.setImageResource(R.drawable.
.setImageResource(R.drawable.
.setImageResource(R.drawable.

.length() == 1)
.setImageResource(R.drawable.
.setImageResource(R.drawable.
.setImageResource(R.drawable.
.setImageResource(R.drawable.

.length() == 2)
.setImageResource(R.drawable.
.setImageResource(R.drawable.
.setImageResource(R.drawable.
.setImageResource(R.drawable.

.length() == 3)
.setImageResource(R.drawable.
.setImageResource(R.drawable.
.setImageResource(R.drawable.
.setImageResource(R.drawable.

.length() == 4)
.setImageResource(R.drawable.
.setImageResource(R.drawable.
.setImageResource(R.drawable.
.setImageResource(R.drawable.
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checkFirstLogIn() {
File applicationPath = getAbsoluteFile( )
File path = File(applicationPath.getAbsolutePath() +
(!path.isDirectory()) {
Toast.makeText(LoginPage. R.string. Toast.

((Globalvariables) .getApplication()).setFirstLogIn(

LogIn() IOException, DDException {

( )
Toast.makeText(LoginPage.
getResources().getString(R.string. ), Toast.
writePinFile( )
resetLogIn()
¥ {
ArrayList<String>decryptedPin = readPinFile( )

(decryptedPin != && .equals(decryptedPin.get(9))){
Toast.makeText(LoginPage. R.string. Toast. ) .show()
((Globalvariables) .getApplication()).setPassword( )
¥ {

Toast.makeText(LoginPage. R.string. Toast. ) .show()
resetLogIn()

}

SharedPreferencessharedPref =
PreferenceManager.getDefaul tSharedPreferences (LoginPage.
SharedPreferences.Editor editor = sharedPref.edit()
editor.putString( )
editor.apply()
Intent intent = Intent(LoginPage. MainMenu.
startActivity(intent)
}

}

resetLogIn(){
.setImageResource(R.drawable.
.setImageResource(R.drawable.
.setImageResource(R.drawable.
.setImageResource(R.drawable.

@Override
onRequestPermissionsResult ( requestCode, String permissions][]
@NonNull [] grantResults) {
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(requestCode == 1) {
(grantResults. >0 &&grantResults[@] == PackageManager.

{
checkFirstLogIn()

} {
Toast.makeText(LoginPage.
Toast. ) .show()
exitApplication(LoginPage. )
}
¥

fingerprintResult(String result){
Thread thread = Thread(){
run(){
runOnUiThread(() -> {

(result.equals( A
SharedPreferencessharedPref =
PreferenceManager.getDefaul tSharedPreferences (LoginPage.
SharedPreferences.Editor editor = sharedPref.edit()
editor.putString( )
editor.apply()

Intent intent = Intent(LoginPage. MainMenu.
startActivity(intent)

} (!result.equals( A
Toast.makeText(LoginPage. result, Toast.

}

}

}
thread.start()
}

1)

}
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KAdon MainMenu

com.cryptopassword.central

android.content.DialogInterface
android.content.Intent
android.content.SharedPreferences
android.content.pm.PackageManager
android.graphics.Color
android.graphics.drawable.ColorDrawable
android.os.Bundle

android.view.Menu
android.view.MenuItem
android.view.animation.Animation
android.view.animation.AnimationUtils
android.widget.Button
android.widget.TextView
android.widget.Toast

com.cryptopassword.helpers.DeleteWalletDialog
com.cryptopassword.helpers.GlobalVariables
com.cryptopassword.helpers.RenameWalletDialog
com.cryptopassword.helpers.SelectWalletDialog
com.cryptopasswordentral.R

java.util.ArraylList
java.util.Objects

androidx.appcompat.app.AlertDialog
androidx.appcompat.app.AppCompatActivity
androidx.preference.PreferenceManager

com.cryptopassword.central.ExitActivity.exitApplication
com.cryptopassword.central.ExitActivity. LogOut
com.cryptopassword.helpers.FileHandler.getALLFileNames

MainMenu AppCompatActivity {

Boolean
TextView
Button

@Override
onCreate(Bundle savedInstanceState){
.onCreate(savedInstanceState)
setContentView(R.layout. )
= ((GlobalVvariables) .getApplication()).getFirstLogIn()
= findViewById(R.id. )

= findviewById(R.id. )

.setOnClickListener(view -> {
(((GlobalVariables) .getApplication()).getFileName() == ){
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Toast.makeText( getResources().getString(R.string.
Toast. ) .show()

}

SharedPreferencessharedPref =

PreferenceManager.getDefaul tSharedPreferences(MainMenu.
SharedPreferences.Editor editor = sharedPref.edit()
editor.putString( )
editor.apply()

Intent intent = Intent(MainMenu. ShowCredentials.
startActivity(intent)

1)

= findViewById(R.id.
.setOnClickListener(view -> {
('walletsExists()){
Toast.makeText( getResources().getString(R.string.
Toast. ) .show()

}
SelectWalletDialogselectWalletDialog=

SelectWalletDialog(MainMenu. ((Globalvariables)
getApplication()).getFileName())

Objects.requireNonNull (selectWalletDialog.getWindow()).setBackgroundDrawable(
ColorDrawable(Color. )D)

selectWalletDialog.show()
selectWalletDialog.setOnDismissListener(dialogInterface -> {
setButtonsVisibility()

})

})

setButtonsVisibility()

}

setButtonsVisibility(){
Animation animation
animation = AnimationUtils.loadAnimation(getApplicationContext(),R.anim.
.startAnimation(animation)
( ) |
.setText(getResources().getString(R.string. ))
¥ {
(((Globalvariables) .getApplication()).getFileName() !=
.setText(getResources().getString(R.string. )+
1Variables) .getApplication()).getFileName())
¥ {

}

.setText(getResources().getString(R.string. ))

walletsExists(){
ArrayList<String>filesInFilder = getALLFileNames(MainMenu.
wallets=
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(String s:filesInFilder) {
(s.contains( ) & !s.equals( 1 {
wallets++

}
(wallets>0)

}

@Override
onBackPressed() {
AlertDialog.Builder( )
.setIcon(R.drawable.
.setTitle(R.string.
.setMessage(R.string. )
.setPositiveButton( DialogInterface.OnClickListener()
{
@Override
onClick(DialogInterface dialog which) {
exitApplication(MainMenu. )

}

)
.setNegativeButton(

.show()
}

@Override
onCreateOptionsMenu(Menu menu){
.getMenuInflater().inflate(R.menu. menu)

}

@Override

onOptionsItemSelected(MenuItem item) {

String id = item.getTitle().toString()
(id.equals(getResources().getString(R.string. )))A
((Globalvariables) .getApplication()).setChangePassForLogIn(
SharedPreferencessharedPref =
PreferenceManager.getDefaul tSharedPreferences (MainMenu. )
SharedPreferences.Editor editor = sharedPref.edit()
editor.putString( )
editor.apply()
Intent intent = Intent(MainMenu. PasswordChange.
startActivity(intent)
.onOptionsItemSelected(item)
} (id.equals(getResources().getString(R.string.
PackageManager pm = .getPackageManager()

(pm.hasSystemFeature(PackageManager.
SharedPreferencessharedPref =
PreferenceManager.getDefaul tSharedPreferences (MainMenu.
SharedPreferences.Editor editor = sharedPref.edit()
editor.putString( )
editor.apply()
Intent intent = Intent(MainMenu. FastLoginMenu.
startActivity(intent)
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Yelse{

Toast.makeText(MainMenu.
MainMenu. .getResources().getString(R.string.
Toast. ) .show()
}
} (id.equals(getResources().getString(R.string.
SharedPreferencessharedPref =
PreferenceManager.getDefaul tSharedPreferences (MainMenu. )
SharedPreferences.Editor editor = sharedPref.edit()
editor.putString( )
editor.apply()
Intent intent = Intent(MainMenu. CredentialFormat.
startActivity(intent)
} (id.equals(getResources().getString(R.string.
SharedPreferencessharedPref =
PreferenceManager.getDefaul tSharedPreferences (MainMenu.
SharedPreferences.Editor editor = sharedPref.edit()
editor.putString( )
editor.apply()
Intent intent = Intent(MainMenu. ImpExpMenu.
startActivity(intent)
} (id.equals(getResources().getString(R.string.
SharedPreferencessharedPref =
PreferenceManager.getDefaul tSharedPreferences (MainMenu.
SharedPreferences.Editor editor = sharedPref.edit()
editor.putString( )
editor.apply()
Intent intent = Intent(MainMenu. Generator.
startActivity(intent)
} (id.equals(getResources().getString(R.string.
(!'walletsExists()) {

Toast.makeText(MainMenu.
MainMenu. .getResources().getString(R.string.
Toast. ) .show()

.onOptionsItemSelected(item)
}if(((GlobalVariables) .getApplication()).getFileName()== ){
Toast.makeText(MainMenu.
MainMenu. .getResources().getString(R.string.
Toast. ) .show()

.onOptionsItemSelected(item)
}
SharedPreferencessharedPref =
PreferenceManager.getDefaul tSharedPreferences (MainMenu.
SharedPreferences.Editor editor = sharedPref.edit()
editor.putString( )
editor.apply()
((Globalvariables) .getApplication()).setChangePassForLogIn(
Intent intent = Intent(MainMenu. PasswordChange. )
startActivity(intent)
} (id.equals(getResources().getString(R.string.

('walletsExists()) {

Toast.makeText(MainMenu.
MainMenu. .getResources().getString(R.string.
Toast. ) .show()

.onOptionsItemSelected(item)
}
RenameWalletDialogrenameWalletDialog=
RenameWalletDialog(MainMenu. ((GlobalVvariables)
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getApplication()).getFileName())
Objects.requireNonNull (renameWalletDialog.getWindow()).setBackgroundDrawable (
ColorDrawable(Color. ))
renameWalletDialog.show()
renameWalletDialog.setOnDismissListener(dialogInterface -> {
setButtonsVisibility()
})
} (id.equals(getResources().getString(R.string.
('walletsExists()) {
Toast.makeText(MainMenu.
MainMenu. .getResources().getString(R.string.
Toast. ) .show()
.onOptionsItemSelected(item)
}
DeletelWalletDialogdeleteWalletDialog=
DeleteWalletDialog(MainMenu. ((Globalvariables)
getApplication()).getFileName())
Objects.requireNonNull (deleteWalletDialog.getWindow()).setBackgroundDrawable(
ColorDrawable(Color. ))
deleteWalletDialog.show()
} (id.equals(getResources().getString(R.string. ))) {
AlertDialog.Builder( )
.setIcon(R.drawable. )
.setTitle(R.string. )
.setMessage(R.string.
.setPositiveButton(
DialogInterface.OnClickListener()
{
@Override
onClick(DialogInterface dialog
exitApplication(MainMenu. )

}

}
.setNegativeButton(

.show()
}

}

.onOptionsItemSelected(item)

@Override
onStart(){
.onStart()
SharedPreferencessharedPrefget =
PreferenceManager.getDefaultSharedPreferences (MainMenu. )
(sharedPrefget.getString( ).equals(

Yelse{

Toast.makeText(MainMenu.
MainMenu. .getResources().getString(R.string.
Toast. ) .show()
LogOut(MainMenu. )
Intent intent = Intent(MainMenu. LoginPage.
intent.setFlags(Intent. | Intent.
startActivity(intent)
}

}
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@Override
onStop(){

.onStop()
SharedPreferencessharedPrefget =
PreferenceManager.getDefaultSharedPreferences (MainMenu. )

(sharedPrefget.getString( ).equals(

SharedPreferencessharedPref =
PreferenceManager.getDefaul tSharedPreferences (MainMenu. )
SharedPreferences.Editor editor = sharedPref.edit()
editor.putString( )
editor.apply()

KAdon CredentialFormat
com.cryptopassword.central

android.content.DialogInterface
android.content.Intent
android.content.SharedPreferences
android.os.Bundle
android.text.Editable

android. text.TextWatcher
android.view.Gravity
android.view.Menu
android.view.Menultem
android.view.View
android.widget.Button
android.widget.EditText
android.widget.Relativelayout
android.widget.Toast

com.cryptopassword.helpers.GlobalVariables
com.cryptopasswordentral.R

java.util.ArraylList

androidx.appcompat.app.AlertDialog

androidx.appcompat.app.AppCompatActivity

androidx.preference.PreferenceManager
com.cryptopassword.central.ExitActivity.exitApplication
com.cryptopassword.helpers.FileHandler.getALLFileNames

CredentialFormat AppCompatActivity {

Button
ArraylList<String>
EditText

@Override

AHMHTPIOZ AAMANAKHZ




Ixedroopog kat avantuén Android edpappoyr¢ aodaleiog

onCreate(Bundle savedInstanceState) {
.onCreate(savedInstanceState)
setContentView(R.layout. )

= findViewById(R.id. )
.setOnClickListener(view ->addLine())

= findViewById(R.id. )
.setVisibility(View. )
.setOnClickListener(view ->deletelLine())

= findViewById(R.id. )

.addTextChangedListener( TextWatcher() {

afterTextChanged(Editable s) {showPasswordsVerifyColor();}
beforeTextChanged(CharSequence s start count after) {}
onTextChanged(CharSequence s start before count) {}

= findViewById(R.id. )

.addTextChangedListener( TextWatcher() {
afterTextChanged(Editable s) {showPasswordsVerifyColor();}
beforeTextChanged(CharSequence s start count after) {}
onTextChanged(CharSequence s start before count) {}

1)

= findViewById(R.id.
Button save = findViewById(R.id.
save.setOnClickListener(view -> {
String fineNameWithExtension = .getText() +
¢ .getText().toString().equals("")){
Toast.makeText(CredentialFormat.
R.string. Toast. ). show()

Yif(! .getText().toString().matches(
Toast.makeText(CredentialFormat.
R.string. Toast. ) .show()

}
(getALLFileNames (getApplicationContext()).contains(fineNameWithExtension)){

Toast.makeText(CredentialFormat.
R.string. Toast. ) .show()

}
¢ .getText().toString().equals("")){

Toast.makeText(CredentialFormat.
R.string. Toast. ). show()

}
¢ .getText().toString().length()<10){

Toast.makeText(CredentialFormat.
R.string. Toast. ). show()

Yif(! .getText().toString().equals( .getText().toString(
A

Toast.makeText(CredentialFormat.
R.string. Toast.

}
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¢ .getText()!= ){

((Globalvariables)
getApplication()).setPassword( .getText().toString())
}

EditText et
= ArrayList<>()

¢ i = i<

et = findViewById(i + 1)

(et.getText() != )
.add(et.getText().toString())
}

((Globalvariables)
getApplication()).setFileName((fineNameWithExtension))
((Globalvariables) getApplication()).setNewFields( )
SharedPreferencessharedPref =
PreferenceManager.getDefaul tSharedPreferences (CredentialFormat.
SharedPreferences.Editor editor = sharedPref.edit()
editor.putString( )
editor.apply()

Intent intent = Intent(CredentialFormat. InsertCredentials.
startActivity(intent)

})

showPasswordsVerifyColor(){
.getText().toString().length() >

.getText().toString().length() >0 &&

.getText().toString().equals( .getText().toString())) {
.setBackgroundResource(R.drawable. )
.setBackgroundResource(R.drawable. )
.getText().toString().length() >
.getText().toString().length() >0 &&

.getText().toString().equals( .getText().toString())){
.setBackgroundResource(R.drawable. )
.setBackgroundResource(R.drawable. )

addLine() {

RelativelLayoutll = findViewById(R.id.
EditText et = EditText( )

pixelsWidth = v
CredentialFormat. .getResources().getDisplayMetrics().

pixelsHeight = W
CredentialFormat. .getResources().getDisplayMetrics().
Relativelayout.LayoutParams p =
Relativelayout.LayoutParams(Math.round(pixelsWidth), Math.round(pixelsHeight))

( == 0){

.setVisibility(View.
} {
p.addRule(Relativelayout.
}
p.addRule(Relativelayout.
p.setMargins( )
et.setHint(R.string.
et.setGravity(Gravity.
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.setLayoutParams(p)
.setTextSize(25)
.setBackgroundResource(R.drawable.
.setId( + 1)
.addView(et)
++
( == 6) {
.setVisibility(View.

deleteLine() {
>0){
Relativelayoutll = findViewById(R.id.
EditText et = findViewById(
11.removeView(et)

( == 0) {

.setVisibility(View. )

<6) {
.setVisibility(View.

@Override
onCreateOptionsMenu(Menu menu) {
.getMenuInflater().inflate(R.menu. menu)

}

@Override

onOptionsItemSelected(MenuItem item) {
SharedPreferencessharedPref =
PreferenceManager.getDefaultSharedPreferences(CredentialFormat.
SharedPreferences.Editor editor = sharedPref.edit()
editor.putString( )
editor.apply()
Intent intent = Intent(CredentialFormat. MainMenu.
startActivity(intent)

.onOptionsItemSelected(item)

}

@Override
onBackPressed() {
AlertDialog.Builder( )
.setIcon(R.drawable.
.setTitle(R.string.
.setMessage(R.string. )
.setPositiveButton( DialogInterface.OnClickListener()
{
@Override
onClick(DialogInterface dialog which) {
exitApplication(CredentialFormat. )

}
})
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.setNegativeButton(
.show()

}

@Override
onStart(){
.onStart()
SharedPreferencessharedPrefget =
PreferenceManager.getDefaultSharedPreferences (

(sharedPrefget.getString(

} {
exitApplication(
}

}

@Override
onStop(){
.onStop()
SharedPreferencessharedPrefget =
PreferenceManager.getDefaultSharedPreferences (

(sharedPrefget.getString(
exitApplication( )

KA&on InsertCredentials
com.cryptopassword.central

android.content.DialogInterface
android.content.Intent
android.content.SharedPreferences
android.graphics.Typeface
android.os.Bundle
android.text.Editable

android. text.TextWatcher
android.view.Gravity
android.view.Menu
android.view.MenuItem
android.view.ViewGroup
android.widget.Button
android.widget.EditText
android.widget.ProgressBar
android.widget.Relativelayout
android.widget.TextView
android.widget.Toast

com.cryptopassword.helpers.Credential
com.cryptopassword.helpers.DDException

)

) .equals(

)

).equals(

com.cryptopassword.helpers.GlobalVariables
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com.cryptopasswordentral.R

java.io.IOException
java.util.ArraylList

androidx.appcompat.app.AlertDialog
androidx.appcompat.app.AppCompatActivity
androidx.preference.PreferenceManager

com.cryptopassword.central.ExitActivity.exitApplication
com.cryptopassword.central.ExitActivity. LogOut
com.cryptopassword.helpers.FileHandler.getALLFileNames
com.cryptopassword.helpers.FileHandler.writeDataFile

InsertCredentials AppCompatActivity {

EditText
ProgressBar

@Override
onCreate(Bundle savedInstanceState){
.onCreate(savedInstanceState)
setContentView(R.layout. )
ArraylList<String>newFields
newFields = ((GlobalVariables) .getApplication()).getNewFields()
String password = ((GlobalVariables)
.getApplication()).getPassword()
= findViewById(R.id. )
= findViewById(R.id. )
= findViewById(R.id. )
= findViewById(R.id. )
.setProgressDrawable(getResources().getDrawable(R.drawable.

))

(newFields != ){
addLine(newFields)

}

.addTextChangedListener( TextWatcher() {
afterTextChanged(Editable s) {
(s.length()==0){

.setProgress( .getText().length())
(s.length()> ){
.setProgress( .getText().length()*4)
=(s.length())
(s.length()< ){
.setProgress(9)
.setProgress( .getText().length()*4)
=(s.length())

}
beforeTextChanged(CharSequence s start count after) {}

onTextChanged(CharSequence s start before count) {}
P

Button kataxwrisi = findViewById(R.id.
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kataxwrisi.setOnClickListener(view -> {
ArrayList<String>listGiaCredential = readNewFields()
(rightFields(listGiaCredential)){
Credential credential =
Credential( .getText().toString() .getText().toString()
.getText().toString(),listGiaCredential)
{
writeDataFile(credential,password, ((GlobalVariables)
getApplication()).getFileName(),InsertCredentials.
((Globalvariables)getApplication()).setFirstLogIn(
Toast.makeText(InsertCredentials. R.string.
Toast. ) .show()
clearFields()
} (IOException | DDException e) {
e.printStackTrace()
Toast.makeText(InsertCredentials. R.string.
Toast. ) .show()

}

Boolean rightFields(ArrayList<String>listGiaCredential){
¢ .getText().toString().length() <1){
Toast.makeText(InsertCredentials. R.string.
Toast. ) .show()

}
¢ .getText().toString().length() <1){

Toast.makeText(InsertCredentials. R.string.
Toast. ) .show()

}
¢ .getText().toString().length() <1){

Toast.makeText(InsertCredentials. R.string.
Toast. ) .show()

}

String proigoumenoField =
(String s : listGiaCredential){
(s.isEmpty()){
Toast.makeText(InsertCredentials.
getResources().getString(R.string. )+ + proigoumenoField
Toast. ) .show()

}

proigoumenoField =

}
}

clearFields(){
.setText( )
.setText( )
.setText( )
.setProgress(9)
EditText et
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( i=0;i<
et = findViewById(i+2)
et.setText( )
¥
¥

ArraylList<String>readNewFields(){

EditText et
TextView tv
ArrayList<String>telikilista = ArrayList<>()

¢ i=0;i< i=i+2){

tv = findViewById(i+1)
et = findViewById(i+2)
telikilLista.add(tv.getText().toString())
telikilLista.add(et.getText().toString())

}
}

telikilista

addLine(ArrayList<String> str){
RelativelLayoutll = findViewById(R.id.

(String s:str){
Relativelayout.LayoutParams p
TextView tv = TextView( )
Relativelayout.LayoutParams(ViewGroup.LayoutParams.
ViewGroup.LayoutParams. )
( == 0){
.addRule(Relativelayout. R.id.

{
.addRule(Relativelayout.

.setMargins( )
.addRule(Relativelayout.

.setTypeface(Typeface.

.setLayoutParams(p)

.setTextSize(20)
.setTextColor(getResources().getColor(R.color.
.setText(s)

.setId( +1)

.addView(tv)

pixelsWidth = <
InsertCredentials. .getResources().getDisplayMetrics().
pixelsHeight = o
InsertCredentials. .getResources().getDisplayMetrics().
EditText et = EditText( )
Relativelayout.LayoutParams(Math. round(pixelsWidth)
Math.round(pixelsHeight))
p.addRule(Relativelayout. +1)
p.addRule(RelativelLayout.
.setGravity(Gravity. )
.setBackgroundResource(R.drawable.
.setLayoutParams(p)
.setId(
.addView(et)
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}

@Override
onCreateOptionsMenu(Menu menu) {
.getMenuInflater().inflate(R.menu. menu)

}

@Override
onOptionsItemSelected(MenuItem item) {

ArrayList<String>filesInFilder = getAlLLFileNames(InsertCredentials.

(!filesInFilder.contains(((GlobalVariables)
getApplication()).getFileName())){

((GlobalvVariables) getApplication()).setFileName(( ))
}
SharedPreferencessharedPref =
PreferenceManager.getDefaultSharedPreferences (InsertCredentials.
SharedPreferences.Editor editor = sharedPref.edit()
editor.putString( )
editor.apply()
Intent intent = Intent(InsertCredentials. MainMenu.
startActivity(intent)
.onOptionsItemSelected(item)

}

@Override
onBackPressed() {
AlertDialog.Builder( )
.setIcon(R.drawable.
.setTitle(R.string.
.setMessage(R.string. )
.setPositiveButton( DialogInterface.OnClickListener()
{
@Override
onClick(DialogInterface dialog which) {
exitApplication(InsertCredentials. )

}

)
.setNegativeButton(

.show()
}

@Override
onStart(){
.onStart()
SharedPreferencessharedPrefget =
PreferenceManager.getDefaul tSharedPreferences (InsertCredentials.

(sharedPrefget.getString( ).equals(

Yelse{

Toast.makeText(InsertCredentials.

InsertCredentials. .getResources().getString(R.string.
Toast. ) .show()

LogOut(InsertCredentials. )

Intent intent = Intent(InsertCredentials. LoginPage.
intent.setFlags(Intent. | Intent.
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startActivity(intent)

}
}

@Override
onStop(){
.onStop()
SharedPreferencessharedPrefget =
PreferenceManager.getDefaultSharedPreferences (InsertCredentials.

(sharedPrefget.getString( ) .equals(
SharedPreferencessharedPref =
PreferenceManager.getDefaultSharedPreferences (InsertCredentials.
SharedPreferences.Editor editor = sharedPref.edit()
editor.putString( )
editor.apply()

Yelse{

KAdon ShowCredentials

com.cryptopassword.central

android.content.DialogInterface
android.content.Intent
android.content.SharedPreferences
android.graphics.Color
android.graphics.drawable.ColorDrawable
android.os.Bundle
android.view.ContextMenu
android.view.Menu
android.view.MenuItem
android.view.View
android.view.ViewGroup
android.widget.AdapterView
android.widget.ArrayAdapter
android.widget.ImageButton
android.widget.ListView
android.widget.Relativelayout
android.widget.Toast

com.cryptopassword.helpers.Credential
com.cryptopassword.helpers.CredentialsAdapter
com.cryptopassword.helpers.DDException
com.cryptopassword.helpers.EditCredentialDialog
com.cryptopassword.helpers.GlobalVariables

com.cryptopasswordentral.R
com.google.android.material.floatingactionbutton.FloatingActionButton

java.io.IOException
java.util.ArraylList
java.util.Arrays
java.util.Objects
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androidx.appcompat.app.AlertDialog
androidx.appcompat.app.AppCompatActivity
androidx.appcompat.widget.AppCompatAutoCompleteTextView
androidx.preference.PreferenceManager

com.cryptopassword.central.ExitActivity.exitApplication
com.cryptopassword.central.ExitActivity. LogOut
com.cryptopassword.helpers.FileHandler. readDataFile
com.cryptopassword.helpers.FileHandler.writeAgainAllLCredentials
com.cryptopassword.helpers.FileHandler.writeDataFile

ShowCredentials AppCompatActivity
EditCredentialDialog.DialoglListener {

ListView
CredentialsAdapter
AppCompatAutoCompleteTextView
ArraylList<Credential> = ArrayList<>()
ImageButton
ArraylList<String>
AdapterView.AdapterContextMenuInfo
FloatingActionButton

@Override
onCreate(Bundle savedInstanceState) {
.onCreate(savedInstanceState)
String password = ((GlobalVariables)
.getApplication()).getPassword()
setContentView(R.layout. )
RelativelLayoutrl = findViewById(R.id.

Relativelayout.LayoutParams p

p = Relativelayout.LayoutParams(ViewGroup.LayoutParams.
ViewGroup.LayoutParams. )
p.addRule(RelativelLayout. R.id. )

= ListView( )

.setLayoutParams(p)

.setDividerHeight(390)
rl.addView( )

= readDataFile(password, ((GlobalVariables)
.getApplication()).getFileName() )
( I= )
fillCredentiallist( )
= CredentialsAdapter(
.setAdapter( )
registerForContextMenu( )

= findViewById(R.id. )

.setHint(getResources().getString(R.string.
+((GlobalVariables) getApplication()).getFileName())
setAutoCompleteText()

= findViewById(R.id. )
.setOnClickListener(view -> {
= readDataFile(password, ((GlobalVariables)
getApplication()).getFileName(),ShowCredentials. )
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=

fillCredentiallist( )
= CredentialsAdapter(getApplicationContext()
.setAdapter( )

})

}

= findViewById(R.id.

.setOnClickListener(view -> {
SharedPreferencessharedPref =
PreferenceManager.getDefaul tSharedPreferences (ShowCredentials.
SharedPreferences.Editor editor = sharedPref.edit()
editor.putString( )
editor.apply()
Intent intent = Intent(ShowCredentials. InsertCredentials.
startActivity(intent)

})
}

setAutoCompleteText() {
ArrayList<String> temp = ArraylList<>()
(Credential c : ) {
(!temp.contains(c.getService()))
temp.add(c.getService())
(!temp.contains(c.getUsename()))
temp.add(c.getUsename())
(!temp.contains(c.getPassword()))
temp.add(c.getPassword())
¢ i= i<c.getProperties().size();i++){
(!temp.contains(c.getProperties().get(i).split( )[1])){
temp.add(c.getProperties().get(i).split( )[1])
}
}

}
ArrayAdapter<String> adapter = ArrayAdapter<>(

android.R.layout. temp)
.setThreshold(1)
.setAdapter(adapter)
.setOnItemClickListener((parent, view, position, id) -> {
= readDataFile(((GlobalVariables)
ShowCredentials. .getApplication()).getPassword(), ((GlobalVariables)
getApplication()).getFileName(),ShowCredentials. )
fillCredentiallList(Objects.requireNonNulL( ))
= CredentialsAdapter(getApplicationContext()
.setAdapter( )
String selected = (String) parent.getItemAtPosition(position)
ArrayList<Credential>tempCr = ArrayList<>()
(Credential cr : ) {
(cr.getService().equals(selected) || cr.getUsename().equals(selected) ||
cr.getPassword().equals(selected)){
tempCr.add(cr)
} {
¢ i= i<cr.getProperties().size();i++) {
(cr.getProperties().get(i).split( )[1].equals(selected)) {
tempCr.add(cr)

} {
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.clear()

= tempCr
= CredentialsAdapter(getApplicationContext()
.setAdapter( )

})
}

@Override
setEditedCredential (Credential editedCredential, Credential
originalCredential,BooleangiaAntigrafi) IOException, DDException {
= readDataFile(((GlobalVariables) getApplication()).getPassword()
((Globalvariables) getApplication()).getFileName() )
=
fillCredentiallList( )
(!giaAntigrafi) {
i= i< .size(); i++) {
.get(i).equals(originalCredential)) {

.get(i).setService(editedCredential.getService())

.get(i).setUsename(editedCredential.getUsename())

.get(i).setPassword(editedCredential.getPassword())

.get(i).setProperties(editedCredential.getProperties())
}

}
writeAgainAllLCredentials( ((Globalvariables)
.getApplication()).getPassword(), ((GlobalVariables)
.getApplication()).getFileName() )

} {

.add(editedCredential)
ArrayList<String>propertiesToAdd= ArrayList<>()

¢ i=0;i<editedCredential.getProperties().size() ;i++){

propertiesToAdd.add(editedCredential.getProperties().get(i).split( )[@e])
)[11)

propertiesToAdd.add(editedCredential.getProperties().get(i).split(
}

]

Credential toAdd =
Credential(editedCredential.getService(),editedCredential.getUsename(),editedCrede
ntial.getPassword(),propertiesToAdd)
writeDataFile(toAdd, ((GlobalVariables)

.getApplication()).getPassword(), ((GlobalVariables)
getApplication()).getFileName(),ShowCredentials. )
}
= CredentialsAdapter( )
.setAdapter( )
setAutoCompleteText()

}

fillCredentiallist(ArrayList<String>decryptedString) {
.clear()
Credential cr
(String s : decryptedString) {
= ArrayList<>()
String[] temp = s.split( )
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(temp. >3) {
.addAll(Arrays.asList(temp).subList( temp.

Credential(temp[@©], temp[1], temp[2]
.add(cr)

}

@Override
onCreateOptionsMenu(Menu menu) {
.getMenuInflater().inflate(R.menu. menu)

}

@Override

onOptionsItemSelected(MenuItem item) {
SharedPreferencessharedPref =
PreferenceManager.getDefaul tSharedPreferences (ShowCredentials.
SharedPreferences.Editor editor = sharedPref.edit()
editor.putString( )
editor.apply()
Intent intent = Intent(ShowCredentials. MainMenu.
startActivity(intent)

.onOptionsItemSelected(item)

}

@Override
onCreateContextMenu(ContextMenu menu, View v
ContextMenu.ContextMenuInfomenuInfo) {
= (AdapterView.AdapterContextMenuInfo) menulnfo
.getMenuInflater().inflate(R.menu. menu)

}

@Override
onContextItemSelected(Menultem item) {
String pressedItem = item.getTitle().toString()
(pressedItem.equals(getResources().getString(R.string. IA{
Credential cr = (Credential)

.getItemAtPosition( . )
EditCredentialDialogeditCredentialDialog =
EditCredentialDialog(ShowCredentials. cr
Objects.requireNonNull (editCredentialDialog.getWindow()).setBackgroundDrawable(
ColorDrawable(Color. ))
editCredentialDialog.show()

} (pressedItem.equals(getResources().getString(R.string. A
Credential cr = (Credential)

.getItemAtPosition( . )
EditCredentialDialogeditCredentialDialog =
EditCredentialDialog(ShowCredentials. cr )

Objects.requireNonNull (editCredentialDialog.getWindow()).setBackgroundDrawable(
ColorDrawable(Color. ))
editCredentialDialog.show()
} (pressedItem.equals(getResources().getString(R.string. )))Ao
Credential cr = (Credential)
.getItemAtPosition( . )

¢ .size()==1){

Toast.makeText (getApplicationContext(),ShowCredentials. .getResources().getStri
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ng(R.string. ),Toast. ) .show()
.onContextItemSelected(item)
}
.remove(cr)
{
writeAgainAlLCredentials( ((Globalvariables)
.getApplication()).getPassword(), ((GlobalVariables)
.getApplication()).getFileName() )
} (IOException | DDException e) {
e.printStackTrace()
}
= CredentialsAdapter(
.setAdapter( )
setAutoCompleteText()

}
}

.onContextItemSelected(item)

@Override
onBackPressed() {
AlertDialog.Builder( )
.setIcon(R.drawable.
.setTitle(R.string.
.setMessage(R.string. )
.setPositiveButton( DialogInterface.OnClickListener()
{
@Override
onClick(DialogInterface dialog which) {
exitApplication(ShowCredentials. )

}
1}

.setNegativeButton(
.show()

}

@Override
onStart(){
.onStart()
SharedPreferencessharedPrefget =
PreferenceManager.getDefaultSharedPreferences (ShowCredentials.

(sharedPrefget.getString( ).equals(

yelse{

Toast.makeText(ShowCredentials.
ShowCredentials. .getResources().getString(R.string.
Toast. ) .show()
LogOut(ShowCredentials. )
Intent intent = Intent(ShowCredentials. LoginPage.
intent.setFlags(Intent. | Intent.
startActivity(intent)
}

}

@Override
onStop(){
.onStop()
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SharedPreferencessharedPrefget =
PreferenceManager.getDefaul tSharedPreferences (ShowCredentials.

(sharedPrefget.getString( ) .equals(
SharedPreferencessharedPref =
PreferenceManager.getDefaul tSharedPreferences (ShowCredentials.
SharedPreferences.Editor editor = sharedPref.edit()
editor.putString( )
editor.apply()

Yelse{

KAdon PasswordChange

com.cryptopassword.central

android.content.DialogInterface
android.content.Intent
android.content.SharedPreferences
android.os.Bundle
android.text.Editable
android.text.InputFilter
android.text.InputType

android. text.TextWatcher
android.text.method.PasswordTransformationMethod
android.view.Menu
android.view.MenuItem
android.view.View
android.widget.EditText
android.widget.TextView
android.widget.Toast

com.cryptopassword.helpers.Credential
com.cryptopassword.helpers.DDException
com.cryptopassword.helpers.GlobalVariables
com.cryptopasswordentral.R
com.google.android.material.textfield.TextInputLayout

java.io.IOException
java.util.Arraylist
java.util.Arrays

androidx.appcompat.app.AlertDialog
androidx.appcompat.app.AppCompatActivity
androidx.preference.PreferenceManager

com.cryptopassword.central.ExitActivity.exitApplication
com.cryptopassword.central.ExitActivity. logOut
com.cryptopassword.helpers.FileHandler. readDataFile
com.cryptopassword.helpers.FileHandler.readPinFile
com.cryptopassword.helpers.FileHandler.writeAgainAlLLCredentials
com.cryptopassword.helpers.FileHandler.writePinFile
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PasswordChange AppCompatActivity {

EditText
TextInputlLayout
ArraylList<String>
ArraylList<Credential>
TextView

@Override
onCreate(Bundle savedInstanceState) {
.onCreate(savedInstanceState)
setContentView(R.layout. )

= findViewById(R.id. )
= findViewById(R.id. )
= findViewById(R.id. )
= findViewById(R.id. )

(((Globalvariables) .getApplication()).getChangePassForLogIn()){
.setText(getResources().getString(R.string. ))
InputFilter[] fArray = InputFilter[1]
fArray[0] = InputFilter.LengthFilter(4)
.setHint(R.string. )
.setInputType(InputType. )
.setTransformationMethod(PasswordTransformationMethod. getInstance())
.setFilters(fArray)
.setHint(R.string. )
.setInputType(InputType. )
.setTransformationMethod(PasswordTransformationMethod. getInstance())
.setFilters(fArray)
.setHint(R.string. )
.setInputType(InputType. )
.setTransformationMethod(PasswordTransformationMethod. getInstance

.setFilters(fArray)

.setText(getResources().getString(R.string. )+":"+((GlobalV
ariables) .getApplication()).getFileName())
.setHint(R.string. )
.setInputType(InputType. )
.setTransformationMethod(PasswordTransformationMethod. getInstance())
.setHint(R.string. )
.setInputType(InputType. )
.setTransformationMethod(PasswordTransformationMethod. getInstance())
.setHint(R.string. )
.setInputType(InputType. )
.setTransformationMethod(PasswordTransformationMethod. getInstance

= findViewById(R.id. )

.addTextChangedListener( TextWatcher() {

afterTextChanged(Editable s) {showPasswordsVerifyColor();}
beforeTextChanged(CharSequence s start count after) {}
onTextChanged(CharSequence s start before count) {}

1)
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= findViewById(R.id. )

.addTextChangedListener( TextWatcher() {
afterTextChanged(Editable s) {showPasswordsVerifyColor();}
beforeTextChanged(CharSequence s start count after) {}
onTextChanged (CharSequence s start before count) {}

showPasswordsVerifyColor(){
.getText().toString().length() >

.getText().toString().length() >0 &%&

.getText().toString().equals( .getText().toString())) {
.setBackgroundResource(R.drawable. )
.setBackgroundResource(R.drawable. )
.getText().toString().length() >
.getText().toString().length() >0 &&

.getText().toString().equals( .getText().toString())){
.setBackgroundResource(R.drawable.
.setBackgroundResource(R.drawable. )

toChange (View view) IOException, DDException {
(swstaInputs()){
ArraylList<String>decryptedPin = readPinFile( )
(decryptedPin != &&
! .getText().toString().equals(decryptedPin.get(0))){
Toast.makeText (PasswordChange. R.string. Toast. ) .show()

}

(((Globalvariables) .getApplication()).getChangePassForLogIn()){
writePinFile( .getText().toString() )
SharedPreferencessharedPrefget =
PreferenceManager.getDefaultSharedPreferences (PasswordChange.

String fingerprintSetted=sharedPrefget.getString(
(!fingerprintSetted.equals( )DA

Toast.makeText (PasswordChange. R.string.
Toast. ) .show()
SharedPreferencessharedPref =
PreferenceManager.getDefaultSharedPreferences (PasswordChange.
SharedPreferences.Editor editor = sharedPref.edit()
editor.putString( )
editor.apply()
}
Toast.makeText (PasswordChange. R.string.
Toast. ) .show()
((Globalvariables)

.getApplication()).setPassword( .getText().toString())

= 3
fillCredentiallist(
}
((Globalvariables)

.getApplication()).setPassword( .getText().toString())
writeAgainAlLCredentials( .getText().toString()
((Globalvariables) .getApplication()).getFileName() )
Toast.makeText (PasswordChange. R.string. Toast. ) .show()
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}

SharedPreferencessharedPref =

PreferenceManager.getDefaul tSharedPreferences (PasswordChange.
SharedPreferences.Editor editor = sharedPref.edit()
editor.putString( )

editor.apply()

Intent intent = Intent(PasswordChange. MainMenu.
startActivity(intent)

}
}

fillCredentiallList(ArrayList<String>decryptedString) {
= ArraylList<>()
Credential cr
(String s : decryptedString) {
= ArrayList<>()
String[] temp = s.split( )
(temp. >3) {
.addAl1l(Arrays.asList(temp).subList(3, temp.

Credential(temp[@], temp[1l], temp[2]
.add(cr)

swstalnputs(){
(((Globalvariables) .getApplication()).getChangePassForLogIn()){
( .getText().length()!=4 || .getText().length()!=4 ||
.getText().length()!=4){
Toast.makeText(PasswordChange. R.string. Toast. ) .show()

}

ArrayList<String>decryptedPin = readPinFile( )
(decryptedPin != &&

! .getText().toString().equals(decryptedPin.get(0))){

Toast.makeText(PasswordChange. R.string. Toast.

}

@ .getText().toString().equals( .getText().toString()

DA

Toast.makeText (PasswordChange. R.string. ) .show()

}
¢ .getText().toString().equals( .getText().toString())){
Toast.makeText (PasswordChange. R.string. Toast. ) .show()

.getText().length()<10] | .getText().length()< |
.getText().length()<10){
Toast.makeText (PasswordChange. R.string.
LCE ) .show()
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= readDataFile( .getText().toString(), ((GlobalVariables)
.getApplication()).getFileName() )

( == 3

Toast.makeText( .getResources().getString(R.string.
Toast. ) .show()

}
(! .getText().toString().equals( .getText().toString()

A
Toast.makeText (PasswordChange. R.string.
Toast. ) .show()

}

¢ .getText().toString().equals( .getText().toString())){
Toast.makeText (PasswordChange. R.string.
Toast. ) .show()

@Override
onCreateOptionsMenu(Menu menu) {
.getMenuInflater().inflate(R.menu. menu)

}

@Override

onOptionsItemSelected(MenuItem item) {
SharedPreferencessharedPref = PreferenceManager.getDefaultSharedPreferences (
SharedPreferences.Editor editor = sharedPref.edit()
editor.putString( )
editor.apply()
Intent intent = Intent(PasswordChange. MainMenu.
startActivity(intent)

.onOptionsItemSelected(item)

}

@Override
onBackPressed() {
AlertDialog.Builder( )
.setIcon(R.drawable.
.setTitle(R.string.
.setMessage(R.string. )
.setPositiveButton( DialogInterface.OnClickListener()
{
@Override
onClick(DialogInterface dialog which) {
exitApplication(PasswordChange. )

}

i)
.setNegativeButton(

.show()
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}

@Override
onStart(){
.onStart()
SharedPreferencessharedPrefget =
PreferenceManager.getDefaul tSharedPreferences (PasswordChange.

(sharedPrefget.getString( ) .equals(

Yelse{

Toast.makeText(PasswordChange.

PasswordChange. .getResources().getString(R.string.
Toast. ) .show()

LogOut(PasswordChange. )

Intent intent = Intent(PasswordChange. LoginPage.
intent.setFlags(Intent. | Intent.
startActivity(intent)

}
}

@Override
onStop(){
.onStop()
SharedPreferencessharedPrefget =
PreferenceManager.getDefaultSharedPreferences(PasswordChange.

(sharedPrefget.getString( ).equals(
SharedPreferencessharedPref =
PreferenceManager.getDefaultSharedPreferences (PasswordChange.
SharedPreferences.Editor editor = sharedPref.edit()
editor.putString( )
editor.apply()

Yelse{

KAdon ImpExpMenu

com.cryptopassword.central

android.content.ActivityNotFoundException
android.content.Intent
android.content.SharedPreferences
android.database.Cursor
android.net.Uri

android.os.Bundle
android.provider.OpenableColumns
android.text.Editable
android.text.TextWatcher
android.view.Menu
android.view.MenuItem
android.widget.Button
android.widget.EditText
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android.widget.Toast

com.cryptopassword.helpers.Credential
com.cryptopassword.helpers.DDException
com.cryptopassword.helpers.GlobalVariables
com.cryptopasswordentral.R

org.apache.poi.hssf.usermodel.HSSFWorkbook
org.apache.poi.ss.usermodel.Cell
org.apache.poi.ss.usermodel.Row
org.apache.poi.ss.usermodel.Sheet
org.apache.poi.ss.usermodel.Workbook

java.io.BufferedReader
java.io.File
java.io.IOException
java.io.InputStream
java.io.InputStreamReader
java.text.SimpleDateFormat
java.util.ArraylList
java.util.Arrays
java.util.Calendar
java.util.Date
java.util.Locale

androidx.appcompat.app.AlertDialog
androidx.appcompat.app.AppCompatActivity
androidx.core.content.FileProvider
androidx.preference.PreferenceManager

com.cryptopassword.central.ExitActivity.exitApplication
com.cryptopassword.helpers.FileHandler.decryptString
com.cryptopassword.helpers.FileHandler.destroyFile
com.cryptopassword.helpers.FileHandler.getAbsoluteFile
com.cryptopassword.helpers.FileHandler.getALLFileNames
com.cryptopassword.helpers.FileHandler. readDataFile
com.cryptopassword.helpers.FileHandler.writeAgainAllLCredentials
com.cryptopassword.helpers.FileHandler.writeXLSFile

ImpExpMenu AppCompatActivity {

Button

EditText

ArraylList<String>

ArraylList<Credential> ArrayList<>()
String

@Override
onCreate(Bundle savedInstanceState){
.onCreate(savedInstanceState)
setContentView(R.layout. )
= findViewById(R.id.

= findViewById(R.id.

= findViewById(R.id.

= findViewById(R.id.
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= findViewById(R.id.
= findViewById(R.id.
= findViewById(R.id.
= findViewById(R.id.
(((Globalvariables) .getApplication()).getFileName()!=
= ((Globalvariables)
.getApplication()).getFileName().substring(®@, ((GlobalVariables)
.getApplication()).getFileName().length()-4)+
setDeleteButtonText()
setExportButtons()

.setOnClickListener(view -> {
{
destroyFile(((GlobalVariables)
getApplication()).getFileName().substring(@, ((GlobalVariables)
getApplication()).getFileName().length()-4)+ ImpExpMenu.
setDeleteButtonText()
} (DDException e) {
e.printStackTrace()
}
)

.setOnClickListener(view -> {
{
sendFile( )
} (IOException e) {
e.printStackTrace()
}
})

.setOnClickListener(view -> {
{
sendFile( )
} (IOException e) {
e.printStackTrace()
¥
)

.setOnClickListener(view -> {
importFile( )
})

.setOnClickListener(view -> {
(swstalnputs())
importFile( )
})

.addTextChangedListener( TextWatcher() {
afterTextChanged(Editable s) {showPasswordsVerifyColor();}
beforeTextChanged(CharSequence s start count

onTextChanged(CharSequence s start before count) {}

.addTextChangedListener( TextWatcher() {
afterTextChanged(Editable s) {showPasswordsVerifyColor();}
beforeTextChanged(CharSequence s start count

onTextChanged(CharSequence s start before count) {}
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showPasswordsVerifyColor(){
.getText().toString().length() >
.getText().toString().length() >0 &&
.getText().toString().equals( .getText().toStri

.setBackgroundResource(R.drawable. )
.setBackgroundResource(R.drawable.
.getText().toString().length() >
.getText().toString().length() >0 &&

.getText().toString().equals( .getText().toStr

.setBackgroundResource(R.drawable. )
.setBackgroundResource(R.drawable.

swstalnputs(){
.getText().length()< [
.getText().length()<10){
Toast.makeText (ImpExpMenu. R.string. . ) .show()

}
@ .getText().toString().equals( .getText().to

String())){
Toast.makeText (ImpExpMenu. R.string.

Toast. ) .show()

}
}

setDeleteButtonText (){
(getALLFileNames (ImpExpMenu. ).contains( )DR
.setText(getResources().getString(R.string.

{
.setText(getResources().getString(R.string.

setExportButtons(){

(((Globalvariables) .getApplication()).getFileName()== ) {
.setEnabled( )
.setBackgroundColor(getResources().getColor(R.color.
.setEnabled( )
.setBackgroundColor(getResources().getColor(R.color.

.setEnabled( )
.setBackgroundColor(getResources().getColor(R.color.

.setEnabled( )
.setBackground(getResources().getDrawable(R.drawable.

.setEnabled( )
.setBackground(getResources().getDrawable(R.drawable.

.setEnabled( )
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.setBackground(getResources().getDrawable(R.drawable.

createExcelFile() IOException {
= readDataFile(((GlobalVariables)
.getApplication()).getPassword(), ((GlobalVariables)
.getApplication()).getFileName() )
ArraylList<Credential>crList = ArrayList<>()
ArrayList<String>listNewFieldsDatas
Credential cr
(String s : ) {
listNewFieldsDatas = ArrayList<>()
String[] temp = s.split( )

(temp. >3) {
listNewFieldsDatas.addAll(Arrays.asList(temp).subList(3, temp.
}

Er = Credential(temp[0@], temp[1], temp[2], listNewFieldsDatas)
crList.add(cr)

}

writeXLSFile( crList, ImpExpMenu.

}

sendFile(String fileType) IOException {
Date ¢ = Calendar.getInstance().getTime()
SimpleDateFormat df = SimpleDateFormat(
Locale.getDefault())
String formattedDate = df.format(c)
File applicationPath = getAbsoluteFile( ImpExpMenu.
File file =
(fileType.equals( ) {

file = File(applicationPath

((Globalvariables) .getApplication()).getFileName())
(!file.exists()) {

}
} (fileType.equals( A
createExcelFile()
file = File(applicationPath
(!file.exists()) {

}
Intent i = Intent(Intent. )

Uri uri = FileProvider.getUriForFile(ImpExpMenu.

ImpExpMenu. .getApplicationContext().getPackageName() +

i.addFlags(Intent. )

i.setType( )

i.putExtra(Intent.

getResources().getString(R.string. ))

(fileType.equals( )) {

i.putExtra(Intent.

getResources().getString(R.string. ) + ((GlobalVariables)
.getApplication()).getFileName() +
+ getResources().getString(R.string. ) + formattedDate)
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} (fileType.equals( A
i.putExtra(Intent. getResources().getString(R.string.

+ + getResources().getString(R.string. ) +
formattedDate)

}
i.putExtra(Intent. uri)

{
setDeleteButtonText()
startActivity(Intent.createChooser(i
} (ActivityNotFoundException ex) {
Toast.makeText (ImpExpMenu.
Toast. ) .show()

}

importFile(String fileType){
(fileType.equals( A

Intent intent = Intent(Intent.
intent.addCategory(Intent. )
intent.setType( )
startActivityForResult(intent
} (fileType.equals( A

Intent intent = Intent(Intent.
intent.addCategory(Intent. )
intent.setType( )
startActivityForResult(intent
}

}

onActivityResult( requestCode resultCode, IntentresultData) {

.onActivityResult(requestCode, resultCode, resultData)
Uri currentUri
(requestCode == ) {
(resultData != ) {
currentUri = resultData.getData()
Cursor returnCursor = getContentResolver().query(currentUri
)

nameIndex =
returnCursor.getColumnIndex(OpenableColumns. )
returnCursor.moveToFirst()
String importFileName = returnCursor.getString(nameIndex)

{

String content = readFileContent(currentUri)

= decryptString( .getText().toString(),content)
( I= )
fillCredentiallist( )
¢ .size()>0){
writeAgainAlLCredentials( .getText().toString()
importFileName )
Toast.makeText(
.getResources().getString(R.string. )+importFileName
Toast. ) .show()
((Globalvariables) .getApplication()).setFileName(importFileName)
((Globalvariables)getApplication()).setFirstLogIn( )
((Globalvariables)
getApplication()).setPassword( .getText().toString())
.setText("")

}
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} (IOException | DDException e) {
e.printStackTrace()
}
}

}
(requestCode == ) {

(resultData != ) {
currentUri = resultData.getData()
Cursor returnCursor = getContentResolver().query(currentUri
)
nameIndex =
returnCursor.getColumnIndex(OpenableColumns. )
returnCursor.moveToFirst()
String importFileName = returnCursor.getString(nameIndex)
(importFileName.contains( ) {
{
InputStream inputStream = getContentResolver().openInputStream(currentUri)
(inputStream != ) o
Workbook workbook = HSSFWorkbook (inputStream)
Sheet datatypeSheet = workbook.getSheetAt(0)
rowNum=
ArraylList<Credential>crList= ArrayList<>()
ArrayList<String>newFields= ArrayList<>()
ArraylList<String>newFieldsData= ArraylList<>()
ArrayList<String>newFDTelikilLista= ArraylList<>()
(Row currentRow : datatypeSheet) {
String service = username = password =

cellNum=
(Cell currentCell : currentRow) {
(rowNum==0){
(cellNum==0 && !currentCell.getStringCellValue().equals( ) &&
IcurrentCell.getStringCellValue().equals( )){
Toast.makeText ( .getResources().getString(R.string.
Toast. ) .show()

} (cellNum==1 &&
IcurrentCell.getStringCellValue().equals(getResources().getString(R.string.
)DDA

Toast.makeText( .getResources().getString(R.string.

Toast. ) .show()

} (cellNum==2 &&
IcurrentCell.getStringCellValue().equals(getResources().getString(R.string.
)RR

Toast.makeText ( .getResources().getString(R.string.

Toast. ) .show()

} (cellNum>2){
newFields.add(currentCell.getStringCellValue())
}
} {
(cellNum==0){
service = currentCell.toString()
(cellNum==1){
username = currentCell.toString()

(cellNum==2){
password currentCell.toString()

AHMHTPIOZ AAMANAKHZ




Ixedroopog kat avantuén Android edpappoyr¢ aodaleiog

} (cellNum>2){
newFieldsData.add(currentCell.toString())

}
}
cellNum++
}
(rowNum!=0){
¢ i=0;i<newFields.size();i++){
newFDTelikilLista.add(newFields.get(i)+":"+newFieldsData.get(i))
}
crList.add( Credential(service,username,password,newFDTelikilLista))
newFieldsData= ArraylList<>()
newFDTelikilista= ArraylList<>()
}

rowNum++
}
String fileName = importFileName.substring(
importFileName.length() - 4) +
writeAgainAllCredentials(crList .getText().toString()
fileName, ImpExpMenu. )
Toast.makeText(
.getResources().getString(R.string. )+importFileName
Toast. ) .show()
((Globalvariables) .getApplication()).setFileName(fileName)
((Globalvariables)getApplication()).setFirstLogIn( )
((Globalvariables)
getApplication()).setPassword( .getText().toString())
.setText("")
.setBackgroundResource(R.drawable. )
.setText("")
.setBackgroundResource(R.drawable.

}

} (IOException | DDException e) {
e.printStackTrace()

}

String readFileContent(Uri uri) IOException {
InputStreaminputStream = getContentResolver().openInputStream(uri)
BufferedReader reader = BufferedReader( InputStreamReader (inputStream))
StringBuilder stringBuilder = StringBuilder()

C
((c = reader.read()) != -1) {

character = ( ) c
stringBuilder.append(character)

}

inputStream.close()
stringBuilder.toString()

}

fillCredentiallList(ArrayList<String>decryptedString) {
.clear()
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Credential cr
(String s : decryptedString) {
ArrayList<String>listNewFieldsDatas = ArraylList<>()
String[] temp = s.split( )
(temp. >3) {

listNewFieldsDatas.addAll(Arrays.asList(temp).subList( temp.
}
Er = Credential(temp[0], temp[1], temp[2], listNewFieldsDatas)

.add(cr)

}

@Override
onCreateOptionsMenu(Menu menu) {
.getMenuInflater().inflate(R.menu. menu)

}

@Override

onOptionsItemSelected(Menultem item) {
SharedPreferencessharedPref =
PreferenceManager.getDefaultSharedPreferences (ImpExpMenu.
SharedPreferences.Editor editor = sharedPref.edit()
editor.putString( )
editor.apply()
Intent intent = Intent(ImpExpMenu. MainMenu.
startActivity(intent)

.onOptionsItemSelected(item)

}

@Override
onBackPressed() {
AlertDialog.Builder( )
.setIcon(R.drawable. )
.setTitle(R.string. )
.setMessage(R.string. )
.setPositiveButton( (dialog, which) -
>exitApplication(ImpExpMenu. ))
.setNegativeButton( )
.show()

KAdon Generator
com.cryptopassword.central

android.content.ClipData
android.content.ClipboardManager
android.content.Context
android.content.DialogInterface
android.content.Intent
android.content.SharedPreferences
android.os.Bundle
android.view.Menu
android.view.MenuIltem
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android.view.View
android.widget.Button
android.widget.CheckBox
android.widget.SeekBar
android.widget.TextView
android.widget.Toast

com.cryptopasswordentral.R
java.util.Random

androidx.appcompat.app.AlertDialog
androidx.appcompat.app.AppCompatActivity
androidx.preference.PreferenceManager

com.cryptopassword.central.ExitActivity.exitApplication
com.cryptopassword.central.ExitActivity. LogOut

Generator AppCompatActivity {

SeekBar
TextView
CheckBox
Button

@Override
onCreate(Bundle savedInstanceState) {
.onCreate(savedInstanceState)
setContentView(R.layout. )

= findViewById(R.id.
= findViewById(R.id.
=findViewById(R.id.
= findViewById(R.id.az)
= findViewById(R.id.AZ)
= findViewById(R.id. )
= findViewById(R.id.
= findViewById(R.id.
= findViewById(R.id.
.setText(6+ )
.setChecked( )
.setMax(26)

.setOnSeekBarChangelListener( SeekBar.0OnSeekBarChangelListener() {

@Override

onStopTrackingTouch(SeekBarseekBar) {}
@Override

onStartTrackingTouch(SeekBarseekBar) {}
@Override

onProgressChanged (SeekBarseekBar progress fromUser) {

.setText(progress+6+ )
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generatepass (View view){
(laz.isChecked() && !AZ.isChecked() && ! .isChecked() &&
! .isChecked()) {
Toast.makeText (Generator. R.string. Toast. ) . show()
}
{
passwordSize ¢ .getProgress() + 6)
chars = .toCharArray()
Cchars = .toCharArray()
numsar = .toCharArray()
symbolsar = .toCharArray()
StringBuilder sb StringBuilder()
Random random = Random()
(az.isChecked() &&AZ.isChecked() && .isChecked()
&& .isChecked()){
[] temp =
.toChar
Array()
¢ i= i<passwordSize; i++) {
c = temp[random.nextInt(temp. )]
sb.append(c);}
} (az.isChecked() &&AZ.isChecked() && .isChecked()) {
[] temp =
.toCharArray()
¢ i = i<passwordSize; i++) {
c = temp[random.nextInt(temp. )]
.append(c);}
} (az.isChecked() &&AZ.isChecked() && .isChecked()) {
[] temp =
.toCharArray()
¢ i = i<passwordSize; i++) {
c = temp[random.nextInt(temp. )]
.append(c);}
} (az.isChecked() && .isChecked() .isChecked()){
[] temp = .toCharArray()
¢ i= ic<passwordSize; i++) {
c = temp[random.nextInt(temp. )]
.append(c);}
} ¢ .isChecked() && .isChecked() && .isChecked()){
[] temp = .toCharArray()
¢ i= ic<passwordSize; i++) {
= temp[random.nextInt(temp. )]
.append(c);}
} (az.isChecked() &&AZ.isChecked() ){
[] temp =
.toCharArray()
¢ i= i<passwordSize; i++) {
c = temp[random.nextInt(temp. )]
.append(c);}
} (az.isChecked() && .isChecked()){
[1 temp = .toCharArray()
¢ i= i<passwordSize; i++) {
= temp[random.nextInt(temp. )]

.append(c);}
} (az.isChecked() && .isChecked()){
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[] temp = .toCharArray()
¢ i= i<passwordSize; i++) {
= temp[random.nextInt(temp. )]
.append(c);}
} (AZ.isChecked() && .isChecked() ){
[] temp = .toCharArray()
¢ i= i<passwordSize; i++) {
c = temp[random.nextInt(temp. )]
.append(c);}
} (AZ.isChecked() && .isChecked()){
[] temp = .toCharArray()
¢ i= i<passwordSize; i++) {
c = temp[random.nextInt(temp. )]
.append(c);}
} ¢ .isChecked() && .isChecked()){
[] temp = .toCharArray()
¢ i= i<passwordSize; i++) {
c = temp[random.nextInt(temp. )]
.append(c);}
}
(az.isChecked()){

¢ i= i<passwordSize; i++) {
¢ = chars[random.nextInt(chars. )]
.append(c)

} (AZ.isChecked()){

¢ i= i<passwordSize; i++) {

c = Cchars[random.nextInt(Cchars.
.append(c)

} ¢ .isChecked()){
¢ i = i<passwordSize; i++) {
¢ = numsar[random.nextInt(numsar.
.append(c)

} ¢ .isChecked()){
¢ i = i<passwordSize; i++) {
c = symbolsar[random.nextInt(symbolsar.
.append(c)

}
String output = sb.toString()

.setText (output)

antigrafiprox(View view){

¢ .getText().toString().isEmpty()) {
Toast.makeText (Generator. R.string. Toast.
} {
ClipboardManager clipboard = (ClipboardManager)
getSystemService(Context.
ClipData clip = ClipData.newPlainText( .getText().toString())
clipboard.setPrimaryClip(clip)
Toast.makeText (Generator. R.string. Toast. ). show()

}
}
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@Override
onCreateOptionsMenu(Menu menu) {
.getMenuInflater().inflate(R.menu. menu)

@Override

onOptionsItemSelected(Menultem item) {
SharedPreferencessharedPref =
PreferenceManager.getDefaultSharedPreferences (Generator.
SharedPreferences.Editor editor = sharedPref.edit()
editor.putString( )
editor.apply()
Intent intent = Intent(Generator. MainMenu.
startActivity(intent)

.onOptionsItemSelected(item)

}

@Override
onBackPressed() {
AlertDialog.Builder( )
.setIcon(R.drawable.
.setTitle(R.string.
.setMessage(R.string. )
.setPositiveButton( DialogInterface.OnClickListener()

{

@Override
onClick(DialogInterface dialog which) {
exitApplication(Generator. )

}
}

.setNegativeButton(
.show()

@Override
onStart(){
.onStart()
SharedPreferencessharedPrefget =
PreferenceManager.getDefaul tSharedPreferences (Generator. )
(!sharedPrefget.getString( ).equals(
{
Toast.makeText (Generator.
Generator. .getResources().getString(R.string.
Toast. ) .show()
LogOut(Generator. )
Intent intent = Intent(Generator. LoginPage.
intent.setFlags(Intent. | Intent.
startActivity(intent)

}
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@Override
onStop(){

.onStop()
SharedPreferencessharedPrefget =
PreferenceManager.getDefaul tSharedPreferences (Generator. )

(sharedPrefget.getString( ).equals(
SharedPreferencessharedPref =
PreferenceManager.getDefaul tSharedPreferences (Generator. )
SharedPreferences.Editor editor = sharedPref.edit()
editor.putString( )
editor.apply()
}
}

KAdon FastLoginMenu

com.cryptopassword.central

android.content.DialogInterface
android.content.Intent
android.content.SharedPreferences
android.os.Bundle
android.view.Menu
android.view.MenuIltem
android.widget.Button
android.widget.EditText
android.widget.Toast

com.cryptopasswordentral.R

java.util.ArraylList
java.util.concurrent.Executor
java.util.concurrent.Executors

androidx.annotation.NonNull
androidx.appcompat.app.AlertDialog
androidx.appcompat.app.AppCompatActivity
androidx.biometric.BiometricPrompt
androidx.preference.PreferenceManager

com.cryptopassword.central.ExitActivity.exitApplication
com.cryptopassword.central.ExitActivity. LlogOut
com.cryptopassword.helpers.FileHandler. readPinFile

FastLoginMenu AppCompatActivity {
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Button
EditText
String

@Override
onCreate(Bundle savedInstanceState) {
.onCreate(savedInstanceState)
setContentView(R.layout. )

= findViewById(R.id.
= findViewById(R.id.
= findViewById(R.id.
setButtons()

Executor newExecutor = Executors.newSingleThreadExecutor ()
BiometricPrompt.PromptInfopromptInfo =
BiometricPrompt.PromptInfo.Builder()
.setTitle(getResources().getString(R.string.

.setSubtitle(getResources().getString(R.string.
.setNegativeButtonText( )
.build()

BiometricPromptmyBiometricPrompt = BiometricPrompt(FastLoginMenu.
newExecutor BiometricPrompt.AuthenticationCallback() {
@Override

onAuthenticationSucceeded (@NonNull
BiometricPrompt.AuthenticationResult result) {

.onAuthenticationSucceeded(result)
SharedPreferencessharedPref =
PreferenceManager.getDefaul tSharedPreferences (FastLoginMenu.
SharedPreferences.Editor editor = sharedPref.edit()
editor.putString( )
editor.apply()
showResult( )

}

@Override
onAuthenticationFailed() {
.onAuthenticationFailed()
showResult( )

}

@Override
onAuthenticationError( errorCode, @NonNull CharSequenceerrString) {
.onAuthenticationError(errorCode, errString)
showResult(errString.toString())

}
1)

.setOnClickListener(view -> {
.getText().toString().length()!=4){
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Toast.makeText(FastLoginMenu. R.string. Toast.
}
ArraylList<String>decryptedPin = readPinFile( )
(decryptedPin !=

&& .getText().toString().equals(decryptedPin.get(0))){
Toast.makeText(FastLoginMenu. R.string. Toast. ) . show()
myBiometricPrompt.authenticate(promptInfo)
} {
Toast.makeText(FastLoginMenu. R.string. ) . show()
}

})

.setOnClickListener(view -> {
¢ .getText().toString().length()!=4){
Toast.makeText(FastLoginMenu. R.string. Toast.
}
ArrayList<String>decryptedPin = readPinFile( )
(decryptedPin !=
&& .getText().toString().equals(decryptedPin.get(0))){
Toast.makeText(FastLoginMenu. R.string. Toast. ) .show()
SharedPreferencessharedPref =
PreferenceManager.getDefaul tSharedPreferences (FastLoginMenu.
SharedPreferences.Editor editor = sharedPref.edit()
editor.putString( )
editor.apply()
setButtons()
} {
Toast.makeText(FastLoginMenu. R.string.
}
b

setButtons(){
.setText("")

SharedPreferencessharedPrefget =
PreferenceManager.getDefaultSharedPreferences (FastLoginMenu.

=sharedPrefget.getString(

( -equals( A
.setEnabled( )
.setBackground(getResources().getDrawable(R.drawable.

.setEnabled( )
.setBackgroundColor(getResources().getColor(R.color.

.equals( DR
.setEnabled( )

.setBackground(getResources().getDrawable(R.drawable.

.setEnabled( )
.setBackgroundColor(getResources().getColor(R.color.
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showResult(String result){
Thread thread = Thread(){
run(){
runOnUiThread(() -> {
(!result.equals( )) {
Toast.makeText(FastLoginMenu. result, Toast.
setButtons()

}

¥

¥
thread.start()
}

})

@Override
onCreateOptionsMenu(Menu menu) {
.getMenuInflater().inflate(R.menu. menu)

@Override

onOptionsItemSelected(Menultem item) {
SharedPreferencessharedPref =
PreferenceManager.getDefaul tSharedPreferences (FastLoginMenu.
SharedPreferences.Editor editor = sharedPref.edit()
editor.putString( )
editor.apply()
Intent intent = Intent(FastLoginMenu. MainMenu.
startActivity(intent)

.onOptionsItemSelected(item)

}

@Override
onBackPressed() {
AlertDialog.Builder( )
.setIcon(R.drawable. )
.setTitle(R.string. )
.setMessage(R.string. )
.setPositiveButton( (dialog, which) -
>exitApplication(FastLoginMenu. ))
.setNegativeButton( )
.show()

@Override
onStart(){
.onStart()
SharedPreferencessharedPrefget =
PreferenceManager.getDefaul tSharedPreferences (
(!sharedPrefget.getString(
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) .equals( )) {
Toast.makeText(FastLoginMenu.

FastLoginMenu. .getResources().getString(R.string.
Toast. ) .show()
LogOut(FastLoginMenu. )
Intent intent = Intent(FastLoginMenu. LoginPage.
intent.setFlags(Intent. | Intent.
startActivity(intent)
}

}

@Override
onStop(){
.onStop()
SharedPreferencessharedPrefget =
PreferenceManager.getDefaultSharedPreferences ( )

(sharedPrefget.getString( ).equals(
SharedPreferencessharedPref =
PreferenceManager.getDefaultSharedPreferences (FastLoginMenu.
SharedPreferences.Editor editor = sharedPref.edit()
editor.putString( )
editor.apply()

}
}

KAdon ExitActivity

com.cryptopassword.central

android.app.Activity
android.content.Context
android.content.Intent
android.os.Bundle

com.cryptopassword.helpers.GlobalVariables

ExitActivity Activity{

@Override onCreate(Bundle savedInstanceState){
.onCreate(savedInstanceState)
finishAndRemoveTask()

}

exitApplication(Context context){
Intent intent = Intent(context, ExitActivity.
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intent.addFlags(Intent. | Intent.
Intent. | Intent.

((Globalvariables) ((Activity) context).getApplication()).setFileName(
context.startActivity(intent)

}

logOut (Context context){
((Globalvariables) ((Activity)
context).getApplication()).setFileName( )
((Globalvariables) ((Activity) context).getApplication()).setPassword(
}
}

KAdon Credential

com.cryptopassword.helpers
java.util.ArraylList
Credential {

String
String
String
ArraylList<String>

Credential(String
service,Stringusename,Stringpassword,ArrayList<String> properties) {
= service
= usename
= password
= properties

equals(Credential cr){
flag =
(cr.getService().equals( ) &&cr.getUsename().equals(

&&cr.getPassword().equals( A

flag =
}

¢ i=0;i<cr.getProperties().size();i++){
('cr.getProperties().get(i).equals( . .get(i))){
flag=

}
flag

String getService() {

setService(String service) {
= service

String getUsename() {
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setUsename(String usename) {
= usename

String getPassword() {

setPassword(String password) {
= password

ArraylList<String>getProperties() {

setProperties(ArrayList<String> properties) {
= properties

KAdon CredentialsAdapter

com.cryptopassword.helpers

android.content.Context
android.view.View
android.view.ViewGroup
android.widget.BaseAdapter

java.util.Arraylist
java.util.List

androidx.annotation.NonNull
CredentialsAdapter BaseAdapter {

Context
List<Credential>

CredentialsAdapter (@NonNull Context context ArraylList<Credential>

list) {

= context
= list
}

@NonNull
@Override
View getView( position, View convertView, ViewGroup parent) {
Credential cr = .get(position)
View v = CredentialsAdapterView( . cr)
Y

}

@Override
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getCount() {
.size()<=0){

.size()

@Override
Object getItem( i) {
.get(i)
}

@Override
getItemId( i) {

KAdon CredentialsAdapterView
com.cryptopassword.helpers

android.content.Context
android.graphics.Typeface
android.view.Gravity
android.widget.LinearLayout
android.widget.Relativelayout
android.widget.TextView

CredentialsAdapterView Relativelayout {
CredentialsAdapterView(Context context,Credential credential){
(context)
LinearLayout.LayoutParams params
params = LinearLayout.LayoutParams(LayoutParams.
LayoutParams. )
params.setMargins( )
LinearLayoutpanelllL = LinearLayout(context)
panellLL.setOrientation(LinearLayout. )
panellL.setGravity(Gravity. )

TextView service = TextView( context )
service.setTextSize(20)
service.setTypeface(Typeface. Typeface. )
service.setText( +credential.getService())
service.setPadding( )

panelllL.addView(service)

TextView username = TextView( context )
username.setTextSize(20)

username.setText( +credential.getUsename())
username.setPadding( )
panellL.addView(username)

TextView password = TextView( context )
password.setTextSize(20)

password.setText( +credential.getPassword())
password.setPadding( )
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panelll.addView(password)

¢ i=0;i<credential.getProperties().size();i++){
TextView property = TextView( context )
property.setTextSize(20)
property.setText(credential.getProperties().get(i))
property.setId(i+1)
property.setPadding( )
panelll.addView(property)

}

addView(panellLL, params)

}
}

KAdon Cryptography

.cryptopassword.helpers

.io.File

.io.FileInputStream
.io0.FileOutputStream
.i0.I0Exception
.io.RandomAccessFile
.nio.charset.StandardCharsets
.security.InvalidAlgorithmParameterException
.security.InvalidKeyException
.security.MessageDigest
.security.NoSuchAlgorithmException
.util.Arrays

.util.Base64

.util.Random

.crypto.BadPaddingException
.crypto.Cipher
.crypto.IllegalBlockSizeException
.crypto.NoSuchPaddingException
.crypto.spec.IvParameterSpec
.crypto.spec.SecretKeySpec

Cryptography
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[] Password2Key (StringPassword) DDException

{

{

[1 Key = Password.getBytes (StandardCharsets.
MessageDigestsha = MessageDigest.getInstance(
Key = sha.digest (Key)
Key = Arrays.copyOf(Key )

Key

}

(NoSuchAlgorithmExceptionex){

DDException ( DDException. Password
ex)

}

[1 XORCrypt( [1 Mat, StringPassword) DDException

] Key =
Key Password.getBytes (StandardCharsets.
j —

{
[

[Mat. ]
i= i <Mat. i++)q
) (Mat[i] ~ Key[]j++])
)
j =

AHMHTPIOZ AAMANAKHZ




Ixedroopog kat avantuén Android edpappoyr¢ aodaleiog

StringAESEncrypt(StringPlainMat, StringPass) DDException

{

[1Iv={ }
IvParameterSpecIvSpec = IvParameterSpec (Iv)

[1 Key
Cipher c

{
Key = Password2Key (Pass)

c = Cipher.getInstance( )

SecretKeySpec k = SecretKeySpec (Key )

c.init (Cipher. k, IvSpec)
Base64.getEncoder().encodeToString(c.doFinal(PlainMat.getBytes(StandardChars

ets. )))

}

(NoSuchPaddingException | NoSuchAlgorithmException | InvalidKeyException |
InvalidAlgorithmParameterException | IllegalBlockSizeException |
BadPaddingExceptionex)

{
DDException ( DDException.

StringAESDecrypt (StringCipherMat, StringPass) DDException
{
[] Iv = { }
IvParameterSpecIvSpec = IvParameterSpec (Iv)

[]1 Key
Cipher c

{
Key = Password2Key(Pass)

c = Cipher.getInstance( )
SecretKeySpec k = SecretKeySpec (Key )
c.init (Cipher. k, IvSpec)
String(c.doFinal (Base64.getDecoder().decode(CipherMat)))
}

(NoSuchPaddingException | NoSuchAlgorithmException | InvalidKeyException
| InvalidAlgorithmParameterExceptionex)
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{
DDException ( DDException. ex)
(IllegalBlockSizeExceptionex)
{
DDException (
DDException. Pass, ex)
} (BadPaddingExceptionex)
{
DDException ( DDException.
Pass, ex)

}

DestroySmallFile(String Fn) DDException

File F = File (Fn)
(!F.exists ())

DDException ( DDException.
RandomAccessFile Rf = RandomAccessFile (Fn )
Random Rnd = Random ()

[] Mat [( ) Rf.length ()]
¢ i i<Mat. i++)
Mat[i] )

.seek (0)

.write (Mat)

.seek (0)
.write (Mat)
(
{
Rnd.nextBytes (Mat)
Rf.seek (@)

Rf.write (Mat)

}
Rf.close ()

F.delete ()
}
(IOException e)

DDException ( DDException.
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EncryptFile(String Sou, String Dest, String Passl, String
Pass2) DDException
{
[1 UnEncrypted
[] XORed
[1 Encrypted
[] Iv = {
IvParameterSpecIvSpec = IvParameterSpec (Iv)
[] Key
Cipher c
Br

Key = Password2Key (Passl)
c = Cipher.getInstance(
SecretKeySpec k = SecretKeySpec (Key
c.init (Cipher. k, IvSpec)
}

(NoSuchPaddingException | NoSuchAlgorithmException | InvalidKeyException
| InvalidAlgorithmParameterException e)

{
DDException ( DDException.

e)
}

UnEncrypted = [

File S = File (Sou)
(!S.canRead ())
DDException (
DDException.
File D = File (Dest)

{
(!D.createNewFile ())

DDException (
DDException.

}
(IOException ex)
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{
DDException (

DDException. Dest)
}

(FileInputStreamFis = FileInputStream (S)
FileOutputStreamFos = FileOutputStream (D))

{
((Br = Fis.read (UnEncrypted)) == )

{
Encrypted = c.update (UnEncrypted)
XORed = XORCrypt(Encrypted, Pass2)
Fos.write (XORed)
}
(Br >0)
Encrypted = c.doFinal (UnEncrypted Br)

Encrypted = c.doFinal ()
XORed = XORCrypt(Encrypted, Pass2)
Fos.write (XORed)
}
(IOException | IllegalBlockSizeException | BadPaddingException e)

{

DDException ( DDException.

DecryptFile(StringSou, StringDest, StringPassl, StringPass2)
DDException

] UnEncrypted
] XORed
] Encrypted
I Iv = {
IvParameterSpecIvSpec = IvParameterSpec (Iv)
[1 Key
Cipherc
Br
Blk
i

{
Key = Password2Key(Passl)

¢ = Cipher.getInstance(
SecretKeySpeck = SecretKeySpec (Key
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c.init (Cipher. k, IvSpec)
}

(NoSuchPaddingException | NoSuchAlgorithmException | InvalidKeyException
| InvalidAlgorithmParameterExceptione)

{
DDException ( DDException.

}

XORed [

FileS = File (Sou)
(!S.canRead ())
DDException ( DDException.
Sou)
Blk = ( ) ((S.length () - 1) /
FileD = File (Dest)

{

(!'D.createNewFile ())
DDException (
DDException.
}

(IOExceptionex)
{
DDException (
DDException. Dest)
}
(FileInputStreamFis = FileInputStream (S)
FileOutputStreamFos = FileOutputStream (D))

i <= Blk; i++)

{
Fis.read (XORed)
Encrypted = XORCrypt(XORed, Pass2)
UnEncrypted = c.update (Encrypted)
Fos.write (UnEncrypted)
}
Br = Fis.read (XORed)
Encrypted = XORCrypt(XORed, Pass2)
UnEncrypted = c.doFinal (Encrypted
Fos.write (UnEncrypted)
}

(IOException e)

{
DDException ( DDException.

(IllegalBlockSizeException | BadPaddingException e)

{
DDException ( DDException.
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DestroyFile(String Fn) DDException

BlockS = gt

File F = File (Fn)
(!'F.exists ())

DDException ( DDException.
RandomAccessFile Rf = RandomAccessFile (Fn )
Random Rnd = Random ()

[] Mat = [BlockS]

Fs = Rf.length ()
Blks = ( ) (Fs / BlockS + 1)
¢ B = B <Blks; B++)

i<BlockS; i++)
Mat[i] = (
.seek (B * BlockS)
.write (Mat)
¢ i i<BlockS; i++)
Mat[i] ) -
.seek (B * BlockS)
.write (Mat)
i< i++)
{
Rnd.nextBytes (Mat)
Rf.seek (B * BlockS)
Rf.write (Mat)

}

Rf.close ()
F.delete ()

}

}

(IOException e)
{

DDException ( DDException.

Ioutil

[] readFile(File file) IOException
{

RandomAccessFile f = RandomAccessFile (file )

{
length ) f.length ()

[] data =
f.readFully (data)
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}

{
f.close ()

}
}

writeFile(File file [] data) IOException
{

RandomAccessFile f = RandomAccessFile (file

{
f.write (data)

}

{
f.close ()

KAdon DDException

com.cryptopassword.helpers

DDException Exception ExceptionConsts

Exception
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DDException(Stringmessage errCode, Stringdata, ExceptionsysExc)

(message)
= errCode
data
= SYSEXc

DDException(String message errCode, String data)

{

(message, errCode, data, (Exception) )

getErrorCode()

StringgetData()
{
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Exception getSysException()

KAdon DeleteWalletDialog

com.cryptopassword.helpers

android.app.Activity
android.app.Dialog
android.content.Context
android.content.ContextWrapper
android.graphics.Color
android.os.Bundle
android.view.View
android.view.ViewGroup
android.view.Window
android.widget.Button
android.widget.EditText
android.widget.RadioButton
android.widget.RadioGroup
android.widget.Relativelayout
android.widget.Toast

com.cryptopasswordentral.R

java.io.File
java.util.ArraylList

com.cryptopassword.central.ExitActivity.exitApplication
com.cryptopassword.helpers.FileHandler.getAbsoluteFile
com.cryptopassword.helpers.FileHandler.getALLFileNames
com.cryptopassword.helpers.FileHandler. readDataFile

DeleteWalletDialog Dialog View.OnClickListener {

Activity
Button
String
ArraylList<String>

DeleteWalletDialog(Activity a, String filename) {
€)
= a
=filename

}

@Override
onCreate(Bundle savedInstanceState) {
.onCreate(savedInstanceState)
requestWindowFeature(Window. )
setContentView(R.layout.
= findViewById(R.id.
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= findViewById(R.id.
.setOnClickListener(
.setOnClickListener( )

RadioGroup group = findViewById(R.id.
RadioButton button

id=

(String s:getALLFileNames(getContext())) {

(s.contains( ) & !s.equals( )) {
id++
button = RadioButton(getContext())
button.setText(s)
button.setTextSize(20)
button.setId(id)
Relativelayout.LayoutParams p
Relativelayout.LayoutParams(ViewGroup.LayoutParams.
ViewGroup.LayoutParams. )
p.addRule(RelativelLayout. R.id. )
button.setLayoutParams(p)
(s.equals( )) {

button.setChecked( )
button.setTextColor(Color.

= id
}
group.addView(button)
}

}
}

@Override
onClick(View v) {
(v.getId()) {
R.id. :
EditText password = findViewById(R.id. )
(password.getText().toString().equals("")){
Toast.makeText(getContext()
getContext().getResources().getString(R.string. )
Toast. ) .show()

}

RadioGroup group = findViewById(R.id. )

View radioButton = group.findViewById(group.getCheckedRadioButtonId())
RadioButton r = (RadioButton) group.getChildAt(group.index0fChild(radioButton))

readDataFile(password.getText().toString(),r.getText().toString(),getContext())
I= )R
File applicationPath = getAbsoluteFile( getContext())
File file = File(applicationPath +r.getText().toString())
(file.delete()){

Toast.makeText (getContext()
getContext().getResources().getString(R.string. )+":"+r.getText().toSt
ring(), Toast. ) . show()

(getAlLLFileNames (getContext()).size()==0){

File directory = File(applicationPath

)
directory.delete()

}
(((Globalvariables) .getApplication()).getFileName() !=
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((Globalvariables)
.getApplication()).getFileName().equals(r.getText().toString())){
exitApplication(unwrap(getContext()))

}
} {
Toast.makeText (getContext()
getContext().getResources().getString(R.string. )+":"+r.getText().t
oString(), Toast. ) .show()

}

} {
Toast.makeText (getContext()
getContext().getResources().getString(R.string.
Toast. ) .show()

¥
R.id.

dismiss()

Activity unwrap(Context context) {
(!(context Activity) && context ContextWrapper) {
context = ((ContextWrapper) context).getBaseContext()

(Activity) context

KAdon EditCredentialDialog

com.cryptopassword.helpers

android.app.Activity
android.app.Dialog
android.content.Context
android.content.ContextWrapper
android.os.Bundle
android.view.Gravity
android.view.View
android.view.ViewGroup
android.view.Window
android.widget.Button
android.widget.EditText
android.widget.Relativelayout
android.widget.Toast

com.cryptopassword.central.ShowCredentials
com.cryptopasswordentral.R

java.io.IOException
java.util.ArraylList

EditCredentialDialog
android.view.View.0OnClickListener {

Activity
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Dialog

Button
EditText
Credential
DialoglListener
Boolean

EditCredentialDialog(Activity a, Credential cr, Boolean giaAntigrafi) {

= a

cr
=giaAntigrafi
}

@Override
onCreate(Bundle savedInstanceState) {
.onCreate(savedInstanceState)
requestiWindowFeature(Window. )
setContentView(R.layout.
= findViewById(R.id. )
= findViewById(R.id. )
.setOnClickListener( )
.setOnClickListener( )
= findViewById(R.id. )
findViewById(R.id. )
findViewById(R.id. )

.setText( .getService())
.setText( .getUsename())
.setText( .getPassword())

RelativelLayoutll = findViewById(R.id.
createdTextViews =
¢ i= .getProperties()!=
&&i< .getProperties().size();i++){
Relativelayout.LlLayoutParams p
EditText et = EditText(getContext())
p = Relativelayout.LayoutParams(ViewGroup.LayoutParams.
ViewGroup.LayoutParams. )
(createdTextViews == 0) {
p.addRule(RelativelLayout. R.id. )
} {

p.addRule(Relativelayout. createdTextViews)

}

p.setMargins( )

et.setlLayoutParams(p)
.setTextSize(20)
.setGravity(Gravity. )
.setHint( .getProperties().get(i).split( )Y[e])
.setText( .getProperties().get(i).split( )[1])
.setId(createdTextViews + 1)
.addView(et)

createdTextViews++

}
}

= unwrap(getContext())

@Override
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onClick(View v) {
(v.getId()) {
R.id. :
EditText et
ArrayList<String>newDatas = ArrayList<>()
( i= .getProperties()!=
&&i< .getProperties().size()+1;i++){
et=findViewById(i)
newDatas.add(et.getHint().toString()+":"+et.getText().toString())
}
( .getText().toString().isEmpty()| | .getText().toString().isEmpty()
| | .getText().toString().isEmpty()){
showErrorToast()

¥
Credential editedCr =

Credential( .getText().toString() .getText().toString()
Text().toString(),newDatas)
{
.setEditedCredential (editedCr
} (IOException | DDException e) {
e.printStackTrace()

}

R.id.
dismiss()

dismiss()

DialogListenerunwrap(Context context) {
(!(context DialoglListener) && context ContextWrapper) {
context = ((ContextWrapper) context).getBaseContext()

(DialoglListener) context

DialoglListener{
setEditedCredential (Credential
editedCredential,CredentialoriginalCredential,BooleangiaAntigrafi)
IOException, DDException

}

showErrorToast() {
Toast.makeText(getContext(),R.string.
}
}

KAaon FileHandler

com.cryptopassword.helpers

android.content.Context
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android.os.Environment
android.provider.Settings
android.util.lLog

com.cryptopasswordentral.R

org.apache.poi.hssf.usermodel .HSSFCell
org.apache.poi.hssf.usermodel.HSSFRow
org.apache.poi.hssf.usermodel.HSSFSheet
org.apache.poi.hssf.usermodel.HSSFWorkbook

java.io.File
java.io.FileInputStream
java.io.FileOutputStream
java.io.IOException
java.io.RandomAccessFile
java.util.ArraylList
java.util.Random

com.cryptopassword.helpers.Cryptography.AESDecrypt
com.cryptopassword.helpers.Cryptography.AESEncrypt

FileHandler {

writeDataFile(Credential
cr,Stringpassword,StringfileName,Context context) TIOException, DDException
{
File applicationPath = getAbsoluteFile( context)
File cryproPath = File(applicationPath.getAbsolutePath() +

(!cryproPath.exists())
('cryproPath.mkdir()){
Log.1( )
}
File file = File(applicationPath +fileName)
(!file.exists()) {
File dir = File(applicationPath.getAbsolutePath() +
)
File file2 = File(dir, fileName)
FileOutputStreamfos = FileOutputStream(file2)
String temp = cr.getService() + + cr.getUsename() + cr.getPassword() +

¢ i=0;i<cr.getProperties().size();i=i+2){
temp = temp + cr.getProperties().get(i) +
cr.getProperties().get(i+l) +
}
fos.write(AESEncrypt (temp,password).getBytes())
fos.close()
} {
FileOutputStreamfos = FileOutputStream(file )
String temp = cr.getService() + + cr.getUsename() + cr.getPassword() +

¢ i=0;i<cr.getProperties().size();i=i+2){
temp = temp + cr.getProperties().get(i) +
cr.getProperties().get(i+l) +
}
String divider =
fos.write(divider.getBytes())
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fos.write(AESEncrypt (temp,password).getBytes())
fos.close()
}

}

writePinFile(String pin,Context context) IOException
DDException {
File applicationPath = getAbsoluteFile( context)
File cryproPath = File(applicationPath.getAbsolutePath() +
)
(!cryproPath.exists())
(!cryproPath.mkdir()){
Log.1( )
}
File file = File(applicationPath
(!file.exists()) {
File dir = File(applicationPath.getAbsolutePath() +
)
File file2 = File(dir )
FileOutputStreamfos = FileOutputStream(file2)
fos.write(AESEncrypt(pin
Settings.Secure.getString(context.getContentResolver(),Settings.Secure.
).getBytes())
fos.close()
} {
file.delete()
File dir = File(applicationPath.getAbsolutePath() +
File file2 = File(dir )
FileOutputStreamfos = FileOutputStream(file2)
fos.write(AESEncrypt(pin
Settings.Secure.getString(context.getContentResolver(),Settings.Secure.
).getBytes())
fos.close()
}
}

ArraylList<String>readPinFile(Context context) {
{
File applicationPath = getAbsoluteFile( context)
ArraylList<String> result = ArraylList<>()
File file2 = File(applicationPath
FileInputStreamfileInputStream =
[] bFile = [( ) file2.length()]

fileInputStream = FileInputStream(file2)
fileInputStream.read(bFile)
String[] temp = String(bFile).split( )

¢ i =0;i<temp. i++){

result.add(AESDecrypt(temp[i],Settings.Secure.getString(context.getContentResolver
(),Settings.Secure. )))

}
(result.get(@).equals(""))

result

} (IOException | DDException e) {
e.printStackTrace()

}
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writeXLSFile(String
fileName,ArraylList<Credential>crList,Context context) IOException {
File applicationPath = getAbsoluteFile( context)
HSSFWorkbookwb = HSSFWorkbook ()
HSSFSheet sheet = wb.createSheet(fileName.substring(9,fileName.length()-4))

rowNum=
columnNum=
(Credential cr:crList){
HSSFRow row = sheet.createRow(rowNum)
HSSFCell cell = row.createCell(columnNum)

(rowNum==0) {
cell.setCellValue(context.getString(R.string. ))
columnNum++
cell = row.createCell(columnNum)
cell.setCellValue(context.getString(R.string. ))
columnNum++
cell = row.createCell(columnNum)
cell.setCellValue(context.getString(R.string. )D)

¢ i= i<cr.getProperties().size();i++) {
columnNum++
cell = row.createCell(columnNum)
cell.setCellValue(cr.getProperties().get(i).split( )[@])
}
rowNum++
row = sheet.createRow(rowNum)
}
columnNum=
cell = row.createCell(columnNum)
cell.setCellValue(cr.getService())
columnNum++
cell = row.createCell(columnNum)
cell.setCellValue(cr.getUsename())
columnNum++
cell = row.createCell(columnNum)
cell.setCellValue(cr.getPassword())
¢ i= i<cr.getProperties().size();i++) {
columnNum++
cell = row.createCell(columnNum)
cell.setCellValue(cr.getProperties().get(i).split( )[1])
}
columnNum=
rowNum++
}
FileOutputStreamfileOut = FileOutputStream( File(applicationPath
+fileName))
wb.write(fileOut)
fileOut.close()
fileOut.flush()

}

writeAgainAllCredentials(ArraylList<Credential>credlList,Stringpassword,StringfileNa
me,Context context) IOException, DDException {

File applicationPath = getAbsoluteFile( context)
File cryproPath = File(applicationPath.getAbsolutePath() +
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)
(!cryproPath.exists())

(!'cryproPath.mkdir()){
Log.1( )

}
File file = File(applicationPath +fileName)
file.delete()
File file2 = File(applicationPath +fileName)
FileOutputStreamfos = FileOutputStream(file2)
X=
(Credential cr:credList) {
String temp = cr.getService() + + cr.getUsename() +
cr.getPassword() +
¢ i
temp =

= i<cr.getProperties().size(); i++) {
temp + cr.getProperties().get(i) +

}
(x!=0){
String divider =
fos.write(divider.getBytes())
}
fos.write(AESEncrypt(temp, password).getBytes())
X++

}

fos.close()

}

ArraylList<String>readDataFile(String password,Stringfilename,Context
context) {
{
File applicationPath = getAbsoluteFile( context)
ArraylList<String> result = ArrayList<>()
File file2 = File(applicationPath +filename)
FileInputStreamfileInputStream =
[] bFile = [( ) file2.length()]
fileInputStream = FileInputStream(file2)
fileInputStream.read(bFile)
String[] temp = String(bFile).split(

¢ i =0;i<temp. i++){
result.add( String(AESDecrypt(temp[i],password)))

}
(result.get(@).equals(""))

result
} (I0Exception | DDException e) {
e.printStackTrace()

}

ArrayList<String>decryptString(String
password,StringencryptedString) {
{
ArrayList<String> result = ArrayList<>()
String[] temp = encryptedString.split( )
¢ i =0;i<temp. i++){
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result.add( String(AESDecrypt(temp[i],password)))

}
(result.get(0).equals(""))

result
} (DDException e) {
e.printStackTrace()

}

ArrayList<String>getAllFileNames (Context context){
ArrayList<String> result = ArrayList<>()
File applicationPath = getAbsoluteFile( context)

File folder = File(applicationPath.getAbsolutePath() +
(folder.exists()) {
File[] listOfFiles = folder.listFiles()
(File f : listOfFiles) {
(f.isFile()) {
result.add(f.getName())

File getAbsoluteFile(String relativePath, Context context) {
(Environment. .equals(Environment.getExternalStorageState())) {
File(context.getExternalFilesDir( ), relativePath)
{

File(context.getFilesDir(), relativePath)

destroyFile(String Fn,Context context) DDException

{
File applicationPath = getAbsoluteFile( context)
File F = File(applicationPath +Fn)
(!'F.exists ())

DDException ( DDException.
RandomAccessFile Rf = RandomAccessFile (F )
Random Rnd = Random ()

[1 Mat [( ) Rf.length ()]
¢ i i<Mat. i++)
Mat[i]

.seek (0)

.write (Mat)

.seek (0)
.write (Mat)
(
{
Rnd.nextBytes (Mat)
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Rf.seek (0)
Rf.write (Mat)

}
Rf.close ()

F.delete ()
}

(IOException e)

{
DDException ( DDException.

KAdon GlobalVariables

com.cryptopassword.helpers
android.app.Application
java.util.ArraylList
GlobalVariables Application {
String
Boolean

ArrayList<String>

ArraylList<String>getNewFields() {

setNewFields (ArrayList<String>newFields) {
= newFields

Boolean getFirstLogIn() {

setFirstLogIn(Boolean firstLogIn) {
= firstlLogIn

String getPassword() {
setPassword(String password) {

= password

String getFileName() {
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setFileName(String fileName) {
= fileName

Boolean getChangePassForLogIn() {

setChangePassForLogIn(Boolean changePassForLogIn)
= changePassForLogIn;}

KAdon RenameWalletDialog
com.cryptopassword.helpers

android.app.Activity
android.app.Dialog
android.graphics.Color
android.os.Bundle
android.view.View
android.view.ViewGroup
android.view.Window
android.widget.Button
android.widget.EditText
android.widget.RadioButton
android.widget.RadioGroup
android.widget.Relativelayout
android.widget.Toast

com.cryptopasswordentral.R

java.io.File
java.util.ArraylList

com.cryptopassword.helpers.FileHandler.getAbsoluteFile
com.cryptopassword.helpers.FileHandler.getALLFileNames
com.cryptopassword.helpers.FileHandler.readDataFile

RenameWalletDialog Dialog View.OnClickListener {

Activity
Button
String
ArraylList<String>

RenameWalletDialog(Activity a, String filename) {
€)
= a
=filename

}

@Override
onCreate(Bundle savedInstanceState) {
.onCreate(savedInstanceState)
requestWindowFeature(Window. )
setContentView(R.layout.
= findViewById(R.id.
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= findViewById(R.id.
.setOnClickListener(
.setOnClickListener( )

RadioGroup group = findViewById(R.id.
RadioButton button

id=

(String s:getALLFileNames(getContext())) {

(s.contains( ) & !s.equals( )) {
id++
button = RadioButton(getContext())
button.setText(s)
button.setTextSize(20)
button.setId(id)
Relativelayout.LayoutParams p
Relativelayout.LayoutParams(ViewGroup.LayoutParams.
ViewGroup.LayoutParams. )
p.addRule(RelativelLayout. R.id. )
button.setLayoutParams(p)
(s.equals( )) {

button.setChecked( )
button.setTextColor(Color.

= id
}
group.addView(button)
}

}
}

@Override
onClick(View v) {
(v.getId()) {
R.id. :
EditText password = findViewById(R.id. )
(password.getText().toString().equals("")){
Toast.makeText(getContext()
getContext().getResources().getString(R.string. )
Toast. ) .show()

}
EditTextnameNewWallet = findViewById(R.id.

('"nameNewWallet.getText().toString().matches(
Toast.makeText(getContext(), R.string. Toast.

}
RadioGroup group = findViewById(R.id. )

View radioButton = group.findViewById(group.getCheckedRadioButtonId())
RadioButton r = (RadioButton) group.getChildAt(group.indexOfChild(radioButton))

readDataFile(password.getText().toString(),r.getText().toString(),getContext())

( I= )R

File applicationPath = getAbsoluteFile( getContext())

File file = File(applicationPath +r.getText().toString())
String fineNameWithExtension = nameNewWallet.getText() +
File toRenameFile = File(applicationPath

+fineNameWithExtension)

(file.renameTo(toRenameFile)){

Toast.makeText (getContext()
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getContext().getResources().getString(R.string. )+":"+r.getText().toSt
ring(), Toast. ) .show()
(((Globalvariables)
.getApplication()).getFileName()!= && ((GlobalVariables)
.getApplication()).getFileName().equals(r.getText().toString())){
((Globalvariables)
.getApplication()).setFileName(fineNameWithExtension)

}
} {
Toast.makeText (getContext()
getContext().getResources().getString(R.string. )+":"+r.getText().t
oString(), Toast. ) .show()

}

} {
Toast.makeText (getContext()
getContext().getResources().getString(R.string.
Toast. ) .show()

}
R.id.

dismiss()

KAdon SelectWalletDialog

com.cryptopassword.helpers

android.app.Activity
android.app.Dialog
android.graphics.Color
android.os.Bundle
android.view.View
android.view.ViewGroup
android.view.Window
android.widget.Button
android.widget.EditText
android.widget.RadioButton
android.widget.RadioGroup
android.widget.Relativelayout
android.widget.Toast

com.cryptopasswordentral.R

java.io.File
java.util.ArraylList

com.cryptopassword.helpers.FileHandler.getAbsoluteFile

com.cryptopassword.helpers.FileHandler.getALLFileNames

com.cryptopassword.helpers.FileHandler. readDataFile

RenameWalletDialog Dialog View.OnClickListener {
Activity

Button
String
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ArrayList<String>

RenameWalletDialog(Activity a, String filename) {

€))

= a
=filename

}

@Override
onCreate(Bundle savedInstanceState) {
.onCreate(savedInstanceState)
requestiWindowFeature(Window. )
setContentView(R.layout.
= findViewById(R.id.
= findViewById(R.id. )
.setOnClickListener( )
.setOnClickListener( )

RadioGroup group = findViewById(R.id.
RadioButton button

id=

(String s:getAlLLFileNames(getContext())) {

(s.contains( ) & !s.equals( )) {
id++
button = RadioButton(getContext())
button.setText(s)
button.setTextSize(20)
button.setId(id)
Relativelayout.LayoutParams p
p = Relativelayout.LayoutParams(ViewGroup.LayoutParams.
ViewGroup.LayoutParams. )
p.addRule(Relativelayout. R.id. )
button.setLayoutParams(p)
(s.equals( )) A{

button.setChecked( )
button.setTextColor(Color.

= id
}
group.addView(button)
}

}
}

@Override
onClick(View v) {
(v.getId()) {
R.id. :
EditText password = findViewById(R.id. )
(password.getText().toString().equals("")){
Toast.makeText (getContext()
getContext().getResources().getString(R.string. )
Toast. ) .show()

}
EditTextnameNewWallet = findViewById(R.id.

('nameNewWallet.getText().toString().matches(
Toast.makeText(getContext(), R.string. Toast.
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}
RadioGroup group findViewById(R.id. )

View radioButton = group.findViewById(group.getCheckedRadioButtonId())
RadioButton r = (RadioButton) group.getChildAt(group.index0fChild(radioButton))

readDataFile(password.getText().toString(),r.getText().toString(),getContext())
( 1= 3
File applicationPath = getAbsoluteFile( getContext())
File file = File(applicationPath +r.getText().toString())
String fineNameWithExtension = nameNewWallet.getText() +
File toRenameFile = File(applicationPath
+fineNameWithExtension)
(file.renameTo(toRenameFile)){
Toast.makeText (getContext()
getContext().getResources().getString(R.string. )+":"+r.getText().toSt
ring(), Toast. ) .show()
(((Globalvariables)
.getApplication()).getFileName()!= && ((Globalvariables)
.getApplication()).getFileName().equals(r.getText().toString())){
((Globalvariables)
.getApplication()).setFileName(fineNameWithExtension)
}

} {
Toast.makeText(getContext()

getContext().getResources().getString(R.string. )+":"+r.getText().t
oString(), Toast. ) .show()
}

} {
Toast.makeText(getContext()

getContext().getResources().getString(R.string.
Toast. ) .show()

}
R.id.

dismiss()
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