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IS to provide a comprehensive overview of the existing approaches to information security risk
management, evaluate their strengths and limitations, and identify emerging trends and best
practices in the field.

The journey of researching and writing this thesis has been both challenging and rewarding. It
has been a privilege to explore the depths of information security risk management under the
guidance of my esteemed supervisor, Professor Gritzalis Stefanos whose expertise and insights
have been invaluable throughout this endeavor.

| am also indebted to the numerous authors, researchers, and practitioners whose pioneering
work and contributions form the foundation of this study. Their insights and innovations have served
as constant sources of inspiration and enlightenment.

It is my sincere hope that this thesis contributes to the advancement of knowledge in the field
of information security risk management and serves as a valuable resource for researchers,
practitioners, and organizations striving to safeguard their digital assets in an increasingly complex
and interconnected world.

© 2024
of
Sampanis I. Spiridon
Department of Informatics and Computer Engineering
University of West Attica



This page is intentionally blanked.



Master Thesis: Analysis of framework methods and software tools for information security risk management

Table of Contents

ACKNOWIBAGEMENTS. ...ttt ettt ese e s beenteereesbeebesneenreeneeenes i
o =] 7 Uor TSROSO TP PRPPRPR i
N 1] £ =T RSSO P TP i
Mepiinun (Greek translation) ........ccooiiiiiiii e \Y;
R 111 oo [0 [ox £ ] o [P SO SO RTTPRPR 1
1.1  Problem Definition and Framework ANAIYSIS .........cccccvueiieieiieiieie e se e 1
1.2 SCOPE OF THESIS cueiiiiiiiic ittt te et e st e e e saeesteeneeneesraeneeas 2
1.3 OVerview OF the Chaplers .......cc.ciiiiiie e sre e 2

2 Theoretical Background and Related WOrK ... 5
2.1 Information Security Risk Management: Definition, Importance and Principles................ 5
2.1.1  Definition and IMPOITANCE ........coueiiieieiese e 5
2.1.2  Process of Information Security Risk Management..........c.cccovevieieeieiiievieese e 7
2.1.3  Methods for managing risks in Information SECUNitY ..........cccccceivieiieie i 8

2.2 Literature Review: Current State of RESEArch ... 11
2.2.1  Studies on Information Security Risk Management ...........c.ccoovvvvniiienenc s 11
2.2.2  Studies on Risk Management Frameworks and Methodologies ...........ccccceveneninienne. 12
2.2.3  Studies on Risk Management TOOIS .........ccoiiiiiriiiiiere s 13

2.3 Gap Analysis: Research QUESLIONS...........cccueiviiieiie et 15
2.3.1  RESEAICH QUESTIONS.....c.viiivieiieeitii it e ctie ettt te et e s be e et e s be e sbeesbeesbeesbeesaeesnbeesbeesreeas 15
2.3.2  Resolving the research QUESLIONS...........ccviviiiiii e 15

3 Identified Risk Management Frameworks and Methodologies............cccccoveviiiciicinennnn, 17
3.1 IS0 27005:2022......ccceeeeeeieeieeteste ettt ettt ettt et e et e e et e e e nrearenreeneeneens 17
3.2 NIST SP B00-37.. i ceeeieeieie ittt sttt sttt e et r e et et e sresbeebeeraeneens e e e sresteareaneeneans 21
3.3 OCTAVE .ottt ettt b bRt R bttt ettt re e re s 25

K I N | USSP 27

4 ldentified Risk Management SOFtware TOOIS ..........cccouiiiiiiene i 32
4.1  Microsoft Security ASSESSMENt TOOI 4.0.......ccoiiiiiiiiiieeie e 32
O O @ ] ¥ N TSSO 37
4.3 SIMPIERISK. ... .ottt bbb bbbt bbbt 41
A4 SAP GRC ...ttt ettt b et b ettt eere e re e 45

5 Comparison Evaluation of Framework Methods and Software Tools ...........cccccovevnennnne 51

Sampanis I. Spiridon, University of West Attica, Dept. of Informatics and Computer Engineering i



Master Thesis: Analysis of framework methods and software tools for information security risk management

5.1  Criteria for comparison eValUAtioN .............ccoiveiiiiieiiieie e 51
TR0t R To= 1 = o1 ) SRS 51
5.1.2  USEI-FIIENUIINESS. ....ccueiiiieieiie sttt sttt nre et nee e 52
5.1.3  Alignment with Compliance REQUIFEMENTS .........ccueiieiiireiiieiisiesee s 53
O.1L4  FFRALUIES ...ttt 53
5.1.5 Resource OPtiMIZAtION.........cccveiuiiieiieie ettt sreeseeenee e 54

5.2 EValuation @NalYSIS .......ccvveieiiiiiec ittt 55
5.2.1 Evaluation analysis of selected ISRM Frameworks...........ccccccovvevveieiiienncieseese e 55
5.2.2  Evaluation analysis of selected ISRM TOOIS.........cccooviiiiniiiiiniieecee e 58

TR B I T 1ol U L1 o o TSR 61

6 Conclusion and ReCOMMENTALIONS ........cveiuiiiiiiiiiiiiieee e 66

6.1 SUMMArY OF FINAINGS ..ocveoiiiiccece e te e 66

6.2 RECOMMENUAIONS. ...c.eiiiiiiiiiiiicieeie e bbbttt st b b enes 67

6.3 Limitations and FUture EXPanSION..........ccccceiiiiieiiie it 68

RETEIEINCES ...ttt bbb e et e b b s b b e e bt e st et et ettt renneas 69

Sampanis I. Spiridon, University of West Attica, Dept. of Informatics and Computer Engineering ii



Master Thesis: Analysis of framework methods and software tools for information security risk management

List of Figures

Figure 2.1: Process of ISRM (IT Governance UK, 2023) ........cccciveveiiieieeriesieese e see e eseeseese e 8
Figure 2.2: Methods for managing risks in Information Security (PracticeTests Academy, 2023) .9
Figure 3.1: Process of Risk Assessment by ISO 27005:2022 framework (I1SO, 2022).................. 18
Figure 3.2: Benefits of ISO/IEC 27005 (PECB, 2023).......ccceiiiiiiieieniesieie e 20
Figure 3.3: Process of Risk Assessment by NIST SP 800-37 RMF (Cuelogic, 2019).................. 22
Figure 3.4: Process of Risk Assessment by OCTAVE framework (CERT, 2008)...........c.ccceeueeee. 25
Figure 3.5: Process of Risk Assessment by FAIR framework (Balbix, 2022) .........c.ccccevevvieinenee. 28
Figure 3.6: Risk decomposition by FAIR methodology (FAIR Institute, 2023) ........ccccccvevvrinnnns 29
Figure 4.1: MSAT setup for the organization (Microsoft, 2009) .........c.ccccvvereiieii e 33
Figure 4.2: MSAT risk assessment process (Microsoft, 2009)..........ccccovveveeieiieiieve s 33
Figure 4.3: MSAT assessment report produced by risk analysis (Microsoft, 2009) .............c.c...... 34
Figure 4.4: User-Interface (Ul) of CORAS tool (CORAS, 2023) .......cccooiririiieieieiese e 38
Figure 4.5: CORAS asset diagram (Solhaug and Stalen, 2014) .........cccoviiiininieienesc s 38
Figure 4.6: CORAS threat diagram (Solhaug and St@len, 2014)..........cccccvvriininieienene s 39
Figure 4.7: Decomposed threat scenario using high-level CORAS (Solhaug and Staelen, 2014)...39
Figure 4.8: Risk management (Insert a new risk) of SimpleRisk tool (SimpleRisk, 2020) ........... 43
Figure 4.9: Plan mitigation on SimpleRisk tool(SimpleRisk, 2020) ..........cccccvvvvevieveiiieieeie e, 43
Figure 4.10: Reporting feature of SimpleRisk tool (SimpleRisk, 2020)............cccccveveiievvcieieenne. 44
Figure 4.11: Dynamic reporting on SimpleRisk tool (SimpleRisk, 2020) ..........ccccoceriiireniinnnnnns 44
Figure 4.12: SAP GRC capabilities (JINC Consultancy, 2023) ........cccoooeririreniniieienese e 46
Figure 4.13: Risk analysis by SAP GRC tool (SAP, 2023) ........ccccoiveiiiieieeie e 47
Figure 4.14: Risk assessment reporting by SAP GRC tool (SAP, 2023) .........ccccecveveieeieeieceee. 48
Figure 4.15: Risk management and reporting by SAP GRC (Winterhawk, 2023)............cc.ccoevenen. 48

Sampanis I. Spiridon, University of West Attica, Dept. of Informatics and Computer Engineering iii


file:///D:/Projects/Freelancing/Personal/2.%20Σπυρος%20-%20Frameworks/Analysis%20of%20frameworks%20methods%20and%20software%20tools%20for%20information%20security%20risk%20management.docx%23_Toc145687246
file:///D:/Projects/Freelancing/Personal/2.%20Σπυρος%20-%20Frameworks/Analysis%20of%20frameworks%20methods%20and%20software%20tools%20for%20information%20security%20risk%20management.docx%23_Toc145687247
file:///D:/Projects/Freelancing/Personal/2.%20Σπυρος%20-%20Frameworks/Analysis%20of%20frameworks%20methods%20and%20software%20tools%20for%20information%20security%20risk%20management.docx%23_Toc145687248
file:///D:/Projects/Freelancing/Personal/2.%20Σπυρος%20-%20Frameworks/Analysis%20of%20frameworks%20methods%20and%20software%20tools%20for%20information%20security%20risk%20management.docx%23_Toc145687249
file:///D:/Projects/Freelancing/Personal/2.%20Σπυρος%20-%20Frameworks/Analysis%20of%20frameworks%20methods%20and%20software%20tools%20for%20information%20security%20risk%20management.docx%23_Toc145687250
file:///D:/Projects/Freelancing/Personal/2.%20Σπυρος%20-%20Frameworks/Analysis%20of%20frameworks%20methods%20and%20software%20tools%20for%20information%20security%20risk%20management.docx%23_Toc145687251
file:///D:/Projects/Freelancing/Personal/2.%20Σπυρος%20-%20Frameworks/Analysis%20of%20frameworks%20methods%20and%20software%20tools%20for%20information%20security%20risk%20management.docx%23_Toc145687252
file:///D:/Projects/Freelancing/Personal/2.%20Σπυρος%20-%20Frameworks/Analysis%20of%20frameworks%20methods%20and%20software%20tools%20for%20information%20security%20risk%20management.docx%23_Toc145687253
file:///D:/Projects/Freelancing/Personal/2.%20Σπυρος%20-%20Frameworks/Analysis%20of%20frameworks%20methods%20and%20software%20tools%20for%20information%20security%20risk%20management.docx%23_Toc145687255
file:///D:/Projects/Freelancing/Personal/2.%20Σπυρος%20-%20Frameworks/Analysis%20of%20frameworks%20methods%20and%20software%20tools%20for%20information%20security%20risk%20management.docx%23_Toc145687261
file:///D:/Projects/Freelancing/Personal/2.%20Σπυρος%20-%20Frameworks/Analysis%20of%20frameworks%20methods%20and%20software%20tools%20for%20information%20security%20risk%20management.docx%23_Toc145687262
file:///D:/Projects/Freelancing/Personal/2.%20Σπυρος%20-%20Frameworks/Analysis%20of%20frameworks%20methods%20and%20software%20tools%20for%20information%20security%20risk%20management.docx%23_Toc145687263
file:///D:/Projects/Freelancing/Personal/2.%20Σπυρος%20-%20Frameworks/Analysis%20of%20frameworks%20methods%20and%20software%20tools%20for%20information%20security%20risk%20management.docx%23_Toc145687264
file:///D:/Projects/Freelancing/Personal/2.%20Σπυρος%20-%20Frameworks/Analysis%20of%20frameworks%20methods%20and%20software%20tools%20for%20information%20security%20risk%20management.docx%23_Toc145687267
file:///D:/Projects/Freelancing/Personal/2.%20Σπυρος%20-%20Frameworks/Analysis%20of%20frameworks%20methods%20and%20software%20tools%20for%20information%20security%20risk%20management.docx%23_Toc145687268

Master Thesis: Analysis of framework methods and software tools for information security risk management

Acronyms
ISRM Information Security Risk Management
IT Infrastructure Technology
Al Artificial Intelligence
RMF Risk Management Framework
ISMS Information Security Management System
ISO International Organization for Standardization
IEC International Electrotechnical Commission
GPDR General Data Protection Regulation
SDLC Systems Development Life Cycle
HIPAA Health Insurance Portability and Accountability
GRC Governance, Risk Management, Compliance
SAP System Applications and Products

Sampanis I. Spiridon, University of West Attica, Dept. of Informatics and Computer Engineering



Master Thesis: Analysis of framework methods and software tools for information security risk management

Abstract

With cybersecurity threats on the rise, organizations must implement robust information
security risk management (ISRM) measures. This necessitates choosing appropriate ISRM
frameworks and tools aligned to their specific requirements and constraints. However, the suitability
of these solutions across diverse organizational contexts remains inadequately analyzed. Therefore,
this research conducts a comparative evaluation of widely adopted ISRM frameworks including ISO
27005:2022, NIST SP 800-37, OCTAVE and FAIR along with software tools like MSAT 4.0,
CORAS, SimpleRisk and SAP GRC.

The study assesses these options across various criteria proposed in this study. The findings
reveal those comprehensive solutions like ISO 27005:2022 and SAP GRC suit large enterprises but
can overwhelm smaller entities for whom OCTAVE or SimpleRisk may be preferable. Highly
regulated industries benefit from ISO and NIST’s compliance capabilities whereas modular tools
like MSAT and CORAS provide agility. Ultimately, organizations must weigh criteria based on

their maturity, strategic needs and risk environments to determine optimal frameworks and tools.

The key contribution is providing a robust comparative analysis to inform ISRM decision-
making. It concludes that regular re-evaluation is essential given the dynamic threat landscape. This
helps maintain selections aligned to evolving organizational contexts. Further case studies and
assessments of emerging solutions can expand insights. Overall, this research enables organizations

to make strategic ISRM choices for long-term cyber resilience.

Keywords: Risk Management, Information Security, Methods and Tools, Evaluation,

Comparative Analysis, Decision-Making, Cyber Resilience
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Hepiinyn

Me 1§ anellég Yo TV aGQAAELL GTOV KVPEPVOY®PO Vo avEAVoVTaL, Ol OPYUVIGHOL TPETEL VOl
epapuolovv 1oyupd pETpa Olayelpong Kwdvvov acedielag mAnpoeopiwv (ISRM). Avto
mpolmoBETEL TV EMAOYN KATOAANA®V TAOICIOV Kol epyoreimv €VOVYPOUUICUEVOV UE TIC
CLYKEKPIUEVES OTOLTNOELS KO TOVG MEPLOPIGLOVG TOVG. 26TOGO, N KATOUAANAOANTO QLTOV TOV
Mocewv Gg O14POPO OPYOVOTIKA TANIGLO TOPUUEVEL OVETOPKMG OVOALUEVT. Q¢ €k TOVTOV, T
mopovco  €pevva, dlevepyel oLYKPITIKY afloAdynon Twv eupémg vioBetnuévev TAMGI®V,
ocvoumepthappavopévov tov 1SO 27005:2022, NIST SP 800-37, OCTAVE kot FAIR, pali pe
gpyareio Aoytoptkod omog ta MSAT 4.0, CORAS, SimpleRisk kot SAP GRC.

H pelém a&oroyel avtég tig emhoyég pe Paon ddeopa KpLTiplo. TOv TPOTEIVOVTAL GTNV
mopovoo peAétn. Ta gupiuate OTOKUADTTOUV OTL Ol OAOKANpOUEVEG Avoel Oomwg to I1SO
27005:2022 xat1 to SAP GRC tapralovv og peydrec emyelpnoets, aALd pmopovv vo, enpapivouy
TIG HKPOTEPEG OVTOTNTES Yo TG omoieg umopel va eivan mpotipudtepeg or Avoeig OCTAVE 7
SimpleRisk. Ot frounyavieg pe vymAn pHouon erwEeLoHVTAL 0O TIG SVVOTOTNTES GUUUOPPOOTG
oV ISO kot tov NIST, eved ta apBpwtd epyodreio 6mmg 0 MSAT kot to CORAS mapéyovv eveliéia.
Telkd, o1 opyaviopol Tpénetl va otadpicovy ta Kprripla pe Béon v opdta, Tig GTPUTNYIKESG
avaykeg Kot Ta TEPPAALovTo Ktvovvov yia va Kabopicovv ta BEATIoTO TAAICLH Kot EpyaAEia.

H Baowkr cvoppoin elvai n mopoyn HoG 1oYLPNS GVYKPLTIKNG AvAADONC Y1 TV EVIUEPOCT TG
Mymc amopdoenv. Katainyel oto copmépacpa 6Tt 1 TokTikn enovaSloddynon etvor amapaitnen,
d€d0UEVOL TOL dVVAIKOD TOTIOL TV aTEA®V. AvTd CLUUPAALEL OTN JATHPNOT TOV EMAOYDOV
evBuypopcpévey pe Ta eEgMocidpeva opyavoTikd TAaicto. [lepatépm perétec mepumtdGe®V Kol
aE0A0YNOELS AVAOVOUEVOV ADGEMY UITOPOVY VO SIEVPVVOLV TIG YVAGELS. LVUVOMKA, 1| TOPOVCH.
EPEVVOL EMTPETEL GTOVG OPYOUVIGHOVS VO KAVOLV GTPATNYIKEG EMAOYEG GTNV dlayeipion Kivdvuvov

ACPAUAELOG TANPOPOPLOV Y10 LOKPOTPOOEG N avOEKTIKOTNTA GTOV KLBEPVOYDPO.

A&Eerg Khewdna: Adwoyeipion Kivoovwv, Aopaieia Inpopopiov, MéBodor ko Epyalieia,
A&oloynon, Loykpitikn Avéloon, Anyn Aropacewv, AvOektikotnta arov Kofepvoywpo
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Introduction

1.1 Problem Definition and Framework Analysis

The rapid advancement of technology and the increasing interconnectedness of digital systems
have brought about numerous benefits, but they have also introduced significant risks to the security
of organizations' information assets. Cyber threats, such as data breaches, unauthorized access,
malware attacks and social engineering, have become increasingly sophisticated and pose

significant challenges to businesses, governments and individuals worldwide.

Information security risk management (ISRM) plays a crucial role in mitigating these risks and
protecting sensitive data, intellectual property, customer information and critical infrastructure.
Organizations need to establish robust frameworks and implement effective software tools to

proactively identify, assess and manage risks to their information assets.

However, selecting the right frameworks, methodologies and software tools for information
security management is not a straightforward task. The evolving threat landscape, industry-specific
requirements, compliance regulations and resource limitations further complicate the decision-
making process. Organizations often struggle to evaluate and compare the available options,
resulting in suboptimal choices or a lack of alignment with their specific needs and goals.

Furthermore, while there are several well-established frameworks and methodologies for
information security management, including 1SO 27005:2022, NIST SP 800-37, CORAS, FAIR and
others, there is a lack of comprehensive analysis and evaluation of these frameworks in a
comparative context. Similarly, although there is a wide range of software tools available to assist
organizations in implementing and automating their risk management processes, organizations often
face challenges in selecting the most suitable tool for their requirements due to a lack of
comprehensive analysis and understanding of the available options.

Sampanis I. Spiridon, University of West Attica, Dept. of Informatics and Computer Engineering 1
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Therefore, the problem addressed in this thesis is the necessity for a thorough analysis of
framework methods and software tools for information security management. By conducting a
comprehensive evaluation and comparison of these frameworks and tools, organizations can gain
valuable insights and make informed decisions regarding their adoption and implementation
strategies. This research aims to bridge the gap by providing an in-depth examination of various
frameworks, methodologies and software tools, considering their strengths, weaknesses,

applicability and suitability for different organizational contexts.

1.2 Scope of Thesis

This thesis aims to present, compare and evaluate frameworks, methods and tools for
information security management. The focus will be on providing a comprehensive analysis of these
frameworks, methodologies and software tools to support organizations in making informed
decisions regarding their adoption and implementation strategies. The thesis will encompass some
of the well-established information security management frameworks and methods like 1SO
27005:2022, NIST SP 800-37, OCTAVE and FAIR. Each framework will be analyzed in terms of
its purpose, key components, strengths, weaknesses and applicability. Additionally, the thesis will
also include an analysis of software tools designed to support information security management
processes such as Microsoft Security Assessment Tool 4.0, CORAS, SimpleRisk and SAP GRC.
Comparative analysis for both frameworks and methods and tools will be performed to highlight
the strengths and limitations of the forementioned frameworks / tools, enabling organizations to

select the most suitable tool for their information security management requirements.

The scope of this thesis will cover a broad spectrum of frameworks, methodologies and software
tools for information security management. The focus will be on their analysis, comparison and
evaluation, providing valuable insights into their respective strengths, weaknesses and applicability.
The thesis will not only present these frameworks, methodologies and tools but also provide
recommendations for organizations seeking to implement effective information security

management strategies.

1.3 Overview of the Chapters

The thesis will be structured into several chapters, each serving a specific purpose and
contributing to the overall investigation of frameworks, methodologies and tools for information

security management. Here is an overview of the proposed chapter structure:

Sampanis I. Spiridon, University of West Attica, Dept. of Informatics and Computer Engineering 2
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Chapter 1: Introduction

This introductory chapter provides an overview of the research topic, problem definition
and the scope of the thesis. It highlights the significance of effective information security

management and sets the stage for the subsequent chapters.

Chapter 2: Theoretical Background and Related Work

Chapter 2 delves into the theoretical foundations and related work of information
security management. It provides a comprehensive overview of the concepts, principles
and best practices associated with managing information security risks. The chapter also
reviews existing literature, studies and research related to frameworks, methodologies

and tools for information security management.

Chapter 3: Analysis of Frameworks and Methodologies

Chapter 3 focuses on the analysis of various frameworks and methodologies for
information security management. Each framework is analyzed in terms of its purpose,

key components, strengths, weaknesses and applicability.

Chapter 4: Evaluation of Risk Management Tools

Chapter 4 centers on the evaluation of software tools designed to support information
security management processes. Each tool is assessed based on its features,

functionalities, usability, integration capabilities and cost.

Chapter 5: Comparative Analysis and Synthesis

Chapter 5 provides a comparative analysis and synthesis of the frameworks,
methodologies and tools discussed in the previous chapters. It explores the
commonalities, differences and complementary aspects among the frameworks and

tools.

Chapter 6: Conclusion and Recommendations

The final chapter summarizes the key findings from the research and presents

conclusions, it offers practical recommendations for organizations seeking to implement

Sampanis I. Spiridon, University of West Attica, Dept. of Informatics and Computer Engineering 3
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information security management strategies and discusses the limitations of the research

and suggests potential areas for future exploration or improvement.

Sampanis I. Spiridon, University of West Attica, Dept. of Informatics and Computer Engineering 4



Master Thesis: Analysis of framework methods and software tools for information security risk management

Theoretical Background and Related Work

In today's digital landscape, organizations face an ever-growing array of cyber threats and
security challenges. The safeguarding of valuable information assets is of paramount importance to
ensure business continuity, protect sensitive data and maintain trust among stakeholders.
Information security management is the discipline that enables organizations to systematically
identify, assess and mitigate risks to their information assets, ensuring their confidentiality, integrity
and availability. This chapter delves into the theoretical background and related work of information
security management, establishing the necessary foundation for the subsequent analysis and
evaluation of frameworks, methodologies and tools.

2.1 Information Security Risk Management: Definition, Importance

and Principles

2.1.1 Definition and Importance

Information security risk management (ISRM) refers to the ROC. It involves understanding the
potential vulnerabilities and threats that could impact the confidentiality, integrity and availability
of sensitive information and implementing appropriate measures to minimize or mitigate those risks
(ENISA, 2023; Hopkin 2018).

The importance of ISRM cannot be overstated, especially in today's digital world where
information is one of the most valuable assets a business possesses. With the increasing reliance on
digital systems, the potential for data breaches, cyber-attacks and other forms of unauthorized access
has escalated. Incidents like these can lead to significant financial losses, damage to reputation, legal
repercussions and loss of customer trust. Furthermore, regulatory bodies across different sectors are
increasingly implementing stringent rules regarding data protection and privacy, making effective

ISM not just a strategic necessity but also a legal requirement.

Sampanis I. Spiridon, University of West Attica, Dept. of Informatics and Computer Engineering 5
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At the heart of ISM are three core principles:

Confidentiality: This principle ensures that sensitive information is only accessible to
those authorized to view it. Mechanisms to uphold confidentiality include user
authentication, encryption, access controls and secure network design.

Integrity: This principle involves maintaining and assuring the accuracy and
consistency of data over its entire life cycle. It ensures that information is not altered in
transit and that it is protected from unauthorized changes, whether malicious or
accidental.

Availability: This principle ensures that information is accessible to authorized
individuals whenever needed. Redundancy, disaster recovery planning and secure,
efficient network architecture are measures used to guarantee the availability of systems

and data.

Risk management is a structured approach to identifying, assessing and addressing potential

threats or risks that could impact an organization's operations, objectives, or reputation (Hopkin

2018). It is a fundamental part of strategic management and a cornerstone of good corporate

governance. Risk management plays a crucial role in an organization's information security strategy

for several reasons:

Prioritization of Resources: By identifying and prioritizing risks, organizations can
better allocate their limited resources to manage the most significant risks. Without
proper risk management, organizations may end up spending a lot of resources protecting
against low-impact threats while neglecting more serious ones.

Compliance with Regulations: Many industries are subject to regulations that require
them to manage risks to their information systems. Proper risk management can help
organizations meet these compliance requirements and avoid fines or penalties.
Preventing Data Breaches and Attacks: By identifying vulnerabilities and potential
threats, risk management can help prevent data breaches and cyberattacks before they
occur.

Business Continuity: By managing risks, organizations can ensure that they can
continue their operations even when a risk event occurs. This is especially important in

today's world where organizations are heavily reliant on their information systems.
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2.1.2 Process of Information Security Risk Management

Effective ISRM involves a coordinated approach that integrates these principles into every

aspect of an organization's operations, from its business processes and human resources practices to

its IT infrastructure and software systems. The aim is to create a resilient environment that can

withstand threats, adapt to changing risk landscapes and recover quickly from security incidents.

The primary goal of information security risk management is to enable organizations to make

informed decisions and allocate resources effectively to protect their valuable information assets.

By proactively managing risks, organizations can reduce the likelihood and impact of security

incidents, ensure compliance with relevant regulations and maintain the trust of their stakeholders.

The process of ISRM typically involves the following key steps (Rapid7, 2023), which are

presented in Figure 2.1:

Risk Identification: This step involves identifying and documenting the potential risks
and threats that could affect the organization's information assets. This may include
conducting risk assessments, threat modeling and vulnerability scanning to identify
potential vulnerabilities in systems, networks and processes.

Risk Assessment: Once risks are identified, they need to be assessed in terms of their
likelihood and potential impact on the organization. This involves evaluating the
probability of a risk occurring and the magnitude of its potential consequences. Risk
assessment methods may vary depending on the organization's industry, size and specific
requirements.

Risk Evaluation: In this step, organizations evaluate the identified risks based on
predefined criteria or risk tolerance levels. Risks are prioritized based on their potential
impact, likelihood and other factors such as legal or regulatory requirements.

Risk Treatment: After evaluating the risks, organizations develop and implement
appropriate risk treatment strategies. These strategies may include risk avoidance, risk
mitigation, risk transfer, or risk acceptance. Risk mitigation measures can involve
implementing technical controls, adopting security best practices, developing policies
and procedures and providing security awareness training.

Risk Monitoring and Review: Risk management is an ongoing process and it requires
continuous monitoring and review to ensure that the implemented controls and strategies
remain effective and aligned with the evolving threat landscape. Regular assessments
and audits are conducted to identify new risks, evaluate the effectiveness of existing

controls and make necessary adjustments.
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e Risk Communication and Reporting: Effective communication of risks and their
status is essential to ensure that stakeholders, including management, employees and
external parties, are aware of the risks and understand the measures in place to manage
them. Regular reporting on risk management activities, incident and mitigation efforts
helps facilitate decision-making and accountability Identified Risk Management

Frameworks and Methodologies

Evaluate

Figure 2.1: Process of ISRM (IT Governance UK, 2023)

2.1.3 Methods for managing risks in Information Security

In the ever-evolving landscape of cybersecurity, risk management plays a vital role in

safeguarding information assets. Managing risks in information security requires a multifaceted

approach that combines various methods and strategies. The selection of these methods often
depends on organizational needs, the nature of the threats, regulatory requirements and
technological infrastructure. This section will explore some of the prominent methods utilized for
managing risks in information security, including Forensic Analysis, Malware Analysis, Penetration
Testing, Software Security, Digital Resilience and Frameworks (PracticeTests Academy, 2023) as
shown in Figure 2.2.
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Figure 2.2: Methods for managing risks in Information Security (PracticeTests Academy, 2023)

Forensic Analysis
Forensic analysis is an integral part of information security, involving the meticulous collection,

preservation and analysis of evidence related to cyber incidents. It's applied in the investigation of
data breaches, fraud and other cybercrimes, providing detailed insights into attack vectors and
facilitating legal action. While offering valuable prevention strategies, forensic analysis may be
time-consuming and requires specialized skills. It may also face challenges with encryption or data

loss.

Malware Analysis

Malware analysis examines the functionality, origin and impact of malicious software. This
process is crucial in understanding how malware operates, allowing security professionals to
develop countermeasures and protections. It contributes to early detection and mitigation of
malware-based threats. However, evolving malware techniques can render analysis complex,

necessitating specialized tools and expertise.

Penetration Testing

Penetration testing, or pen testing, simulates cyberattacks on systems to discover vulnerabilities

that could be exploited by malicious entities. This proactive approach identifies weak points in
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security systems, applications and networks. Though effective in finding vulnerabilities, the success

of penetration testing is tied to its scope and there can be potential disruptions to normal operations.

Software Security

Software security emphasizes preventive measures during software development to avert
vulnerabilities leading to security breaches. By embedding security within the development
lifecycle, it helps in building secure applications. While reducing risks associated with software

flaws, integrating these measures into the development process might slow down timelines.

Digital Resilience

Digital resilience refers to an organization's robustness in withstanding and recovering from
cyber incidents. Ensuring continued operation during and after a cyber incident, this approach
enhances the ability to bounce back from attacks, thus minimizing downtime and financial losses.
However, achieving digital resilience requires comprehensive planning and investment in resilient

technologies.

Frameworks

Frameworks such as ISO 27005:2022, NIST SP 800-37and others offer structured approaches
to risk management in information security. These guide risk assessment, mitigation and overall
management processes, providing a systematic approach based on industry standards. While highly

beneficial, these frameworks may need customization to align with specific organizational contexts.

The blend of these methods forms the cornerstone of a strong security posture. Through
proactive testing, secure development, incident response, adherence to established frameworks and
resilience strategies, organizations can build comprehensive defences against cybersecurity threats.
The effective integration of these various methods requires strategic alignment with the
organization's specific threats, regulations and business objectives, underlining the importance of a

dynamic and adaptable approach to risk management in information security.
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2.2 Literature Review: Current State of Research

2.2.1 Studies on Information Security Risk Management

In recent years, the realm of ISRM has seen significant attention in the academic field due to the
proliferation of digital technologies and increasing cybersecurity threats. Recognized as a key
business activity, ISRM involves the process of identifying, assessing and managing risks associated

with an organization's information assets (Dhilon & Backhouse, 2001).

Von Solms R. and B. (2004) made a critical contribution by emphasizing the role of top
management in ISRM. They highlighted that without the commitment and active participation of
top-level management, effective risk management cannot be achieved. Their study demonstrated
that ISRM should not be confined to IT departments but should be an organization-wide

responsibility that aligns with overall business objectives.

Shedding light on the human aspect of ISRM, Albrechtsen and Hovden (2010) explored the
impact of cultural and behavioural factors on the effectiveness of ISRM. They found that fostering
a security-conscious culture is vital for reducing the likelihood of security breaches. In their study,
they presented an intervention method to improve information security awareness and behaviour
within an organization, thereby promoting a proactive rather than reactive approach to information

security.

Adding to this line of research, Bulgurcu et al. (2010) carried out a study to understand the
factors influencing employees' compliance with information security policies. They found that
perceived benefits, organizational commitment and the seriousness of potential security risks

significantly influenced employee behaviour.

On the practical side, Fernandez-Aleman et al. (2013) studied the impact of implementing
GDPR compliance tools in healthcare organizations. Their work highlighted the crucial role of these
tools in managing data privacy risks, showcasing how specific sectors require tailored risk

management solutions.

More recent studies, like the one from Alcantara and Melgar (2016), provide a systematic review
of the literature of ISMR and found that there are various approaches to risk analysis, including the
use of artificial intelligence. They also mention a new approach to governance of information
security called the "4th wave,” which involves creating an inventory of information systems,

conducting risk assessments and developing business continuity plans.

However, the process of implementing ISMR into an organization seems to be a difficult task

that contains various challenges. More precisely, Bergstrom et al. (2019) examine information
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security risk management challenges in public sector organizations. Through in-depth interviews
and analysis, the study finds that there are managerial and organizational concerns that go beyond
the technical aspects of security. These concerns impact the social build-up of knowledge in
information security work. The study offers actionable advice to practitioners and highlights the

importance of understanding actual practices in risk management.

In the modern era, with the vast amount of information and interconnectivity between IoT
devices Big Data play a crucial role in the communication and cybersecurity field. Yang (2022)
presents the importance of information security in the context of big data and the Internet. It
emphasizes the need for effective risk management to protect the information security of big data.
The article proposes a novel information security risk management model based on existing models,
with a focus on risk assessment. It also introduces a fuzzy comprehensive assessment method as the
core algorithm for risk assessment. The article concludes by highlighting the importance of effective

risk management in ensuring the information security of big data.

Finally, the continuous evolution of Smart Cities, 10T and Artificial Intelligence (Al) can
support the risk management and protection of organizations in the Infrastructure Technology (IT)
sector. More specifically, reports from Deloitte (2019) present that smart cyber solutions may create
predictive, actionable insights by using Al and sophisticated analytics to massive volumes of
internal and external data. The Al tools may also assist in detecting and responding to attacks more
quickly by monitoring the cyber environment with the speed and accuracy that only machines can
deliver. By leveraging the benefits of Al, ISMR can be a very simplistic procedure, easy to

implement and fast to deliver reports of information security risks.

2.2.2 Studies on Risk Management Frameworks and Methodologies

The body of literature on risk management frameworks and methodologies is expansive and
continues to grow as new models and approaches are developed. These frameworks and
methodologies aim to provide systematic and consistent ways of identifying, assessing and
mitigating risks.

A substantial amount of research has been focused on ISO 27005:2022, which provides
guidelines for information security risk management. Junior and Arima (2023) conducted a
systematic literature review of 1ISO 27005:2022. The study identified the motivations and goals for
adopting the 1SO 27005:2022 standard in productive systems. The results of the review suggest that
organizations adopt 1SO 27005:2022 to improve processes related to information security

management, risk assessment and meet legal requirements and stakeholder expectations.
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The NIST Risk Management Framework (RMF) has also been a subject of intense scrutiny
(NIST, 2012). Guidance on conducting risk assessments of federal information systems and
organizations has been continuously studied from the scope of NIST RMF. The primary focus of
the studies is cost-benefit analysis, residual risk, risk assessment, risk management, risk mitigation,

security controls, threat vulnerability and various control families.

The OCTAVE (Operationally Critical Threat, Asset and Vulnerability Evaluation) methodology
is another risk management approach extensively studied in academia. Alberts et al. (2002)
proposed this methodology that emphasizes self-directed assessments, making it particularly

suitable for organizations that understand their operational risks better than external parties.

More recently, studies have turned their focus to emerging methodologies such as the FAIR
(Factor Analysis of Information Risk) model. This quantitative risk management framework has
been lauded for its ability to provide monetary values for potential risk scenarios, aiding in the

decision-making process (Freund and Jones, 2014).

The evolution on ISMR has led to the invention and utilization of new frameworks and
methodologies to handle risk. However, the literature depicts that combination of two or more
frameworks can lead to great results and high amount of risk avoidance. Al Fikri et al. (2019) studied
the application of NIST SP 800-30 Revision 1 and 1SO 27005 combination technique in risk
assessment in a profit-based organization, using the case study of ZZZ Information System
Application in ABC Agency. The key findings of this study include the successful implementation
of the combined technique in the organization, the identification of potential risks and vulnerabilities
in the information system and the recommendation of appropriate risk mitigation strategies. The
study also highlights the importance of stakeholder involvement and continuous monitoring in the

risk assessment process.

Overall, the academic literature reflects an ongoing debate on the comparative merits of different
risk management frameworks and methodologies. The effectiveness of these models often depends
on the context of the organization and the nature of the risks it faces, underlining the need for a

context-specific, adaptable approach to risk management.

2.2.3 Studies on Risk Management Tools

A variety of risk management tools have been developed over the years, with their effectiveness
and utility being a central focus of research. These tools are used for identifying, assessing and
managing risks in the context of information security, with each tool having unique features and

advantages.
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Fray (2012) made significant contributions by comparing several risk management tools in terms
of their efficiency. In his article, a comparative study of different risk assessment methods in
information systems is presented. He developed a new formal mathematical model of risk
assessment (FOMRA) and compared it with two widely used methods, MEHARI and CRAMM. The
study verified the correctness of the model and provided examples of computations related to a
specific unit of public administration in Poland. The article also includes a list of references for

further reading on risk assessment in information systems.

In a similar vein, Karabacak and Sogukpinar (2005) developed the ISRAM (Information
Security Risk Analysis Method), a tool aimed at providing a systematic and repeatable process for
risk management. Their research highlighted ISRAM's ability to integrate qualitative and
quantitative aspects of risk management, providing a comprehensive view of an organization's risk

landscape.

In addition to comparing and developing new tools, studies have also focused on improving
existing ones. For instance, the study by Zargar et al. (2013) proposed a new vulnerability
assessment tool for the open-source security testing methodology manual (OSSTMM). This study
highlighted the importance of continuously updating and refining tools to keep up with the evolving

threat landscape.

Moreover, the implementation of these tools within organizations has been an area of study.
Siponen et al. (2006) discussed the challenges related to the implementation of risk management
tools, such as the need for specialized skills and the difficulty of integrating these tools with existing

systems.

To efficiently create systems that contain all the important key features to manage the risks in
information security is a complex task. However, there are several guidelines that support this task.
NIST organization (2012) provide such guidelines to create robust systems and programs that
effectively handle ISRM.

While there are numerous studies on risk management tools, the literature suggests that the
effectiveness of a tool largely depends on the specific needs and context of the organization. There's
an emphasis on the importance of aligning the tool with the organization's overall risk management
approach and ensuring the tool is adaptable to changing conditions. As the field of risk management
evolves, recent studies continue to probe into the efficacy and innovation of risk management tools.
These tools play a crucial role in identifying, assessing and managing risks, thus becoming the focal

point of ongoing research.
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2.3 Gap Analysis: Research Questions

The field of risk management in information security is rapidly evolving. However, there exist
gaps in understanding and applying various frameworks, methodologies and tools. The gap analysis

aims to identify these areas, posing research questions that guide future inquiry and development.

2.3.1 Research Questions
To successfully achieve the thesis goal and present all the aforementioned frameworks,
methodologies and tools the research question must be explored and presented as a practical guide
to the implemented research that is presented in the next chapters. Some of the questions that are

going to be answered in detail are shown below.

e How Effective are current frameworks and methodologies?

e What are the limitations of current tools?

e How are frameworks and tools aligned with emerging threats?

e How effective are the frameworks and tools to reduce the information security risks?

e \What are the criteria for evaluation of the various frameworks and tools?

2.3.2  Resolving the research questions

To adequately answer the research questions the following plan will be followed:

1) Presentation of Risk Management Frameworks and Methodologies:

Connecting to the first and third research questions, a comprehensive presentation of various
risk management frameworks and methodologies, such as 1SO 27005:2022, NIST SP 800-37,
OCTAVE and FAIR, must be explored. The focus should be on their effectiveness, adaptability
ability to align with emerging threats. Comparative studies may reveal the strengths and

weaknesses of these frameworks in various organizational contexts.

2) Presentation of Risk Management Tools:

Aligned with the second research question, a detailed analysis of risk management tools,
including Microsoft Security Assessment Tool 4.0, CORAS, SimpleRisk and SAP GRC must
be undertaken. Evaluation criteria could include usability, scalability, integration capabilities
and alignment with various frameworks. A robust examination will provide insights into the

limitations and potential improvements needed in these tools.
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3) Comparison of Frameworks and Tools and Overall Evaluation

To address all research questions holistically, a comparison evaluation across frameworks,
methodologies and tools is vital. The focus should be on understanding how each fits into
different scenarios, sectors and technological landscapes. A meta-analysis might provide a
unified view, identifying areas where enhancements are needed and where current practices

excel.

By understanding the effectiveness, limitations, alignment and customization of frameworks,
methodologies and tools, the field can progress towards more robust, adaptable and context-
sensitive risk management strategies. Further studies that explore these research questions in depth
will contribute significantly to the understanding and application of risk management in the ever-

changing cybersecurity landscape.
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Identified Risk Management Frameworks and

Methodologies

In an era where information and cybersecurity are paramount to organizational success, the role
of risk management tools and frameworks has become more critical than ever. From small
enterprises to multinational corporations, the constant threats to information integrity and security
necessitate the adoption of comprehensive strategies to identify, assess and mitigate risks. This
section delves into four highly recognized and influential risk management frameworks that have
been instrumental in shaping the landscape of ISRM, which are 1SO 27005:2022, NIST SP 800-37,
OCTAVE and FAIR tools.

3.1 IS0 27005:2022

ISO/IEC 27005:2022 is part of the 1SO 27000 series of standards, focusing on information
security risk management (ISO, 2022). Established by the International Organization for
Standardization (ISO) and the International Electrotechnical Commission (IEC), it provides
guidelines for risk management principles and practices in the context of an Information Security
Management System (ISMS). ISO 27005:2022 is a cornerstone framework in the realm of
information security risk management. A globally recognized standard, it provides a comprehensive
methodology for organizations to manage information security risks, regardless of their size, nature,

or industry.

The I1SO 27005 risk assessment framework is crucial for organizations seeking to manage their
information security risks in a systematic, consistent, and repeatable manner. By providing
structured guidelines for identifying, analyzing, evaluating, treating, and monitoring risks, the
framework helps organizations protect their valuable information assets, ensure business continuity,

and maintain compliance with legal and regulatory requirements. Adopting ISO 27005 enhances
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organizational resilience against cyber threats and other information security vulnerabilities,

ultimately safeguarding both reputation and stakeholder trust.

ISO 27005:2022 is based on the process presented in Figure 3.1 and analyzed in the next
paragraphs in detail. It’s important to mention that 1ISO 27005:2022 is a risk treatment iterative

process.

The process includes the following steps:
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Figure 3.1: Process of Risk Assessment by 1SO 27005:2022 framework (ISO, 2022)

1. Risk ldentification: This involves identifying and documenting potential risks to the
organization's information security. Risks can be identified through various methods such as
risk assessments, threat assessments, vulnerability assessments and analysis of the external

and internal context.
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Risk Analysis: Once risks are identified, they need to be analyzed to assess their potential
impact and likelihood. This step involves evaluating the factors that contribute to the risk,
including the severity of potential consequences, the likelihood of occurrence and the level

of vulnerability.

Risk Evaluation: The analyzed risks are then evaluated based on predetermined risk criteria.
Risk criteria are the terms of reference against which the significance of a risk is evaluated.
This step helps prioritize risks based on their potential impact and the organization's risk

tolerance.

Risk Treatment: After evaluating the risks, organizations need to develop and implement
risk treatment plans. Risk treatment involves selecting and applying appropriate controls and
measures to mitigate, transfer, accept, or avoid the identified risks. The aim is to reduce the
risks to an acceptable level based on the organization's risk appetite.

Risk Communication: Effective communication is crucial throughout the risk management
process. Organizations need to communicate the identified risks, their analysis and the
selected risk treatment options to relevant stakeholders. Clear communication ensures that

all parties involved understand the risks and their associated actions.

Risk Monitoring and Review: Risk management is an ongoing process and risks need to
be monitored and reviewed regularly. This step involves tracking the effectiveness of
implemented risk treatment measures, reassessing risks based on changes in the internal or

external context and updating risk management plans accordingly.

Key Characteristics of 1ISO 27005:2022

Comprehensive Approach: The framework offers a comprehensive approach to risk
management, encompassing the full lifecycle of risk, from identification to ongoing
monitoring.

Alignment with Other Standards: The guidance text in 1ISO 27005:2022 has been aligned
with the latest editions of ISO/IEC 27001 and ISO 31000 to ensure consistency and
compatibility.

Flexibility: Its structure allows for application across various industries, accommodating
different organizational needs and regulatory requirements.

Focus on Continuous Improvement: The iterative nature of the framework encourages

ongoing refinement and improvement of risk management practices.
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e Risk Scenario Concepts: The concept of risk scenarios has been introduced in 1SO
27005:2022, which refers to the sequence or combination of events leading from the initial
cause to the unwanted consequence. This helps organizations understand and assess risks
more comprehensively.

e Supports Regulatory Compliance: The standard provides a systematic approach that can
assist organizations in meeting regulatory and legal compliance requirements related to
information security.

ISO 27005:2022 offers a multifaceted approach to information security risk management,

providing tangible benefits that support both the strategic and operational needs of modern
organizations. Its adaptability, comprehensiveness and focus on continuous improvement make it

an asset for organizations striving to navigate the complex landscape of information security risks.

In Figure 3.2, the most significant benefits of ISO 27005:2022 framework can be shown.
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Figure 3.2: Benefits of ISO/IEC 27005 (PECB, 2023)

The 1SO 27005 framework offers a robust approach to managing information security risks,
focusing on both vulnerabilities and threats in a systematic manner. By categorizing and prioritizing
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risks based on their potential impact and likelihood, organizations can more effectively allocate
resources to treat vulnerabilities and counteract threats. This leads to a more resilient security
posture, reducing the likelihood of successful cyber-attacks or data breaches. The framework also
supports both event-based and asset-based approaches to risk assessment, allowing for a multi-
dimensional understanding of risks. An event-based approach looks at possible events that could
cause security incidents, while an asset-based approach focuses on the information assets that could
be compromised. This dual focus ensures a comprehensive and nuanced risk picture that guides

more effective security controls.

Moreover, the framework helps organizations balance the time and effort required for
identifying risks and implementing controls. By following a standardized approach, organizations
can ensure they're not over-allocating resources on low-impact risks or under-preparing for high-
impact risks. This leads to more efficient and effective security measures, without overburdening
staff or exceeding budgets. One of the additional advantages of ISO 27005 is its compatibility with
other standards in the 1SO 27000 series, such as 1ISO 27001 (ISMS requirements) and 1SO 27002
(guidelines for controls). This compatibility enables organizations to integrate their risk
management processes smoothly across different aspects of information security, creating a

cohesive and comprehensive security program that meets global standards.

3.2 NIST SP 800-37

The National Institute of Standards and Technology's Special Publication 800 series (NIST SP
800-37) is a comprehensive set of guidelines and best practices designed to help organizations
manage and secure their information systems. It is a set of documents that describe the United States
federal government's recommendations and guidelines for information security. The series is highly
respected and widely used, both within the public sector and increasingly in the private sector, to

establish best practices for various areas of information security and risk management (Force, 2018).

Within this series, several documents specifically address risk management, such as NIST SP
800-30 (Guide for Conducting Risk Assessments), NIST SP 800-37 (Risk Management Framework
for Information Systems and Organizations), and NIST SP 800-39 (Managing Information Security
Risk). These guidelines are widely used across government agencies, the private sector, and

educational institutions for establishing strong risk management processes.

The NIST Risk Management Framework (RMF) is a six-step cyclical process, which is mainly
outlined in NIST SP 800-37, that begins with preparation and moves through the other six steps,

which are displayed in Figure 3.3 and analyzed in the next paragraphs. These steps are designed to

Sampanis I. Spiridon, University of West Attica, Dept. of Informatics and Computer Engineering 21



Master Thesis: Analysis of framework methods and software tools for information security risk management

be iterative and adaptable, allowing organizations to maintain security postures that are in line with
evolving threats and organizational changes. The preparation phase, which is the setup of the
organization’s risk management strategy and guidelines, involves laying the foundation for effective
risk management across the organization. It is important to mention that each of these steps is

iterative and dynamic, allowing for feedback and adjustments as new vulnerabilities, threats, or
business requirements emerge. By
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Figure 3.3: Process of Risk Assessment by NIST SP 800-37 RMF (Cuelogic, 2019)

The six-step process of this framework is described below:

1. Categorize Information Systems (Step 1): During this step, the organization categorizes

its information systems and the data it processes. This categorization is often based on
impact levels such as low, moderate, or high, and is essential for identifying what kind of
security controls are necessary.

Select Security Controls (Step 2): Based on the categorization, security controls are
selected to mitigate the identified risks. These controls are picked from NIST SP 800-53,

which provides an exhaustive list of security controls categorized by family (e.g., Access
Control, Audit and Accountability).
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3.

Implement Security Controls (Step 3): After the controls are selected, the next step is to
implement them. This could involve a variety of tasks, such as configuring hardware or
software, changing administrative practices, or educating users. Documentation of the
implementation is crucial for later steps.

Assess Security Controls (Step 4): Once the controls are in place, they must be tested to
ensure they are functioning as expected. This usually involves developing and implementing
assessment plans to evaluate the controls. The results of these assessments are then reported
for decision-making purposes.

Authorize Information Systems (Step 5): After the assessment, a senior official reviews
all the documentation and assessments to decide whether the risks are at an acceptable level
to grant system authorization. If the risks are too high, it’s back to the drawing board,
otherwise, the system is authorized for operation.

Monitor Security Controls (Step 6): The final step in the RMF is continuous monitoring.
Security is a moving target, and the risk environment can change quickly. Regular audits,
reviews, and assessments are necessary to ensure that the controls remain effective and up
to date. Any changes or compromises are fed back into the initial steps of the RMF to update

the system's risk posture.

Key Characteristics
NIST SP 800-37 provide a wide variety of characteristics, which makes the framework widely

respected and adopted for risk management in the realm of information security. Its comprehensive

yet flexible nature allows organizations to tailor their risk management processes in a manner that

best suits their specific needs while still adhering to recognized best practices.

Comprehensive Lifecycle Approach: The RMF offers a full lifecycle approach to risk
management. It starts from the initial stages of system planning and extends into the ongoing
operations and even decommissioning. The framework is not a one-off or linear process but
is intended to be cyclical, to adapt to changing environments and requirements.
Customizability: NIST SP 800-37 is inherently flexible and allows for customization to fit
organizational needs, priorities, and resources. Organizations can adapt the framework to
their specific risk tolerance levels and business objectives, which makes it versatile across
different industries and organizational structures.

Standardized and Flexible Controls: One of the most significant advantages is the
standardized set of security controls provided by NIST SP 800-53. These controls serve as
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a well-vetted starting point for organizations but are not prescriptive. Organizations can
tailor these controls to fit their specific needs, allowing a blend of standardization and
flexibility.

Role-Based Responsibilities: The RMF clearly delineates roles and responsibilities at each
step, from the C-level executives to the system administrators.

Detailed Documentation: Documentation is a cornerstone of the RMF. From system
categorization to monitoring, every decision, action, and assessment is documented. This
rigorous documentation assists in audits and compliance checks and provides historical data
that can be invaluable for future risk assessments and decision-making.

Integration with Existing Processes: The RMF is designed to integrate seamlessly into an
organization's existing Systems Development Life Cycle (SDLC), making it easier to adopt

without having to overhaul current procedures.

Benefits of NIST SP 800-37 RMF
The benefits of using the NIST SP 800-37 RMF are manifold and serve to enhance an

organization's approach to managing information security risks. These benefits are presented below:

Regulatory Compliance: For organizations in the United States, especially federal agencies
and businesses that collaborate with the government, compliance with NIST standards is
often a prerequisite. Even internationally, NIST compliance can be considered a mark of
rigorous security measures and is often accepted as a proxy for robust security practices.
Risk-Driven Approach: One of the critical benefits is the framework's risk-driven
approach. By continuously identifying and assessing risks, organizations can make more
informed decisions about where to allocate resources, thus ensuring that high-risk areas
receive the attention they require.

Methodological Consistency: Using a framework like NIST's RMF provides a structured,
repeatable process for managing risks. This methodological consistency makes it easier to
train staff, perform audits, and even explain the organization’s risk management strategies
to external stakeholders.

Enhanced Accountability and Transparency: The framework demands thorough
documentation and clearly defined roles and responsibilities. This provides an accountability
track, which is beneficial for both internal management and external audits.

Strategic Integration: The framework is not just a set of IT guidelines but integrates with

broader organizational processes and objectives. This helps to ensure that information
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security risk management is not a siloed function but part of the broader organizational
strategy.

e Cost-Effectiveness: By concentrating on the most significant risks first and providing a
systematic approach for evaluating the costs and benefits of different security controls, the
RMF helps organizations to use their resources more efficiently. This cost-effective
approach is especially beneficial for organizations with limited resources for security

initiatives.

3.3 OCTAVE

The Operationally Critical Threat, Asset and Vulnerability Evaluation (OCTAVE) is a risk
management framework designed to identify, assess and mitigate information security risks in
organizations. OCTAVE is distinguished by its focus on organizational risk and its flexibility to
adapt to any type of organizational structure. By combining a focus on both organizational
objectives and technological assets, engaging multiple stakeholders and providing a scalable and
iterative methodology, OCTAVE offers organizations a balanced and comprehensive tool for risk

management (Caralli et al., 2007).

In Figure 3.4 process of OCTAVE risk assessment is depicted.

'Octave Process

‘-n‘} Phase 1
Organizational View

= Assets
= Threats
= Current Practices .
« Organization Vulnerabilities |
=« Security Requirements !

Phase 3
Strategy and Plan
Development

* Risks
= Protection Strategy
= Mitigation Plans

‘Phase 2
- Technological View

= Key Components
= Technical Wuinerabilities

Figure 3.4: Process of Risk Assessment by OCTAVE framework (CERT, 2008)
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OCTAVE involves a three-phased approach. Each phase is characterized by workshops,

assessments and iterative feedback loops, making the approach very interactive and collaborative:

1.

Organizational View (Phase 1): This phase centers around building a risk-based profile for
the organization. It considers organizational objectives, current risk areas and security
requirements.

Technological View (Phase 2): In this phase, data assets are identified and their importance
to the organization’s objectives is determined. Potential threats and vulnerabilities are then
evaluated.

Strategy and Plan Development (Phase 3): The final phase develops strategies for
mitigating identified risks, typically by selecting appropriate security measures and planning

their implementation.

Key Characteristics

1.

Holistic Approach: OCTAVE considers both organizational and technical aspects, ensuring
a comprehensive risk management strategy.

Self-Directed: It is designed to be a self-directed approach, meaning that organizations can
implement OCTAVE without the need for external experts, though expert consultation can
be beneficial.

Stakeholder Involvement: OCTAVE stresses the importance of involving a broad array of
stakeholders, ensuring a more balanced and well-informed risk assessment.

Asset-Centric: Unlike some other frameworks that focus primarily on vulnerabilities,
OCTAVE starts with identifying critical assets, making it particularly useful for
organizations that want to align their risk management strategies closely with business
objectives.

Scalable and Flexible: OCTAVE is adaptable to a wide range of organizational sizes and
types, from small businesses to large enterprises.

Iterative and Repeatable: The framework is designed to be an ongoing process, not a one-
off project. This aligns well with the continuous risk management and improvement model
that is considered the best practice in modern cybersecurity.

Adaptable to Emerging Threats: Like many risk management frameworks, OCTAVE can
be adapted to account for new and evolving risks, thanks to its focus on continuous

evaluation and iterative process.
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Benefits of OCTAVE

1.

Risk-Centric Approach: One of the standout benefits of OCTAVE is its focus on
identifying and evaluating risks from a business perspective. This ensures that risk
management activities are aligned with organizational objectives, providing a more
contextual and impactful strategy.

Reduced Complexity: The self-directed nature of OCTAVE allows organizations to
streamline the risk assessment process without the mandatory involvement of external
experts, reducing the overall cost and complexity of the process.

Holistic View: OCTAVE provides a comprehensive, multi-faceted view of an organization's
risk profile. It looks at people, processes and technology, providing a balanced and all-
encompassing approach.

Inclusion of Stakeholders: The framework encourages involving stakeholders from
different departments and roles. This ensures that the risk assessment is well-rounded and
considers multiple perspectives.

Asset-Based Evaluation: OCTAVE's focus on critical assets means that the most important
elements of the organization are secured first. This focus ensures that the security measures
employed will have the greatest impact.

Customizable and Scalable: OCTAVE's flexible methodology can be adapted to meet the
organization’s specific needs. This makes it a scalable solution for risk management across
various industries and organizational sizes.

Continuous Improvement: The iterative nature of the OCTAVE process allows for
continuous improvement and adaptation. This is particularly useful in today's rapidly

evolving cyber threat landscape.

3.4 FAIR

FAIR is a leading framework for understanding, analyzing and quantifying information risk in

financial terms. Developed by Jack Jones, FAIR breaks down risk into its underlying components

and provides a structured, consistent method for assessing them. FAIR provides a powerful tool for

modern risk management. Its data-driven, component-based approach allows organizations to

address risk in a more structured, objective and ultimately effective manner (FAIR Institute, 2023).

The framework provides a structured approach to evaluating risks across four primary stages.

The process of FAIR framework is displayed in Figure 3.5 and described below.
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Four stages of the FAIR methodology risk assessment
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Figure 3.5: Process of Risk Assessment by FAIR framework (Balbix, 2022)

Identify Risk Scenarios (Stage 1): In the FAIR framework, this stage is crucial for setting
the stage for a detailed risk analysis. You begin by identifying the assets that are at risk and
the potential sources of threats or threat communities. The focus is on defining what could
go wrong and how. Knowing what assets you have, how valuable they are, and who might
want to compromise them is foundational in FAIR's risk assessment process. This is where
you identify the variables that you'll be evaluating in subsequent stages.

Evaluate Loss Event Frequency (Stage 2): Once the assets and threats have been
identified, FAIR allows for a detailed evaluation of Loss Event Frequency (LEF). This
involves gathering data and making educated estimations about various factors like Threat
Event Frequencies (TEF), Threat Capability (TCAP), Resistance Strength (RS), and
Vulnerability (Vol). FAIR is especially strong in this aspect as it quantifies these elements
in a way that allows for a nuanced understanding of how often a loss event is likely to occur.
Evaluate Loss Magnitude (Stage 3): After understanding how often a loss event could
occur, the next step in FAIR is to assess how severe such a loss event would be. You'd
evaluate both the primary and secondary loss magnitudes. FAIR enables organizations to
identify and quantify the various forms of loss, from reputational damage to monetary loss,
thereby providing a comprehensive view of the potential impact. The framework uses
structured methods to collect data and estimate the scale of the damage.

Derive and Articulate Risk (Stage 4): The final stage involves synthesizing all the gathered
data to quantify and articulate the risk. FAIR employs computational models to establish the
relationship between the different variables identified and evaluated in the earlier stages.
One of the key benefits of FAIR is its ability to utilize advanced statistical methods, like

Monte Carlo simulations, for risk analysis. This provides a nuanced, probabilistic
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understanding of risk, which can be communicated in financial terms, thus making it easier

for decision-makers to understand and act upon.

To further comprehend the FAIR framework, the model is displayed in a tree-based
representation shown in Figure 3.6. The risk is an evaluation function of the Loss Event Frequent
and Loss Magnitude. The former is based on Vulnerability and Threat Event Frequency, which are
associated with the repetition of the threat itself. The latter examined the size of the loss for the

organization and the secondary risks that may appear with the occurrence of the first risk.

P

Loss Event

Loss Magnitude
Frequency

Threat Event

Vulnerability Secondary Risk
Frequency

Contact Probability Threat Resistance Secondary Secondary
Frequency of Action Capability Strength Loss Event Loss

Frequency Magnitude

Random Value Skills

= Knowledge

Regular Level of §
= Experience

Effort
Risk

Intentional
Resources

= Time
= Materials

Figure 3.6: Risk decomposition by FAIR methodology (FAIR Institute, 2023)

Key Characteristics of FAIR:

1. Quantitative Analysis: Unlike many frameworks that offer qualitative assessments, FAIR
focuses on quantifiable outcomes. This involves metrics and calculations designed to
provide an exact or range-based financial figure, enhancing the rigor and repeatability of
risk assessments.

2. Financial Orientation: FAIR translates all risk factors into financial terms, thereby aligning

the language of cybersecurity or information risk with the language of business. This makes
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it easier to gain C-suite attention and make risk discussions part of broader strategic business
decisions.

3. Component-Based: FAIR breaks down the often-nebulous concept of risk into discrete,
understandable components such as "Loss Event Frequency™" and "Loss Magnitude", as
shown in Figure 3.6. By understanding the individual elements that contribute to risk,
organizations can target interventions more effectively.

4. Standardized Terminology: Lack of standardized terminology can often make risk
assessments confusing. FAIR addresses this by providing a uniform set of terms and
definitions, making it easier for different departments within an organization—or even
different organizations—to communicate effectively about risk.

5. Versatile and Scalable: FAIR can be applied to a variety of risk scenarios and
organizational sizes, making it a flexible option for risk management. FAIR's framework is
designed to scale according to the needs of the organization.

6. Complementary: While FAIR is a stand-alone framework, it can also complement other
methodologies, providing a quantitative aspect that other qualitative frameworks may lack.
This makes it a versatile tool that can fit into various risk management strategies.

Benefits of FAIR
Through its unique features and advantages, FAIR offers organizations a robust, data-centric

view of information risk, enabling more effective and economically sound decision-making. Its
financial orientation and component-based analysis set it apart as a modern tool for mature risk

management. These benefits (Balbix, 2022) are described below.

1. Data-Driven Decisions: The quantitative nature of FAIR enables organizations to make
data-driven decisions, enhancing the overall efficacy and efficiency of their risk
management programs.

2. Strategic Alignment: By converting risk metrics into financial terms, FAIR allows risk
assessments to be integrated into broader business strategies. This can lead to more effective
prioritization and resource allocation, thereby maximizing ROI (Return-On-Investment) on
security investments.

3. Resource Optimization: FAIR helps organizations focus their resources where they will be
most effective by quantifying the probable impact of risks. FAIR helps organizations to

understand not just the presence of risk, but the potential financial impact of that risk. This
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enables more focused spending on security measures that will offer the greatest risk
reduction per dollar spent.

4. Improved Communication and Enhanced Reporting: The standardized terminology and
quantitative output facilitate better communication among stakeholders and higher
management. This clarity makes it easier to report risk to executive levels and facilitates
compliance reporting, both internally and for regulatory purposes.

5. Compliance: The framework offers a consistent and repeatable method for assessing risk,
aiding in regulatory compliance.
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Identified Risk Management Software Tools

4.1 Microsoft Security Assessment Tool 4.0

The Microsoft Security Assessment Tool (MSAT) 4.0 is a risk assessment application designed

to provide information and recommendations about best practices for security within an information

technology (IT) infrastructure (Microsoft, 2009). By offering a systematic process for security

assessment based on industry standards and best practices, MSAT 4.0 provides organizations with

a solid starting point for enhancing their IT security. Its user-friendly interface, customizable scope

and detailed reporting make it a versatile tool suitable for a variety of business types and sizes.

The process of MSAT 4.0 typically involves the below features and are presented in Figures 4.1,

4.2 and 4.3:

1. Initial Setup: The tool starts by asking the user to define the scope of the assessment, which
could range from an entire organizational IT network to a specific system.

2. Data Gathering: Users fill in a questionnaire based on their current security measures and
practices. This questionnaire is divided into multiple sections that cover various aspects of
IT security.

3. Analysis: MSAT 4.0 processes the answers to provide an initial assessment of the current
security posture.

4. Recommendation Generation: The tool then generates recommendations based on the
analyzed data. These recommendations adhere to Microsoft's best practices and industry
standards.

5. Reporting: Finally, the tool creates detailed reports that not only highlight vulnerabilities

but also offer guidance on improving the organization’s security infrastructure.
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Figure 4.2: MSAT risk assessment process (Microsoft, 2009)
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Figure 4.3: MSAT assessment report produced by risk analysis (Microsoft, 2009)

MSAT’s Tool Features

e Security Benchmarking: MSAT helps businesses compare their security policies against
standard best practices and to other companies in similar industries.

e Risk Assessment: The tool evaluates the company’s risk profile based on its current security
infrastructure, policies and procedures.

e Custom Recommendations: MSAT produces a detailed report with specific
recommendations tailored to the organization’s unique risk profile.

e Compliance Mapping: MSAT can map its recommendations to compliance standards like
ISO 27001, helping organizations align their security policies with industry standards.

e User-Friendly Interface (Ul): A straightforward questionnaire aids the user in quickly
understanding and completing the assessment.

e Categorization: Risks are categorized into areas like Operational Risk, Privacy Risk and
Compliance Risk for easier interpretation and action.
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Key Characteristics
1. User-Friendly Interface: MSAT 4.0 offers a GUI-based interface that is intuitive, making

it easy even for non-technical staff to navigate through the assessment process. The tool's
user-friendly interface ensures that even individuals with limited technical skills can
navigate the assessment process. This facilitates broader organizational involvement in
security assessments.

2. Based on Industry Standards: Recommendations generated by MSAT 4.0 generally
adhere to industry standards and best practices, making the advice trustworthy and
actionable.

3. Customizable Scope: The tool allows users to define the scope of the assessment, making
it versatile for different organizational sizes and requirements. MSAT 4.0 allows users to
customize the scope of the assessment, tailoring the questionnaire to specific organizational
needs or requirements. This makes the tool flexible and adaptable.

4. Comprehensive Questionnaire: MSAT 4.0 employs a comprehensive questionnaire to
probe various facets of an organization's security, from data protection protocols to network
security measures. This ensures a broad-based evaluation and covers multiple security
dimensions. The questionnaire is designed to cover a wide range of security topics, from
data protection to physical security, ensuring a holistic view of the organization's security
posture.

5. Detailed and Dynamic Reporting: The reports generated are thorough and can be used for
internal review as well as for compliance documentation. MSAT 4.0 offers real-time
reporting features. As soon as the questionnaire is completed, the tool immediately analyzes
the results and generates a series of reports. These reports can range from summary-level
overviews to deep-dive analyses.

6. Risk and Vulnerability Focus: The tool is designed to identify both vulnerabilities and
risks. While vulnerabilities are weak points that could be exploited, risks are the broader
potential impacts that could result. MSAT 4.0 helps you understand both. Additionally, it
provides actionable insights rather than providing just a list of problems, MSAT 4.0 delivers
actionable insights. These are practical steps that can be taken to improve the security

posture of the organization.
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Benefits of MSAT 4.0

MSAT 4.0's key characteristics and benefits make it an extremely valuable tool for any
organization concerned with enhancing its information security posture. From its comprehensive
questionnaire to its actionable insights and reports, it offers a range of features that support both

immediate and long-term security planning, which are presented below.

1. Cost-Effective: As a free tool provided by Microsoft, MSAT 4.0 offers a cost-effective way
for organizations to assess their security posture. As a free tool, it allows organizations of
any size to conduct comprehensive security assessments without worrying about budget
constraints.

2. Timesaving: The tool is designed to be fast and efficient, thereby reducing the time it takes
for organizations to identify and address vulnerabilities. Traditional risk assessments can be
time-consuming. MSAT 4.0 streamlines this process, offering rapid insights that can be
immediately acted upon, thereby saving both time and effort.

3. Improves Security Awareness: The comprehensive questionnaire educates users about
various facets of security, thus improving overall organizational awareness of IT security
matters. By covering a wide range of security topics, MSAT 4.0 offers a more holistic view
of an organization’s security posture. This is particularly useful for organizations that are
looking to address multiple areas of vulnerability but are not sure where to start.

4. Strategic Planning: Detailed reports can be used for strategic planning and budgeting for
security measures, as they highlight the areas most in need of improvement or investment.
The detailed reports generated by MSAT 4.0 can be an invaluable resource for strategic
planning. By identifying weaknesses and suggesting improvements, the tool helps in
formulating short-term and long-term security strategies.

5. Compliance Aid: The tool helps organizations prepare for various compliance requirements
by providing a structured approach to assessing security risks.

6. Educational Purpose: The questionnaire itself serves as an educational tool. By completing
it, team members become more aware of the various aspects of security and why they are
important. This educational aspect can be key in fostering a culture of security within the

organization.
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4.2 CORAS

The CORAS Tool is a specialized software system developed to assist organizations in
conducting information security risk assessments. It is based on the CORAS model-driven risk
management methodology and aims to provide a comprehensive and structured approach to risk

management (Solhaug and Stalen, 2014).

By providing a structured, model-driven approach to risk assessment, the CORAS Tool offers
organizations a robust and efficient means of evaluating and mitigating potential security risks. Its
unique features, such as graphical notation and alignment with international standards, make it a

valuable tool for any risk assessment exercise.
The process of CORAS tool is described below.

1. Initial Identification: The tool starts by helping users define and identify the assets that are
important to the organization and which could be potentially at risk.

2. Threat and Risk Identification: The tool facilitates the identification of threats and risks
associated with the assets.

3. Risk Analysis: CORAS employs a structured approach to analyze the identified risks,
usually by considering factors like potential impact, likelihood and vulnerability.

4. Recommendation Generation: Based on the risk analysis, the CORAS Tool produces a set
of recommendations tailored to mitigate the risks identified.

5. Reporting: Comprehensive reports are generated, offering insights into the organization's

risk profile and proposed mitigation strategies.

Features of CORAS

e Risk Modeling: Allows for detailed modeling of risk scenarios based on assets and threats.

e Graphical Representations: Offers diagrammatic representation of threats and
vulnerabilities, aiding in the understanding and communication of risks.

e Customizable Templates: CORAS has customizable risk evaluation templates that can be
adapted to specific business needs.

e Quantitative and Qualitative Analysis: Supports both numerical and descriptive risk
analysis methods.

e Integration Capabilities: It can be integrated with other enterprise systems for more

comprehensive risk management.
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Figure 4.7: Decomposed threat scenario using high-level CORAS (Solhaug and Stglen, 2014)

In Figure 4.3 the Ul of CORAS tool is presented which is used to assess the risk in an
organization. It provides a wide variety of features aligned with the best practices and standards. In
Figures 4.4, 4.5 and 4.6 a threat scenario by intrusion of a hacker into the organization’s systems is
depicted. These figures display the asset diagram of the organization, the threat diagram of the

hacker’s attack and the high level of the decomposed threat respectively.
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The key characteristics and benefits of the CORAS Tool make it an invaluable asset for
organizations looking to implement a robust, efficient and standardized approach to risk assessment.
Its model-driven methodology, coupled with its customization features and alignment with
international standards, offering a comprehensive package for effective risk management. Below

the key characteristics and benefits of CORAS are presented.

Key Characteristics

1. Model-Driven approach: One of the standout features of CORAS is its model-driven
approach, which makes it easier to visualize the risk assessment process and outcomes. At
its core, CORAS is built around a model-driven methodology. This means it provides a
visual representation of the risk assessment, aiding in the understanding of complex
scenarios.

2. Graphical Representations: The tool offers graphical notations to represent threats and
risks, thus aiding comprehension and facilitating communication among stakeholders. This
is particularly useful for visual learners and helps in explaining complex risk scenarios to
stakeholders.

3. Compliance-Friendly: The tool aligns well with international standards like 1SO
27005:2022, making it easier to maintain compliance while conducting risk assessments.

4. Extensive Libraries: CORAS has built-in libraries of common assets, threats and risks,
making the initial stages of the risk identification process more streamlined. These pre-
loaded libraries speed up the risk identification process and ensure that nothing critical is
overlooked.

5. Customization: CORAS offers customization options to better align with specific
organizational processes or standards. The tool can be customized to align with the specific
needs and policies of an organization. Furthermore, it can be scaled up or down depending
on the size of the project or the organization itself.

Benefits of CORAS

1. Structured and Standardized Assessment: The methodology behind CORAS ensures that
risk assessments are structured and comprehensive, leaving little room for oversight. The
well-structured assessments make the process repeatable and consistent across various

departments or projects within the organization.
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2. Efficiency: The model-driven and graphical approach speeds up the process of risk
assessment, making it more efficient. The built-in libraries and customizable templates mean
that risk assessments can be performed more quickly, allowing organizations to react swiftly
to identified risks. Additionally, the detailed reports and actionable insights empower
decision-makers with the information they need to allocate resources more effectively and
prioritize security efforts.

3. Effective Communication: The graphical notations used in CORAS make it easier to
communicate complex risk scenarios to stakeholders, including those who may not be
technically proficient.

4. Compliance Management: Since CORAS aligns with international standards, it can
significantly aid in the compliance management processes of an organization. Because
CORAS aligns with international standards, it can be quickly updated or customized to adapt
to new or changed regulations. In such way, organizations stand a better chance of fulfilling
compliance requirements, thus reducing the risk of penalties or legal issues.

5. Scalability: Whether for small projects or organization-wide assessments, the CORAS Tool
can be scaled to suit the size and complexity of any risk assessment task.

4.3 SimpleRisk

SimpleRisk is a web-based risk management tool designed to facilitate the identification,
assessment, and mitigation of risks. It is often lauded for its simplicity and user-friendly interface,
as well as its ability to adapt to the needs of various organizations. It is a GRC tool that can be used

for Governance, Risk Management and Compliance tasks (SimpleRisk, 2020).

The features of SimpleRisk’s tool are intended to guarantee that management recognizes,
analyzes, and responds correctly to risks that may jeopardize an organization's ability to achieve its
business objectives. Each risk’s reaction is determined by the chance of occurring and the nature of
this risk. According to these parameters, the organization can decide whether to accept, mitigate or
transfer to another party the specific risk. The tool is designed for efficient resource optimization

and prioritization of the risks that have the greatest impact on the organization’s operations.
The process of SimpleRisk typically involves the following:

e Risk Identification: The first stage involves defining and identifying the potential risks
affecting an organization's assets. SimpleRisk provides a structured approach to list all
potential risks and assets, which can be customized according to the organization's

requirements.
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Risk Analysis and Scoring: SimpleRisk uses a scoring system to evaluate the severity of
risks. Users can choose between different risk scoring methodologies, including DREAD,
CVSS, and custom scoring options.

Risk Treatment and Mitigation Plans: The tool allows for the creation of detailed
treatment and mitigation plans, which can then be assigned to specific team members for
implementation.

Monitoring and Reporting: SimpleRisk provides real-time risk reporting capabilities.
Users can view a dashboard that gives an overview of the risk landscape, including the status
of risk mitigation plans and ongoing activities.

Features of SimpleRisk

Dynamic Risk Register: SimpleRisk’s risk register allows users to log all identified risks,
rate them based on severity and assign ownership. It also supports tagging for easier
categorization.

Customizable Risk Scoring: The platform offers customizable scoring methods, such as
DREAD, CVS and custom formulas, allowing organizations to adopt the scoring method
that best suits their industry or requirements.

Workflow Automation: SimpleRisk allows for automated risk workflows, streamlining the
process of risk management from identification to resolution.

Real-time Dashboards and Reporting: Customizable dashboards provide a real-time
snapshot of an organization’s risk posture, with widgets that can display critical metrics and
KPIs. Various reports can be generated with a few clicks and the system supports exporting
reports to formats like PDF and Excel.

Third-party Integration: SimpleRisk integrates seamlessly with other tools like JIRA,
Slack and many cybersecurity tools, allowing for a more cohesive and automated approach
to risk management.

Multi-user Support and Role-based Access Control: Multiple users can work on the
platform simultaneously and role-based access ensures that sensitive data can be viewed
only by authorized personnel.

Incident Management: A built-in incident management module assists in logging,

categorizing and managing security incidents.
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e Governance, Risk and Compliance (GRC) Modules: Additional modules for governance
and compliance management can be added, enabling organizations to manage multiple GRC

requirements within the same platform.

In the following Figures, the features of SimpleRisk tool are presented:
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Figure 4.8: Risk management (Insert a new risk) of SimpleRisk tool (SimpleRisk, 2020)
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Figure 4.9: Plan mitigation on SimpleRisk tool(SimpleRisk, 2020)
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Figure 4.10: Reporting feature of SimpleRisk tool (SimpleRisk, 2020)

Key Characteristics of SimpleRisk
1. Usability: SimpleRisk’s user interface is designed to be intuitive, making it simple for users

at all levels to navigate through its various modules and features.
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Scalability: The tool can adapt from small teams to large enterprises, making it versatile for
a variety of business sizes and industries.

Flexibility: From risk scoring to dashboards, everything in SimpleRisk can be customized
to fit an organization’s unique requirements.

Improved Security: With features like two-factor authentication and role-based access
control, SimpleRisk places a high emphasis on securing sensitive data.
Collaboration-Focused: Given its multi-user support and real-time dashboards,
SimpleRisk is designed to promote collaboration among team members.

Benefits of SimpleRisk

1.

Streamlined Risk Management: The automation features, such as workflow automation
and reporting, significantly reduce the time needed to perform various risk management
activities.

Cost-Efficiency: SimpleRisk offers a free community version and tiered pricing options,
catering to both budget-conscious small businesses and larger enterprises.

Enhanced Decision-Making: Real-time data and customizable reports provide actionable
insights that aid in decision-making.

Compliance Readiness: The built-in GRC modules can help organizations stay ahead of
compliance requirements, making it easier to adhere to various industry standards and
regulations.

Remote Access and Collaboration: Being a web-based solution, it enables remote teams
to work together efficiently, enhancing collaboration and facilitating quicker risk mitigation.
Business Continuity: Effective risk management through SimpleRisk can contribute to
better business continuity planning, helping organizations prepare for and mitigate against

various types of risks.

4.4 SAP GRC

SAP GRC is a module within SAP's business software suite that helps organizations manage

governance, risk and compliance processes. It is a tool to automate and integrate governance, risk

and compliance processes across an organization and provides a centralized platform to manage

policies, risks, controls and compliance processes across an organization (SAP, 2023). This includes
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things like financial compliance, IT compliance, operational risk management, access controls,

fraud management, etc.

It integrates with other SAP modules like ERP, CRM, SCM etc. This allows GRC processes to
leverage data from those systems. Additionally, there are pre-configured content packs for
regulations like SOX, Basel 11, etc. This allows faster implementation and reduces compliance
project costs. It provides, also, various workflows, notifications, dashboards and reports to help
manage GRC processes. Key users like internal auditors, compliance managers, risk managers can

access relevant information.

SAP GRC process typically involves the following:
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Figure 4.12: SAP GRC capabilities (JNC Consultancy, 2023)
e Risk Management: Identification, analysis, evaluation, treatment and reporting of risks.
Includes IT risks, market risks, operational risks and more.
e Audit Management: Planning, execution, reporting and follow up on internal, external and
SOD audits.
e Policy Management: Centralized policy library, policy certification, testing and exception

management.
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e Access Controls: Managing access requests, certification and periodic access reviews. Pre-
configured rulesets.

e Compliance Management: Tracking compliance with regulations like SOX, GDPR, PCI

DSS etc.
e Incident Management: Recording and managing incidents, violations, fraud and
misconduct.
Features of SAP GRC

SAP GRC provides a wide variety of features presented below:

e Pre-configured content for major regulations (SOX, HIPAA etc.) and risk frameworks.
e Workflow automation for processes like risk assessments, audits, access requests.

e Notifications and alerts for critical risks, policy violations, access issues etc.

e Centralized repository for risks, controls, audits, compliance data and reports.

e Dashboards, reports and visualizations providing insights into GRC data.

e Integration with SAP and non-SAP systems to pull necessary data.

In the following Figures, some of the features of SAP GRC tool are displayed.

E‘ ':’ Risk: Fluctuating Cash Position Show Change History Print Fact Sheet Risk Passad / Faied Controls
nit: Treasury Risk Category: Capital availability D: RISK/50008287
General Roles Key Risk Indicators Anatysis Responses Risk Evaluation Risk Incidents Influenced Risks Underlying Risks Surveys Attachments & Links e >
Ané
Probability Probability Level Probability Score mpac Risk Lev Risk
2 Rare 0
Rare 0
2 Rare [
Ana histo
Probabll L R
Certan -
[ |
Licety
\ e
Porsbh —_ Restdual
| Pasidid Parad
Ty
- 1
Fare
l | I r
S a® N
»° & i & & &
S o \\v:'\ < 5
& o ¢ $ f S
& & & & P ¢ &

Save Cancel Save And New Validation Switch to Graphical View

Figure 4.13: Risk analysis by SAP GRC tool (SAP, 2023)
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Figure 4.14: Risk assessment reporting by SAP GRC tool (SAP, 2023)

Key Characteristics of SAP GRC

120

Unified GRC platform: SAP GRC provides a unified, integrated platform to manage

multiple governance, risk and compliance processes. Rather than using disparate tools and

systems, organizations can centralize all GRC activities within a single solution. This

enables a consolidated view of risks, audits, policies and compliance across the enterprise.
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Organization-wide transparency: SAP GRC gives organization-wide transparency into
GRC data and activities across business units, departments and systems. Executives can get
a bird's eye view of compliance status, operational risks, audit issues, and more. This aids
risk-based decision-making and resource allocation.

Automation of GRC processes: The software automates and streamlines repetitive, manual
GRC processes like risk assessments, control testing, policy certifications and more.
Workflows, notifications and integrated data reduce the effort required for GRC activities.
This results in greater efficiency and lower compliance costs.

Flexibility and configurability: SAP GRC is highly flexible and configurable to adjust to
an organization's changing GRC needs. As regulations change or expand, the system can be
adapted without requiring extensive customization. New data sources, risk categories or
audit programs can be incorporated to support evolving requirements.

Role-based access and permissions: User access and permissions are managed through
roles that reflect organizational responsibilities. Access to risks, reports, and other data can
be precisely controlled to maintain segregation of duties. This prevents unauthorized access
and enhances security.

Integration capabilities: SAP GRC readily integrates data from SAP ERP, CRM, SRM and
other systems to create a single source of truth. It also integrates with non-SAP systems like
databases, HR systems, SMTP servers etc. This enables consolidated GRC processes across
technologies.

Benefits of SAP GRC

Reduced risk exposure: SAP GRC helps organizations identify, evaluate, and mitigate risks
across business areas. This reduces overall risk exposure arising from unidentified gaps and
siloed risk management.

Lower compliance costs: Automating compliance activities like testing and certification
reduces manual effort and cost of compliance. Pre-built regulatory content also lowers
compliance project costs.

Increased visibility: Real-time dashboards and reports provide visibility into risk, audit and
compliance data across the enterprise. This enables proactive management.

Accelerated audits: Centralized audit work papers and findings reduce audit response time.

Automated workflows also accelerate the remediation of audit issues.
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e Better data integrity: Integration eliminates redundant data entry across systems. All GRC
data is managed from a single source. This improves data quality and integrity.

e Standardized GRC processes: GRC activities are standardized across the organization
leading to consistency, efficiency and auditability.

e Enhanced decision making: Consolidated organization-wide GRC data enables executives
to make more risk-aware decisions aligned to business objectives.

e Lower Total Cost of Ownership (TCO): It provides a unified platform with integrated data

and automation capabilities lowers the total cost of ownership for enterprise GRC activities.
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Comparison Evaluation of Framework Methods and

Software Tools

With the proliferation of cybersecurity threats, adopting a risk management framework and tool
has become essential for organizations. This study aims to provide a comparative analysis of
selected frameworks and tools, namely ISO 27005:2022, NIST SP 800-37, OCTAVE, FAIR for
frameworks and MSAT 4.0, CORAS, SimpleRisk and SAP GRC for tools. This analysis is based
on five evaluation criteria, which are scalability, available features, user-friendliness, alignment
with compliance requirements and resource optimization, which are described in detail in this

chapter.

5.1 Criteria for comparison evaluation

To conduct a comprehensive comparative analysis of various risk management frameworks and
tools, it's essential to set forth a robust set of evaluation criteria. The chosen criteria for this study
were developed to address the primary concerns and needs of organizations with varying sizes,
specializations and regulatory requirements. This section will delve into the five selected evaluation

criteria, which are analyzed in the next sub-sections.

5.1.1 Scalability

Scalability in risk management tools refers to the tool's ability to adapt to an organization's
growth in size, complexity, or both. In today's dynamic business environment, scalability is non-
negotiable for any tool that wishes to remain relevant. When evaluating a risk management tool for
scalability, it's vital to consider not just how well it performs in each situation, but how easily it can
accommodate more users, greater data complexity, or even global operations as the organization

evolves. Furthermore, scalability also means the tool's capability to integrate with other software
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solutions as the need arises, thereby preserving the investment and avoiding the complexity of

migrating to a new solution entirely.

Scalability isn't just a matter of handling increased workload; it's also about how smoothly a tool
can be upgraded to include new features or accommodate changes in regulatory requirements. For
instance, a tool may initially appear inexpensive but may require costly upgrades or customizations
to stay current with evolving needs. Thus, it is essential to consider future costs and potential
limitations when determining scalability. Another factor is the tool's architecture, whether it's cloud-

based or on-premises, as this can influence both scalability and the associated costs.

Finally, scalability is not just a technical criterion but also has a human aspect. A scalable tool
must be user-friendly enough to ensure that an increasing number of users can easily adapt to it. The
complexity of training required the intuitiveness of the interface and the availability of customer
support are factors that can impact the human aspect of scalability. While immediate needs may be
a driving force behind the choice of a risk management tool, scalability ensures that this choice

remains relevant and effective as needs and numbers change.

5.1.2 User-Friendliness

User-friendliness is a critical factor for ensuring that a tool is used effectively across the
organization. A user-friendly interface can significantly speed up the risk assessment process by
making it easier to input data, generate reports and understand results. When evaluating a tool for
user-friendliness, consider whether the tool is intuitive and straightforward enough that someone
with minimal training can use it effectively. This is especially important for organizations with
diverse teams, where not everyone may have technical expertise in information security or risk

management.

However, user-friendliness should not compromise the functionality and complexity that a
robust risk management process demands. The tool should offer a balance, providing advanced
features for expert users while also enabling less technical users to accomplish basic tasks without
undue hassle. Consideration should also be given to how easily the tool allows for the exporting and
importing of data, the generation of automated reports and customization. In organizations where
risk management is a collaborative effort involving multiple departments, the ease with which data

can be shared and understood is paramount.

The human aspect of user-friendliness is also a key consideration. With a complete series of

non-exhaustive training and user must be capable of adapting to changes or updates in the proposed
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method or tool. This becomes particularly relevant in large or growing organizations where new
employees will regularly need to be brought up to speed with the risk management tools in place.
Accessibility features, such as multilingual support or provisions for visually impaired users, can
also add to a tool's user-friendliness, ensuring that it is inclusive and accessible to all employees.

5.1.3 Alignment with Compliance Requirements

In a world of ever-changing regulations and stringent compliance needs, the alignment of a risk
management tool with compliance requirements is a critical evaluation criterion. Organizations
often operate under multiple regulatory frameworks and a tool that simplifies the process of
compliance can save time, effort and financial resources. When assessing a tool for this criterion,
it's essential to look at how thoroughly it incorporates various compliance standards and whether it
is updated regularly to reflect changes in these standards. The tool should facilitate reporting and

documentation processes that are often mandatory for regulatory compliance.

However, compliance standards do not fit in every case scenario or in every organization
because what is essential for a healthcare organization under HIPAA (Health Insurance Portability
and Accountability) may not be the same for a financial institution under the GDPR (General Data
Protection Regulation). Thus, a tool's adaptability to specific regulatory environments and its ability
to allow for customization in compliance reporting are valuable features. It is important that each
method or tool can be modified and adapted to match different compliance templates with specific

regulations.

Another dimension is the forward-looking aspect of compliance. Regulations and compliance
requirements are rarely static; they evolve in response to technological advancements, geopolitical
shifts and changes in public policy. Therefore, a good risk management tool should not just be
compliant with current regulations but should also be agile enough to adapt to future changes. The
availability of regular updates, expert customer support and a strong community of users can often

be indicators of how well a tool can adapt to changing compliance landscapes.

5.1.4 Features

Features are the functionalities and capabilities that a risk management tool offers and they are
a significant criterion for evaluation. These features can range from basic functionalities like data
input and report generation to more advanced capabilities like real-time analytics, predictive
modelling and integration with other organizational tools. When evaluating a tool based on its

features, one must consider not just what it offers but also how these features align with the
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organization’s specific needs and objectives. Each tool should offer a comprehensive dashboard for

real-time monitoring and should automate workflows to streamline the risk management process.

However, a tool that offers an exhaustive list of features is not necessarily better. It's essential
to balance feature richness with usability. Too many features, particularly those that are not useful
for the specific needs of the organization, can clutter the interface and make the tool less user-
friendly. It's also important to consider how these features are updated and enhanced over time. It is
crucial that the frequency of updates genuinely add value to the existing setup and do not complicate

the tool’s usage.

Another critical aspect to consider under features is the customization capability of the tool.
Every organization is unigue in its operations, scale and risk profile and a tool should be flexible
enough to accommodate these unique traits. It is important for each tool to enable the users to
configure custom fields, create their own risk assessment templates, or integrate with other tools
according to the organization’s policies and methodologies. Customization not only allows the tool
to fit better with the organization but also often extends its lifespan, as it can adapt to evolving

requirements.

5.1.5 Resource Optimization

Resource optimization as an evaluation criterion pertains to how efficiently a risk management
tool utilizes both human and computational resources. Given that these tools often require an
investment in training, installation and maintenance, the ROI needs to be significant. Users should
be able to reduce manual work involved in risk assessment or compliance reporting, which also
makes the organization susceptible to more frequent human errors and should provide automation

features that can save time and thereby reduce operational costs.

When evaluating a tool's efficiency in resource optimization, it's vital to consider the total cost
of ownership, not just the upfront cost. This includes looking at the resources needed for regular
updates, the time employees spend using the tool and any additional hardware or software
requirements that might be needed for optimal functionality. It's also useful to evaluate how the tool
impacts the daily activities of those who will use it. Thus, employees should spend less time

struggling with a complicated interface and more time focusing on meaningful work.

Another aspect of resource optimization is how well the tool can integrate into the existing
infrastructure. A tool that requires significant changes to the current systems may end up consuming

more resources than it optimizes. Conversely, a tool that can easily integrate with existing systems—
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be it HR systems for employee training data or IT systems for vulnerability assessments—can

significantly improve resource optimization.
5.2 Evaluation analysis

5.2.1 Evaluation analysis of selected ISRM Frameworks

5.2.1.1 Scalability:

When assessing the scalability of various risk management frameworks, it becomes apparent
that each has its unique strengths and limitations. 1ISO 27005:2022, for instance, scales well in larger
corporations with complex operations but may be less agile for rapidly evolving startups. Its
emphasis on process-oriented risk management can also be a hindrance to fast scaling, especially in
dynamic industries. On the other hand, NIST SP 800-37 scores high on scalability due to its modular
approach and adaptability. Its flexibility allows for tailored risk management strategies, making it a

good fit for organizations of any size, including those in fast-paced sectors.

OCTAVE also presents scalability advantages, particularly for organizations that are in the
scaling phase and still building their risk management practices. Its adaptability and focus on
organizational aspects make it suitable for incremental implementation, although it may suffer from
consistency issues in larger, decentralized settings. FAIR stands out for its quantitative, data-driven
approach to risk management, which scales well in terms of data complexity. However, it could
pose challenges for smaller organizations that lack statistical analysis capabilities, acting as a barrier

to scale efficiently.

5.2.1.2 Features

The features criterion is instrumental in distinguishing how well a framework meets the specific
needs of an organization. 1SO 27005:2022 excels in its comprehensive approach to identifying,
assessing and mitigating risks. The framework comes packed with templates and guidelines that
facilitate a methodical approach to risk management. However, its extensive set of features may be
overwhelming for smaller organizations or those with simpler risk landscapes. NIST SP 800-37, on
the other hand, offers a modular set of features that can be tailored to an organization's unique needs.
Its emphasis on continuous monitoring and real-time assessment provides added layers of defence,

making it particularly suited for environments where risks evolve rapidly.

OCTAVE stands out for its focus on the organizational aspects of risk management,

emphasizing features like strategic planning and internal collaboration. While these features are less

Sampanis I. Spiridon, University of West Attica, Dept. of Informatics and Computer Engineering 55



Master Thesis: Analysis of framework methods and software tools for information security risk management

technical in nature, they offer a holistic approach to managing risks that extends beyond IT and
cybersecurity to cover broader organizational vulnerabilities. FAIR distinguishes itself with its
quantitative risk assessment features. The framework allows for data-driven decision-making
through its unique set of analytical tools. However, these features might require specialized training

or expertise in statistical analysis, which could be a hurdle for some organizations.

5.2.1.3 User-Friendliness

User-friendliness is a critical aspect to consider when evaluating risk management frameworks,
as ease of use directly impacts the efficiency and effectiveness of risk mitigation efforts. 1SO
27005:2022, while comprehensive, may seem cumbersome and challenging to navigate for those
unfamiliar with its intricacies. However, it often comes with detailed documentation and training
materials that somewhat mitigate this limitation. NIST SP 800-37 generally fares better in terms of
user-friendliness due to its modular approach. Organizations can selectively implement sections of
the framework that are most relevant to their operations, thus easing the learning curve and

increasing the framework's accessibility.

OCTAVE scores reasonably well on the user-friendliness criterion because of its intuitive,
organization-focused approach. Its less technical nature means that staff at various organizational
levels, including management, can engage with it more readily. However, this can be a double-
edged sword, as its broad focus may make it difficult to pin down specific actions without prior
expertise. FAIR is more specialized and thus can be less user-friendly for those without a
background in data analysis or risk assessment. Its strengths in quantitative assessment require a
level of expertise that may necessitate specialized training or even hiring of dedicated staff, posing

a hurdle for smaller organizations.

5.2.1.4 Alignment with Compliance Requirements

Alignment with compliance standards is a pivotal criterion in evaluating the suitability of risk
management frameworks, especially for organizations subject to regulatory scrutiny or contractual
obligations. 1SO 27005:2022 often stands as a gold standard in this context, given that it is
internationally recognized and provides a comprehensive set of guidelines aligned with various
global regulations. Organizations adhering to this framework are generally well-placed to meet most
regulatory requirements, such as GDPR for data protection or HIPAA for healthcare information

security.
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NIST SP 800-37 also shines in this area, particularly for organizations operating in or with the
United States. Given that it is a framework developed by a U.S. federal agency, its guidelines are
often cited in or aligned with U.S. federal regulations, such as FISMA. For organizations primarily
concerned with U.S. regulations, NIST SP 800-37 offers a streamlined path to compliance.
OCTAVE, while not as universally recognized for compliance as 1SO 27005:2022 or NIST SP 800-
37, provides valuable guidelines for risk-based strategic planning, which can be useful for meeting

the governance and planning aspects of various compliance standards.

FAIR is somewhat of a specialized case in terms of compliance. While it doesn't directly map
to specific regulations, its data-driven approach to quantifying risk aligns well with the evidence-
based requirements of many regulatory frameworks. This makes it easier for organizations to justify
their risk management strategies and actions during compliance audits. However, this also means
that FAIR is often used in conjunction with other frameworks that provide more comprehensive

compliance coverage.

5.2.1.5 Resource Optimization

Resource optimization is a critical criterion for evaluating risk management frameworks,
particularly for organizations with limited resources or those looking to maximize the efficiency of
their risk management initiatives. 1ISO 27005:2022, while exhaustive in its coverage, often requires
a significant investment in both human and technological resources. From hiring specialized staff
to ongoing training and system upgrades, adhering to 1SO 27005:2022 can be resource-intensive,

potentially straining the budgets of smaller organizations.

NIST SP 800-37, on the other hand, offers a more modular approach, allowing organizations to
tailor the framework to their specific needs. This modularity can lead to more efficient resource
allocation as organizations can focus on implementing only the most relevant sections. However,
even this tailored approach may require a considerable time investment for proper configuration and

maintenance, depending on the complexity of the organization’s operations.

OCTAVE's focus on organizational risk rather than technological specifics can sometimes lead
to better resource optimization, especially for smaller organizations. Its strategic, top-down
approach allows for the possibility of implementing risk management strategies without necessarily
requiring high-end technological solutions. This makes it an attractive option for organizations with

limited IT resources.
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FAIR’s strength lies in its quantitative analysis of risk, but this comes at the cost of requiring
specialized expertise in data analytics and statistical modeling. For organizations that already have
such expertise in-house, FAIR can offer a highly efficient way to optimize risk management
resources. However, the cost and time associated with training staff or hiring experts can be a

significant resource burden for others.

5.2.2 Evaluation analysis of selected ISRM Tools

5.2.2.1 Scalability

MSAT provides a modular approach, allowing small and medium-sized enterprises to
implement the tool without massive upfront costs. You can start with a basic package for risk
assessment and then add more features or user licenses as required. However, the tool is not without
its limitations. It is primarily a standalone system and integrating it with other third-party security
tools or systems can be cumbersome. The tool doesn't offer a native Application Programming
Interface (API) for easy integration, meaning that it may struggle to keep up with the growing

complexities of larger, multi-faceted organizations.

CORAS offers excellent scalability options, because the tool is designed to grow along with the
organization. The pricing model allows for adding new users and features seamlessly, which is a
boon for rapidly expanding companies. CORAS also offers a robust API for easy integration with
other software systems and security tools. This makes CORAS an ideal choice for larger enterprises
that have a complex technology stack and need to integrate multiple functions like incident response,

compliance tracking and real-time risk assessment.

SimpleRisk offers scalability but in a limited context. Designed with smaller organizations in
mind, it can handle a moderate increase in user numbers and assets. However, its features are not as
comprehensive as some of the other tools, which might lead to a point where it no longer satisfies
the requirements of a growing enterprise. While it offers some API functionalities for integration,
the capabilities are somewhat restricted, which can limit its applicability in complex IT

environments.

SAP GRC scores highly on scalability. The suite is designed to accommodate the needs of both
small and large organizations. Whether you're running a small business with minimal compliance
requirements or a large enterprise with a complex governance structure, SAP GRC can adapt to your
specific needs. Moreover, it can easily integrate with other SAP products and even non-SAP

systems, providing a scalable solution for organizations at different stages of growth.
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5.2.2.2 Features

In the landscape of risk management tools, the range of features offered can significantly
influence an organization's ability to manage and mitigate risks effectively. In this context, we find
that Microsoft Security Assessment Tool 4.0 (MSAT) offers essential functionalities like basic risk
assessment templates and rudimentary vulnerability scanning. While it does provide a foundational
level of security assessment reporting, MSAT's features are not as comprehensive as some other
tools available in the market. For instance, it lacks advanced customization options in reporting and

has a limited scope in compliance tracking.

In contrast, CORAS emerges as a more feature-rich tool designed for comprehensive risk
management. It enables advanced risk modeling and real-time monitoring of risks, setting it apart
from basic tools like MSAT. Additionally, CORAS provides extensive reporting capabilities that
can be customized for various stakeholders. Its ability to integrate with other tools via robust APIs
also makes it a scalable solution for larger enterprises. Moreover, it has a comprehensive compliance
tracking system, supporting multiple standards and making it ideal for organizations that need to

adhere to various regulatory requirements.

SimpleRisk, on the other hand, offers a simplified approach aimed primarily at small to medium-
sized enterprises (SMEs). Though it covers basic risk assessment functionalities, the tool does not
allow for much customization. The reporting capabilities, while serviceable, are basic and best
suited for smaller organizations with less complex needs. The interface is user-friendly, making it
accessible for teams with limited technical expertise, but its compliance tracking features are

relatively rudimentary.

Finally, the feature set of SAP GRC is comprehensive, covering everything from Audit
Management to Cybersecurity. Its modular design allows organizations to choose the features they
need, which can be integrated smoothly into the existing IT landscape. The availability of advanced
features like automated process control and risk mitigation tools makes it a standout option for

comprehensive governance, risk, and compliance management.

5.2.2.3 User-Friendliness

The user-friendliness of a risk management tool is often a crucial factor that influences its
adoption and effectiveness within an organization. In the realm of the tools under discussion,
Microsoft Security Assessment Tool 4.0 (MSAT) offers a straightforward interface but might
require some initial training for complete mastery. The tool comes with built-in templates and a

relatively easy-to-navigate dashboard, but the usability ends there. Complex tasks can become
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cumbersome due to the lack of intuitive design elements, making it a mixed bag in terms of user-

friendliness.

CORAS, by contrast, places a strong emphasis on user experience. It features an intuitive
interface that is easy to navigate, even for individuals who are not experts in risk management. With
drag-and-drop functionalities and a host of templates, CORAS makes it simple for users to perform
complex risk assessments and modeling tasks. This user-centered design makes it a highly
accessible tool, cutting down on the training time and costs typically required to bring staff up to

speed.

SimpleRisk lives up to its name by offering a user-friendly, simplified interface aimed
specifically at smaller organizations with fewer technical resources. Its straightforward layout and
guided processes make it extremely easy for users to execute basic risk assessments and generate
reports. However, this simplicity comes at the expense of more advanced features, which may limit

its usability for more experienced risk managers.

While SAP GRC offers a plethora of advanced features, user experience can sometimes suffer
due to its complexity. However, for users familiar with SAP's ecosystem, the user interface can be
quite intuitive. Also, given its enterprise-level capabilities, some degree of complexity is to be
expected. Overall, SAP offers training and support to help users get acclimated, making it
reasonably user-friendly for its target audience.

5.2.2.4 Alignment with Compliance Requirements

The alignment of a risk management tool with compliance requirements is an essential aspect
that organizations must consider, especially those bound by legal and regulatory obligations.
Microsoft Security Assessment Tool 4.0 (MSAT) offers basic functionalities that assist in meeting
some general compliance standards. However, it does not offer specific modules or features tailored
to individual compliance frameworks like GDPR, HIPAA, or PCI-DSS, potentially requiring

additional tools or customization for full compliance.

In contrast, CORAS provides in-depth features specifically designed to align with various
compliance requirements. Its library includes templates and workflows that are modeled after
regulatory frameworks such as GDPR and Hopland FISMA. This ensures that risk assessments are
compliant with current legal guidelines, making CORAS a strong choice for organizations that need

to maintain stringent compliance standards.

SimpleRisk, while user-friendly, has limited built-in compliance capabilities. Although it offers

generic tools for risk assessment that can be manually tailored to meet specific regulations, it doesn't
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offer predefined compliance modules. Organizations looking for out-of-the-box compliance

solutions may find SimpleRisk lacking in this aspect.

As for SAP GRC, one of the primary strengths of the tool is its strong alignment with compliance
requirements. It offers specialized modules for different kinds of audits, compliance reporting, and
policy management. Whether your organization needs to comply with local laws or international
standards, SAP GRC offers the features to ensure that compliance is maintained.

5.2.2.5 Resource Optimization

Resource optimization is a crucial consideration when selecting a risk management tool, as
organizations aim to maximize functionality while minimizing costs and resource allocation.
Microsoft Security Assessment Tool 4.0 (MSAT) is lightweight and does not demand significant
computational resources, making it a cost-effective solution for small to medium-sized
organizations. However, the limited features may necessitate supplementary tools, potentially

increasing the overall resource expenditure.

CORAS stands out for its robustness and modularity, allowing organizations to select only the
features they need, thereby optimizing resource utilization. While it demands a moderate level of
computational power, its scalability ensures that resource use can be adjusted in accordance with
organizational growth. Yet, CORAS may require a dedicated team for maintenance and updates,

which could increase the human resource commitment.

SimpleRisk is designed for smaller organizations and requires minimal setup and maintenance.
This low resource requirement makes it ideal for companies with restricted budgets and less
technical manpower. However, the trade-off comes in terms of advanced functionalities, which are

limited in SimpleRisk, possibly requiring additional tools for more complex risk assessment needs.

Implementing SAP GRC can be resource-intensive in terms of both time and cost. However,
once implemented, the suite helps in optimizing various governance and compliance-related
resources by automating routine tasks and providing detailed insights into risk factors. This can
result in long-term savings and operational efficiencies, outweighing the initial implementation

resources required.

5.3 Discussion

Taking into consideration the benefits and drawbacks of each Security Risk Management

framework and tool, a nuanced perspective emerges based on the provided evaluation criteria.
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When examining the scalability of different Security Risk Management frameworks and tools,
there are noticeable distinctions that make each better suited for different types of organizations.
ISO 27005:2022 and NIST SP 800-37 stand out as highly scalable options, capable of being applied
to both small and large organizations. However, this scalability often comes with a level of
complexity and resource intensiveness that may deter smaller organizations with limited resources.
On the contrary, OCTAVE and FAIR provide a more tailored approach, allowing for scalability in
smaller or specialized environments, but they lack the comprehensive nature of ISO and NIST,
potentially making them less suitable for larger organizations seeking an all-encompassing solution.
In terms of tools, SAP GRC offers exceptional scalability, catering to the needs of any size of
organization with its broad focus on governance, risk, and compliance. However, like ISO and
NIST, its comprehensive nature might necessitate considerable resources for effective
implementation. MSAT 4.0 is designed primarily for broader enterprise risk assessments and, while
scalable in that context, might not be the best fit for smaller or specialized organizations. CORAS,
though highly scalable, introduces the caveat of requiring specialized expertise in model-driven
security, making it less accessible for smaller organizations or those without the necessary expertise.
SimpleRisk, however, provides a straightforward solution that is easily scalable, especially for
smaller organizations or those looking to implement a risk management tool without a steep learning

curve or resource commitment.

When evaluated based on features, each framework and tool in the landscape of Security Risk
Management offers something unique, catering to different organizational needs and preferences.
NIST SP 800-37 stands out for its modular design, which allows organizations to adjust their risk
management strategies as requirements change or new vulnerabilities emerge. This modularity can
be a significant advantage for organizations that need a framework adaptable to change. 1SO
27005:2022 is also feature-rich but could be considered overwhelming due to its exhaustive list of
elements to consider for information security risk management. Its robustness is its strength but
could also serve as a limitation for organizations looking for a less comprehensive solution. In the
realm of tools, SAP GRC offers a wide array of features, from risk analytics to compliance
monitoring, making it a complete solution platform for organizations' governance, risk, and
compliance needs. However, its exhaustive feature set, like that of 1SO 27005:2022, can be
overwhelming for some organizations, especially those without a dedicated GRC team. MSAT 4.0
offers powerful reporting capabilities but lacks some of the specialized risk modelling
functionalities that a tool like CORAS provides. CORAS distinguishes itself with a unique visual

language for threat and risk modelling, making it an excellent tool for organizations that prefer
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model-based risk assessments. SimpleRisk, on the other hand, offers a balanced feature set suitable
for organizations that require straightforward risk assessment capabilities without the complexity

that comes with more feature-rich tools.

The user-friendliness of a Security Risk Management framework or tool is often a critical factor
for organizations, as it directly impacts the learning curve and the efficiency of implementing risk
management processes. When it comes to frameworks, NIST SP 800-37 offers extensive guidelines
and resources, but these can be daunting for newcomers or smaller teams who may find the depth
of the documentation overwhelming. ISO 27005:2022, while globally recognized, also suffers from
a similar challenge, which requires a certain level of expertise to navigate its comprehensive
guidelines effectively. Turning our attention to tools, SAP GRC is powerful but can be complex,
often requiring specialized training or even a dedicated team to manage its suite of features. This
could be a drawback for smaller organizations or those without a dedicated GRC unit. MSAT 4.0,
while robust in features, offers a more user-friendly interface compared to SAP GRC, making it
accessible for teams with varying levels of expertise. CORAS is highly specialized and its model-
based approach requires a significant level of expertise in model-driven security. SimpleRisk
provides a user-friendly experience for those who need straightforward risk management

capabilities without the complexities often associated with more comprehensive tools.

Compliance alignment is a key consideration for organizations when selecting a Security Risk
Management framework or tool, especially when they are subject to various industry regulations or
standards. In this regard, ISO 27005:2022 and NIST SP 800-37 are often seen as the gold standards.
They are widely accepted frameworks that align well with various international and national
regulations, making them top choices for organizations that need to demonstrate compliance
rigorously. However, their extensive nature can be seen as both a boon and a bane. They provide
comprehensive compliance roadmaps but also necessitate a high level of commitment and resource
allocation to ensure full compliance. On the tools side, SAP GRC excels in the compliance category,
offering robust capabilities to align with numerous compliance requirements and standards. This
makes it a preferable option for larger enterprises with complex compliance landscapes. MSAT 4.0,
while comprehensive, does not offer as many built-in compliance features as SAP GRC but is highly
configurable to align with various regulatory needs. CORAS, on the other hand, is more specialized
and may require additional configuration to fully meet compliance standards. SimpleRisk, while not
as feature-rich in the compliance department, offers basic functionalities that can be tailored to meet

the compliance needs of smaller organizations or specific projects.

Sampanis I. Spiridon, University of West Attica, Dept. of Informatics and Computer Engineering 63



Master Thesis: Analysis of framework methods and software tools for information security risk management

Finally, the efficient use of resources is a critical factor for organizations in selecting a Security
Risk Management framework or tool, as both time and financial constraints play a significant role
in the success of any risk management program. In terms of frameworks, 1SO 27005:2022 often
requires a significant commitment of both time and skilled personnel to implement effectively, given
its comprehensive and globally recognized nature. It can be resource-intensive, especially for
smaller organizations. NIST SP 800-37, while also robust, offers a modular approach that can be
somewhat less taxing on resources if applied strategically. OCTAVE and FAIR, being more
specialized, can often be implemented more quickly but may require expertise in specific areas,
such as data analytics for FAIR, that could necessitate specialized training or consultants. When it
comes to tools, SAP GRC is an enterprise-level solution that offers a host of functionalities but often
at a premium price point and with a steep learning curve. It's well-suited for larger organizations
that have the budget and personnel to make the most of its capabilities. MSAT 4.0, while extensive,
can also be resource-intensive when it comes to customization and alignment with specific
compliance standards. CORAS, with its model-based approach, requires expertise in model-driven
security, which might necessitate additional training or the hiring of specialists. SimpleRisk,
however, offers a simpler, more straightforward solution that can be effective for smaller
organizations or individual departments, thereby requiring fewer resources for both implementation

and ongoing management.

In conclusion, the choice of risk management frameworks and tools is highly contextual and
must be tailored to the organization's specific needs, goals and constraints. Organizations must
balance the scales of scalability, feature richness, user-friendliness, compliance alignment, and
resource optimization in making their selections. Larger, more resource-rich organizations may
gravitate toward 1SO 27005:2022, NIST SP 800-37, or SAP GRC. In contrast, smaller or more
specialized entities may find the tailored approaches of OCTAVE, FAIR, or SimpleRisk more

aligned with their needs.

The landscape of information security risk management is not static and as such, a periodic
reassessment of the chosen frameworks and tools effectiveness and relevance is essential for
maintaining robust security postures. Therefore, organizations should not only consider the
immediate benefits and limitations but also the long-term viability and adaptability of their selected
framework. The best tool for any given organization will depend on a complex array of factors
including the size of the organization, the expertise of its staff, its specific security needs and the
regulatory landscape it operates. As with frameworks, the dynamic nature of the cybersecurity
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landscape means that ongoing assessment and adjustment are necessary to ensure that the selected

tool remains optimal for an organization's evolving needs.
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Conclusion and Recommendations

6.1 Summary of Findings

This research conducted an in-depth examination of major framework methods and tools
applicable to information security risk management. The core objective was to evaluate their
respective strengths, limitations and suitability for varied organizational contexts through a robust
comparative analysis. The findings reveal that while all the analyzed frameworks and tools offer
value, each has distinct characteristics that make them preferable based on an organization's size,

sector, risk landscape and resource constraints.

In terms of frameworks, 1SO 27005:2022 and NIST SP 800-37 stand out for their comprehensive
coverage of risk management processes based on internationally recognized standards. However,
this same extensive scope also makes them potentially overwhelming, especially for smaller entities.
OCTAVE's emphasis on organizational risk provides an alternative tailored for internal
collaboration, but isn't as extensive on the technical aspects. FAIR's quantitative data-driven

approach is unmatched but calls for statistical expertise.

Among the tools, SAP GRC leads in enterprise-grade integration, automation and compliance
capabilities. Yet these advanced functionalities result in complexity that may warrant dedicated
personnel. MSAT 4.0 excels in assessment-focused features but has limitations in compliance
alignment and integration. CORAS is exceptional for model-based risk analysis but necessitates

specialized skills and SimpleRisk prioritizes ease-of-use for streamlined risk management.

When evaluated on the metrics of scalability, available features, user-friendliness, compliance
alignment and resource optimization, each framework and tool exhibits areas of strength and
weakness and we can conclude that there is no universal optimal choice. ISO 27005:2022 and NIST
SP 800-37 score highly on compliance alignment but are intensive on resources. SAP GRC offers
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gold-standard features but has a steep learning curve. SimpleRisk simplifies the user experience but

lacks advanced capabilities.

Moreover, the changing cyber risk landscape means frameworks and tools must evolve
continually to remain effective. The research highlights that organizations must weigh these criteria
based on their unique priorities, constraints and risk environments when selecting frameworks and
tools. Regular re-evaluations are key to ensure the selections remain optimally aligned. By
combining diligent assessments with a clear focus on strategic needs, organizations can leverage the
most suitable framework and tools for their specific context. This research provides a robust basis

for making such risk management decisions through its comparative analysis.

6.2 Recommendations

When selecting information security risk management frameworks and tools, organizations must
engage in a holistic evaluation process weighing multiple criteria of relevance to their specific
context. For large enterprises with extensive resources and complex operations, the unparalleled
comprehensiveness of 1ISO 27005:2022, NIST SP 800-37 and SAP GRC offer the strategic maturity
to manage risks with rigor based on globally recognized standards. However, their sophistication
necessitates investments in personnel and systems to extract their full value. Small and medium-
sized companies often benefit from streamlined solutions like OCTAVE, FAIR and SimpleRisk that
simplify training and implementation while providing essential risk management capabilities.
Highly regulated sectors such as finance and healthcare, where compliance is paramount, should
give priority to frameworks and tools with robust alignment to their specific regulatory environment,
making I1SO 27005:2022, NIST SP 800-37 and SAP GRC strong choices. For fast-paced industries
where agility and adaptability are critical, modular solutions like NIST SP 800-37 and CORAS

allow adjustment as threats and regulations evolve.

An organization's existing resources, expertise and technologies also guide appropriate tool
selection, with firms possessing complex IT systems and data environments favoring tools like SAP
GRC and CORAS for their integration and customization abilities. However, those lacking
specialized skills may find options like SimpleRisk more accessible. Regardless of organizational
characteristics, integrating periodic re-evaluation of selected frameworks and tools is essential,
given the constantly evolving threat landscape. By taking a strategic approach that objectively
balances organizational priorities against solution sophistication, entities can determine optimal

frameworks and tools for their unique risk profile and resources. This research offers a foundation
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to guide such informed decisions through robust, criteria-based comparative analysis of widely used

information security risk management frameworks and tools.

6.3 Limitations and Future Expansion

While the research presented a comprehensive analysis of major information security risk
management frameworks and tools, certain limitations provide avenues for future exploration.
Firstly, the scope encompassed only select prominent frameworks and tools, excluding newer or
more specialized solutions that may offer alternative capabilities. With the continuous evolution of
the domain, more frameworks and tools can emerge warranting evaluation. Secondly, the optimality
of frameworks and tools can vary based on specific organizational risk profiles, threat environments,
regulatory landscapes and business objectives. Additional real-world case studies across different
industries could provide further context-specific insights. Thirdly, the rapidly evolving nature of
cyber threats necessitates regular re-evaluation of existing frameworks and tools to assess alignment
with emerging risks. Longitudinal studies can illuminate how the threat landscape has changed and

correspondingly how frameworks and tools have adapted.

As technologies like cloud computing, mobile devices and 10T become ubiquitous, new attack
vectors and information security paradigms may develop that call for different risk management
approaches. By expanding assessments to encompass innovations in frameworks, tools and
organizational contexts, future research can provide wider perspectives. Developing evaluation
metrics tailored to emerging technologies could also highlight new selection criteria beyond
traditional considerations. Overall, treating risk management selection as a dynamic decision
process rather than a one-time event can keep organizations optimally equipped. This study offers
a robust foundation, but the changing cyber risk environment warrants ongoing research to guide
the application of appropriate frameworks and tools as threats, technologies and business objectives

transform.
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