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Aképa Ba BeAa va euxaplioTAOW TNV OIKOYEVEIA JOU VIO TN CUNTTAPAcTaon KATA TN

OIApKEIO TWV OTTOUdWV HOU.
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ABSTRACT

The shift to digital technologies has created a pressing need for new methods of
control and management across academic, business, and banking sectors. This
thesis focuses on the design and development of a distributed control system that
addresses key concerns like security, efficiency, and flexibility in these diverse fields.

The primary objective of this research is to build a control framework tailored to the
specific operational needs of universities, businesses, and banks. By doing so, it
aims to improve process efficiency, safeguard data, and enhance the overall
management of resources.

The system architecture incorporates modern tools such as AWS for cloud
infrastructure, Spring for backend development, Angular for the frontend, Terraform
for infrastructure automation, and Docker for containerization. Together, these
technologies enable a scalable and secure system, suitable for the demands of
today’s digital landscape.

Ultimately, the development of this advanced distributed control system is a critical
step toward enhancing functionality, security, and sustainability in various sectors,

ensuring they remain competitive in the evolving digital age.
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KEDAAAIO 1 Eicaywyn

1.1 Zko1r6G TNG SITTAWMATIKNG EPYATiag

>KOTTOG QUTAG TNG epyaaiag eival 0 oxedIOOUOG KAl N AVvATITUEN €VOG KATAVEUNUEVOU CUCTAUOTOG

eAéyxou, TO OTIOiI0 Ba emTPETTEl OTOUG XPNOTEG va Onuioupyolv, va emmegepydlovial Kal va

dlayelpiCovral dIaPOoPETIKOUG TUTTOUG OpPXEIWV HETW £vog dIadikTuakou TTepIBaAAovTog. To ouoTnua Ba

AEITOUPYEI XWPIG TN XPNON TOTTIKNAG EyKATAOTOONG ECEIDIKEUPEVOU AOYIGHIKOU, OTTAITWVTOG POVO éva

TPOYpPOAUUA TTEPINYNONG Kal oUvdeon oOTo OIadiKTUO. AVTIKEINEVO TNG TTAPOUCOS OITTAWUATIKAG

epyaoiag €ivar n avdamTugn €vOog KOTAVEUNMEVOU OUCTAUATOG €Aéyxou xpnoigotroiwvtag AWS

Services, Angular kai Java. ZKoTrog €ival va TTapoucidow pia AUcn, TTou Ogixvel TTWG N GuVOUACHEVN

XProN AUTWV TWV TEXVOAOYIWV UTTOPEI va BEATIWOEI TRV ATTO000N TWV EPAPUOYWVY OE AUTOV TOV TOMEQ

KoBwWG Kal TTwg Ta OIaQOPETIKA epyaleia YAWOOEG TTpOypaUUATIONOU Services KTA. fonBouv otnv

avamTur, KaBwg Kal TN XPron KOTAVEUNHEVWY CUCTNUATWY EAEYXOU Ooav EPYOAEIo TNV KaBNUEPIVN

gpyaoia.

BApara YAotroinong Tou ZuoTAMATOG

AvdAuon TexvoAoyiwv ZuoTiuarog:

o MeAeTAue KOl KATAYPAPOUNE TIG TEXVOAOYIEG CUOTHUATOG, VIO VO KOTAVONOOUUE TIG UTTAPYXOUCEG
AJoeig kal TIg SuUVATOTNTEG, TTOU TTPOCPEPOUV.

AvdAuon Amraitioswyv Xpnorwv:

o  JUM\éyoupe Kal avaoAUOUpE TIG ATTAITACEIS TWV XPNOTWV, yia va KaBopiooupe TIG BACIKEG Kal
TTPOCOETEG AEITOUPYIEG, TTOU TTPETTEI VA UTTOOTNPICEI TO OUCTNUA.

Zxe01a0UOC APXITEKTOVIKNG ZUCTIATOG!

o  >xeOIACOUNE TNV APXITEKTOVIKI) TOU CUCTAMOTOG, CUMTIEPIAGUBAVOVTAG TO KOTAVEUNKEVA OTOIXEIQ,
TIG OIOOUVOEDEIG TOUG KAl T TIPWTOKOAAA ETTIKOIVWVIOG.

Zxed1aouo¢ OBovwv ZuoTHUATOS:

o Anuioupyoupe kai oxedidfoupue TIG dieTTagég xprnotn (Ul), diacpaAifovrag OTI n e@apuoyn €ivai
elxpnoTn kai Aeimoupyiki. T TNV avdamTuén Tou OuoTAPOTOG, Ba  Xpnolyotroindei n
avTiKeIyevoaTpa®r peBodoloyia avarruéng Aoyiopikou kai 6a dnuioupynBouv UML diaypdupara
yla TNV avaAuon Kal TEKPUNPiwaon TNG EQapUOoYiG.

Emiong, Ba e€eTaoTei n xprion TEXVOAOYIWV yia TNV UTTOCTAPIEN TNG KATAVEUNKEVNG APXITEKTOVIKNG. To

oUoTnun Tou Ba avatrTuxBei Ba Asitoupyei dladIKTuakd yia Tn dnuioupyia kal dlaxeipion apxeiwv Kal

Ox1 uovo. Av Kal n apxlkn ékdoon Tou epyoAeciou Ba €xel TTEPIOPICUEVO aPIBUO  AEITOUPYIKWV

ATTAITAOEWY AOYW TOU TTEPIOPICUEVOU XPOVOU avaTITUENG, Ba TTapéxel TIG BACIKEG dUVATOTNTEG TTOU

atrairoUvTal yia TNV amoBrkeuon Kal emeéepyacia apyeiwv kabwg kal Ta BacIKG yia emmegepyaaia

XPNoTn. 210 héEAAOV, TO oUCTNUO UTTOPED va €TTeKTaBEl e TTPOCBETA OTOIXKEIQ YVIa TNV €vioxuon Twv

Agitoupyiwv Tou. O1 xpAOTEG Ye ouvdean oTo d1adikTuo Ba £xouv Tn duvardTnTa va XPNOIMOTTOICOoUY

TNV €QAPUOYN, va dNUIoUPYyrRoouV Aoyapliaououg Kal va dlaxelpiCovral Ta apxeia Toug PEOw Tou

ouoTtrpatog. EmimmAéov, Ba umrdpxel évag SIaXEIPIOTAG UTTEUBUVOG yia TNV KaAr Agitoupyia Tng

EQAPUOYAG, TNV UTTOCTAPIEN TWV XPNOTWV Kal TNV TIAPAPETPOTIOINGN Twv OUVOTOTATWY TOU

OUCTANATOG.
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KepdAaio 2 Katavepunuéva cuoTAMATa EAEYXOU

2.1 loTtopik avadpopn KATAVEUNMEVA CUCTHHATA EAEYXOU

Ta un karavepnuéva cuoTAPATA EAEYXOU £XOUV IO HOKPG KAl ONUAVTIKY I0TOPIA, ATTOTEAWVTAG TN
Bdaon yia Tn diaxeipion Kal Tov EAeyx0o OeDOUEVWYV Kal AEITOUPYIWV O€ TTOAOUG TOUEIG.

Mpwiua Xpovia: 1940s-1950s

10 TTPWTA XPOVvIa TNG UNXavoypdenaong, Ta cuoThAuaTa eAEyxou fTav atrAd kal BacifovTav Kupiwg o€
MNXQVIKOUG Kal NAEKTPOUNXAVIKOUG UTTOAOYIOTEG. O UTTOAOYIOTEG €KEIVNG TNG ETTOXNG NATAV TEPATTIOIN
Kal eEAIPETIKA aKpIPBoi, pe TrepIopIopéveG duvaToTNTEG. O £Agyx0g Kal n dlaxeipion dedopévwy yivoTav
ATTOKAEIOTIKA 1T £vav KEVTPIKO UTTOAOYIOTH], TTOU OUVTOVIZE TA TTAVTA.

H Eugadvion twv Mainframe YmoAoyiorwyv: 1960s-1970s

Me Tnv avdmtu¢n Twv mainframe UTTOAOYIOTWY, Ta KEVTPIKA CUCTAUOTA EAEYXOU EYIVAV TTIO IOXUPG.
Autd Ta cuoTAuarta ptropoucav TTAéov va dlaxelpiCovial PEYAAUTEPOUG GYKOUG DEBOPEVWV Kal TTIO
TTOAUTTAOKEG  dladikaoieg. Ta mainframes kuplapxoUoav OTIG HEYAAEG ETTIXEIPAOEIS KAl TOUG
KUBEPVNTIKOUG OpyavioHOUG, TTAPEXOVTAG £vavV KEVTPIKO TPOTTO €AéyXOoU OAwv Twv O£DOPEVWV Kal
AgIToupyIwV.

H Avodog rwv Mii YroAoyioTwyv kai tng Aiktowaong: 1970s-1980s

H éAeuon Twv mini UTTOAOYIOTWYV £QEPE ETTAVACTACN OTOV TPAOTTO, TTOU AEITOUPYOUCAV Ol ETTIXEIPATEIG.
MA€ov, Kal MIKPOTEPEG ETTIXEIPAOEIG UTTOPOUCOV VO UIOBETAOOUV KEVTPIKA CUCTAPOTO €AEYXOU.
MapdAAnAa, n dikTOWON TwV UTTOAOYIOTWY ApXIoE va dIadideTal, aAANG 0 EAeYXOG TTAPEPEVE KEVTPIKOG.
AuTth) TNV TTEPIOBO, N AUTOUATOTTOINCN HECW KEVTPIKWY CUCTAUATWY EAEYXOU EYIVE KOIVOG TOTTOG, E1DIKA
O€ TOMEIG OTTWG N TTAPAYWYN KAl Ol TNAETTIKOIVWVIEG.

O1 MNMpoowmikoi YmoAoyiorég kai n Client-Server Apxitekrovikn: 1980s-1990s

Me Tnv €EATTAWON TWV TTPOCWTTIKWY UTTOAOYIOTWYV Kal TNV avaTITugn TnNG apXITEKTOVIKNAG client-server,
TA PN KATavepnuéva ouoThApaTta eAéyxou Trépacav o€ éva vEo OTAdIO. Twpa, O KEVTPIKOG EAEYXOG
MTTOpOUCE va oUVOUAOTEI PE ATTOKEVTPWHEVOUG TTEAGTEG (clients), aAAG n kevipikA BAon dedopévwv
e¢akoAouBouoe va eivalr To €Tikevipo Tou cuoThuatog. Or eTaipeieg ouvéxioav va PBacifovrial o€
KEVTPIKA CUCTAUATA Yia TNV ao@AAEIa Kal Tn dlaxEipion Twv deBOPEVWV TOUG.

Aiadikruo kar ¥Yneiakog Meraoxnuariouog: 1990s-2000s

H e€amAwaon tou Aiadiktiou GAAage To TTaiyvidl. O1 KEVTPIKEG UTTOOOUEG EAEYXOU EyIvav OKOUO TTIO
ONPAVTIKEG, €IBIKA YIA TOV XEIPIOUO WNOIOKWY UTTNPECIWY OTTWG O1 TPATTEQITIKEG CUVOAAQYEG KAl TO
NAEKTPOVIKO eutTOpio. Ta cuoTAUATa auTd ETTPETTE Va €ival o€ BEan va OlaxXeIPIGTOUV YEYAAUTEPO OYKO
0edOoPEVWV Kal VO TIPOCPEPOUV auEnuévn dIaBecIIOTNTA KAl A0PAAEIQ.

2uyxpovn Emoxn kai n MeraBaon ora Karaveunuéva Zuoriuara: 2000s-onuspa

MapéAo TTOU Ta KEVTPIKA CUCTAMOTO €AEYXOU TTAPAMNEVOUV GNUAVTIKA, N auéavopevn avaykn yia
QAvOEKTIKOTNTA, AC@AAEIQ KAl ATTOKEVTPWOT OOMYNOE OTNV AVATITUEN KATAVEUNUEVWY ouaTnuaTwy. Ol
OUYXPOVEG QPXITEKTOVIKEG, OTTwG To cloud computing kai 1o blockchain, TTpoo@épouv Auoelg, TTou
EeTepvolv TOUG TTEPIOPIOUOUG TWV TTAPASOCIOKWY KN KATAVEUNUEVWY CUCTNHATWV.

Ta pn Karavepnuéva ouoTAPOTO €AEyXou €xouv Traigel kabBopioTikd poAo otnv avdamTuén Tng
TTANPOYOPIKAG Kal TG unxavoypdenong. MapdT n Tdon Kiveital TTpog Ta KATAVEUNUEVA CUCTHUATA, Td
KEVTPIKA CUCTANATA TTAPAPEVOUV Kpiolua o€ TTOANOUG TOUEIG, 1I81aiTEPA EKET OTTOU N KEVTPIKK dIAXEipIoN
Kal 0 €AEYXOG gival atrapaiTnTol.
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2.2 NaTi TPETTEl va TTPOTIMNOEI EVA KATAVEMNHUEVO OCUOCTNHA EAEYXOU

‘Eva katavepnuévo auoTnua eAEyxou PTTOPEl va TTPOTIPNBED yia TTOAAOUG onuavTikoug Adyoug, 18iwg
oe TepIBAAAovTa OTTOU o1 aTraITAoEIS dlaxEipIong eyypa@wy Kal dedopévwy eival uynAég. Edw eival
MEPIKOI aTTO TOUG KUPIOUG AGYOUG TToU KABIoTOUV TTIBUUNTY TNV TTPOTIUNGN VOGS TETOIOU CUGTAUATOG!
KAiuakwaon kai EveAidia:

Ta karavepnuéva CUCTAPOTA PTTOPOUV va KAIJOKWYOVTAl EUKOAQ yia va KOAUWOUV TIG Au§avOuEVEG
avaykeg TNG eTIXeipnong. M1mopouv va TpooTeBouv vEéol TTOPOI (OTTWG SErvers) Xwpig va TTNPEACTEN N
OUVOAIKT] a1Téd00N TOU CUGTHUATOG.

Aéiomoria kai AiaBsoiuornra:

>e TIEPITTITWON TTOU éva TUAPA TOU OUCTAUOTOG OTroTUXEl 1 Ogv €ival DIABETINO, AAAEG TTEPIOXEG
MTTOpOUV va guvexioouv va AegitoupyoUv Kavovik@. Autd BeATIWVEI TNV avOeKTIKOTNTA KAl TN
ouvexICéuevn AeiIroupyia Tou CUCTHHATOG.

AoedAcia:

Me Tnv Katavoun Twv O£SOPEVWV KAl TWV EQAPHOYWYV OE DIAPOPES TOTTOBETIES ) DIAKOUIOTEG, UTTOPEI
va gvioxuBei n ac@aAeia. Ettiong, n ac@dAeia ptropei va BeATIWOE pEow TNG EQAPUOYAS DIAPOPETIKWV
EMITTEdWV EAEyXOU TTPOORACNG KAl KPUTITOYPAPNoNG.

Eéoikovounon Kooroug:

Ta kataveunuéva cUCTAPATA UTTOPOUV va Eival TTIO OIKOVOMIKA aTTodOTIKA, €IDIKA OTAV XENOIUOTTOIoUV
KOIVEG UTTOOONEG i UTTNPETiEG cloud, TTOU PEIWVOUV TNV AVAYKN VIO ONUOVTIKEG ETTEVOUOEIC O€ UAIKO.
Aiaxcipion MeydAou Oykou Asdouévwv:

Eivar 1©davikad yia Tn Olaxeipion PeyGAwv Oykwv OedOPEVWV KAl EYYPAPWY, KABWg PITopouv va
KaTaveUnBouv ae TTOAAOUG servers Kal atroBnKeuTIKOUG XWPOUG.

EukoAlia Zuvepyaoiag:

AlEUKOAUVEI TN ouvepyaoia PETOEU OpadwyY TToU UTTOPEI va BpiokovTal o€ JIQPOPETIKEG YEWYPAPIKEG
ToTro0e0ieg. O1 xproTeg pTTopoUv va cuvepyddovTal Kal va eTTeCepyadovTal £yypaga TauTOXPova atro
OIAPOPETIKA PEPN.

AmroreAsouarikn Aiayeipion Powv Epyaagiag:

Evowparwvel TTponydéva  epyaAsia yia Tn dlAXEipIon KAl AQUTOPATOTIOINCN POWV  £pyaaciag,
BeATILOVOVTAG TNV ATTOTEAECUATIKOTNTA KAl PEIWVOVTAG TNV avBpwTTivn TTapéuBaan.

Evomoinon kai AiaAsitoupyikornra:

Mmopei va evowpoTwBei Pe AAEG e@appoyéG Kal cuoTAuara, OIEUKOAUvovTag Tnv dlaxeipion
Oedopévwy O€ TTOIKINIO TTAATQOPUWY KOl EQAPUOYWV.

Avae@opd Kai ZTarioTIKA:

Mapéxel IoxUpEG duvaTdTNTEG avagopag Kai avaAuong, Bonbwvtag aoTnv TTapakoAoudnon Tng xperong
TWV gyYPAPWY Kal TwV dIadIKACIWV.

Avdkrnon amé Karaorpoen:

2 TTEPITITWON KATAOTPOPNAG i aTTWAEIAG SEDOUEVWV, N KATAVOUN TwV OEOOUEVWV OE DIAPOPETIKES
TOoTT00€0ieg UTTOPEI VO SIEUKOAUVEI TNV AVAKTNOT KOl TNV GTTOKATAoTOooN.

H trpoTtignon evég kataveunuévou CUOTAPATOG €AEyXOU Eival ouxvAa ATTOTEAEOUA TNG AvAyKng yia
uynAn d1aBeoipudtnTa, ac@daAeia Kal euehigia, €dIka o€ TTEPIBAAAOVTO PE OUVOETEG ATTAITHOEIG
dlaxeipiong dedouévy.
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2.3 AnpO@IAEIG UTTAPXOUCEG EQUPMOYES

Opiopéveg dNUOYIAEIG €QaPPOYES KAl TTAQTQOPUEG, TTOU XPNOIKOTIOIOUV KATAVEUNUEVO CUCTAMOTA
eAéyxou TrepIAauBavouv epyaAeia yia Tn dlaxeipion eyypdewy, Tnv TTapakoAouBnon kal Tov €AeyX0
€kdOOEWV. Edw cival pepikd rapadeiypara:

Microsoft SharePoint

Mepiypagn: 'Eva oAokAnpwpévo ouoTnua SlaxEipIong TTEPIEXOUEVOU KOl OUVEPYAOIAG, TTOU ETTITPETTE
TNV a1ToBRKeUan, TNV opydAvwaon Kal TNV KOIvVh XpAon eyypdewv Kal O0edouévwy C€ KaTtaveunuéva
mepIBAAAovTa.

XapakTnploTIKA: Alaxeipion eyypadewy, cuvepyacia og TTPAYUATIKO XPOVo, SIOXEIPION POWV Epyaciag,
KOl EVOWMATWON e AAAeG epapuoyég Tou Microsoft 365.

Google Workspace (mpwnv G Suite)

Mepiypan: Mia couita epyalgiwv TTapaywylkoTNTAg, TTou TTEPIAANBAVEI EQAPUOYEG yia Tn OnUIoUpYia,
aT1ToBrKEUON Kal CUVEPYQTia o€ Eyypaga.

XapaktnpioTikd: Google Docs, Sheets, Slides, Drive yia ammoBAkeuon Kal KOIVA Xpron apxeiwy, Kai
IOXUPEG BUVATATNTEG OUVEPYATIAg Kal oXOAIaouoU.

Dropbox Business

Mepiypagpn: YTNpeoia oTToBrKeuong Kal CUYXPOVICHOU OpXEiwv, TTOU TTPOCPEPEl OUVATOTNTEG
OUVEPYAOIag O€ KATAVEUNPEVA CUCTAUATA.

XapaktnpioTikd: Koivr) xpron apxeiwv, diaxeipion dikaiwpdaTtwy TTpoafacng, ouvepyaaia o€ Eyypaga,
Kl EpYOAgia avapopdg.

GitHub

Mepiypaen: MAat@dépua  yia Tnv  TTapakoAouBnon kai  Olaxeipion KwoIKa, Trnyaiou  KWOIKa,
XPNOIYOTTOIWVTAG £va oUOTNHA EAEyXOU EKOOOEWY KATAVEUNUEVOU TUTTOU.

XapakTnploTiKA:  Alaxeipion €kdO0ewyv, TTapakoAolBnon aAAaywyv, OCuyXwveuon Kwdika, Kal
OUVEPYOOia O€ TTPOYPOUMATIOTIKA £pya.

GitLab

Mepiypaen: MAat@épua, Tou TTapéxel duvatoTNTEG EAEYXOU EKBOCEWYV, CUVEXICOUEVNS OAOKARPWONG
Kal avamTuéng, Kal CUVEPYAOiag.

XapaktnpioTikd: Evowpatwuévo ocuotnua eAéyxou ekddoewv, CI/CD (Zuvexng OAokAApwon Kal
>uvexng AvaTrtuén), kai diaxeipion £pywv.

Confluence

Mepiypagn: EpyaAeio ouvepyaoiag kal dlaxeipiong TTEPIEXOMEVOU, TTOU ETTITPETTEI TN dnuioupyia Kai
opydavwon eyypaewy Kal ONUEIWOEWY O€ OPADEG.

XapakTnploTiKA: Anuioupyia oelidwyv, ouvepyaoia o€ £yypa@a, eVOWUATWON PeE AAAEG TTAATQOPUEG,
Kai dlaxeipion TTEPIEXOUEVOU.

Alfresco

Mepiypagry: XUoTnUa dIAXEIPIONG TTEPIEXOUEVOU KAl ETTIXEIPNOIAKNG dIadIKOTIag, TTOU TTPOCQEPEI
AJoeig yia Tn dlaxeipion eyypa@wy Kal TTEPIEXOUEVOU.

XapaktnpioTikG:  AtroBrkeuon eyypdowy, Olaxeipion powv epyaciag, €AEyxog ekdOOEwWV, Kal

ouvepyaaia.
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AuTd Ta epyalcia kal TTAATQOPUESG XPNOIMOTTOIOUV KATAVEUNUEVA CUCTHUATA, YIO VO TTOPEXOUV I0XUPEG
Nioeig  dlaxeipiong  eyypdowy, ouvepyaoiag Kal  €Aéyxou  eKBOOEWYV, eviOXUOVTOG  TnV

QTTOTEAECUATIKOTNTA KaI TNV TTApAywYIKOTNTA O€ dId@opa eTTayyeAUOTIKA TTEPIBAAAOVTAQ.
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KepdaAaio 3 TexvoAoyieg Karavepunuévwy
2UCTNHATWYV

3.1 Zuyxpoveg E&eAieig oTig TexvoAoyieg KaTtaveunpévwy ZuoTnudaTwy

H TexvoAoyieg TwV KATaveRNUEVWY CUCTNUATWY £XOUV UTTOOTEI ONUAVTIKR €EEAIEN YE TNV TTGPOSO TwWV
XPOVWwv. ATIO TIG TTPWTEG KAIVOTOWiEG, TTou €Becav Ta BepéAia QUTWV TwV CUCTNUATWYV,EWG TIG
ouyxpoveg AUGEIG, TTOU TTPOCAPUOLoVTal OTIG AVAYKEG TOU ONUEPIVOU KOTUOU. AG £EETAOOUNE HEPIKEG
atrd TIG BACIKEG TEXVOAOYIEG TOU TTAPEABOVTOG Kal TTWG £XOUV avTIKATaoTaBE 1] e§eAixBei onuepa.

DCE (Distributed Computing Environment): To DCE utmpée pia ammé Tig TpwT1eg TTPOCTTABEIES YIa
TNV avamTuén Katavepnuévwy e@apuoywv. Mapeixe epyaleia yia Tn dlaxeipion €TMKoIVWYIog Kal
OUYXPOVIOWOU METAEU OIa@OPETIKWY CUCTNUATWY. TIPAYUATOTTOIEITAl PE TEXVOAOyieg OTTWG Ta
Microservices kai To Docker, TTou TTpOC@EPOUV EYAAUTEPN EUEAIEIO KOl ATTOTEAETUATIKOTNTA.

DNS (Domain Name System): To DNS e¢ivai kpioiyo yia Tn Aemoupyia Tou AiadiKTUou, KaBwg
METATPETTEl TO OVvOUaTA TOPEwY o€ [P d1euBivaoelg, emTPETTOVTAG TNV TTAONYNON KAl TNV ETTIKOIVWVIa
oT1o Aladiktuo. Evw To DNS Trapapével apetadBAnto otn Bacikr Tou Asitoupyia, vEeg eCeAICeIS OTTWG TO
DNS over HTTPS (DoH) €xouv mpooTeBei yia Tnv evioxuon Tng ao@AA£Iag Twv OIadIKTUAKWY
aITNUATWV.

X.500: To X.500 ATav £va TTPWTOTUTTO YIa UTTNPETIEG KATOAGYOU, TTOU OIEUKOAUVE TNV aTToBrKEUCN Kal
avagnTnaon TTANPOYOoPIWY XPNOTWY G€ Katavepnuéva ocuoTipaTa. To X.500 £xel avrikataoTaBei TTAéov
até 1o LDAP (Lightweight Directory Access Protocol), TTou Tpoc@épel pia 1o eAa@pid Kal atrodoTIKN
Adon.

NDS (Novell Directory Services): To NDS amo 1 Novell Tipée éva Baoikd epyaAeio yia Tn
dlayeipion xpnoTwv kal Topwv e diktua. QoTtéoo, onuepa, To Active Directory Tng Microsoft €xel
avadeixBei wg N Kupiapxn Auon yia T dlaxeipion KaTaAGywv Kal TTOpwv o€ aUyxpova dikTua.

Active Directory: To Active Directory e€akoAouBei va €ivail pia amréd Tig TTAéov diadedouéveg AUOEIG yia
Tn dlaxeipion diktTuwv Windows. To Azure Active Directory éxel emmekTeivel TIG duvaTdTNTEG TOU OTO
cloud, Tpoo@épovTag AUCEIG yIa EQAPUOYEG KAl UTTNpEaieg TTou Bacifovtal aTo cloud.

NFS (Network File System): To NFS xpnoigoTroigital eupéwg yia TNV KOIVA XPrAon opxeiwv o€
mepIBaAAovTa Unix kai Linux. MapoAo Tmou olyxpoveg AUoeig 6TTwg 1o SMB (Server Message Block)
Kal ol uTrnpeaieg ammobrikeuong oto cloud €xouv dieupuvel Tig duvartdtnTeg, To NFS e€akoAouBei va
TTOPAUEVEI ATTOTEAEOUATIKG KAl EUPEWGS XPNOILMOTTOIOUNEVO.

AFS (Andrew File System): To AFS Tav £&va TTpWTOTTOPIOKO KATAVEUNUEVO GUCTNUA APXEIWY yIa TN
dlayeipion Kal TNV KoIvA XpARon apxeiwv o€ peydAa Siktua. ZAPEPa, ouoTAuaTa 0TTwg To Ceph Kkai To
GlusterFS Trapéxouv Trponyuéva XapakTnPIoTIKA yia KaTaveunuévn amrobrikeucon kal dlaxeipion
OedoNEVWIV.

Java RMI (Remote Method Invocation): To Java RMI emérpemme Tnv kAfon peBOdwv o€
QTTOPOKPUOHEVA avTIKEipeEva o€ TTepIBAAAovTa Java. Zhpepa, Texvoloyieg 6Tmwg Ta RESTful APls kai
gRPC ¢€xouv vyivel TIPOTIMWUEVEG VIO TNV ETMKOIVWVIA HETAEU KATAVEUNUEVWY  CUCTNUATWY,

TTPOCPEPOVTAG HEYOAUTEPN EUEAICIa KOl UTTOOTAPIEN YIA DIGPOPETIKEG YAWOOEG TTPOYPANMATICHOU.
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CORBA (Common Object Request Broker Architecture): To CORBA Trapegixe Tnv emKoivwvia
METAEU QVTIKEINEVWY OE KATAVERNUEVO CUCTAPATA AVECOPTATWG YAWOOOG TTPOYPAUMATIONOU. ZTIG
Mépeg pag, To CORBA €xel avrikataotaBei amd Avceig 6mmwg ta RESTful APIs kai SOAP, TToU
TTPOC@EPOUV TTIO EUENIKTEG KAl OUYXPOVEG ETTIAOYEG YIa TNV ETTIKOIVWVIA JETAEU UTTNPETIWV.

H Topammdvw avaokoTinon UTToypauuiCel Tnv Tropeia €EEMNIENG TwV TEXVOAOYIWV KOTAVEUNHEVWV
ouoTNUATWY, avadelkviovTag TTWG Ol TTOAAIOTEPEG TeEXVOAOYiEG €xOuv €iTe avTikaraoTaBei eite

TIPOCAPHOOTEI yIa va KAAUWOUV TIG OTTAITACEIG TOU GUYXPOVOU Wn@Iakou TTepIBAAAOVTOG.

3.2 H TexvoAoyia Cloud

To cloud computing, pia 18€a TTou Eekivnoe va dlagop@wveTal oTig dekaeTieg Tou '60 kal Tou '70, €xel
eCeAixBei o€ pia atmod TIG MO ONUAVTIKEG TEXVOAOYIKEG €EEAICEIS Twv TeAeuTaiwy dekaeTIwv. O1 TTPWTEG
TTPOCTTIABEIEG yIa TN dnuioupyia SIKTUWV UTTOAOYIOTWY ATAV TO BEPEANIO TTAVW OTO OTIOIO XTIOTNKE N
onMeEPIVA TTPAYUATIKOTATA Tou cloud. QoTéo0, n TpayuaTikh ékpnén oTto cloud computing RPEBe oTa
TEAN TNG dekaeTiag Tou "90 Kal TIG apxég Twv '00s, pe TNV Avodo Tou AIadIKTUOU Kal TNV avATITUEn
WNIAKWY UTTOOOUWV.

H &iadoon Tou cloud computing uttooTnpixBnke ammod 1 paydaia adfnon TnG €upulwVvIKOTNTAG, N
oTToia ETTETPEWE OTIG UTTNPETiES cloud va yivouv TTPOORACIKES aTTO OTTOIOVONTTOTE, OTTOUDNTIOTE KAl
otroladnTroTe oTIyu. H 18éa TG TTApOXAS UTTNPECIWY UTTOAOYIOHOU PHECW QTTOUOKPUOUEVWV Servers,
OTIoU o1 xpnoTeg Oev XpelddeTal va €mmevdUoouv Ot OIKA TOUG UAIKF UuTTtodoun, otrodeixBnke
ETTAVACTATIKH.

H Amazon utmpe TTpwTOTTOPOG 0€ auTdVv ToVv TopEa, 1I0pUovTag To Amazon Web Services (AWS) 1o
2006. H AWS cival onpepa pia atmo Tig Kopu@aieg TTAATQOpES cloud, TTpoo@EpovTag £va eupl GAcHaA
uTTNPECIWY OTTwg Amazon S3 yia atrobrikeuon dedopévwy, Amazon EC2 yia utroAoyioTiKA 10XU Kal
Amazon RDS yia diaxeipion Bdocwv dedopévwy. Me Tnv TTédpodo Tou xpovou, n AWS €xel avamTugel
TEPIOTOTEPEG atrd 200 UTTNPEECiEG TTOU KOAUTITOUV KABE avAykn Twv ETIXEIPHOEWY, a0 avaAuon
OedOMEVWIV PWEXPI TEXVNTH VonuoouUvr.

H payodaia avarruén Tou cloud computing €xel aAAGEEl TOV TPOTTO TTOU 01 ETTIXEIPNOEIG DlaxelpiovTal
TIG UTTOAOYIOTIKEG TOUG UTTOOOMEG. H uloBETnon Tou cloud emTpETTel o€ OpyavIoUoUG va HEIWVOUV TO
KOOTOG, va auédvouv Tnv eueNigia Kal va KAIJAKWVOUV TOUG TTOPOUG TOUG avAAoya HE TIG GVAYKEG TOUG.
EmmAéov, n €€€NIEN Tou cloud ocuveyiCetal, Ye TNV EVOWMPATWON VEWV TEXVOAOYIWV OTTWG n edge
computing, n otroia emTPETTEI TNV €TTECEPYATia Kal a1roBrKkeuon OeDOPEVWY TTIO KOVTA OTnv TINyn
TOUG, QVTIHETWTTICOVTAG TTPORAAATA TTEPIOPIOUEVNG OUVOECIUOTNTAG O€ ATTOPNOKPUOHEVEG TTEPIOXEG.

Mepika amméd Ta aws Services

Amazon S3 (Simple Storage Service):

Mapéxel agiémoTn Kal €MEKTACIKNN aTmoBrikeuon Oedopévwy oTo cloud. O1 xpAOTEG PTTOPOUV Vva
aveBadouv, va attoBnkeUOUV Kal va avaKToUV OTTOIOOATTOTE TTO0O O£DONEVWY ATTO OTTOUSATTIOTE OTOV
koouo. Eivar 1davikd yia apyeia 6TTwg €yypaga, €IkOveG Kal Bivieo, kal utroaTnpidel Tn dnuioupyia

backup kal apxeiwv.
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Amazon EC2 (Elastic Compute Cloud):

Mpoo@épel duvaTdTNTEG UTTOAOYIOTIKNG 10XU0G oTo cloud. Me T xprion EC2, o1 xpAoTeg putmopolv va
Oonuioupyoluv Kal va  dlaxelpiCovTal €IKOVIKEG UNXavéG (instanes) pe OIOQQOPETIKEG ATTAITACEIG
eMeCEPYOTiag KAl PVAPNG, ETITPETTOVTIOG TNV €EKTEAECN EQOPHOYWY Kal TNV €KTEAECN €PYACIWV
UTTOAOYIOHOU Xwpig va XpelddeTal @uoiko hardware.

Amazon RDS (Relational Database Service):

AleUKOAUvVEL TN Onuioupyia, Tn dlaxeipion Kal TNV KAIMAKWON OXECIOKWY PAcewv OeOONEVWY OTOV
cloud. YtooTnpiCel didgopoug TUTTOUG Baccwv dedopévwy, 0TTwg MySQL, PostgreSQL, MariaDB,
Oracle ka1 SQL Server. Me 10 RDS, 01 xproTeg PTTopoUv va €0TIGOOUV OTn Oxediaon Kal Tnv
QAvATITUEN TWV EQAPHOYWYV TOUG, XWPIG va avnauxouv yia Tn ouvtiApnon Tng Baong dedopévwy.
AWS-Lambda:

Emtpétrel TNV ekTEAEON KWOIKA Xwpig va Xpeldletal va dlaxelpieoTte servers. Me to Lambda, ptropeite
VA YPAWETE KAl VO EKTEAECETE KWOIKA O ATTOKPION O yeyovoTta, OTTwG aMayéG oe dedopéva R
AITAUATA aTTO EQPAPUOYEG, KAl TTANPWVETE POVO YIa TOV XPOVO €KTEAEONG Tou KWdIKa oag. Eivai
XPNOIYo yia autopaToTroinon S1adIKacIwyY, avaAUoEIG BESOPEVWV Kal AAAEG AEITOUPYIEG TTOU ATTAITOUV
eueligia.

Security Groups:

AeiroupyoUv wg Teixn poaTaciag (firewalls) yia Ta EC2 instances. Me 1a Security Groups, ITTOPOUUE
va eAéyyxoupe Tnv TTpOCRacn Kai Tnv TMKoIvwvia Jetagu Twy instances kai Tou internet, kaBopifovTag
KOVOVEG TTOU ETTITPETTOUV I atrayopelouv Tn pory dedopévwy avaloya pe Tig IP dieubuvaelg kai Tig
BUpeG.

@ Console Home | Console Hor' X +
2 us-east-1.console.aws.amazon.com/console/home?2region=us-east-1 & Inkognito (8)

s | Q search [Option+s] B 4 © @ ~ I

Gl vec '@ routess 1aM B8] Resource Access Manager @] Cloudwatch (€] API Gateway | £3] CloudTrail  §8| Secrets Manager L‘Qm V8 Aws Auto Scaling @] Storage Gateway @] Simple Notification Service €8 Si e Service | EP| DynamoB 03 1 >
B ®
Console Home .. Reset to defautt layout | oLt
[c]
i Recently visited ino c i icati Create application

1

of
5 us-east-1 (Current Region) ¥ | | Q. Find applice
&

&

@ s 4 | Description v | Region v | Originating account

No applications
Get started by creating an application.

Create application
Go to myApplications

ii Trusted Advisor i i it AWS Health 1o

Document Processing

@z

Eikéva 1 AWS Console
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3.3 H TexvoAoyia Terraform

To Terraform civar éva epyaleio TTou Kavel Tn dlaxeipion TnNg uTTOOOWNG MIOG eTalpEiag(servers,
Network) 1m0 €Uk0OAN Kal autopaTtoTToiNuévn. AvTi va GTAVOUUE XEIpoKivnTa servers, dikTua Kal BACEIg
Oedopévwy, PITTOPEIG va Ta dnuIoupynooupe Ye KWOIKA o€ aTTAd apxeia Kelpévou. Me autdv Tov TpoTTO,
6TV XPEIAOTOUME va OnuIoupyriooupe f va aAAdgoupe 1o Network n Toug servers pag, 1o Terraform
avaAapBaver va To KAVEl QUTOPOTA YIa EJOG.

To Terraform utropel kai AsiToupyei pe TTOAAOUG SIOQOPETIKOUG TTapdyous, 6TTws To AWS, 10 Azure 1
10 Google Cloud, Tpdyya TTou onuaivel OTI PTTOPOUME va OlaxeIpiCoPacTe TIG UTTOOOUEG MG
avegaptnta amd 1o Toio cloud xpnoipotroloupe. MTTopoupe €Tmiong va douAeUoupe g€ TTOAAATTAG
TePIBAAAOVTO Kal va EEPoupe TI exel NdN yiIvel, agoU KABe aAAayn kataypd@eTal oTov KWlka. Eival
TOAU xproigo yiaTi pag  divel Tn duvatotnTa va @TIAEOUPE UTTOOOMEG ypryopd, va KAVOUUE
ETTAVAXPNONMOTTOINCOUNE TWV 1010 Kwdika. ‘ETol, uTTopoupe va e0TIACOUUE OTNV AVATITUEN Tou project

Mag, a@rvovTag TIG TTOAUTTAOKEG TEXVIKEG pUBioEeIG Tou server oTo Terraform.

Mepikd Baoikd oToixeia TTou TTpETTEl va EEpoupe yia To Terraform eivai:

Infrastructure as Code (laC): Me 1o Terraform pmmopoUue va TTEPIYPAWOUE TIG UTTODOUEG PAG OaV
KWOIKA. AUTO POG ETITPETTEI VO SNUIOUPYOUE, VA TPOTTOTTOIOUHE KAl VO AVATTAPAYOUUE TIG UTTODOUEG
MOG €UKOAQ KAl JE GUVETTEIA, XWPIG VA TTPETTEI VO KAVOUUE XEIPOKIVNTEG PUBUICEIG.

Multi-cloud utrooTApiIgn: MtopoUue va dlaxelpIopaoTe UTTOOOUEG O TTOAAOUG cloud TTapdxoug
Tautéxpova, omws 170 AWS, 10 Google Cloud, 10 Azure, aA\d kai o€ TOTKA (On-premises)
ouoTrpata. ‘ETol, €xoupe euehi§ia kal Ogv OECOUEUOUATTE HOVO O€ Evav TTAPOXO.
Avatrapaywyipornra: Kadbe gopd mmou ypd@oupe 1 aAAGfoupe Tov KWOIKA TwV UTTOO0UWY HAG, TO
Terraform avaAhaupdvel va 10 €papuooel pe Tov 010 aKpIBwg TPOTTO. AUuTO pog Bonbd va
atro@eUyoupe AGBN, TTOU PUTTOPE va TTPOKUWOUV HIE XEIPOKIVNTEG PUBITEIG.

Alaxeipion aAAaywv: Me 1o Terraform, pmmropoupe va doUpe Ti ahAayég Ba yivouv oTnv UTTodounA Hag
TPIV TIG Epappbdooupe. ‘ETol, €xoupe TTARPN EAEYXO VIO VO OTTOQEUYOUHE AVETTIOUUNTA OTTOTEAECHATA.
MoAUtrAokn umodopn: To Terraform pag emTpéTTel va OlaXEIPICOPOCTE KAl VA OUVTOVICOUUE
TTOAUTTAOKEG  UTTOOOUEG, OTTWG HeydAa diktua, Pdoelg OedOPEVWVY Kal EQAPHOYEG, O€ TTOAAG

TEPIBAANAOVTA PE Eva eviaio epyaAEio.
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. HashiCorp
V¥ Terraform
0 aws L, P o
= SO NNE
T BN
o
Practitioner Infrastructure ©
as Code
vm .o — = (V)

Eikéva 2 1aC pe Terraform

3.4 Anpioupyia utrodopwv AWS pe Tnv TexvoAoyia Terraform laC

H dnpioupyia utrodopwyv oto AWS e Tn xprion Tng Texvohoyiag Terraform kai Infrastructure as Code
(IaC) emTpéTTel ATOUG XPAOTEG VO auTopaToTroIoouy Tn diadikagia dlaxeipiong Twv TTOPWY TOUG OTO
AWS. Mg 10 Terraform, ummopoUpe va TTEPIYPAYWOUNE OAEG TIG aTTAITOUNEVEG UTTOOOMEG, OTTwg EC2
instances, S3 buckets, VPCs k.d., xpnoigomoliwvTag apyeia kwoika. ‘ETal, n dnuioupyia, diagopewaon
KOl eVNUEPWON TWV UTTOOOUWY YIVETAI TTIO OTTOTEAECHOTIKN KOl XWpPiG AdOn, evw dIao@aAifeTal n
avaTrapaywyIigoTnTa TWV pubuicewy.

H texvoloyia laC emTpétrel 0TI ONAdES va eTTAvVayPNOIKOTTIOIOUV TIG SIGUOPPWUOEIG, Va auvepydadovTal
O atmodoTIKA KAl va £QAPUOlouV OAAQYEG PE OUVETTEID Kal €AEyXO, OKOPA Kal O0€ TTOAUTTAOKA
mepIBaAAovTa AWS.

name
description \ i 1d traffic for HTTP

vpc_id

from port
to port
protocol

cidr blocks

from port
to port
protocol

cidr blocks

9cbfafelfQ"
instance type

iam instance profile aws_iam instance profile.ec2 instance profile.name

vpc security group ids [aws security group.instance sg.id]
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= {

"document man

Kwdikag 1 Terraform yia v dnuioupyia EC2 Instance.
2TO OUYKEKPIMEVO apyeio Kwdika 1 dnuioupyoUue
Security Group (aws_security_group)
AuUTO TO TUAMPa Tou KWOIKa dnuioupyei éva véo Security Group PE Ta £EAG XAPAKTNPIOTIKG:
¢ name: Ovopa. "instance_sg".
o description: Mepiypaen ou Aéel "Allow inbound traffic for HTTP and SSH", pag Aeel 6T
EMTPETTEI TNV €i00d0 yia HTTP kar SSH.
e vpc_id: OpiCeTal péow TNG HETABANTAG var.vpc_id, n otroia Trpétel va TrepiExel Tnv ID Tou VPC
(Virtual Private Cloud) oTo otroio 6a dnuioupynsi To Security Group.
Ingress Rules:
o [pwTtog kavoévag: Emrpétrel Tnv €icodo oto port 22 (SSH) atrd otroiadntoTe IP dietBuvaon
(0.0.0.0/0).
o AeUTepog kKavovag: EmiTpéTel Tnv €icodo oTo port 8080 (cuvhBwg XPNOIUOTTIOIOUKEVO YIO
HTTP epapuoyég) ammd otmroiadntote IP digubuvon (0.0.0.0/0).
EC2 Instance (aws_instance)
AuT6 TO TUAMPA Tou KWOIKa dnuioupyei éva véo EC2 instance pe Ta €€AG XAPAKTNPIOTIKA:
e ami: OpiCetal péow Tou ID TnG Amazon Machine Image (AMI). ZTnv TTePITITWON AUTA,
xpnoigotroigital n AMI yia Amazon Linux 2 (ami-0c55b159cbfafe 1f0).
e instance_type: OpiCetal o€ "t2.micro", TTou €ivail évag TUTTOG instance pe PIKPO KOOTOG Kal
TTEPIOPICPEVOUG TTOPOUG.
e iam_instance_profile: Zuvdéel To EC2 instance pe éva IAM instance profile Trou Trpétrel va €xel
opioTei aAoU (aws_iam_instance_profile.ec2_instance_profile.name).
e vpc_security_group_ids: Zuvdéel To EC2 instance pe 1o Security Group 1Tou dnuioupynénke
TTapaATTAvVW.
o tags: EQapudcel éva tag pe ovoua "Name" kai Tipr "document_management_system", yia va
MTTOPOUEVA avayvwpioouue EUKOAA To instance.
>& ouvOuao o6 pe AAAa apxeia dnuioupyolvTal €101 N dopEg TTou xpelaldpaoTe yia 1o Cloud . EQW yia
T0 AWS ouyKekpIpéva.

Ta apxeia pag Ba Tpétrel va €xouv TNV KATdAngn .if AnAadn rds.tf, ec2.tf, main.tf ,output.tf, s3_iam.tf
KOK.
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EXPLORER "W ec2.tf ¥ main.tf "W outputs.tf "W rds.t "W s3_iam.tf 1 X

\ TERRAFORM ¥ s3_iam.tf > ...
.terraform resource "aws_iam_ri 2_role" {

) .terraform.lock.hcl assume_role_polic sonencode (
W ec2.tf Version = "2012-10-17"

Statement = [
¥ main.tf

"W outputs.tf ) Action =
¥ rds.tf Effect =
famutf Principa

\ . Service = "ec2.amazonaws.com"
variables.tf

s @ OUTPUT OLE  TERMINAL  PORTS
I t<raform georgioschatziefstra$ terraform init
Initializing the backend...
Initializing provider plugins...
- Reusing previous version of hashicorp/aws from the dependency lock file
- Using previously-installed hashicorp/aws v4.67.0

Terraform has been successfully initialized!

I tcrraform georgioschatziefstras |

Eikéva 3 To ammotéAeopa YeTa atmod €mTuyxr] Xpron Tou terraform init

3.4 H TexvoAoyia Angular

To Angular gival éva ammdé 1a o dnpo@IAn framework yia Tnv avamTuén SIadIKTUOKWY €QAPHUOYWV.
=€Kivnoe wg e0WTEPIKO project aTnv Google Kal £XEI hIa evOIOQEPOUTA I0TOPIA TTOU EeKIVA TN OEKAETIO
Tou 2000.

H mpwtn €ékdoon Angular avakoivwbnke amd Ttov Misko Hevery 10 2009 wg AngulardS, eva
JavaScript framework yia Tn dnuioupyia dIAdIKTUOKWY £QAPUOYWYV. ATTEKTNTE TaXEia ONUOTIKATNTA yIA
TN OUVATATNTA TOU VA TIPOCPEPEI DUVATOTNTEG DIKTUWONG dedopévwy (data binding) kai Tn duvatéTnTa

va opyavwvel Tov KWdIka péow Tng Asitoupyiag Tou MVC (Model-View-Controller).

Untitled (Workspace) 0B Mo

EXPLORER app.component app.component.ts M app.component.html M X tg @ -
UNTITLED (WORKSPACE)

app

-angular

vscode

public
sre

routerLinkAct ivi urrentihenActive="page">Hone-
uterLinkActiy About:
routerLinkActive="active">Contact:

Main Content

cu ght-sideba
Right Sidebar-

Copyright (c) Georgios Chatziefstratiou ALL Rights reserved. Desing and Development by Georgios Chatziefstratiou

tsconfig,json

Eikéva 4 H Aopn amé éva Angular Project peoa atré 1o Visual studio code

KaBwg o1 avaykeg Twv OIadIKTUOKWY €Qapuoywyv egeAicoovTav, n opdda avdamtugng tou Angular
avakoivwoe 1o Angular 2 1o 2014. AuTtr) n véa €kdoon €iXE MIO EVTEAWG AVAVEWMEVN OPXITEKTOVIKH,
ypaupévn amd tnv apxn o€ TypeScript. AuTtr n emavaoyedlaouévn €kdoan ATAvV TTOAU IO atrodOoTIK,

€UKOAN OTN OUVTAPNON KAl ETTETPETTE TN dNIOUPYia TTI0O TUYXPOVWYV EQAPHOYWV.
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Mepika atméd Ta oToixela TTou exel To Angular givalr Ta components, Services, Modules .

Mo katw PAetroupe éva Trapadelypa kwdika o€ Angular yia éva component kabBwg BAETTOUpE TO

backend 1o html Kal TO spec OTToU UTTOPOUE VA YPAWOULE TA TEOT YIA OTI KWOIKA EXOUME YPAYEL .

import { Component } from '@angular/core';
import { RouterOutlet } from '@angular/router';
@Component ({

selector: 'app-root',

standalone: ,

imports: [RouterOutlet],

templateUrl: './app.component.html',

styleUrl: './app.component.css'
})
export AppComponent {

title = 'app';

items: string[] ['Apple', 'Banana', 'Cherry'];

newltem: string v

addItem() {

if ( .newlItem.trim()) {
.items.push ( .newltem) ;

L]

.newltem = H

Kwdikag 2 lMapdadeypa amd 1o app.component.ts Tou Angular

html

lang="en"

charset="UTF-8"
name="viewport" content="width=device-width, initial-scale=1
Responsive Layout with Sidebar

rel="stylesheet" href="app.component.css"

Header

class="nav"

routerLink="/home" routerLinkActive="active"
ariaCurrentWhenActive="page" >Home
routerLink="/about" routerLinkActive="active">About

routerLink="/contact" routerLinkActive="active">Contact

class="container"

class="left-sidebar"
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Left Sidebar

Main Content

class="right-sidebar"

Right Sidebar

Copyright (c) Georgios Chatziefstratiou All Rights reserved. Desing and

Development by Georgios Chatziefstratiou

Kwdikag 3 Mapdadeypa atd 1o app.component.html Tou Angular

import { TestBed } from '@angular/core/testing';

import { AppComponent } from './app.component';

describe ('AppComponent', ()
beforeEach ( () {
await TestBed.configureTestingModule ({
imports: [AppComponent],
}) .compileComponents () ;
}) i

it ('should create the app', () {
fixture = TestBed.createComponent (AppComponent) ;
app = fixture.componentInstance;
expect (app) .toBeTruthy () ;
}) i

"should have the 'app' title ', () {
fixture = TestBed.createComponent (AppComponent) ;
app = fixture.componentInstance;
expect (app.title) .toEqual ('app') ;
}) i

it ('should render title', () {
fixture = TestBed.createComponent (AppComponent) ;
fixture.detectChanges() ;
compiled = fixture.nativeElement as HTMLElement;
expect (compiled.querySelector ('hl')?.textContent) .toContain ('Hello, app'):;
}) i

});
Kwdikacd Mapdadelypa 1o app.component.spec.ts Tou Angular

ATO TOTE, 01 ekdOOEIG Tou Angular éxouv ouvexioel va eEeAicoovTal, Pe TNV opdada avamTuéng va

TTPOoCOETEl VEEG AeiToupyieg, PBeATIWOEIG OTV aTTOGdO0N Kal €pyaAgia yia Tn OlEUKOAUvVON Twv
TpoypappaTioTwy. To Angular £xel e€ehixBei ae €va 10xupd framework TToU XPNOIKOTTOIEITAI EUPEWG

yia TN dnuioupyia HOVTEPVWY EQAPHOYWY OTOV I0TO.
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3.5 H TexvoAoyia Java, Spring, JPA

H Java &ekivnoe tnv mmopeia 1ng 1o 1991 amd Tov James Gosling. H apyikf Tng ovopaacia Atav Oak,
aAAG OTn ouvéxEla JETOVOPAOTNKE o€ Java, EUTTVEUopEvn atro Tov Kagpé Java. H Java €yive dnPo@IAig
yla Tn OuvaTtéTNTa TNG va eKTEAEITal O€ DIOQOPETIKEG TTAATPOPUES (platform-independent) Adyw Tng
€IKOVIKNG pnxavrg Java (Java Virtual Machine - JVM).

H avamTuén tng Java éprace oto onueio Tou n Sun Microsystems avakoivwoe Tn Java Development
Kit (JDK) To 1995, Trapéxovtag £va oAOKANpwHEVO TUVOAO epyaAciwy yia Tnv avatTugn AoyiopikoU o€

Java.

Eikéva 5 https://dev.java/

‘Eva a1mé Ta Mo onuavTika yeyovota ATav n elcaywyr Twv Java Enterprise Edition (EE) ka1 Java
Micro Edition (ME) 1Trou d1euk6Auvav TNV avaTITugn €Qapuoywy yia ETTIXEIPNUOTIKO TTEPIBAAAOV Kal yia
OUOKEUEG E TTEPIOPIOUEVOUG TTOPOUG AVTIOTOIXA.

Ocov agopd Ta frameworks, n Java €xel TTapdyel Pia TTOIKIAIQ aTTG QUTA TTOU ETTITPETTOUV OTOUG
TTPOYPAUMATIOTEG VA aVATITUOCOUV YPryopa Kal atroTEAeoaTIKA epapuoyég. Kdmoia atrd T1a 110

yvwoTd Java frameworks eivai:

Spring Framework To Spring &ekivnoe 1o 2003 kai £yive éva atrd Ta TTAEov dnuo@IAr frameworks yia
TNV avamTuén epapuoywy Java. MNMpooeépel AUoEIg yia Tn dlaxeipion eEapTrhoewy, TNV atTAoTToinon TNG
avamtug¢ng RESTful utrnpeaiwyv, Tn diaxeipion Tou KUKAOU (WG TWV AVTIKEILEVWY Kal GAAQ.

Mo katw PAEéTTouye pia kKAGon Java pe Tnv Xprion annotations tou spring @RestController

@RequestMpping ,@GetMapping, @PostMapping KTA.

s DocumentController

ic final Logger
tLogger (MethodH

d
inal DocumentService

roller (DocumentService documentService) {
= documentService;
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public ResponseEntity<UploadResponse> uploadDocument (@RequestParam("file")
MultipartFile file,@RequestParam String userId) {
try {
UploadResponse response = document vice.uploadDocument (file ,
userId) ;
return new ResponseEntity<> (response,
HttpStatus.valueOf (response.getStatusCode())) ;
} catch (IOException e) {
e.printStackTrace () ;
return new ResponseEntity<> (HttpStatus.

@GetMapping (" ' rﬁ
public ResponseEntlty<bytD downloadDocument (@PathVariable String s3Key) {
try (InputStream 1nputStream = documentService.downloadDocument (s3Key)) {
byte[] content = inputStream.readAllBytes();
HttpHeaders headers = new HttpHeaders() ;
headers.add (HttpHeaders.( DISPOSITION, "attachment; filename=" +

return new ResponseEntity<>(content, headers, HttpStatus.OK);
} catch (Exception e) {

e.printStackTrace () ;

return new ResponseEntity<> (HttpStatus. RNAL Sl . ERROR) ;

@DeleteMapping ("/deleteDocument™)
public ResponseEntity<String> deleteDocument (
@RequestParam String organizationId,
@RequestParam String userld,
@RequestParam String fileName) {
try {
documentService.deleteDocument (organizationId, userId, fileName) ;
return new ResponseEntity<> ("Document deleted sucs sfully.",
HttpStatus.OK) ;
} catch (Exception e) {
ResponseEntity<> ("Failed
HttpStatus.I JA Y ERROR) ;
}
}

Kwdikag 5 Mapaderypa Documentcontroller java kAaong pe Ta annotations

@Service
public class DocumentService ({

private static final Logger logger =
LoggerFactory.getLogger (MethodHandles. Iookup () .lookupClass()) ;

@Autowired

private S3Client s3Client;

@Autowired

private DocumentRepository documentRepository;

QAutowired
private DocumentMetadataRepository metadataRepository;

private String bucketName;
@Autowired

public DocumentService (S3Client s3Client, @Value ("${aws.k
bucketName) {

this.s3Client = s3Client;

this.bucketName = bucketName;

public MediaType getMediaType (String mimeType)
switch (mimeType) {
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MedlaType.f
I /png"
return MedlaType.f
default:
return MediaType.A

public UploadResponse uploadDocument (MultipartFile file ,String userId) thro
IOException {
Document lastDocument o) ent itory. flndTopByOrderByIdDesc();
logger.info ("Starting the process 'w w;lﬂaz
String s3Key = UUID. randomUUID() .toString() ;
String filename = file.getOriginalFilename () ;
String mimeType = file.getContentType () ;
if (mimeType == null) {
mimeType = "application/oc
}
MediaType mediaType = MediaTypeUtil.getMediaType (mimeType) ;
try (InputStream fileInputStream = file.getInputStream()) {
PutObjectRequest putObjectRequest = PutObjectRequest.builder ()
.bucket (bucketName)
.key (s3Key)
.contentType (mediaType.toString())
Jbuild() ;

s3Client.putObject (putObjectRequest,
RequestBody. fromInputStream(fileInputStream, file.getSize()));

String fileUrl = String.format ("https:/

bucketName, S3Key)'

logger.info ("success uploading file adding metadata to

DocumentMetadata metadata = new DocumentMetadata () ;
metadata.setFilename (file.getOriginalFilename ()) ;
metadata.setS3Key (s3Key) ;
metadata.setFilename (filename) ;
metadata.setSize (file.getSize());

metadataRepository.save (metadata) ;
String previousHash = lastDocument != null ? lastDocument.getHash ()

String currentHash = HashUtil.generateHash(new String("") +
previousHash) ;

Document doc = new Document () ;

doc.setDocumentMetadata (metadata) ;

doc.setDocumentName (file.getOriginalFilename ()) ;

doc.setApproved (true) ;

doc.setHash (currentHash) ;

doc.setPreviousHash (previousHash) ;

doc.setTimestamp (LocalDateTime.now()) ;

j“cumon*RQpnsitnry save (d
logger.info (" metadata added to databas S
return new UploadRespons (HttpStatus.OR.value(), fi
s3Key) ;
} catch (S3Exception | NoSuchAlgorithmException e) {
e.printStackTrace () ;
throw new RuntimeException ("Error uploading file to S3

public InputStream downloadDocument (String s3Key) {
try {
GetObjectRequest getObjectRequest = GetObjectRequest.builder ()
.bucket (bucketName)
.key (s3Key)
Jbuild() ;
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return s3Client.getObject (getObjectRequest) ;
} catch (S3Exception e) {
logger.info ("Error getting
e.awsErrorDetails () .errorMessage ()) ;
e.printStackTrace () ;

throw new RuntimeException ("Error down

public void deleteDocument (String organizationId, String userId, String fileName) ({
String fileKey = organizationId + "/" + userId + "/" + fileName;
try {
DeleteObjectRequest deleteObjectRequest = DeleteObjectRequest.builder()
.bucket (bucketName)
.key (fileKey)
Jbuild() ;

s3Client.deleteObject (deleteObjectRequest) ;
catch (S3Exception e) {

e.printStackTrace () ;

throw new RuntimeException ("Error deleting file

Kwdikag 6 Mapdadelypa service kKAaon java pe Ta annotations

To Java Persistence API (JPA) eival eva Java API yia Tnv amoBAkeuon, avakTtnorn, evnuépwaon Kal
olaypagry (CRUD) avtikelyévwyv o€ Baocelg dedouévwy Kal xpnolgotroieital padi ye 1o Spring
Framework. To JPA TTapéxel €vav Tutrotroinuévo TpoTro yia TNV aAAnAeTTidpacn pe BAaoeig dedopévwv

XPNOIUOTTOIWVTAG avTIKEiueva Java kal eEaAegipel Tnv avaykn yia 1 ouyypaer SQL kwdIka yia TIg

TTEPIOTOTEPES PATIKEG AEITOUPYIEG.

@Repository
public interface DocumentRepository extends JpaRepository<Document, Long> {
Document findTopByOrderByIdDesc () ;

Kwdikag 7 Mapadeypa atmod tnv Repository java kKAaon

@Entity

@SequenceGenerator (name oc seq sequenceName = "document sequence",
allocationSize = 1)

public class Document {

@Id

@GeneratedValue (strategy = GenerationType.AUTO, generator = "doc seq"
private Long id;

private String documentName;

private String hash;

private String previousHash;

@Column (columnDefinition = "TIMESTAMP")
private LocalDateTime timestamp;
@ManyToOne

@JoinColumn (name = "document metad >aiii”)

private DocumentMetadata dopaKEKtNe_ada:a;

@ManyToOne
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@JoinColumn (name = "user id", nullable
private User user;

public DocumentMetadata getDocumentM
return documentMetadata;

}

public void setDocumentMetadata (DocumentMetadata documentMetadata) {
this.documentMetadata = documentMetadata;

}

public Document ()
}
publi

return id;

}

@PrePersist
protected void onCreate () {
timestamp = LocalDateTime.now() ;

}

public String getDocumentName () {
return documentName;

public void setDocumentName (String documentName) {
this.documentName = documentName;

}

public String getHash() {
return hash;

{

public void setP iousHash (String previousHash) {
this.prev 1sHash = previousHash;

}

public LocalDateTime getTimestamp () {
return timestamp;

}

public void setTimestamp (LocalDateTime timestamp) {

this.timestamp timestamp;

}

public void setApproved (boolean b) {
}

Kwdikag 8 Mapdadeyua atrd v Document java khaon

3.6 H texvoAoyia Postgresql

H PostgreSQL cival pia ammoé Tig 1Mo dNPOYPIAEIG Kal 1I0XUPEG OXEOCIAKES BAoelg OEdOPEVWV avoixToU
KWOIKA TTOU €XEl OXEDIOOTEN yia va XeIpiCeTal JEYAAO OyKO OeDOMEVWV KAl va TTOPEXEI AGIOTTIOTEG
emdooelS. AkoAouBoUv opiopéva atrd Ta KUPIA XAPAKTNPIOTIKG Kal TTAEOVEKTAUATA TNG TEXVOAOYIaG
PostgreSQL:

Zxeolokn Aoy Aedopévwyv
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H PostgreSQL BagifeTal o€ pia oXeTIAkKr JovTeAOTTOINON OEQOPEVWY, ETTITPETTOVTOG OTOUG XPHOTEG VO
OnuIouUpyoUv TTiVOKEG WE COQeiG oxéoelg PETafu Toug. AuTO OleukoAUvel Tn dlaxeipion kal Tnv
avalftnon dedoPEVWV.

Mponyuéveg Auvarétnteg SQL

YmooTtnpidel TTAouciég epwTnoelg SQL, cuptrepidauBavouévwy ToAUTTAoKwyY JOIN, uttogpwthoEwy,
CTE (Common Table Expressions), kai window functions, mapéxovTag eucAigia oTig avalnTroeig.
EmekraociyétnTa kai ATrodoon

H PostgreSQL oxedidoTnke yia va eTTeEepyddeTal peydAoug Oykoug dedouévVwy PE uwnAl amédoaon.
YmrooTtnpidel TexvikéG OTTwG partitioning kai indexing, Tou BeATiLovouv Tn dlaxegipion Kai TV avadnTnon.
AuvaroTnTreg MNewXWpPIKWY Aedopévwv

Me tnv TTpocBrikn Tou PostGIS, n PostgreSQL utrooTtnpiCel yewxwpikd dedouéva, ETITPETTOVIAG TN
Olaxeipion XapTwV Kal XWPIKWV avaAUoEwWV.

ZuvaAAayég kal AKepalOTnTa AgdOPEVWV

YmooTnpiCer ACID (Atomicity, Consistency, Isolation, Durability) ouvaAlayég, diac@aAilovtag Tnv
AKEPAIOTNTA KAl TV ACPAAEID TWV OEDOUEVWIV.

Ao@dAsia

Al0BéTel TTpoNyHEva PETPA aO@AAEIag, OTTWG KPUTTITOoypdgnon Oedouévwy, éAeyxo TTpooBacng Kal
uttooTrpIEN yia SSL, diacpaAifovtag OTi Ta deOOUEVA TTAPAPEVOUV TTPOCTATEUUEVA.

MoAuyAwooikn YITooTAPIEN

Ymrootnpicel dIaQopeg YAWOOEG TTpoypaupaTiopou, 6trwg Python, Java, C, kai Ruby, dieukoAUvovTag

TNV EVOWNPATWOT] TNG O€ DIAPOPES EPAPUOYEG.

PostgreSQL: The World's' Most Advanced Open Source
Relational Database

Download < New to PostgreSQL?

Latest Releases

PostgresQL is a ion 2024-08-08 -
system with over .

The PostgreSQL Global Development Group has ¢ ) to
There is a wealth of information to be found describing how to i all supported versions of PostgresQL, including 16.4, 15.8, 14.13, 13.16,
and use PostgresQL through the The ¢ and 12.20, as well as the third beta release of PostgreSQL 17. This

Eikéva 6 https://www.postgresql.org/

3.7 Avatrtuén Baon Aedopévwy pe PostgreSQL

H avamtuén Baong dedopévwyv pe PostgreSQL mrpoo@épel pia 1oxupr Kal eUEAIKTN AUon yia Tnv
amroBrkeuon kai diaxeipion dedouévwyv. H PostgreSQL eivar pia avoixtol Kwdika OXETIOKA BAon
Oedopévuy  TTOU  UTTOOTNPICEl TTPONYMEVA  XOPOKTNPIOTIKA, OTTwWG TTOAUTTAOKEG epwThoelg SQL,
OuvaAAayEG, Kal UTTOOTAPIEN YIa YEwXwPIKA dedopéva péow TnG eTTékTaong PostGIS.

MAegovekTApaTa Tng PostgreSQL

EmekraociyétnTa: YTooTnpidel PeyGAeg TTOOOTNTEG OeOOMEVWV KOl UTTOPEI va €TTeKTOBEI yia va
KOAUWEI TIG aVAYKEG TNG ETTIXEIPNONG.
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Ao@dAeia: MNMapéxel TTponyHéva PETPO GOPAAEIAG, OTTWG KPUTITOYPAPNON Kal duvatoTnTeG EAEYXOU
Tpoécaong.

ZupBarotnra pe mpotuma sql:  YmootnpiCel Ta Tpotuta SQL  kai  di1dpopeg  YAWOOEG
TTpoypauuartiopou, émwg Python, Java kai PHP.

Anpioupyia avTiypd@wv aoc@aleiag: AiaBétel epyaAgia yia €UKOAn Onuioupyia avTiypdewyv
ao@aAeiag Kal aTToKaTdoTaong OeBOPEVWV.

Koivotnta: YTdapxel Hia €vepyny KOIVOTNTA TTOU TTAPEXEI UTTOOTHPIEN, TEKUNPIWON Kol ETTITTAEOV
ETTEKTATEIG.

E@appoyég: H PostgreSQL xpnoiyotroigital €upéwg O€ €QAPHOYEG TTOU  amrairolv  augnuévn
aglommoTia Kal ammédoon, OTWG CUCTAUOTA OJIAXEIPIONG TTEPIEXOMUEVOU, NAEKTPOVIKO EUTTOPIO KAl
epapuoyEg avaAuong dedouévy.

Me Tnv avamtugn Bdoewv dedopévwv pe PostgreSQL, €xoupe otn d1GBeor pag pia Ioxupn Kai
€UENIKTN TTAAT@OpUa yia Tn dlaxeipion dedopévwy, Pe TTOAAEG duvaTOTNTEG TTOU TTPOAyouv Tnv
atmmédoon Kal TNV aoOPAAEIQ.

CREATE DAT SE mydatabase;

psgql -d mydatabase

CREATE TABLE users

name VARCHAR (100),
email VARCHAR (100) UNIQUE NOT NULL
) ;

Kwdikag 9 Mapaderyua dnpioupyiag Bacong dedopEVY Kal TTivaka

3.8 H TexvoAoyia Docker

To Docker cival pia TTAOTQOPUA TTOU ETTITPETTEI OTOUG TTPOYPANKOTIOTEG KAl DIAXEIPIOTEG CUCTNUATWY
va dnuioupyouv, va dlavEPouV Kal va ekTEAOUV eQapuoyEG Yéoa os containers. Ta containers givail
eAa@pId, atropovwéva TTEPIBAAAOVTA TTOU TTEPIEXOUV OAQ Ta ATTAPAITNTA apPXEia, EEAPTATEIS Kal
puUBUICEIG yIa TNV EKTEAEDT PIOG EQAPUOYNAG, aveEdpTnTa ammd To TTepIBAAAOV OTo oTToio Ba Tpégel. Ta
Baoikd Tou TUAPATA Eival:

10 dockerfile: script TTou TTapéxel TTAnpogopieg yia To container TTou Ba dnuioupynOEi.

ROM openjdk:17-jdk-slim
KDIR /app

COPY target/documentmanagementsystem-0 -snapshot.jar documentmanagementsystem-—

Kwdikag 10 Mapaderypa atréd éva dockerfile

TO image: apxeio TTouU XPNOIKOTIOIEITAI YIO VA EKTEAEOTEI O KWAIKAG TOU container
TO container: n "repIBAAAOV" HECQ OTO OTTOIO TPEXOUV Ol EPAPHOYES
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10 network: ouvdéel Ta containers PeTagu Toug

@ Containers Containers
73 Images
Volumes Container CPU usage

Builds

8] Docker Scout

Extensions

7cb091210481

dd254d9cebf6

95b61a93da77

6a05t

3.9 H TexvoAoyia Local stack
To LocalStack cival éva gpyaleio avoixToU KwOIKA TTouU ETTITPETTEI TNV TOTTIKA avaTrTuén Kal SOKIWN

Stat.. CPU (%) Memory usage. Memory (%) Disk read/write

Exited

% OB /Ol
RED) 0% 0B/0B

% 0B/0B

Exited 0% 0B/0B % 0B /0B

Rumnir 0% S1-65MB/ 35.3MB/
® 7.6568 111K8

Exited % 0B /0B % 0B /0B

Exited

% 0B/
(130) 05108

% 0B /0B

Exited

(128) % 0B /0B

% 0B /0B
Exited % OB /0B % 0B /0B

Exited % 0B /0B % 0B /0B

Network /0

0B/ 0B

0B /0B

1.63KB / 0B

Eikoéva 7 Docker Desktop console

Show charts

Delete

(U

808"

1567

Selected 1 of 8

EQAPUOYWYV TTOU XpnoiyoTTololv TIG utnpecieg Tou AWS (Amazon Web Services). [Npocopolwvel

TANPWG TIG UTTNPETieg Tou AWS o€ évav TOTTIKG UTTOAOYIOTH], XWPIG va aTTaITEITAI TTPAYUOTIKE oUVOEDn

pe To AWS. Autd onuaivel OTI Ol TIPOYPANMATIOTEG MTTOPOUV va dNUIOUPYoUV Kal va SOKIJAGLouV TIG

EQAPHOYEG TOUG XWPIG va avnouyoUV yia Ta KOOTN, TIG XPEWOEIG, A TIG KABUOTEPNOEIG TTOU OXETICOVTalI

ME TN Xprion Twv uttnpPEeaiwy cloud.

4c
4
Default Instance

Community ) (ETULLED

* Edit

http://localhost:4566 I

Default LocalStack instance bookmark

Status Resource Browser

Resource Browser

ApF !
@ API Gateway
sQs
SNS
Step Functions

ke8] EventBridge

Application
@ Auto Scaling

&/ MWAA

Extensions

CloudFormation
CloudWatch Logs
@ CloudWatch

% Simple Systems
Manager (SSM)

t[», CloudTrail
Account

B Applic
@ SES
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1AM
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®-

Backup

i

Eikéva 8 Dashboard tou localstack Online

v 000000000000
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To Localstack desktop ptmopel va 1pe€el Kal TOTMKA OTO UTTOAOyIOTNUAG Peow docker image yia 1o
development environment otmmou kal Ba PTTOPECOUPE va OOKIUACOUME TOTTIKA TA aws Services Trou

BeAoupe va XPNOIUOTIOINGOUE.

o ® LocalStack Desktop

Containers

L LocalStack

31677ee179d9 (localstack-main) - -
15 10, 4511:4511, 451 13:4 1 nd Q- (
- ( t € un

Eikéva 9 Localstack Desktop
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KE®PAAAIO 4 ApxiTekTOVIKEG EQQapuoywy

4.1 Eicaywyn oTig ApXITEKTOVIKEG AOYIOHIKOU
O1 apxITeKTOVIKEG AOYIOUIKOU €gival opyavwuévol TPOTTol va oxeOIGfOUE KAl VO OPYOVWVOUME TO
AoyIOPIKG pag, ETTIKEVIPpWHEVOL 0T dlaxeipion Twv TTOAUTTAOKWY ouoTNPATWY. EmTpémouv Tn
OIGkpIon AeIToupylwy, Tov €Aeyxo TnG OlaocuvdeoiudTNTaG, Kal T dlaxeipion g €EEAIENG Tou
AoylopikoU. ZuvABwg, kaTaokeudlovtal yupw atré Baoikég apyég oXediaong Kal TTPOCEyYioElg.
H apxitektoviky avatrapioTd éva BepéAio oTn Onuioupyia KTIpiwv, XWPwV Kal GUOTNUATWY TTou
QVTIKATOTITPICOUV TN AEITOUPYIKOTNTA, TNV aioBnTik Kal TIG avAykeg Twv avepwttwv. Méow Tng
QPXITEKTOVIKAG, OnuioupyolvTal AUCEIG yia TpofAfpaTta  oxedlaopol Kal OOUAG, OTTAITWVTAG
ONMIoUPYIKOTNTA, TEXVOYVWOIia Kal AEITOUPYIKA atTodoTIKOTNTA.
>tnv emiAuon TPORANUATWY PE TNV OPXITEKTOVIKA, Ol APXITEKTOVEG XPNOIUOTIOIOUV HIa CEIpd aTrd
TEXVIKEG, OTTWG N avaAuon avaykwv, n dnuioupyia AEITOUPYIKWY TTPOTUTTWY Kal N BeATIOTOTTOINON
OOUWYV YIa va TTPOCEyYioouV Ta TTPORAAUATA e OpYyAvwWaon Kal SNUIOUPYIKOTNTA.
O1 1péTTOI dnuioupyiag dlIAYPOPKATWY YIO TNV OPXITEKTOVIKA TTEPIAAUBAvVOUV TN XPAON YPAPIKWY
MovTéAwv OTTwg dlaypaupata UML (Unified Modeling Language), diaypduupara porig, diaypdupaTa
O1ad1Kac1wv Kal dopikéd dlaypdupaTa yiao va atrelkovioouv Tn Sour Kai Tn AEIToupyia Twv CUoTAPATWY.
H Trepiypagn Twv apXITEKTOVIKWY PTTOPEI va yivel e peBOdoUGg OTTWG:
¢ C4 Model (Context, Containers, Components, Code): Afiomoici Téooepa eTmiTTeda
dlaypauuATWY yia TRV avoTrapdoTacn TNG ApXITEKTOVIKAG, ATTO TO YEVIKO TTAQICIO PEXP! TOV
KWOIKA.
e arc42: EmKeEVIPWVETAlI OTNV TEKUNPIWON APXITEKTOVIKWY ATTOPACEWY Kal TTPOUTTOBECEWVY,
TTapEXOVTaG éva dounuévo TTPATUTTO YIA ThV TTEPIYPAPY) TOU CUCTHUATOG.
o 4+1 View Model: Mepihappaver mévre diagopeTikég TTpoBoAég (Use Case, Logical, Process,
Development, Physical) yia Tnv Trepiypa@r Tou CUGTAUATOG OTTO DIAPOPETIKEG OTITIKEG YWVIEG.
¢ RM-ODP (Reference Model for Open Distributed Processing): Xpnoiuotroiei évre Oyeig
(Enterprise, Information, Computational, Engineering, Technology) yia Tnv kataypogn
KATOVEUNUEVWY GUOTNUATWY.
o TOGAF (The Open Group Architecture Framework): lMepiAauBdver Tn diadikacia ADM
(Architecture Development Method) yia Tnv avamTuén €TmxeIPNOIOKAG OPXITEKTOVIKAG.
e The Zachman Framework: NMpoo@épel pia dopr) TTou cuvOUAlel SIOPOPETIKEG TTPOOTITIKES KAl
EPWTACEIG VIO TNV KATAYPAPH TWV APXITEKTOVIKWY OTOIXEIWV.
¢ UML (Unified Modeling Language): Xpnaiyotroici didgopa diaypduuaTta yia TNV Kataypaer
OlapOpwWyY TITUXWV TNG APXITEKTOVIKAG, OTTwG class diagrams, sequence diagrams, Kai
component diagrams.
o |IEEE 1471 (ISO/IEC/IEEE 42010): EoTiGlel oTnV TTEPIYPOAQPI APXITEKTOVIKWY TTPOROAWYV Kal
TWV OXECEWV ME TA EVOIOPEPOUEVA HEPN.
e ICONIX: Eomiadel otn oxedioaon AoyliouikoUu xpnoigomroiwviag UML  kal Trapéxel  pia
TTpocapuoouévn HéEBodO yia TRV avaAuan Kai oxediaon Tou AoyiouikoU. MNepiAauBavel atddia
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OTTWG N avdAuon amaITAoEwy, N dnUIoupyia AEITOUPYIKWY TTPOTUTTWY KAl N AETTTOUEPNG

oxediaon, ye oTdX0 TNV ATTAOTTOINCN KAl TNV KATavonon TNG apXITEKTOVIKAG TOU CUCTAPATOG.

4.2 Kataypa@n TwV apXITEKTOVIKWYV

Ma TNV aTTOTEAECHATIKI KATAYPAQPr) TWV APXITEKTOVIKWY, Ol JEB0dOI auTéG ouxva ouvodelovTal aTTo TN
Xprnon epyaAciwv ommwg diaypduuara UML, apyxeia kelyévou, diaypauuara pong, KWOIKAg 1 AAAEG
HOP®EG TEKPNPIWGONG TTOU QVTITIPOCOWTTEUOUV TNV OPXITEKTOVIKHA KAl TIG OXETIKEG ATTOPACEIG.

KaBwg n texvoloyia eEehicoeTal, ol uéBodoI KaTaypagng apxXITEKTOVIKWY ETTIONG eEeAicoovTal yia va
avTaTrokpIBoUV OTIG QUEAVOUEVEG ATTAITAOEIS KAl VO TTPOCPEPOUV TTIO OTTOTEAECUATIKA €pyaAgia yia
TOUG OPXITEKTOVEG KAl TIG OPJAOES AVATITUENG.

EmirAéov, n diadikagia TTEPIYPAPrIG APXITEKTOVIKWY CUXVA €0TIACEI € BACIKG OTOIXEIQ OTTWG:
Zuvexng Emkoivwvia kai Ava@swpnon

H Tekunpiwon Twv apxITEKTOVIKWY €ival Pia ouvexng dIadikaoia TTou TTPETTEI va avaBewpeiTal Kal va
EVNMEPWVETAI KATA T SIGPKEIQ TNG AVATITUENG Kal TwV aAAaywv aTo gUCTNHA.

AuTopartotroinon Tekpnpiwong

H xprion epyoAciwv TTou €mMTPETTOUV TNV auTodaToTroinuévn dnuioupyia Tekunpiwong (6TTwg
OXeOIOONOG KWOIKA TTOU OnuIoUpyEl auTtopaTa diaypduuaTa) JTmopei va BeATILOEI T OUVOAIKNA
TTOIOTNTA KAl CUVETTEID TNG TEKUNPIWONG.

AvdarrTuén MpoTuTTwy Kai Odnywv.

H dnuioupyia TTpoTUTTWY yIa TNV TEKUNPIWON apXITEKTOVIKWY BonBd oTnv Katavonon Tou TTWG TTPETTE
va dopouvTal Kal va TTEPIYPAPOVTAl Ol APXITEKTOVIKEG ATTOPACEIG.

EveAi§ia ka1 EukoAia Xprong.

H tekunpiwon mpémel va gival e0KoAa TTPOoRATIUN KAl KATAVONTH YIa TOUG EVOIAPEPOPEVOUG, OTTWG
TTPOYPAUMATIOTEG, HNXAVIKOUG, KAl DIAXEIPIOTEG CUCTNUATWV.

TéNog, n dlodikacia KATaypaPhg ApPXITEKTOVIKWY €ival OUXVA UIA CUVEXNG EKTETAPEVN TTPOKTIKA TTOU
aTtraitei ouvepyaoia Kal ouvexn BeATIwoN yia va avTatTokpIBei OTIG cuveXWG PETABAAAOUEVEG QVAYKEG

€VOG OUCTAUATOG 1] MIOG EQAPUOYAG.

4.3 ApXITEKTOVIKN TG EQAPHOYAS

H epapuoyr autn Bacifetal o€ pia oUyXpovn Kal avOeKTIKI) GPXITEKTOVIKF TTOU AIOTTOIEI TIG UTTNPETIES
Tou AWS yia va TTpoc@épel UPnAr] d1aBeaIudTNTA, ETTEKTACIUOTNTA, AVOXH G€ OPAAUATA Kal aoPAaAEia.
Ta kUpla oTOIXEIO TNG APXITEKTOVIKNG TTEPIAGUBAVOUV:

Frontend:

H dietragr xprnotn (GUI) uhotroigital ye Angular, TTpoc@EpovTag pia dIadpaaTIKn eUTTEIpia XprRoTn. Ol
XPNOoTEG PTTOPOoUV va aveBadouv emmetepyadovTal, diaypdgouv, kateRdalouv apxeia péow Tou frontend,
TO OTT0i0 €TTIKOIVWVEI e To backend péow RESTful APIs ato apyiké oTddio TIG EQapUoyng.

Backend:

To backend uAotroigital pe Spring Boot, éva cuéAikTo framework TTou emITPETTEI TNV TAXEIQ AvATITUEN
kal Olaxeipion API. To backend OdiaxeipiCetal ta aimpata amd 10 frontend, emTpémer v
atroBrkeuon,eegepyacia, diaypagn, Opxeiwv Kol PETAOEOOUEVWY  Kal  TTAPEXEl  AEITOUpYieg
avadnTnong oTo apxIké oTAdIO TIG EQApPOYNG apyoTepa Ba uAotroinBouv Kal AAAEG €TTIAOYEG POl JE

10 frontend.
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ATtrolnkeuon Apxeiwv:

Ta apxeia atroBnkevovTtal o Amazon S3. To S3 poo@épel uWnAn O108e0INOTNTA KAl AVOEKTIKOTNTA,
ME Ta dedopéva va atrobnkelovTal auTopaTa o€ TTOAATTAEG (uwveg diaBeaipdtnTag (Availability Zones)
€VTOG TNG idlag eploxng (region). EmmrAéov, To S3 Trapéxel duvaToTnTeG OTTWG versioning kai lifecycle
management, yia KOAUTEPN dIaxEipion TwV SEGOPEVWV.

Alaypapn Apxeiwv:

H diaypagn apxeiwv atroteAei kpioiun Asitoupyia yia Tn dlaxeipion Tou atmroBnKeUTIKOU XWPEOU Kal TV
AoQAAEIa TwV OEOOUEVWV. ZTNV APXITEKTOVIKN TNG EQAPUOYAG, N dlaypa®r apxeiwv utrooTnpileTal
Méow Tou backend, To oTroio aAANAETTIOPA e TNV uTINPETia atmodrikeuong ato AWS S3.

Emedepyaoia Apxeiwv:

H emeCepyaoia apyeiwv EMTPETTEI GTOUG XPAOTEG VO TPOTTOTTOIOUV apyeia TTou £xouv ndn avéRel oTo
oUoTtnua. Auth n Acitoupyia TTeEpIAQPBAVEL TNV EVNUEPWON TWV APXEIWV KAl TNV TPOTTOTIOINGN TWVY
METOBEDOPEVIWV TOUG.

KatéBaopa Apxeiwv:

H duvardtnta kateBAoUOTOG OapXEiwv EMTPETTEI OTOUG XPrOTEG va QATTOKTOUV TIPOCRacn Kal va
KaTeRadouv apxeia TTou €xouv aveBacel f £xouv dikaiwpa TTpdoBaong.

AvalnTtnon Apxeiou / Apxeiwv:

H avadAtnon apxeiwv eMITPETTEI OTOUG XPOTEG VA EVTOTTICOUV apXEia e BACN CUYKEKPIYEVA KPITHPIO
avalATnong.

ATtrofnkeuon Metadedopévwy:

Ta pyetadedopéva Twy apxeiwv atrobnkevovTal o€ pia Bdon dedouévwy PostgreSQL tmou @iAoeveital
oto Amazon RDS. To RDS tmapéxel uwnAi d1aBecipdtnta péow avamtugng o€ TTOAAOTTAEG Cwveg
OlaBeciuéTNTAG, QUTOPATN OnuIoupyia avTiypdewyv ac@alciog, kai dlaxeipion avaBabuicewyv
AoyiopikoU.

Ymodoun:

H epappoyn @ihogeveital oe pia EC2 instance Tou AWS. TNa va eaoc@alioTei upnAn SiaBecipoTnTa
(High Availability), n EC2 instance 6a avarmtuxfei o 0o Siagpopetika Availability Zones. Auto
dlac@aAifel Tn ouvexn AsIToupyia TG €QAPUOYAS aKOUA Kal O€ TTEPITITWON ATTOTUXIAG YIS atmd TIG
Cwveg dI0BECIPOTNTOG.

Xpnoipotroigital éva Auto Scaling Group yia Tnv EC2 instance. To Auto Scaling emTtpémel Tnv
auTéuaTn TIpocappoyr Tou apiBuol Twv EC2 instances avdAoya pe Tov @QOPTO €pyaaciag,
eCaopaAifovrag Tnv emekTaoipoTnTa (Scalability) Tng epapuoyics. ‘ETol, n gpapuoyrn HTTopEi va
XEIPIOTEN AIXUEG OTNV Kivnaon Xwpig TTpoARuara amdédoong.

Elastic Load Balancer (ELB) odiaxeipiCetar 1n diavopi Tng kivnong ota EC2 instances,
€€a0@AAICOVTAG OLOIOUOPPN KATAVOUN TwV AITNUATWY Kal avoxr o€ o@dApara (Fault Tolerance).
Aoc@dAsia:

H epapuoyn €ival ac@alioPévn JECW TWV EVOWNATWHEVWY UTTNPECIWY ag@aAegiag Tng AWS, 61Twg n
KpuTrToypagnon Twv 0edopévwy oto S3 kai RDS, n xprion AWS Identity and Access Management
(IAM) yia €éAeyxo TTpdoBaong, Kal n TTapakoAoudnon Tng OpacTnpEidTnTag péow Tou AWS CloudTrail.
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4.4 YYnAn S100£014OTNTA, ETTEKTACIMOTNTA, AVOXK) O£ CQAAHATA.
High Availability, Scalability kou Fault Tolerance
H epappuoyn éxel oxedlaaTei ye oTOX0 TNV UWPNAR d1IaBeCIudTNTA, TNV ETTEKTACIYOTNTA KAl TNV AvoXhA o€

o@aApaTa, eEac@ali¢ovrag OTI UTTOPEi va TTAPAEIVEI AEITOUPYIKD:

High Availability: H xprjon TToAAatmAwv Availability Zones 1600 yia Tnv EC2 instance 600 kai
yia Tnv RDS PostgreSQL Bdon 0edopévwyv eCacalifel 6T n epapuoyn 6a cuvexioel va
AgIToupyei akOpa Kal av pia 1o TIG {WVEG Yivel un diaBéaiun.

Scalability: To Auto Scaling Group emTpétel TNV autéuaTtn kKAiudkwon Twv EC2 instances
avaAoya pe Tov @OPTO epyaciag, €Cao@aAifovrag OTI N €QOpPOyr UTTOPEl va OloXEIPIOTEI
auénoeig atnv Kivnan Xwpig TpoAnfuara.

Fault Tolerance: O Elastic Load Balancer kai n ToAa1TAA avamTuén o€ Availability Zones
eCao@aAifouv OTI Ta QITAPATA Twv XPNoTwv Ba kateuBUvovtal oTa AeIToupyikd instances,

AKOPA Kal av £va aTTd auTd aTTOTUXEL.

4.5 2x€510 Avakapyng amd Karaotpo@n Disaster Recovery Plan
MNa tnv e€ao@AaAion TNG CUVEXEIAg TNG AEITOUPYIOG TNG EQPAPHOYAG OE TTEPITITWON KATACOTPOPNG, TO

AWS Trporteivel Ta €€AG:

Backup and Restore: Ta dedopéva Tng PostgreSQL Baong dedouévwy ato RDS trpétel va
UTTOOTNPIOVTaI TAKTIKGA HECW QUTOUATWY avTypd@wyv ac@aleiag. Ta backups ammobnkevovral
o€ TTOAOTTAEG wveg BIOBETIUOTNTAG, ETTITPETTOVTAG TNV ATTOKATAOTAON TNG BAONG dEdOPEVWV
O€ TTEPITITWON ATTOTUXIOG. 2XT0 APXIKO OTAdIO eV UAOTTOIEITAI

Cross-Region Replication: TlNa T10 S3, pmopei va evepyomoinBei n Cross-Region
Replication, é1rou Ta dedopéva atmmobnkelovtal o€ £va deUTEPO region yia va EQCPANIOTEI N
empBiwon Twv OedOPEVWV OKOPA KAl O€ TTEPITITWON TTEPIPEPEIOKAG KATAOTPOPNAG. ZT0 APXIKO
oTAdI0 OeV UAOTTOIEITAL.

Multi-AZ Deployment: To Amazon RDS mapéxel Tn duvatdtnta avamTugng o€ TTOAATTAEG
Cwveg diaBeaipdtnTag (Multi-AZ), e€aoc@alifoviag o1 n Bacn dedouévwy Ba cival dlabéoiun
QKOO KAl O€ TTEPITITWON OTTOTUXIAG MIag atTd TIG {WVEGS. 2T0 ApXIKO OTAdIO deV UAOTTOIEITAI
Pilot Light: Anuioupyia eAdxioTou avaykaiou cuvOlou UTTOBOPWV Ot BEUTEPO region TTou
EVEPYOTTOIOUVTAI O€ TTEPITITWON KATOOTPOPNG, UEIWVOVTAG TOV XPOVO ATTOKATACTAONG. XTO
Apxiko oTadio dev uloTTolgiTal.

Failover and Recovery Testing: H dokiuf Twv diadikaciwy failover yia Tnv EC2 instance kai
Tnv RDS PostgreSQL Bdon dedopévwy, eac@alifovtag 0TI ToO gUCTNHA PTTOPET va JETARET o€

EVOAAOKTIKG resources pe eAdxioTo downtime. 210 ApXIKO OTAdIO dev UAOTTOIEITAI.

Kail €xoupe TO OXAMA yia TO TTWG TTEPITTOU Ba TTPETTEl va EEKIVAIOOUPE TNV UAOTTOINGN yia TO €pyO HOG.

MNa va kataAaBoupe T akpIBWG yiveTal o€ €TTITTEDO APXITEKTOVIKNG. XpnalgoTrolouue Ta oUPBoAa TTou

£xel donuioupynoel To AWS kai €xoupe QTIAEEI Eva aTTAG DIAypapa yia TNV TTPWTN QAT Tou £pyou €101

WOTE VA UTTOPOUME VA TO OOKIUACOULE.
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KEDAAAIO 5 AvaAuon ATTaQITAOEWV

5.1 levikég ATTAITACEIG

O okomdg TnG Tapoloag OMTAWMATIKAG €pyaciag eival o oxedlaopds Kal n avamtugn evog
KOTAVEUNKEVOU OUCTAUOTOG EAEYXOU QVETTTUYHEVO OTO B1adiKTUO. To cUaTnua autd Ba dIEUKOAUVEL T
ypryopn diaxeipion , moToTroinon Kal eTTaAABEUCN NAEKTPOVIKWV apxeiwv, eyypdewv (11.X. Epyaaieg,
TTAVETTIOTAMIOU, BaBuoAoyieg, £yypaga, TITuxia , £yypaga atrd dnuooIEG UTTNPETIES KTA).

H epappoyn Ba @épel Tnv ovouacia gdms.

5.2 ATTaITAOEIG XPNOTIKOTNTAG

To kataveunuévo oloTnua eAéyxou, TTou avamtioceTal oto OladikTuo Ba eival Trpoofdoiyo amd
OIAPOPETIKOUG XPAOTEG PE BIAPOPETIKOUG pdAoug. ' auTo, gival KPIoIUO va TTapEXOVTAl OUOIOUOPPEG,
AEITOUPYIKEG KAl EUENIKTEG OIETTAPEG XPAOTN, WOTE VA KAAUTITOVTOI Ol AVAYKEG TOU MEYAAUTEPOU
OuvaToU QACHOTOG XPNOTWYV, GvAAOYa PE TO ETTITTEDO £EOIKEIWONG TOUG HUE DIAdIKTUAKEG EQApPHOYEG. Ol
AEITOUPYiEG TNG EQAPUOYNG, TTOU OXETICOVTAI E TN XPNOTIKOTNTA TTEPIYPAPOVTAIl TTAPAKATW:

. H epapuoyn Ba Trpétel, OTTOU €ival €QIKTO, VO TIPOCQPEPEl Eva TTEPIBAAAOV epyaaiag pe Tnv
KEVTPIKA 00dvn Yeca atrd TNV OTToia ol XPRoTeg Ba uTropolv va TTAonyouvTal HECW PEVOU ETTIAOYWVY,
gpyaAeioBnkwv (toolbars), KOuuTTIWY TTAOAYNGCNG KAl TTANKTPWY GUVTOUEUTEWV.

. Epdoov eivalr duvard, Ba TTpETTEl va TTaPEXOVTAl YPOAPIKES ) DIAOIKTUAKEG OIETTOPEG yia TNV
TTPOETTIOKOTTNGN TWV OEBOUEVWV TWV EQAPHOYWV.

. OAeg o1 epappoyég Ba Trpétrel va diabBéTouv elxpnoTa Kal €udlGkpITa Pevou TTAOAyNoNG.
AnAadn pevou pe OIAQPOPETIKEG ETTIAOYEG yIO TNV QUTOKATEUBUVON GTNV €£QAPHOYH, TTPOKEIUEVOU va
gival karavonTd atd Toug XProTEG.

. EmmAéov, eival emBuunti n TUTTOTTOINON OAWV TWV TTAPATIAVW OTOIXEIWV YIO OAEG TIG
eQapuoyés. Kabe epappoyr Ba trpétrel va Tpoo@épel Bonbeia Xwpig KaBuoTépnon oTnv eKTEAEDN
EVEPYEIWV, N N EPYACIWV OTTWG N KATAXWPEION apxeiou, n diaypa@r) f n TPOTTOTToiNCN apXEiou, YE TN
Xprion BonénTiIKWwY INVUPATWY.

. Mnxaviopoi eAéyxou yia Tnv atroTpoTT AdBoug Kail TnG TToIOTNTAG TwV OEDOPEVWY, KaBWG Kal

OIaPOPETIKA UnvUPaTa EAeyXoU HECW TNG 086VNG £pyaciag.

5.3 YmroBéoeig - mapadoyxég

Katd Tov oxediaopo Kal TNV avaTTuén evog CUCTAUOTOG, €ival onUAvTIKO va kaBopifovTal uTtoBEoElg
Kal TTapadoxég. Exoupe  TIG AEITOUPYIKEG Kal N AEITOUPYIKEG TTPOdIAYPAPEG TTOU Ba TTPETTEl va
TTAPOULE.

AuTEG o1 UTTOBETEIG AsiToupyoUv wg BAon yia Tov oxedlaouo Kail Tn Afyn atro@dcewy Katd tn OIdpKeia
NG Oladikaoiag avaTmTuéng. 2T1o TTAdiolo autd, Ba efeTGoOUNE MEPIKEG PACIKEG UTTOBECEIG Kal
TTapadOoXEG TTOU UTTOPET va KaBopiooupe yia éva anuavTiko €pyo Kal JETA avaAUOUUE TIG AEITOUPYIKEG

KOl N AEITOUPYIKEG TTPOBIAYPOPEG:
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Ymoé0eon XpRotn
Mpoaodiopifoupe TTOI0I Eival OI TEAIKOI XPrOTEG TOU CUCTAPATOG. IMoIES gival oI avAyKeG, TTPOCOOKIES KAl

TTPOTEPAIOTNTEG TOUG.

MepiBdaAAov AsiToupyiag

Mpoodiopifoupe 1O TEPIBAANOV OTO OTToi0 TO CcUCTNPa Ba Aesitoupyei. TMoleg eival o1 e§wTEPIKEG
OUVOAKEG KAl TTAPAYOVTEG TTOU UTTOPEI va ETTNPEACOUV TNV aTTGd00T TOU.

YmoBéoeig TexvoAoyiag

KaBopifoupe T1IG TEXVOAOyieg Tou Ba xpnoigotroinBolv Kol KaTaBETOUPE UTTOBECEIS yia TN
O01a0e01uéTNTA, TN CUPBATOTNTA KAI TN OTABEPATNTA TOUG.

Mepiopiopoi Mopwv

Avayvwpifoupe TTEPIOPICHOUG OTTWG Ol OIKOVOMIKOI TTOPOI, 0 XPOVOG Kal Ol avBpwTTIvVol TTOPOI TToU gival
dlabéaipol yia To €pyo.

YmoBéoeig Ao@aAcgiag

KaBopifoupe UTTOBETEIG OXETIKA HPE TNV ACQAAEIO TOU OCUGCTHNATOG, CUUTTEPIAGMBAVOUEVWY TwV
METPWY ACPAAEIOG KAl TWV AVTIMETPWY YIA TNV TTPOCTACIA ATTO ATTEIAEG.

YmoBéoeig ANANAeTTiSpaong

Mpoodiopioupe TTWSG aAAnAoemdpolv did@opa CToIXEid TOU OUCTAPATOG, OTTWG Ol dIAPOPES
UTTNpPETieg, oI BATEIg OEDOPEVWV Kal 01 XPAOTEG.

O1 rapatrdvw utroBEéoelg Kal TTapadoxEG atmroteAolv Tn BAon yia Tov oxedlaopo Kal TNV UAOTToinan
TOoU ouoTAuaTog. Eival onuavTiké va TIG KATaypAQOUPE KAl va TIG ETTOVEEETACOUPE KABWGS TO £pyo

eCeAiooeTal, TTPOKEINEVOU va DIACPANICOUE T CUVEXEIQ KAl TNV ATTOTEAETHATIKOTNTA TOU OXEDIQTHOU
Mag.

5.5 AsiToupyIkEG TTPOdIaYPAPES

YToB£Toupe OTI 01 XpAOTES Ba TTapExouv agIoToTa TTPOCWTTIKA GToIXEia KaTd Tn dladikagia eyypagrg
Kal TTioToTroinong. MapadexOuaoTe OTI N AcPAAEIA TWV dEBOPEVWVY KAl N TTPOCTACIA TNG IBIWTIKOTATAG
gival TTpWTaPXIKNAG onuaaciag kal 8a AngBouv Ta kKatdAAnAa uétpa yia autd. O kaBe xpriotng dev Ba
TIPETTEI VA PTTOPED va Bl TI KAVEI N EQAPUOYK XWPIG va gival eyyeypapuévog i va €xel KATTola €18IKé
oikaiwpata . H eyypagen Tou xpnotn Ba yivetal otnv ceMida Register otmou o xpnotng Ba eicayel Ta
OTEIXEIO TOU ETOI WOTE VA WTTOPEI va dnuIoupynoel AOYOpIOOHO KOl VO UTTOPED va €XEl TNV duvatoTnTa
va aveBdaaoel apxeia aTto oUaTNUA.

Eyypaen kai MoTtomoinon Xpnotwv

O1 xpnoTeg Ba ptropoUlv va dnuioupyRoouv AoyaplacoUg Kal va TTIRERAICOUY TNV TaUTOTNTA TOUG.
ATtrolnkeuon Apxeiou

O xpARoTng Ba uTTopei va uTToRAaAEl éva apyeio oTo cUaTNUA.

To apyxeio Ba Tpémmel va TTEPIEXEl TA aTTOPaiTNTA PETAdEdOUEVA, OTTWG TITAOG, TTEPIYPAQPN Kal
ouvnuuéva apxeia.

Aiaxeipion Apyeiou

O xpAoTNnG pTTopEi va dlaxelpiaTei To Apxeio

Alayeipion AtroteAeopdTwy AvaidnTtioeig Apxeiou
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O XpnoTtng Ba ptropei va diaxeipifeTal Ta apxeia KABWG Kail TNV eTTECEpyaTia apxEiwv.

Ava@opég kal loTopiko

O1 xpnoTeg Ba £xouv TTpOcacn o€ oTaTIOTIKG OedOUEVA Kal IGTOPIKO ApxEiou.

Aiaxeipion Aoyapiacpou

O1 xpnoteg Ba utTopolv va OlaxelpifovTal Ta TTPOCWITIKA TOUG OTOIXEia Kal TIG puBuicelg Tou
Aoyaplaopou TouG.

Emikoivwvia kai Eidotmroifoeig

AvVOKOIVWOEIG KAl EIDOTTOINCEIG TTPOG TOUG XPAOTEG YIa onNUavTIKA yeyovoTa A aAAayEg 0To oUoTNUA.
Aeitoupyikég Mapadoxég yia 1o Frontend

- EkTéAeon AirnpdTtwy XpnoTtwv: To Frontend Ba ekTeAei airuaTa XpnoTwv yia TRV ATTOOTOAN Kal
AMyn dedopévwy atrd 1o Backend.

- Alaxeipion XpRoTn: Oa apéxel Aeitoupyieg dlaxeipiong Aoyapiaouwy XpnoTwy, 6TTwg oUvOEean Kal
atmooUvOECDT, avAKTNON TTIPOCWTTIKWY OEOOUEVWIV, KATT.

- Aieran Xpnotn: To Frontend Ba divel Tnv duvaTtoTnTa GTOV XPNOTN va BAETTEI Ta O£OOUEVA TOU.
Aeiroupyikég Mapadoxég yia To Backend

- Eme€epyaoia Aedopévwv: To Backend Ba ekteAei Aeitoupyieg eTTeEepyaaiag kal diaxeipiong Twv
Oedopévwy TTou AauBdvel atrd 1o Frontend.

- Emikoivwvia pe YTnpeoieg: ©a aAAnAoemidpd pe GAAeG uTTnpeaieg, 6TTwg 10 AWS, yia Tnv
atroBrkeuon kai eTeCepyaaia OESOPEVWV.

- Amodoan AirnudTtwy: Oa avtatrokpiveTal o€ airjuata atré 1o Frontend pe aglomaTia kal TaxiTtnTa.

5.6 Mn Asitoupyikég lNpodiaypapég

Ao@dAeia Aedopévwv

To oUoTnua Ba TTPETTEl va TTAapEXEl UPNAS eTTITTEDO A0PAAEING Twv OeDOUEVWY, TTPOCTATEUOVTAG TA
atré avembuunTtn TpdoBacn f emegepyaaia.

AglomorTia Karaypagrg

O1 kataypa@ég atn Baon Aedopevwy Ba TTpETTel va gival agiomaoTeg Kal adIau@ITRATNTES, TTAPEXOVTAG
akePAIOTNTA OTa dedoUEva.

EuxpnoTia E@appoyng

H epappoyn Ba Tpétrel va gival ebxpnaTn Kal QIAIKA TTPOG TOV XPAOTN, TTPOCPEPOVTAG OTTAGTNTA KAl
€UKOAia 0Tn ¥Xprion TnG.

AilaBscipoTnTa

To oUoTnua Ba TTpéTTel va gival dIaBECIUOo Kal va AEITOUPYED e 0TaBePOTNTA XWPIG TTAPEUBOALG.
AUTEG 01 AEITOUPYIKEG KAl N AEITOUPYIKEG TTPOBIAYPAPEG Eival OUCIWOEIG YIa TNV AVATITUEN KAl TN
AgIToupyia evog agIOTTIOTOU KATAVEUNUEVOU OUCTAHATOG EAEYXOU.

Mn Azitoupyikég Mapadoxég yia To Frontend

- AiloBnTikA kai EuxpnoTia: To Frontend Tpétrel va TTapéxel Yia euxapIoTn EUTTEIPIa XPIONG WE
KOTAAANAN a1oBNTIKA KAl EUXPNOTia.

- ZupBatotnta Mepiyntwv: Mpétrel va gival cupBato pe dIGQopPoug TTEPINYNTEG VI VA UTTOOTNPICE
OIAPOPETIKEG TTAATPOPEG.

- Ammokpion XprioTn: To Frontend Ba Trapéxel duean avtatrokpion OTIG EVEPYEIEG TWV XPNOTWYV XWPIG

KaBuoTepnoelg.
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Mn Azitoupyikég Mapadoxég yia To Backend

- AogpdAeia Aedopévwv: Mpétrel va d1ac@alilel TNV acPAAEIa Twv 0eSOPEVWY KATA TNV aTTOBAKEUCN
Kl TN JETAPOPA TOUG.

- Atédoon ZuoThpartog: MNpétrel va gival armodoTiké Kal va avTaTTOKPIVETAl OTIG ATTAITACEIS XPOVOU
ATTOKPIONG TOU CUCTAUATOG.

- Emrexraoipotnta: MNpétrel va gival eEUKOAA ETTEKTACIUO YA va UTTOOTNPICEl JEANOVTIKEG AEITOUPYIES Kal
auénuéveg avaykeg TOU CUCTAUATOG.

AuTEG oI TTapadoyEG TTEPIYPAPOUV TIG AVAUEVOUEVESG AEITOUPYIEG KAl TIG ATTAITACEIS Yia TO Frontend kai

10 Backend, kaBwg Kai TIG QVeTTIONUEG TTPOCDOKIES YIA TNV ATTGB0CT KOl T CUUTTEPIPOPA TOUG.
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KE®DANAIO 6 Zxedlaoudg Epapuoyng

6.1 ZxedI0ONOG EQAPHOYNG

To ouoTnua TTou dNUIOUPYEITAl €ival O€ PIA JOP®PN TTPWTOTUTTOU ME TIG BATIKEG AEITOUpYIEG Kal Ba
pTTopel va Trapouciactel oav éva POC (proof of concept). ©a UTTopel va yivel €TTEKTACN TOU
ouoTnpaTog avaloya pe TiIg avaykes. H epappoyn Ba aveBel (deploy) o éva cluster oto AWS kai atmo
ekel Ba ptropel va eival d1aBeoiun yia KABe xpnoTn TTou €xel pia aTabepn ouvdean oTo Internet.
E@ooov n epapuoyn eival aveBagpevn oto AWS arrd ekel exoupe To povreho Shared Responsibility
oTTou Ba uTTapxel Mia ogada TTou Ba gival utreuBuvn yia TNV dlaxEIpIon aTTd TNV HEPIA TIG AVATITUENG
TOU £PYOU YIa TNV KOAN AgIToupyeia TIG Epapuoyng, KaBwg Kal yia TIG SIapOoPES TTAPAPETPOTIOINTEIG TOU
ouoTANATOG, Kal a1Td TNV GAAN T UTTOAOITTO TTOU €ival OXETIKA E TOV server To cluster Tig adgleg yia TO

software 1Tou Ba xpnoipoTtroinBel Ba eival aTnv eubuvn Tou AWS .

6.2 To MovTtéAo UML
H Unified Modeling Language (UML) atroteAei éva diBvEg TTPOTUTTO YAWOOAG POVTEAOTTOINGNG TTOU
XPNOIMOTIOIEITAl YIa TOV OXedlaoud Kal Tnv avaluon ouotnudtwyv. H yxprion tou UML Trapéxel
TTOAATIAG 0@QEAN yia TNV KaTtavdnor, Tov oXeSIOOPO Kal TV UAOTTOINON TOU OUCTAUATOG TToU
onuioupyeite. Mapakdtw avoAvovtal PePIKA atmd Ta KUpia o@éAn Tou UML oTto TrAaiolo Ttou
OUOTANATOG POG.
1. Katavénon Tou ZUGTHHATOG

To UML Trapéxel ypa@ikd MOVTEAQ TTou E€ival €uavayvwoTa Kol TTPOCEQEPOUV  HIA  OTITIKN
avatrapdoTaon Tou CUCTAPATOG. AuT BonBda aTnv KAAUTEPN KATavonon Twv dIa@Opwy GTOIXEIWY Kal
OXETEWV TOU.
2. IXeS100u6g ZUOTAHMATOG

To UML Tmrapéxel diaypdppata O6TTwg Ta diaypduupara kKAdoewv, akoAouBiag kai diaypduuara
OpPOCTNPIOTATWY TTOU ETTITPETTOUV TOV OXEOIAOUO Kal TNV KABodrynan Tou CUCTAPATOG TIPIV atrd TV
uAoTroinon.
3. Kataypa@n ATTaIToewy

To UML emTpétrel Tn dnuioupyia SiaypapudTwy O6TTwg TO didypauua dpacTnpIOTATWY KAl TO
O1dypapa XprioTn yia va KATaypag@ouv Ol aTTaITHOEIG TOU XProTN Kal O 10dIKATiES.
4. Evioxuon Zuvepyaoioag Opadag

To UML TTpoo@épel €va Koive YAWOoOIKG TTAQICIO yIO TOUG WEAETNTEG, TOUG OXEDIOOTEG KAl TOUG
TTPOYPAUMATIOTEG, BEATILOVOVTAG TNV ETTIKOIVWVIA KaI T CUVEPYQTIa 0€ OPAdIKO €TTITTESO.
5. ZuvtApnon kai Erékraon

Ta diaypdupaTta KAAGGEwWV Kal avTikelévwy Tou UML kaBioTolv €UKOAOTEPN TN OUVIAPNCN TOU
KWOIKA Kal TNV TIPOCORKN VEWV XOPOKTNPIOTIKWY XWwEIiG va Tapafiadetal n  utrdpyxouoa
AeIToupyIkoTNTA.
6. Avixveuon ZQoApaTwyv

H avaAuon Twv diaypappdrwy akoAouBiag ptropei va Bondrioel aTtov evioTono kal T diépBwaon

OQAAPATWY OTNV ETTIKOIVWVIO JETAEU OTOIXEIWV TOU CUCTAUATOG.
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Me tn BonBeia Tou UML, To cUaTnua TTou dnuioupyoUde UTTOPOUUE va oXedIdooule , va avaAUooulE
KOl VO UNOTTOIROOUNE PE TTEPICOOTEPN ATTOTEAECUATIKOTNTA, £VIOXUOVTAG TV KATAVONON TOU KWAIKA

Kal BeATILvovTag Tn guvoAikr dladikaaia avaTTuéng.

6.3 NepiTTWOEIS XPpRONG

210 apxiko oTtddio Tng Oladikaciag avamTuéng Tou poviédou Use Case (Mepimmwocwyv XpAong)
€vapéng HE TOV EVTIOTTIONO TwWV XPNoTwv (actors) Tou cUCTAUATOG. AvOoQEPOUOOTE OE €va user TnG
£Qapuoyns e éva poAo, o otroiog aAANAoEIOPd Pe TO oUoTNUA. [Na va EVTOTTIOOUNE TOUG XEIPIOTEG,
€€eTACOUNE TIG ATTAITACEIG OTTWG TTEPIYPAPOVTal OTO TTPORANUA. KaBe XeIpIOTAG CUPMETEXEI OE Wia
TEPITITWON XPrOoNG, N oTroia uTropEi va Bewpndei wg pia akoAouBia aAANAEMOPATEwWY UETAEU €VOG N
TTEPIOTOTEPWY XPNOTWV. ZTNV TIPOCTIABEIO va TTPOCdIOPICOUNE TOUG XEIPIOTEG, €ival onuavtikd va
eCaopalicoupe 6Tl TTANPOUV TIG TTPOUTTOBECEIG TTOU KOAUTITOUV OAEG TIG QVAYKEG TNG EPAPHOYNG HAG.
EmmAéov, Ba uttdpxel n duvaTtdTNTa va PUTTopolv AAAG CUCTHANATA VA ETTIKOIVWVOUV PE TNV EQPAPHOYH,
O1Gpopeg eEWTEPIKEG EQapUOYEG ) Oladikaaieg OTTWG N Anwn back up, 0 CUVXPOVIOUOG Twv BESOUEVILV
oe Mia 0eUTepn Bdon dedopévwyv TTou Ba PTTopEi va xpnaoiyoTroleital yia Read povo.

Katda tnv dnuioupyia Tou povtéAou Use Case TTpETTEl va OPICOUNE T £ENG OnuEIa:

- Molol gival o1 xprioTeg TOU CUCTAPATOG.

- Mg 1T010V TPOTTO AAANAETTIOPOUY [E TO CUCTNA.

MNa 10 £€pyo auTd TTAPoUsIAlw PEPIKES TTEPITITWOEIG XPONG OTIG EIKOVEG.

App User

N

Office Agent User

Agent
Eikéva 10 Mepirtwon xpriong Ouadeg xpnoTn

Oa utrdpxouv 3 oudadeg XpnoTwy, TTou Ba UTTOPOUV va XPNOIPOTTIOIoUV TO cUCTnUa. AUTEG @aivovTal
otnv eikéva 11. O1 xprioTeg app user, TTou Ba €ival o1 KavovIKol XProTeg, ol XproTeg office agent, Tou
Ba £xouv JIKAIWKATA YIa TUXOV OAAAYEG OTa £yypa@a 1] yia dlopBwaelg Kal ol XpAoTeg agent, 6trou Ba

gival Kail o1 JIaXEIPIOTEG TOU CUCTHHOTOG KOl Ba EKTEAOUV TEXVIKEG EPYATIEG.
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<<include>>

Process Document

BrowseDoc ) <<include>>
Preview Doc

Agent

Eikéva 11 TMepimrwoon xpriong Agent xpriomn

>Tnv TEPITITWaON agent XproTn TTou BAETTOUPE OTNV €IKOVa 12 €XOUNE TTEPIANTITIKA TIG EPYATieg TToU Ba
MTTOPEI VO KAVEI TNV EQAPUOYT).

Upload Doc

Delete Doc
<<include>> Download Doc
SearchDoc )y~~~ ""7777
~—— <<include>>

App Use

<<include>> Preview Doc

Browse Doc

Eikéva 12 mrepimrtwoon xpriong App user

XpRoTng kavel ATToOnkeuon apxeEiou

O xpnoTng Ba aveBdoel To apxeio Tou oto AWS oe éva Bucket TTou Ba €xel TO HOVOTTATI HOVO YIO TOV
xpnotn . Eedoov autd yivel kal OAa TTave KaAd o xprotng Ba Trdpel urvupd empefaiwong Ot TO
avéBaoua eixe emTuyia.
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To Bucket oto S3 Ba 10 £xoupe dnUIOUPYNOE! EUEIS yIa TOV XPAOTN O TTPWTN QAo €101 WOTE va
MTTOpOUUE va SOKINACOUUE TNV AEIToupyeia aveRAoHaTog apyeiou ypAyopa.

>1nv uAoTToinon YEANOVTIKA O XPrioTNG ME TO TTOU KAVEI Eyypa@r oTnv e@apuoyn Ba dnuioupyel Xwpo
éva @akeho oto S3 TToU Ba atroBnkevovtal povo Ta Oika Tou éyypaga. Otav Ba kdavel upload Ta
EYYPOQQ TOU N O€ TTEPITITWON TTou Ba KAvel pia avalntnon Ba  Kavel avalntnaon POvVo GTOV QAKEAO
auTo.

AmroTéAeopa Ba gival 0 PelwPEVOg XpOvog avalrTnong yia Tov XpAoTn.

Frontend: O xpriotng xpnoipotroiei To Angular Ul yia va emA£EEl kal va aveBaael apyeia.

Backend: To Spring Boot backend déxeTal Ta apyeia, Ta ammodnkeuel oTo Amazon S3 Kal KaTaypaQeEl
Ta peTadedopéva atn Baon dedouévwy PostgreSQL.

Amazon S3: [Mapéxel amobrikeuon apxeiwv pe uywnAn diaBecipdtnta kai avlOekTikoTnTalhigh
availability, scalability, durability) .

Amazon RDS: AmoBnkevel Ta PETAOEDOPEVA TWV APXEIWY, OTTWG TTANPOYOPIEG OTTWG TO OGVOUQ TOU

apxeiou kal TNV nuepopnvia dnuioupyiag. H Baon dedouevwy postgresql Ba gival avefacpevn exel.

XpRoTng Kdavel avadftnon apxeiou

‘EcTw OT1 0 XpNoTNG €xel aveBAOEl TO apxeio KATTOIO OTIYURA Kal BEAEl va O€l TI el aveRAaTEl.

Oa utTopei péow TIG DIETTAPAG va KAvel KATToIO avalATNon OTa apxEia TTou £xel AdN avefAacel kai va
O¢l 1o status Toug. H diemagn Ba kavel éva Rest request 61rou Ba evepyoTrolei TNV avaliTnon o€ éva
bucket yia 10 apyeio TTou waxvel. Oa evepyoTroiei pia Aduda Function tou Ba kdvel avalntnon He
Bdaon 10 6vopa Tou apyeiou péoa oTo bucket. Ze emiTux avadATnon Ba €MOTPEPEI TO APXEIO  yIa
TTPOROAR. Z€ PN €TITUXN Oa ETTIOTPEPEI PAVUKA aTTOTUYXIOG EUPETNG APXEIOU.

Frontend: O xprioTng eicayel Ta Kpitrpia avalAtnong pécw Tou Angular UL.

Backend: To Spring Boot backend ekteAei Tnv avalntnon pécw Twv Oedouévwyv TTOU Egival
amrobnkeupéva otn Baon dedouévwy PostgreSQL. 2Tn guvéxela, TTapEXel Ta OTTOTEAEOUOTO OTOV
Xpnotn.

Amazon RDS: Epwtruata otn Bdaon dedopévwy yia TNV avadATnon Twv apxXEiwv Kal TwV OXETIKWY
METadESONEVWV.

Amazon S3: H avalAtnon dev emnpeddel dueca 10 S3, aAAG 10 backend pmopei va avokTd

TTANpPoYopieg atod 1o S3 av XpeIAdeTal.

XpRoTng Sekivd ere§epyacia apyeiou
H eme€epyacia apxeiwv mTepIAauBavel Tnv TpoTrotroinon r avaBaduion Twv apXeiwv TTou €xouv AdN
amodnkeutei. Authp n dladikacia PTTopei va TepIAaUBAavel TNV aAAayr] TOU TTEPIEXOMEVOU, TNV
avapdabuion Tou apyeiou ;A TNV aAAayr] Twv PeTadedopévwv.O xpAoTng ekiva Tnv eTTegepyaaia evog
apyxeiou TTou €xel aveBaoel KATToI0G AAAOG XPNOTNG N Kal o idlog xprioTng otov S3 Bucket.
Frontend: O xprioTng @opTwvel TNV TpoTToTroINUEVN €Kd00N Tou apxeiou péow Tou Angular U,
Backend: To Spring Boot backend diaxeipiCetal Tnv uttoBoAl Tng emeepyaocpévng €kdoong Tou
QapxEioU KAl TNV EVNUEPWON TWV OXETIKWYV PeTAdedoPEVWY 0Tn Baon dedopévwy PostgreSQL.
Amazon S3: Evnuepwvel Tnv amobikn S3 pe Tnv véa €kOoon Tou apxeiou, OlIATNPWVTAG TNV
TTponyoupevn €kdoan AV gival EVEPYOTTOINKEVO TO versioning.
Amazon RDS: Evnuepwvel Ta petadedopéva otnv Bdaon Oedouévwv yia va QvTIKOTOTITPIOE TIG
aAAayég.
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XpRoTng Kavel diaypapn apxeiou

H Aeitoupyia diaypa@ng apxeiwy ETTITPETTEI OTOUG XPAOTES va a@aipolv apyeia atrd 1o auaTtnua. Otav

éva apxeio dlaypdagetal, TTPETTEI va dlac@alideTal OTI n dlaypa@r €ival oAokAnpwuévn 1600 atrd 10

frontend 6co kai ammd 10 backend kai 6T Ta dedopéva Oev TTAPAPEVOUV GTO GUCTNHA, ATTOPEUYOVTAG

€101 TNV KATavAAWGCN aTToBNKEUTIKOU XWPEOU.

Frontend: O1 xprioteg aAAnAemdpouv pe Tn dieTragn XpAoTtn Angular yia Tnv €mAoyn Kai
empeRaiwaon TNG diaypagng evog apyeiou.

Backend: To Spring Boot backend diaxeipiCetal Ta airpaTa diaypa@rg, ammooTEAAEI EVTOAEG
oto Amazon S3 yia TNV a@aipecn TOUu apxeiou kal evnuepwvel TN Pdon Oedouévwv
PostgreSQL péow Tou Amazon RDS yia va a@aipéoel Ta OXETIKG JETAOEDOMEVA.

Amazon S3: Aiaypd@el To apxeio oo Tnv amodrikn S3, diacg@aAifovtag o1 Ta dedopéva dev
TTAPAPEVOUV.

Amazon RDS: Evnuepwvel Tnv Baon OedOPEVWYV YIA VO AQAIPETEl TIG OXETIKEG EYYPOPEG

METadESONEVWIV.

ATTo0NKeUOT) HETASESONEVWYV OpXEioU

H ammobikeuon petadedopuévwv a@opd TNy Kataypa@rn TTANPOYOPIWYV TTOU OXETICOVTal PE TA APXEia,

OTTWG Ol TTEPIYPAPES, Ol NUEPOUNVIEG dNUIoUPYIAG, KOl AANEG OXETIKEG TTANPOPOPIEG.

Frontend: O xpriotng utropei va TTpocBécel 1 va TPOTTOTTOINOEl PETAOEOOUEVA PHECW TOU
Angular Ul.

Backend: To Spring Boot backend eme€epyadetal kal amodnkevel Ta petadedopéva otn BAon
dedopévwy PostgreSQL.

Amazon RDS: Aiatnpei kai diaxelpi¢etal Ta petadedouéva, dilac@aii¢ovrag Tnv akpiBeia Kai
TNV TTAPN KaTaypaer.

Amazon S3: Aev emnpedletal aueca, aAAG Ta peTadedoPEVa TTOU OXETICOVTAl PE TA OpXEia

MTTOpEi va TTepIAaBavouv TTANPo@Oopieg TTOU €ival aTToBNKeUUEVEG OTO S3.

53



Zxedlaoudg kai Avamruén karaveunuévou oguarnuarog eAéyxou MNewpylog Xar{neuoTpartiou A.M. 22026

KE®AAAIO 7 2XEAIAZH OOONQN 2Y2THMATOZ

7.1 Angular Zxediaon oBovwyv cuCTAHNATOG

H oxediaon oBovwv cuocTAuaTog o€ pia epappoyr Angular atroTeAei Kpioiyo Brpa otn diadikagia
avamTugng AoylopikoU. ApXIKA, ol 0eAIOEG TNG e@apuoynig Ba cival atrAég Kal AEITOUPYIKEG, UE OTOXO va
KOTOVONOOUE TIG BACIKEG AEITOUPYIES TNG KAI TTWG AUTEG AAANAETTIOPOUV WE TOV XPHOTN.

H mpooéyyion auTh pag emTPETTEI VA E0TIACOUNE OTNV KATAVONON TNG PONRG TG EQPAPUOYAS Kal TNG
AAANAeTTIOPAOAG TNG YE Ta BEdOPEVA, XWPIG VO ATTOOTTACTOUUE ATTO TIG TTIO TTEPITTAOKEG AETTTOUEPEIEG
Tou UI/UX. H amAotnTa Twv apyikwv oeAidwv Ba OdIeUKOAUvVEl TNV ammoTUTTwon Twv BOCIKWY
XOPAKTNPICTIKWY TNG EQAPHOYAGS Kal Ba yag Bondroel va evioTricoupe TUXOV TTPORAAMATA 1} TTEPIOXES
TToU Xpriouv BeATiwong.

KaBwg mrpoxwpdpe oTnv avamTugn, ol oeAideg auTég Ba e€eAixBoulv e TTeEPIOCOTEPEG AEITOUPYIES Kal
TTPOCAPHOYEG, AVTAYWVICOPEVEG TIG AVAYKEG TWV XPNOTWVY KAl TIG ATTAITAOEIS TOU £pyou. Me auTdv Tov
TPOTTO, Ba PTTOPECOUNE Va dIOCPAAICOUNE OTI N EPapPoyN Hag Ba gival OxI HOvo AsiIToupyikn, aAAG Kal
@INIKH TTPOG TOV XPrOTN.

7.2 Apxikn ZeAida

H apyiky oeAida Aesitoupyei w¢g TUAN €106dou yia TO UTTONOITTO TTEPIEXOUEVO TOU ICTOTOTTOU,
TTPOOEPEPOVTAG  MIO CUVOTITIKA  ETIOKOTTNON TWV  OCHUAVTIKWY  TTANPOQOPIWV KAl  AEITOUPYIWV.
MepihapBavel ocuvdéopoug A PevoU TTAONyNONG TTou KaBodnyoUv Tov XpRoTn ot AAAEG evOTNTEG N
O€NIDEG TOU IOTOTOTTOU (O€ PMEAAOVTIKI ETTEKTACT))

H diatagn tng ouxva mepIAauBavel ypa@ikd, Keipeva kal d1adpaaTIKG OTOIXEIQ TTOU TTPOTEAKUOUV TNV
TTPOCOXH TOU ETTIOKETTTN, EVW TAUTOXPOVA ETTICNMAIVEI TO OKOTTO KaI TNV TAUTOTNTA Tou IoTOTOTTOU. H
apxikf oeAida eival Kpiolun yia Tn CUVOAIKN €UTTEIpia TOU XPNOTN, KaBWg Kabopilel TIG TTPWTEG

EVTUTTWOEIG Kal CUMBAAAEI aTnv €UKOAN Kal ypryopn TpooBaacn aTig TTAnpogopieg TTou avaldnTd.
gDMS Home Register Login

Welcome to gDMS

This is the home page of gDMS. Explore and get started!

= B

Copyright © Georgios Chatziefstratiou All Rights reserved. Desing and Development by Georgios Chatziefstratiou

Eikova 13 Apxikr ZeAida
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7.3 ZeAida Eyypaeng

H oeAida eyypa@ng emITPETTEl OTOUG VEOUG XPHOTEG va dnuioupyAcouv évav Aoyapiaopd oTtnv
epappoyn. O xprRoTtng Ba kKANBei va cupTTAnpwoel Ta aTrapaitnTa Tedia, OTTWG TO GvoPa XPRaTn, TN
O1elBuvon NAEKTPOVIKOU Taxudpopueiou Kal Tov KwOIKO TTpdofacng. MOAIG oAokAnpwBei n diadikaaia
EYYPOQNG, 0 XPROTNG Ba AdBel pia emBefaiwon péocw email, diaog@aiifovrag 6T n diadikacia eivai

ao@aAng Kai aglotaTn.

gDM Home Register Log]
Create a New Account

Username:
Email:

Password:

Copyright © Georgios Chatziefstratiou All Rights reserved. Desing and Development by Georgios Chatziefstratiou

Eikéva 14 ZeAida Eyypagng

7.4 20vdeon XpnoTwv

21n oeAida oUvdEONG, OI XPAOTEG JTTOPOUV VA €10AYOUV TA OTOIXEIO TOUG YIA VO ATTOKTI|GOUV
TPocBacn aTov Aoyapiacuod Toug. AuTr n ogAida TrepIAauBavel TTedia yia To Gvoua XpRoTn Kal Tov
KwdIKG TTpéoRacng, KabBwg Kail ETMAOYEG yia avakTnaon Tou KwdIkoU TTpooacng o€ TTEPITITWON TToU

Tov £Xouv Eexdaoel. Eival onuavTikd n diadikaaia ouvdeang va gival atTAi Kal ypriyopn.

DN Home Register Lo

Login to Your Account

Email;

Password:

Copyright © Georgios Chatziefstratiou All Rights reserved. Desing and Development by Georgios Chatziefstratiou

Eikova 15 Zuvdeon XpnoTwv
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7.5 ZeAida Atroouvdeong XpnoTwy

H oeAida atmroouvdeong divel Tn duvaTdTNTa OTOUG XPHOTES VA ATTOXWPOUV aTTd TOV Aoyaplacud Toug.
Auth) n dladikacia dlao@alifel OTI TO TIPOCWTTIKA TOUG dedopéva TTAPAPEVOUV aO@AAr] Kal
TTPOCTATEUUEVA, IBIWG O€ ONUOCTIoug UTToAoyIoTEG. H atroolvdeon Ba TTpETTel va gival EUKoAa

TPooBAaoiun Kal va emReRaIVETal aTTO TOV XPAOTN TTPIV OAOKANPWOEI.

gDMS Home Dashboard Profile Settings Documents Logout|

Dashboard

Welcome to your dashboard! Here you can view your activity.

Copyright © Georgios Chatziefstratiou All Rights reserved. Desing and Development by Georgios Chatziefstratiou

Eikéva 16 Xelida AtToouvdeong XpnoTwy

7.6 MNpoiA Xpnotn

21N oeAida TTPOPIA XProTh, O XPAOTEG £XOUV TN duUVATATNTA VA TTPOCAPPACOUV T TTPOCWTTIKA TOUG
oToixeia. Auto TrepIAauBaver Tnv aAAayr] TOU OvOPATOG XPHOTN, Tou KwdIKoU TTpdafacng Kal GAAwvV
puBuicewv. H duvatotnTta eTegepyaciag Twv TTANPOQPOPIWY TOUG ETTITPETTEI OTOUG XPAOTEG va

d1aTnPoUV TO TTPOPIA TOUG EVNUEPWHEVO KAl ACPAAEG.

gDMS Home Dashboard Profile Settings Documents Logou

Your Profile

Edit your profile information below:

Username:

Email:

Copyright © Georgios Chatziefstratiou All Rights reserved. Desing and Development by Georgios Chatziefstratiou

Eikova 17 Mpogih Xpriotn
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7.8 Mevou Apxeiwv (Documents)

21NV evoTnTa ApyEiwy, o XpAOTEG UTTOPOUV va BIaXEIPIOTOUV TA £YYPAPA TOUG JE EUKOAIQ. EDW
MTTOpOUV va aveRAoouv VEQ £yypa@a, va Ta eTTeEEpyaaTolV ) va dlaypayouv 6aa dev XPeIalovTal
ma. AUTh N AsIToupyia TTPOCQPEPEI GTOUG XPFOTEG TNV EUXEPEID VO OPYOVWIVOUV Tr SOUAEIR TOUG Kal va
dlaTnpouV Ta ApXEId TOUG TAKTOTTOINKEVA.

gDMS Home Dashboard Profile Settings Documents Logout
Dashboard

Welcome to your dashboard! Here you can view your activity.

Copyright © Georgios Chatziefstratiou All Rights reserved. Desing and Development by Georgios Chatziefstratiou

Eikéva 18 Mevou Apxeiwv (Documents)

7.9 AvéBaoua Eyypagou
H duvatotnTa avéBaopaTog eyypa@wy gival atrAr kai ypriyopn. O1 XprjoTeg TTopouv va TTIAECOUV Ta
apxeia Tou €mMOBuPoUv va aveBdoouv atrd TN CUCKEUR TOUG Kal va Ta aTToBnNKeUCOUV OTNV EQAPHOY).

AuUTA n Aeimoupyia utrooTnPiCel SIAQOPOUG TUTTOUG APXEIWY, TIPOCPEPOVTAG EUEAIEIO OTOUG XPrOTEG.

gDM Home Dashboard Profiie Settings Documents

Server retumed code: 0, eor No documents available for this user.

message is: Htlp failure response

for
http:/ocalhost:8080/api/documentist-
files/2: 0 Unknown Error

Eikéva 19 AvéBaopa Eyypagou ( Error case)
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7.10 Emregepyaoia / Alaypagr) Eyypagou

Méow Tng ogAidag eTTegepyaaiag yypdgwy, o1 XProTeG JTTOPOUV va avoifouv Kal va TPOTTOTTOINCOoUV
Ta £yypaed Toug. O epyalelobrikeg eTTeCepyaaiag eival QIAIKEG TTPOG TOV XPAOTN, ETTITPETTOVTAG TN
ypryopn emegepyaaia KeINEVOU, TNV TTPOCBNKN EIKOVWVY KAl GAAWY GTOIXEIWV.

gDMS Home Dashboard Profile Settings Documents Logout]
Choose File

Document List

Kabellinie_Model_Quickstart_Draft2 273

(1).docx

OPC 30400-2 - UA CS for Cloud Library [[Z1J)
Part 2 - API Definition 1.00 2.pdf

Eikéva 20 Eme€epyaaoia / Alaypagr] Eyypdeou

7.11 PubBpioeig (Settings)

>1nv evotnTa PuBuicewv, ol XpARoTeg £xouv Tn SUVATOTNTA VO TIPOCAPHOCOUV TNV EQapuoyr cuugwva
ME TIG TTPOTIUACEIS TOUG. MTTOopoUVv va aAAGEouV TN YAWO OO TNG EQAPHOYNG, Va ETTIAEEOUV TO XpWHA
B€paTog Kal GAAEG TTPOCWTTIKEG PUBUICEIG TTOU BEATILOVOUV TNV EUTTEIPIA XPMONG.

gDMS Home Dashboard Profile Settings Documents Logo
Settings
Manage your settings here:

Language:

v English

Spanish

Notifications:

Eikéva 21 PuBuiceig (Settings)
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KEDAAAIO 8 AWS YAotroinon Ymrodopwyv oto NE@og

8.1 YAotmroinon Ymodopwv pe Terraform
Edw Ba yivel epiypagn yia TIG UTTodopEG TTou uAoTrolouvTal oto AWS, ommwg EC2 instances, S3

buckets, RDS databases pe tnv xpnon Tou Terraform

MNa v uAoTroinon Tng €Qapuoyns, apxika Ba xpelaoTolpe éva S3 bucket, 6TTou kGBe xprRoTng Ba
pTTopEi va aveBadel To £yypa@o Tou. H epapuoyn mou Ba avarrtuxBei ye Spring Boot kar Angular 8a
@IAogevnbei oe éva EC2 instance, To otoio Ba dOnuioupyrnooupe xpnoipotroiwvTag 1o Terraform.
MapdAAnAa, B6a mpémel va Olac@aiicoupe 61 T0 S3 bucket kai To EC2 instance diaBétouv Ta
atrapaitnTa SIKAIWPATA, Ta oTroia Ba puBpicoupe péow Terraform, cupTTEPIAAUBAVOVTAG KAl KAVOVEG
TToU Ba kaBopidouv TI pTTopEi va ekTeAéoel To EC2 instance. Etriong, dev TTpéTTel va TTapaAeiyoupe Tn
onuioupyia piag Baong dedouévwy Postgresgl, n otroia Ba eykaraotabei kal aut yéow Terraform oTo
AWS RDS.

BAétroupe 6T pe Tnv xpAon Tou terraform ptropoUpe va dNPIOUPYACOUUE TIG UTTOOOUEG TTOU
XPEIACOUOOTE XWPIG va XpeIagopaoTe TTOAAG epyaleia TTdpa pévo yvwon terraform .
AkoAouBei éva deiyua Tou kKWoIka Tou terraform yia 6Aa Ta avaykaia services TTou 6a XPEIOGTOUE.

resource "aws_security_group instance_sg" {
name "instance_sg"
description = "Allow inbound traffic for HTTP and SSH"
vpc_id var.vpc_id
ingress {
from_port 22
to_port 22
protocol "tcp"
cidr_blocks ["0.0.0.0/0"]
}
ingress {
from_port 8080
to_port 8080
protocol "tcp"
cidr_blocks = ["0.0.0.0/0"]
}
¥
resource "aws_instance" "app_instance" {
ami "ami-0c55b159cbfafelfo"
instance_type "t2.micro"
iam_instance_profile aws_iam_instance_profile.ec2_instance_profile.name
vpc_security_group_ids [aws_security_group.instance_sg. id]
tags =
Name = "document_management_system"

}

Kwdikag 11 Mapaderypa Terraform yia dnuioupyia EC2 ato AWS
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Kai Twpa Ba meplypadyoue Toug TTOPOUG, TTou dnpioupyouvtal Je terraform yia aws_security_group
"instance_sg"
AuT6 TO TUAKA Tou KWwdika dnuioupyei éva Security Group oto AWS. 'Eva Security Group Aeiroupyei
WG EIKOVIKO TEIXOG TTPOCTACIAG YIO va EAEYXEl TNV EI0EPXOPEVN Kal €€epXOPEVN Kivnan dikTUou oe EC2
instances.
¢ name: OpiCel To dvoua Tou Security Group, To oTroio €ivai "instance_sg".
o description: lNepiypagn Tou Security Group, TTou €dw €ival "Allow inbound traffic for HTTP
and SSH" (emiTpéTTel elo0epxOuevn kivnon yia HTTP ka1 SSH).
e vpc_id: To ID Tou Virtual Private Cloud (VPC) oTo omroio 8a avrikel To Security Group. AuTto
10 ID avagépetal p€ow TNG YETABANTAG var.vpc_id.
Ta ingress PTTAOK gival Kavoveg l0epXOUEVNG Kivhong:
o O TpwTOG KAVOVAG:
o from_port ka1 to_port: OpiCel 6T Ba emTpémeral n kivnon oTto port 22 (10U
xpnoigoTtroigitar yia SSH).
o protocol: To mpwTtoKoAAO eival "tcp".
o cidr_blocks: Emtpémrel Tnv TpdoBacn até otroiadrroTe dieubuvon IP (0.0.0.0/0).
o O deUTEPOG KAVOVAG:
o from_port kai to_port: OpiCel 611 Ba emTpémeTal n kivnon oto port 8080 (cuxva
XpnoigoTtroigital ammd web epapuoyég, .. Spring Boot).
o protocol: To mpwTOKOAAO eival "tcp".
o cidr_blocks: EmTpémelr emiong Tnv mpdcfacn ammoé otroiadntrote OlelBuvon 1P
(0.0.0.0/0).
Kal Twpa Ba Teplypdyouue Toug TTOPOUG, TTou dnuioupyouvtal pe terraform yia aws_instance
"app_instance"
AuTd 1O TUAPA Tou KWAIka dnuioupyei éva EC2 instance oto AWS.
e ami: To Amazon Machine Image (AMI) ID trou Ba xpnoigotroinBei yia Tn dnuioupyia Tou EC2
instance. E&w 10 AMI €ival "ami-0c55b159cbfafe1f0", To otroio eivanr mBavéTara Eva AMI TTou
TPEXE! Linux.
¢ instance_type: O 100G TOoU EC2 instance, Tou €dw €ival "t2.micro". Autdg o TUTTOG €ival
KATAAANAOG yia eAa@pIEG pyaaieg, OTTWG PIKPEG web eQapuUoYEG.
¢ iam_instance_profile: Avagépetal o€ éva IAM instance profile Tou Ba emTpéwel oToO instance
va XPNOIUOTTOIE Ta DIKQIWMPATA TTOU £X0UV eKXwPNOEi o€ auTtd To profile.
e vpc_security_group_ids: 2uoxetiCet to EC2 instance pe 10 Security Group Tou
onuioupynonke vwpitepa (aws_security _group.instance_sg.id).
o tags: OpiCel éva tag pe 10 Ovopa "SpringBootApplnstance”, 1o omoio 8a Bonbroel otnv
avayvwplion autou Tou instance.

resource "aws_s3_bucket" "documents_bucket" {
bucket_prefix = var.s3_bucket_prefix
acl = "private"

ec2_role" {

resource "aws_iam_role
name = "ec2 s3 role"
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assume_role_policy = jsonencode({
Version = "2012-10-17"
Statement = [
{

Action = "sts:AssumeRole"
Effect = "Allow"
Principal = {

Service = "ec2.amazonaws.com"

resource "aws_iam_policy" "s3_access_policy" {
name = "s3_access_policy"
description = "Policy to allow EC2 instance to access S3 bucket"

policy = jsonencode({
Version = "2012-10-17"
Statement = [
{
Effect = "Allow"
Action = [
"s3:PutObject",
"s3:GetObject",
"s3:ListBucket"
]
Resource = [
"${aws_s3_bucket.documents_bucket.arn}/x",
"${aws_s3_bucket.documents_bucket.arn}"

Kwdikag 12 Mapaderypa Terraform yia dnuioupyia S3, policy ato AWS

Kal Twpa Ba meplypdyoupe Toug TTOpoug, Tou dnuioupyolvtal pe terraform yia aws_s3_bucket
"documents_bucket"

AuTég o Topog dnuioupyei éva S3 bucket oto AWS. Ta S3 buckets xpnoigotroiolvral yia tnv
atrodrkeuon dedouévwy aTo cloud.

o bucket_prefix: OpiCel To TTpdOepa Tou ovopaTog yia 1o S3 bucket. To TrpayuaTikd dvoua Tou
bucket Ba atroTeAcital amé auTd TO TTPOBEUA Cuv KATTOIA POVadIKA TiUr TTou Ba dnuioupynOei
auTouaTta. To TTPOBepa TTapEXETal pEow TNG METARANTAG var.s3_bucket_prefix.

e acl: Opicel 1o emimedo MpooBaong (Access Control List) Tou bucket. Edw, n mpdoBaon eivai

opIopEévn wg "private”, TTou onpaivel 0TI HOGVO 0 KATOXOG Tou bucket £xel TTpOcRacn o€ auTo.

Kal Twpa Ba meplypdyoupe Toug TTOpoug, TTou dnuioupyolvtal pe terraform yia aws_iam_role

"ec2_role"
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AuTég 0 TTopog dnuioupyei €éva IAM Role oto AWS. 'Eva IAM Role gival pia guA\oyn SIKQIwPaTwy
TTOU UTTOPEITE VO EKXWPNOETE O€ UTTNPEeaieg AWS waTe va eKTEAOUV EVEPYEIEG VIO AOYapIaouo 0aG.

¢ name: OpiCel To Gvoua Tou poAou, TTou dw eival "ec2_s3_role".

o assume_role_policy: AuTr n TTONITIKA opiel TTola uTTnpPECia UTTopei va "utroduBei" (assume)
Tov poho. H TToAimikA eivar ypauuévn oe JSON kai €dw emrtpémel oto EC2 (Service =
"ec2.amazonaws.com”) va avaAdBel autév Tov poAo. H tmoAimikrp AssumeRole eival kpioiun
yla Tnv €€ouaioddtnon Tng utinpeciog EC2 va ekTeAei evépyeleg Pe Ta DIKAIWPOTO TTOU
ouvdéovTtal ge autdv Tov poAo.

Kal Twpa Ba teplypdyoupe Toug TTOPouUg, TTou dnuioupyouvtal pe terraform yia aws_iam_policy
"s3_access_policy"

AuT6G 0 TTOpog dnuioupyei pia IAM Policy Tou emiTpéTTel TNV TTPOCBACH O€ CUYKEKPIUEVEG EVEPYEIEG
oTo S3 bucket.

e name: To évoua TG TTONITIKAG gival "s3_access_policy".

o description: MNapéxel pia TepIypagr TG TONITIKAG, N oTtroia €dw dnAwvel 6Tl N TTONITIKA
emtpétrel o€ éva EC2 instance va éxel pdoPaon ato S3 bucket.

e policy: H idia n tmoAimkA eivar ypauuévn oe JSON kai Treplypd@el Ta SIKAIWPATA TTOU
TTAPEXOVTAIL:

o Effect: "Allow" onpaivel 0TI eMTPETTETAI N EKTEAECN TWV KOBOPITUEVWV EVEPYEIWV.
o Action: O1 evépyeleg TTOU ETTITPETTOVTAI, Ol OTTOIEG €OW TTEPIAABAVOUV:
»  s3:PutObject: EmiTpéTTel TNV a1mOGTOAN QvTIKEIUEVWY OTO bucket.
»  s3:GetObject: EmiTpéTTel TN AWwn avTIKEINEVWY aTTo TO bucket.
» s3:ListBucket: EmTpémrel TNV Kataypagn Twv AVTIKEIUEVWY TToUu PBpiokovTal
oTo bucket.
o Resource: O1 TOpoOI GTOUG OTTOIOUG ETITPETTETAI N TTPOCRACN. XPNOIUOTIOIEITAl TO
ARN (Amazon Resource Name) Tou S3 bucket TTou dnpioupynOnke TTponyouuévwg:
=  ${aws_s3 bucket.documents_bucket.arn}/*: Emitpémel TNV MpdoRaon oe dAa
T AVTIKEIJEVA EVTOG TOU bucket.
=  ${aws_s3 bucket.documents_bucket.arn}: Emitpétel Tnv TpéoBacn oTo idio
TO bucket (11.x., yI0 VEPYEIEG OTTWG N KATAYPAPN).
ATtrotéAeopa e Terraform:
Anuioupyou e pia uTTodounA TTou TTEPIAAUBAVEL:

o 'Evav EC2 instance, TTou Ba Tpéxel pia epapuoyn (mbavwg pia epapuoyr Spring Boot, 611wg
UTTOONAWVEI N ETIKETA).

¢ 'Evav RDS PostgreSQL instance yia Tnv amoBrkeuan 0edopEVWY.

e ’'Evav S3 bucket yia Tnv ammoBrikeuon apxeiwv.

o 'Evav IAM poAo kai TTONITIKN yia TV ag@aAn TTpéafacn Tou EC2 instance atov S3 bucket.

o Ta security groups e€aoc@aAifouv 6T pévo ol emBUPNTEG BUPEG €ival avoIxTEG yia TTpOaRaon
atrd 10 dIAdIKTUO.

O ouvduaoubég auTwyv Twv TTOPWY TTAPEXEI MIA OAOKANPwUEVN UTTodounR yia Tnv @IAogevia piag

epapuoyng otov AWS pe ac@aAr ammobikeuan dedopévwy Kal TTpdoaan oTa amapaitnTa apxEia.
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KE®AAAIO 9 YAOINOIHZH BACKEND

9.1 YAomroinon Spring Boot
Aopr Kwdika kal ApXITEKTOVIKI:

H apxitektovikr gival opyavwpévn yopw atod didgopd Modules T1Tou xeipiovTtal SIAPOPETIKEG TITUXEG

NG epapuoyns . Ta kupia Modules givai

Controllers: YteuBuvo yia Tnv emegepyacia Twv eiIgepxOpevwY HTTP airnudTwy Kai Tnv €mMoTPo®nR

TWV KATAAANAWY ATTOVTHCEWV.

Services: [lNpayyartotroiei TN AoyIKA TNG €QAPUOYNAG Kal XeIpifovTal TIG ETTIKOIVWVIEG HETAEU Twv

Controllers kai Twv Repositories.

Repositories: Y1eibuvo yia Tnv aAAnAemidopacn pe Tn Bacon dedopévwy, diaxeipi¢dueva 1ig CRUD

(Create, Read, Update, Delete) Aeimoupyieg.

O1 KAGOE€IG YOG OpyavwVvovTal O UTTOCUCTHHOTO TTOU €EUTTNPETOUV OUYKEKPIPEVEG AEITOUPYIEG TNG

EQAPHOYNG HOG.

‘Ovopa utroyn@Iag KAdong

ZKETTTIKO

HashUtil

H kAdon auth onuioupyei povadikd hashes, e€aoc@alifoviag

OTI Ta evaiodnTa dedouéva aTTobnkKelovTal e ao@AAEIa

LocalStackConfig

AuTA n kKAdon diaxeipieTal TN dlapgopewon Tou LocalStack,
OIEUKOAUVOVTOG TNV avamTuén kai Tn OokIuA utrnpeaiwv AWS

TOTTIKA.

MediaTypeUtil H kAdon auty BonBd otnv avayvwpion Tou TUTTOU apxEiou
(m.x. PDF), e€aogaAioviag Ot 10 €yypaga Odiaxeipifovral
owaoTd availoya pe 1o MIME type Toug.

S3Config AlaxeipiCeTal Tn SIGNOPPWAON Yia TNV ATTOBrKEUCN OPXEiWV GTO

Amazon S3, epIAapBdavovTag TIG pubuicelg yia Tn oUvOEeon Kal

TNV aoc@dAcia.

DocumentController

Edw Bpiokovtal o AeiToupyieg TToU agopolv Ta Eyypaga,
OTTWG N dnuioupyia, N evnuépwon Kai n diaypadrn eyypdowv
ato TV EQAPMOYN.

GlobalExceptionHandler

Aut) n KAdon xelpiCeTal Ta exceptions TTOU TTPOKUTITOUV KOTA
TNV EKTEAECN TNG E£QPAPUOYAG, TTAPEXOVTAG evidia dlaxeipion

OQAAUATWY.

UserController

Edw dlaxeipiCOuaoTe TIG AEITOUPYiEG TTOU OXETICOVTAl PE TOV
XPNoTn, OTTWG N eyypagr, n ouvdeon kai n dlaxeipion Twv

oTOoIXEiWwV TOU.

DocumentService

H kAdon auth Trepiéxel TN AOYIKr) ThG €QOPUOYAS yia Tn
dlaxeipion EYYPAPWYV, oupTTEPIAAPBOVOUEVWV TWv

ETTIXEIPNOIAKWY KAVOVWV.
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DocumentMetadata AuTS TO povTédo TTEPIYPAPEl Ta peTadedOUEVA TTOU OXETICOVTal
ME Ta €£yypaga Tou amoBnkeloupe, OTTWG N nUeEPoUnvia

dnuIoupyiag kai o TUTTOG apyEiou

Document Auti n  KAGon atroteAei TO  pOVvTEAO  TOU  apxeEiou,
TEPIYPAPOVTAG TO  XOPOKTNPIOTIKG KABe apyeiou TTOU
aTroBnkeUETal OTNV EQAPUOYN.

UploadResponse H kAdon autn diaxeipiCetal Tnv ammdvinon tou Aaufavoupe
KOTA TNV avéBagua apxeiou, TTAPEXOVTAG TTANPOYPOPIES YIa TNV

emTUXia A atrotuxia NG d1adIKaoiag.

User To povTéNo Tou XpraTn TTEPIAAPBAVEI T GTOIXEIO TTOU aQopolv

TOUG EYYEYPAPUEVOUG XPOTEG TNG EQAPHOYAG.
DocumentMetadataRepository | Auti n kAdon e€ivar utrelBuvn yia TNV OTTOBAKEUCN Kal

avAakTNoN METOOEQONEVWV EYYPAPWY aTTO T BAcn O£d0OUEVWV.

DocumentRepository AlaxeipiCeTal TNV atmoBrkeuon kalr avaktnon eyypagwv oTtnv

Baan dedouévwv.

application.properties Auti n Olopopewon  TEpIExEl  OAeG  TIG  puBuicelg TG
EQAPHOYNAG, OTTWG oI pubpicelg ouvdeang oTn AN OedoPEVWV

Kal GAAEG puBITEIC TTAPAUETPWV.

UserService H kAdon autfi Trepiéxel TN AOyIKY TNG EQOPUOYAS Yia TN
dlaxeipion xpraTn, CUUTTEPIAGUBAVONEVWY TWV ETTIXEIPNCIAKWY
KOVOVWV.

UserResponse H kAdon auth diaxelpiCeTal Tnv amr@vinon Tou Aaufavoupe

KaTtd TNV dnuioupyia XpnoTn, TTapEXOVTAG TTANPOPOPIES yIa TV

emTUYXia A atroTuxia NG dIadIKaoiag.

UserRepository AlaxeipiCetal TNV aTmodrikeuon Kal avakTnaon OTOIXEIWY Twv

XPNoTWV aTnV BAacn dedouEVwV.

application-local.properties AUTA n dIapGPPWanN TTEPIEXEI OAEG TIG PUBUICEIG TNG EQAPHOYNAG
yla TOTTIKF] XpAon, OTTwg oI pubuioelig olvdeong otn Baon

0edOPEVWV Kal GANEG PUBUICEIG TTAPAUETPWV.

Mivakag 1 Meprypa@r] Twv BacikKwyv KAGCEWV

9.2 T eivan To RESTful API

Ta RESTful APIs Bagifovtal oto TpwTokoAAo HTTP kai akoAouBouv pia o€ipd atrd Kavoveg TTou
EMTPETTOUV TNV ETTIKOIVWVIa PeTagU Tou TTEAATN (client) kai Tou dlakopioTh (server). Ta Bacika aToIxEia
piag RESTful apxITekTOVIKAG TTEPIAGURAVOUV:

Xprion HTTP ped6dwyv (GET, POST, PUT, DELETE) yia Tnv aAAnAeTidpacn e TOug TTOPOUG.
KatdAAnAa HTTP status codes yia va ava@épovTal Ta atToTEAEGUATA TWV AITARATWY.
ZUYKeKPIPEVEG Kal oageig Siadpopég (URLS) yia Tnv Tpdofacn o€ TOpoug (resources).

Xprion JSON wg pop@n avtaAAayrig 0eS0ouEVWV.

Mapdadeypa AIriparog kail ATTavtnong

H e@appoyn pag uhotroiei éva API yia tn diaxeipion xpnoTwv (users) kal apyeiwv (Documents). Oa

Ocioupe TTapadeiyaTa yia TO TTWG PTTOPEI va Yivel éva aitTnua Kal n avTioToixn amavinorn.
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Mapdadelypa AIrparog kail ATTavtnong
1. AitTnpa GET yia Aiota XpnoTtwv

GET /api/users HTTP/1.1
Host: your-api.com
Accept: application/json

HTTP/1.1 200 OK
Content-Type: application/json

"id": 1,
"name": '"giorgo ch",
"email": '"giorgo.ch@example.com"

||id||: 2'
"name": "John Wick",
"email": "John.wick@example.com"

Kwdikag 13 Mapaderyud pe POST

POST /api/users HTTP/1.1
Host: your—-api.com
Content-Type: application/json

"name": '"giorgo ch",
"email": 'giorgo.ch@example.com"

}

Kwdikag 14 Mapaderyud Atravrnor POST

HTTP/1.1 201 Created
Content-Type: application/json

"id": 3,

"name": '"giorgo ch",

"email": 'giorgo.ch@example.com"
¥

Kwdikag 15 Mapddeypd Aitnua PUT yia Evnuépwaon XpioTn

PUT /api/users/3 HTTP/1.1
Host: your—-api.com
Content-Type: application/json

"name": '"giorgo ch",
"email": '"giorgo.ch@example.com"

¥
Kwdikag 16 Mapdadeypd amravrnon oe PUT

HTTP/1.1 200 OK
Content-Type: application/json
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"id": 3,
"name": '"giorgo ch",

"email": 'giorgo.ch@example.com"

¥
Kwdikag 17 Mapdadeypd Aitnua DELETE yia Alaypa@h XpAoTn

DELETE /api/users/3 HTTP/1.1
Host: your—api.com
Kwdikag 18 Mapddeyud arravrnon Delete

HTTP/1.1 204 No Content

To aitnua DELETE a@aipei Tov xpriotn pe 1o id 3 amd 1o ouotnua. H atrdvrnon ival Kevrh e Kwdikd

kardoTtaong 204, Tou onuaivel eTTITUXA dlaypaQr).

i http://localhost:8080/api/user/createuser

POST http://localhost:8080/api/user/createuser

Body

none form-data x-www-form-urlencoded @ raw binary

Body

Pretty

Eikéva 22 xprion Postman yia airnua POST json

9.3 HTTP Status Codes
e 200 OK: To aitTnua ATaV ETMTUXEG Kal TO OEDOPEVA ETTIOTPAPNKAV.
e 201 Created: 'Evag TOpog dnpIoupynoOnKe ETTITUXWG.
e 204 No Content: H evépyeia oAokANpwONKe €TTITUXWG, GAAG Oev UTTAPXE! TTEPIEXOHEVO YIa
ETTIOTPOYN.
¢ 400 Bad Request: To aitnua eixe AdBog auvtagn ) dedopéva.
e 404 Not Found: O {nToUugvog TT0pog dev BpEONKE.

9.4 BéATioteg MNpakTikég Best Practices
¢ Ovopatoloyia Ailadpopwv (URLs): XpnoiyotoioUhe ovépara mépwv oTov TTANBUVTIKO
(11.X. /api/users, /api/documents).
e Xprion JSON: ZteAvoupe dedopéva ae pop@n JSON yia kaAUTepn cuuBaToTnTa.
o Kwdikoi Kardotaong: XpnolgoToiooupe  OowoToUg KwOIKoUG KatdoTaong yia va

OIEUKOAUVOUE TNV KATAVONON TWV GTTOTEAECUATWY aTTd TOoV TTEAATN.
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Documentietadats

DocumentmanagementsystemApplicationTests

Hashutil

UserReposiory DocumentMetadataRepository

DocumentmanagementsystemAppication

-

Yy
UserSarvict k3

Eikéva 23 UMLclass Diagram

9.5 Xpion Docker ka1 LocalStack

MNa Tn diaxeipion Kalr avamTuén TG €papuoyng, XpnaoiygotroioUpe To Docker, To oTroio emTPETTEI TNV
atropévwon Twv TTEPIBAAAGVTWY Kal TNV €UKOAIa oTnv avatTuén 1600 g€ TOTTIKO ETTITTED0 00 KAl GTO
cloud. Me 1 xprion Docker, éxouue dnuioupyAcel oTaBepd Kal eTTaVOAAWIUA TTEPIBAAAOVTO TTOU
dlao@aAiouv 6T n epappoyr) Ba Aeitoupyei pe Tov idI0 TPOTTO AvegapTnTa ATTO TNV UTTOdOUR OTnV
oTroia avamTuooeTal. AUTO Pag ETTITPETTEI VO QUTOPATOTTOIOUME Tn S1adikagia avdaTrTuéng, JEDVOVTAG
TNV mMOavoTNTA CPAAUATWY AdYW d1aPopES TTEPIBAAAOVTOG.

EmmAéov, yia Tn dokiuf utnpeciwv AWS oe TOTTIKO €TTiTredo, XpnoidotroioUpe 1o LocalStack, pia
TAQTQOPA TTOU TTPOCOMOIWVEI TOTTIKA TIG uTTnpeaieg Tou AWS. Méow Tou LocalStack, putmropoupe va
avamTUoCoUE Kal va QOKIPACOUNE AEITOUPYiEG TTOU OXETICOVTal e TNV uTtodopun, 6TTwg S3, Lambda
kal RDS, xwpig va atraiteital guvOeon o€ TTpayPaTikoug TTopoug Tou AWS. AuTr N TTPOKTIK HEIWVEI
TO KOOTOG Kal BEATILOVEI TNV TaXUTNTA AVATITUENG, TTAPEXOVTAG £va TTANPWG AEITOUPYIKO TTEPIBAAAOV yIa

TNV EVOWPATWON KAl TOV EAEYXO0 VEWV XOPAKTNPIOTIKWY TTPIV ATTO TNV TEAIKA TTapaywyn.
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KE®AAAIO 10 NMPOTAZEIZ ' A AEAOMENA

10.1 Zrparnyikég Alaxeipiong Aedopévwyv

H diadikacia cuAAOYAG Kal atroBriKeuong PETAOEDONEVWY OTNV EQAPUOYA OXEDIAOTNKE PE BAon Tnv
avaykn vyia uywnAfi akpiBeia kal  otmroteAecpaTikr  Olaxeipion  Oedopévwy. Ta  peTadedopéva
TePIAAPBAvVOUV TTANPOYPOPIEG OXETIKA HE TIG AEITOUPYIEG, TIG OUVOAAQYEG KAl TOUG XPAOTEG TNG
£QAPUOYAG Kal KataypdgovTal autéparta katé tn dIdpKela TNG XpAoNGS TnG.

H omobnkeuon Twv petadedopévwy  yivetar otn PBdon Oedopévwy PostgreSQL, n  otroia
XPNOIMOTIOIEITAl yIa TNV ac@aAf Kal atrodoTikr) diaxeipion Twv dedouévwy. Ta petadedouéva eival
OpyavwHEéva O€ TIHVOKEG Kal OUCXETICOVTal HE GAAEG PBaOCIKEG TTANPOQOPIEG TNG EPAPHOYNG,
EMTPETTOVTAG TNV Taxeia avaktnon kai eme¢epyaaia Toug. H emAoyr Tng PostgreSQL tmrpoo@épel
ONMAVTIKA TTAEOVEKTAMATA, OTTWG N UTTOCTAPIEN ETTEKTACINOTNTAG KAl N avOeKTIKOTNTA O TAAPATA,

dlaopaAifovtag TNV atmoBAKeuan Twv O0eSOUEVWV OE TTPAYHATIKO XPOVO.

10.2 Ztparnyikég Backup ka1 Avaktnong

MNa TNV ac@daAeia Twv dedOPEVWY £XOUME HIa TTPOCEYYICN YIA TNV aKePAIOTNTA Kal TNV OlafeciudtnTa
TWV TTANPOQOPILY TNG epapuoyrg. KaboplioTikd OToIXEi0 auTrg TNG TTPOCEYYIONG €ival n TOKTIKN
onuioupyia avtiypaewv ac@aheiag (backup) g Baong dedouévwy, Pe OTOXO TNV TTpPOCTACia Ao
mBavég atrwAeleg dedouévwy. Ta dedopéva atrobnkedovTal oe ac@aln ammobetripia(Repository), evw
Ta autépaTta backups TpaypatotroiolvTal o€ TTOAAATTAEG (wveg dIOBECIUOTNTAG, ETTITPETTOVIOG TNV
dueon avaktnon (recovery) oe epimtwaon BAARNG 1 GAAou atrpdoTITou GUUBAVTOG.

EmmAéov, o1 diadikacieg avaktnong Oedouévwy TTEPIAGPBAVOUV O€ TAKTA XPOVIKA dlaoTnuata
OOKINEG, WOoTe va Oloo@AMOTEl OTI N avdAKTNon JTTOPEl va Yivel OTTOTEAEOPATIKA Kol  XWPig
KaBuoTepnoelg. AUTEG 01 TTIPOKTIKEG e€aapaAifouv OTI Ta dedopéva gival TTAVTA TTPOCTATEUUEVA Kal OTI

n epapuoyn MTTopei va emmavéABel ae TTAAPN AEITOUPYIKOTNTA O€ €AAXIOTO XPOVO OE TTEPITITWON

aTroTUXiag.

10.3 Alaxeipion MeTadedopévwv

H avdAuon Twv PeTadeOOUEVWV TTPAYHATOTIOIEITAI JE OKOTTO TNV £Eaywyn XPATIUWY TTANPOPOPIWY YIO
TN A€Imoupyia kal Tnv amodoon TG epappoyns. H Bdaon doedopévwyv PostgreSQL trapéxel 1oxupd
epyaAcia yia Tnv emeepyaaia Kal avaAuon Twv HETAOEDOUEVWY, ETTITPETTOVTAG TNV EKTEAEDT CUVOETWY
EPWTNHATWY KAl TNV £€aywyn avagopwy TTou Bonbolv oTn Afywn atmoQAcewy.

MNa mn dnuioupyia avagopwy, XpnoigotroloUvTal dladikacieg avaAuong OedoUEVWV TTOU ETTITPETTOUV
v €faywyr ONUOVTIKWY OTOTIOTIKWY Kal JEIKTWV oTT0 Ta PeTadedopéva. AUTEG Ol aVOQPOPEG
TTapouaiddovial oToug UTTeUBuvoug AAWNG atmo@Acewv TngG EmXeipnong kai  TrepiAaudavouv
TTANPOYOPIEG OXETIKA PE TNV a1rddO0N TNG EQAPHOYNAG, TN CUMTTEPIPOPA TWV XPNOTWV KAl TIG
OUVOAIKEG TdoeIg Xpriong. Méow NG avaAuong auTAg, N £QApPUOYH TTPOCAPUOLETAI CUVEXWG YId vVd

BeATILOVEI TIG AEITOUPYIEG TNG KAI VO AVTOTTOKPIVETAI OTIG AVAYKEG TWV XPNOTWV.

68



Zxedlaoudg kai Avamruén karaveunuévou oguarnuarog eAéyxou Mewpylog Xar{neuoTpartiou A.M. 22026

10.4 AvaAuon kai Avagopd

MNa v avaAuon Twv PJeTadedouévwy Kal Tn dnuioupyia ava@opwy, XPNOIWOTTOIOUME JIo CUVOUAOTIKA
Tpoaéyyion Trou Baacifetal o€ gUyxpova epyaleia eTeEepyaciag kar avaAuong dedouévwy. ApXIKA, Ta
peTadedopéva cUAAEYoVTal QUTOPATA aTTO TIG DIGPOPES AEITOUPYIES TNG EQAPUOYNG Kal atroBnkedovTal
oTn Baon dedopévwy PostgreSQL, emTpéTTovTag TNV ac@ar] Kai opyavwuévn aTToBAKEUCT TOUG.

H avadAuon TpayuoToTroiEiTal PEOW €CEIDIKEUPEVWY  EPWTNUATWY TIOU ekTEAOUvVTal oTn Pdon
OedopEvwyY, ETTITPETTOVTAG TNV £EayWYR TTANPOPOPIWV OXETIKA PE TIG TATEIG XPAONG, TNV aTTOd00N Tou
OUOTAKATOG KAl TN GUUTTEPIPOPA TwV XPNOTwv. Ta dedopéva auTa mTeEepyalovtal yia va Trapayxbouv
avagopég, ol oTroieg BonBolv oTn AAWN aTToPACEWY Kal OTn ouvexn BeAtiwon Tng epappoyng. Ol
AVOQOPEG QUTEG TTAPEXOVTAl O JOPQN TTivaka ] ypa@AUATog, dIEUKOAUVOVTAG TNV TTapouaiacn Twv
QATTOTEAECUATWY PE TPOTTIO TTOU €ival EUKOAQ KATAVONTOG Kal XPAOCIUOG yia TNV TTapakoAoudnon Twv

Baoikwyv deikTwv amédoong Key Performance Indicators (KPIs).
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KepaAaio 11 ZYMIMNEPAZMATA KAI NMPOOMNTIKEZ

11.1 Z0vown TnG SITTAWHATIKAG Epyaciag

H 1rapoloa dITAWMATIKA €pyacia €TTIKEVTPWONKE oTnV avaTiTuén €vog KATAVERNUEVOU CUCTAUOTOG
dlaxeipiong apxeiwv Pe XpRon ouyXpovwy TEXVOAOYIWV Kal BEATIOTWY TTPOKTIKWY YIa TNV avATITUEN
web epapuoywv. To frontend Tng e@apuoyng ulotmoiBnke pe 10 Angular framework,
TTPOCPEPOVTAG HIa QIAIKA TTPOG Tov XpAoTn dieTragn, evw 1o backend Baciotnke oto Spring Boot yia

TN dlaxeipion Twv AIroupylwyv Kai Tn dlacuvdeon Ye TV uTTodour oTo cloud.

H epapuoyn emTpéTrel Tn dnuioupyia Kal dlaxeipion AOyaploguwy XpnoTwy, TNV aTroBrikeuan, Tnv
olaypa®n kal Tnv TIPOROAR eyypdpwv péow Tou AWS Cloud, 10 oToio eEaoc@aAifel uwnAn
OlaBeciuéTNTa KOl ao@AAeia yia Ta amobnkeupéva apxeia. H PostgreSQL emAéxOnke wg Bdon
Oedopévwyv yia T BIAXEIPION TWV TTANPOPOPIWV TWV XPNOTWV Kal TWV E£YYPAPWY, TTPOCPEPOVTAG

aglomoTia kal KAIJAKwaon.
To oloTnua TepIAauBavel Asitoupyieg OTTWG:

o Eyypaon vEwv XpnoTwv Kai dlaxeipion TTPOo®iA.

e Amobnrkeuan, TpoBoAA Kai diaypa@r] apxeiwv atéd 1o cloud.

>eAideg TTAorynong, o6Trwg n "ApxikA", "Register”, "Documents”, "Profile”, "Settings" ka1 "Logout”, TTou
EMTPETTOUV EUKOAN TTPOCRACN O€ OAEG TIG BATIKEG AEITOUPYIEG.

H epapuoyn €xel KATAOKEUAOTEI PE TPOTIO TTOU TIPOOQPEPEl €UEAIA KOl ETTEKTACINOTATA, EVW
utrooTnpiCeTar amd pia ouyxpovn utrodoun cloud, kaBIoTWvTag Tnv £TOINN YIG  HEAAOVTIKEG
avapabuioelg. ZKoTrog NG epyaciag ATav va dnuioupynBei pia TTARPNG Kal AEITOUPYIKN TTAGTQOPUA
dlayeipiong apyeiwv TTou Ba KAAUTITEl TIG BACIKEG AVAYKEG TWV XPNOTWVY Kal va TTapEXEl Ta BePEAIT yia

TEPAITEPW ETTEKTACEIG.

11.2 MpooT1rTikég

H g@appoyr] TTou avamtuxonke TTapéxel Eva 1Ioxupd BeuéAIo yia HEAAOVTIKN eTTéKTAoT Kal BeATiwaor). Ol
OuvaToTNTEG TTOU €X0UV AdN UAoTTOINBEi, 6TTWG N dnuioupyia xPNoTwV Kal N dlaxEipion apyeiwv oTo
AWS Cloud, ptropouv va €1rekTabolv e eTTITTAEOV AEITOUPYIEG, WWOTE VA KAAUTITOUV TTIO £EEIOIKEUMEVEG
KQlI TTPONYUEVEG AVAYKEG.

MepIkéG aTTd TIG MEANOVTIKEG TTPOOTITIKEG VIO TNV EQApuoyn TrepIAaBAavouv:

Emegepyaoia peradedopévwyv apxeiwv:

O1 xpnoteg Ba ptmopouv va emegepyddovral Kal va TTpocBETouv TTAnpogopieg, OTTWG TITAOUG,
TTEPIYPAPEG KAl ETIKETES (tags) aTa apxeia Toug, dieukoAUvovTag TNV opydvwaon Kal Tnv avadrntnon Twy

gyypaoewyv oTo cloud.
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Baoikn eme§epyaoia apyeiwv:

H epapuoyl Ba ptmopouce va eTekTabei wWoTe va emTpETTel BAOIKEG AeiIToupyieg emeCepyaaiog
apxeiwv, 6TTwg n aAAayr Popeng (1r.X., amdé PDF oge DOCX), n ouuTtieon A n TTPOETMOKOTINGN TWV
apXEiWV XWpIg TNV avaykn KaTeRAouaTog.

ATtrooToAn apxeiwv HEow email:

O1 xpnoTteg Ba ptmopouv va oTéAvouv atreuBeiog apxeia e GAAOUG xproTeg péow email péoa atrd Tnv
TTAATQOPUA, TTPOCPEPOVTAG EVAV EUKOAO KAl AUECO TPATTO BIAUOIPATHOU APXEIWV.

EvowpdTwaon 1o TponyHévwyY epyaAgiwv ao@daAsiag:

Oa utmopoloav va TPOOTEBOUV AgIToupyieg OTTWG  KPUTITOypd@non apxeiwv n mpocfacn Me
OIKAIWPATA, WOTE Ol XPAOTEG VA PTTOPOUV va eAEYXOUV TTOI0G €XEl DIKaiwPa TTPOBOANG 1 eTTeEepyaaiag
KGBe apyxeiou.

Alaxeipion apxeiwv og opadikda repiBaAAovTa:

H utmmooTipi§n ouvepyaciag HETAEU TTOAAWV XpNOTWv TTAvw OTa idla apxeia Ba ptmopouce va
BeATiwael TNV euTTEIpia o€ TTEPIBAAAOVTA TTOU aTTaITOUV OMAdIKI) EPYOCTia Kal GUVTOVIOUO.
AuvaréTtnTeg TrTapakoAouBnong Kail avagopdg:

MeAAOVTIKG, N €@appoyr Ba PTTopolde va TTPOCPEPEI AVAPOPEG XPNONG, OTTWG TO TTOIEG EVEPYEIEG
eKTEAOUVTAI CUXVOTEPQ, TTOIEG KATNYOPIEG apXEiwv aveRaivouv Kal diaypd@ovTal, A TTolol XPAOTEG €ival

MO EVEPYOI.

TéAog, n evowpdatwaon APl TpiTwy Ba pmopouace va emTpéwel eyaAlTepn SIGAEITOUPYIKOTATA HE AAAEG
EQAPUOYEG i UTTNPETIEG, OTTWG epyaAeia dlaxeipiong épywyv, uttnpeaieg cloud atrd dAAoug TTapdyoug N
epyoaAcia avaluong dedopévwv. O HEANOVTIKEG ETTEKTACEIG €ival PEAANIOTIKEG AOYw TG UTTOOOWNG TOU
AWS, 1Tou TTpoo@Epel KAIUOKOUWEVN UTTOAOYIOTIKR 10XU Kal atmoBrkeuon, evw ol duvaTtoTnTeG TOU
Spring Boot kai Tou PostgreSQL e¢ao@aAifouv TNV avBeKTIKOTNTA Kal TNV a1téd0o0n NG EQapuUoyng,

QaKOWPN Kal o€ PeyaAUuTEPN KAipaka XpAong.
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Mapdptnua 1 Odnyog xpriong
Odnyog epyaleiwv
Frontend

lMNa tv donuioupyia Tou frontend xpnoiyotroloUue 1O visual studio code Tou Bpiockouue €dw

https://code.visualstudio.com/.
Backend

MNa Ttnv onuioupyia Tou backend Xpnoigotrololue 10  Intellid TTou PBpiokoupe €OW

https://www.jetbrains.com/idea/download/

Docker

To docker 1o Bpiokoupe edw https://www.docker.com/get-started/

Node.js

Oa xpelaoToupe To node Kail To Bpiockouue €dw https://nodejs.org/en

Npm

Oa ypelaoToUe To Npm Kal To Bpickouue 0w https://www.npmjs.com/

Angular

Oa xpelaoToUpe TO angular kai To Bpickoupe €dW https://angular.dev/tools/cli/setup-local

Terraform
Oa xpelaoToUpe 1o terraform kai To Bpiokoupe €0W

https://developer.hashicorp.com/terraform/tutorials/aws-get-started/install-cli

Odnydg xpriong

Epdoov éxoupe To docker xpelalopaoTe va Tpéfoupe To docker-compose.yml kai va k@voupe docker
pull postgres:latest

>1nv PostgreSQL Ba xpelaoTei va kGvoupe éva XproTn Kai hia BAaan dedouévwy.

E@bdoov £xouv yivel OAa auTd TpéXoulE TIG EQapuoyEg Kal Bafoupe oto browser localhost: 4200 yia va
OoUpE TO gui.

MNa va otooupe To infrastructure Ba xpelaoTei va kavoupe éva AWS Aoyaplacud Kai JeTa Ba TTPETTE
va kavoupe Xprion Tou terraform pe TIG eVTOAEG:

Commands oT1o cmd A terminal

terraform init Ba yivel initialization Tou project pe terraform

terraform plan Ba pag d¢iel T TpokeITal va uhotroinBei aTo cloud

terraform deploy 8a dnuioupynael Tig uTtodouég oTo cloud

terraform destroy 6a katapyroel Tig utTtodouég aTo cloud.
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Mapdaptnua 2 Kwdikag

2710 TTAPAPTNUA aUTO TTaPATIBETAI O KWAIKAG TNG EQAPUOYNAG.

O kwdIkag Ba gival dlaBéoiuog kal aToug akoAouBoug ouvdeopoug GitLab kar Github.

https://qgithub.com/giorgoch/thesis_frontend.git
https://qgithub.com/giorgoch/thesis terraform-.git
https://qitlab.com/giorgoch/backend.qit

Kwdikag yia Frontend

body {
display: flex;
flex—direction: column;
min-height: 100vh;
margin: 0;
font-family: Arial, sans-serif;

header {
display: flex;
align-items: center;
justify-content: space-between;
padding: lem;
background-color: #333;
color: white;

.logo {
margin-right: 10px;
}

.nav ul {
list-style-type: none;
margin: 0;
padding: 0;

}

.nav ul 1i {
display: inline-block;
margin-left: 20px;

}

.nav ul li:first-child {
margin-left: 0;

}

.nav ul 1i a {
text—-decoration: none;
color: white;
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.nav ul li a:hover {
color: #ccc;

}

footer {
background-color: #333;
color: white;
text-align: center;
padding: lem;
margin-top: auto;

main {
flex: 1;
padding: 2em;
background-color: #f8f9fa;
ks

hl {
font-size: 2rem;
margin-bottom: lem;

}

.form-container {
display: flex;
flex—direction: column;
max-width: 400px;
margin: auto;
padding: 20px;
background-color: white;
border: 1px solid #ccc;
border-radius: 8px;

.form—container label {
margin-top: lem;

}

. form—container input, .form-container select
padding: 10px;
margin-top: 5px;
border-radius: 4px;
border: 1px solid #ccc;

}

.form-container button {
margin-top: 20px;
padding: 10px;
background-color: #007bff;
color: white;
border: none;
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border-radius: 5px;
cursor: pointer;

}

. form—container button:hover {
background-color: #0056b3;
}

.action-btn {
padding: 10px 20px;
background-color: #28a745;
color: white;
text—-decoration: none;
border-radius: 5px;
transition: background-color 0.3s ease;

.action-btn:hover {
background-color: #218838;
}

.documents-grid {
display: grid;
grid-template-columns: repeat(auto-fill, minmax(200px, 1fr));
gap: 20px;
margin-top: 20px;

.document-item {
padding: 10px;
border: 1px solid #ccc;
border-radius: 8px;
background-color: #f4f4f4;

.document-actions {
margin-top: 10px;
}

.document-actions button {

margin-right: 5px;

}

Kwdikag 19 To App.component.css

import { Component } from '@angular/core';

@Component ({
selector: 'app-dashboard',
standalone: ,
imports: [1,
templateUrl: './dashboard.component.html',
styleUrl: './dashboard.component.css'
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DashboardComponent {

Kwdikag 20 To Dashboardcomponent.ts

.container {
display: grid;
grid-template-columns: 250px 1fr 600px 1fr;
height: 100vh;
width: auto;

. left—-documents—-container {
padding: 20px;
}

.main-documents-container {
padding: 20px;
}

.btn {
padding: 10px 20px;
background-color: #007bff;
color: white;
border: none;
border-radius: 5px;
cursor: pointer;
text-align: center;
display: inline-block;
transition: background-color 0.3s
font-size: 16px;

button {
padding: 5px 10px;
border: 1px solid #ccc;
border-radius: 4px;
background-color: #fff;
cursor: pointer;

button:hover {
background-color: #eee;

b

.btn.primary {
background-color: #007bff;
}

.btn.primary:hover {
background-color: #0056b3;
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.document-actions button.edit {
background-color: #28a745;
color: white;

b

.document-actions button.edit:hover {
background-color: #218838;
}

.document-actions button.delete {
background-color: #dc3545;
color: white;

b

.document-actions button.delete:hover {
background-color: #c82333;
}

.file-upload-container {
display: flex;
flex—-direction: column;
gap: 10px;
margin-bottom: 20px;

.custom-file-input {
display: none;

b

.file-label {
padding: 10px 20px;
background-color: #007bff;
color: white;
border-radius: 5px;
cursor: pointer;
text-align: center;
display: inline-block;
transition: background-color 0.3s ease;

.file-label:hover {
background-color: #0056b3;
}

.documents-grid {
display: grid;
grid-template-columns: repeat(auto—-fill, minmax(200px,
gap: 20px;
margin-top: 20px;
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.document—item {
display: flex;
justify-content: space-between;
align-items: center;
padding: 10px;
border-radius: 8px;
background-color: #f4f4f4;
border: 1px solid #ccc;

.document-name {
font-size: 16px;

b

.document-buttons {
display: flex;
gap: 10px;

}

.document-actions {
margin-top: 10px;
Y
Kwdikag 21 To Component documents.css

import { Component } from '@angular/core';
import { DocumentService } from './documentservice';
import { ChangeDetectorRef } from '@angular/core';
import { CommonModule } from '@angular/common';
@Component ({
selector: 'app-documents',
standalone: true,
imports: [CommonModulel,
templateUrl: './documents.component.html',
styleUrl: './documents.component.css'
})

export class DocumentsComponent {

selectedFile: File | null = null;

files: { filePath: string, fileName: string }[] = I[I;

constructor(private documentService: DocumentService,private cd:
ChangeDetectorRef) { }

deleteFile(documentname : string): void {
console. log('Filename is:', documentname);
this.documentService.deleteDocument(documentname).subscribe({
next: () => {
console. log( 'Document deleted successfully');
b
error: (error) => {
console.error('Error deleting document', error);

},
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I

editFile(documentid: string) {

ngOnInit(): void {
. listFile();

errorMessage: string = '';

listFile():void{
.documentService.getFiles('1l').subscribe({
next: (data) {
console.log('File data from API:', data);
.files = data;
b
error: (err) .errorMessage = err

I

onFileSelected(event: any) {
file: File = event.target.files[0];
if (file) {
.selectedFile = file;
console. log('Selected file:', .selectedFile);

}

userIld = 1;

uploadFile() {
if ( .selectedFile) {
.documentService.uploadFile( .selectedFile, .userId).subscribe({
next: (response) {
console. log('File uploaded successfully!', response);
b,
error: (error) {
console.error('File upload failed!', error);
}
1)
} else {
console.error('No file selected for upload.');

Kwdikag 22 yia To Documentscomponent .ts

import { HttpClient, HttpErrorResponse, HttpHeaders } from '@angular/common/http';
import { Injectable } from '@angular/core';
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import { catchError, map, Observable, switchMap, throwError } from 'rxjs';

@Injectable({
providedIn: 'root'

P

export class DocumentService {

constructor(private http: HttpClient) {}

private userld = 1;
private deleteurl = "http://localhost:8080/api/document/deletedocument;

private baseUrl = "http://localhost:8080/api/document/upload/${this.userId}";
private listfiles = 'http://localhost:8080/api/document/";

private apiUrl = 'http://localhost:8080/api/document/list-files"';

uploadUrl: string = "/upload/";

deleteDocument(documentName: string): Observable<void> {
console.log( "file apo service : " , documentName)
const encodedDocumentName = encodeURIComponent(documentName) ;
return
this.http.delete<void>("${this.deleteurl}/${this.userId}/${encodedDocumentName} ).p
ipe(
catchError((error: HttpErrorResponse) => {
console.error('Error deleting document:', error);
return throwError(error);

uploadFile(file: File, userId: number): Observable<any> {
const formData: FormData = new FormData();
formData.append('file', file, file.name);

return this.http.post(this.baseUrl, formData, {
headers: new HttpHeaders({

1,
reportProgress: true,
observe: 'events'
3
ks

getFiles(userId: string): Observable<{ filePath: string, fileName: string }[]> {
return this.http.get<{ filePath: string, fileName: string
Y1>( ${this.apiUrl}/${userId}")
.pipe(
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catchError( .handleError)

NE

listFiles(): Observable<string[l> {
return .http.get<string[]>(" .listfiles}/list-files/} );

handleError(error: HttpErrorResponse) {
errorMessage = 'An unknown error occurred!';
if (error.error ErrorEvent) {

errorMessage = ‘Error: ${error.error.message} ;
} else {

errorMessage = "Server returned code: ${error.status}, error message is:
error.message}’;
}
return throwError(errorMessage);

}

Kwdikag 23 To Documentservice .ts

Copyright Georgios Chatziefstratiou All Rights reserved. Desing and
Development by Georgios Chatziefstratiou

Kwdikag 24 To Component footer .html

Welcome to gDMS
This is the home page of gDMS. Explore and get started!

class="action-btn" routerLink="/register">Register Now
class="action-btn" routerLink="/login">Login

Kwdikag 25 To Component home.html

body {
display: flex;
flex—-direction: column;
min-height: 100vh;
margin: 0;
font-family: Arial, sans-serif;
align-items: center;
justify-content: center;
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main {
padding: 2em;
background-color: #f8f9fa;
text-align: center;

b

.action-btn {
padding: 10px 20px;
background-color: #28a745;
color: white;
text—-decoration: none;
border-radius: 5px;
transition: background-color 0.3s ease;
display: inline-block;
margin: 10px;

ks

.action-btn:hover {
background-color: #218838;

ks

Kwdikag 26 To Component home.css

body {
display: flex;
flex—direction: column;
min-height: 100vh;
margin: 0;
font-family: Arial, sans-serif;

header {
display: flex;
align-items: center;
justify—-content: space-between;
padding: lem;
background-color: #333;
color: white;

.logo {
margin-right: 10px;
}

.nav ul {
list-style-type: none;
margin: 0;
padding: 0;

}

.nav ul 1i {
display: inline-block;
margin-left: 20px;
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.nav ul li:first-child {
margin-left: 0;

}

.nav ul 1i a {
text—-decoration: none;
color: white;

}

.nav ul 1i a:hover {
color: #ccc;

}

footer {
background-color: #333;
color: white;
text-align: center;
padding: lem;
margin-top: auto;

main {
flex: 1;
padding: 2em;
background-color: #f8f9fa;
ks

hl {
font-size: 2rem;
margin-bottom: lem;

}

.form-container {
display: flex;
flex—direction: column;
max-width: 400px;
margin: auto;
padding: 20px;
background-color: white;
border: 1px solid #ccc;
border-radius: 8px;

.form—container label {
margin-top: lem;

}

. form—container input, .form-container select
padding: 10px;
margin-top: 5px;
border-radius: 4px;




Zxedlaoudg kai Avamruén karaveunuévou oguarnuarog eAéyxou MNewpylog Xar{neuoTpartiou A.M. 22026

border: 1px solid #ccc;

}

.form-container button {
margin-top: 20px;
padding: 10px;
background-color: #007bff;
color: white;
border: none;
border-radius: 5px;
cursor: pointer;

. form—container button:hover {
background-color: #0056b3;
}

.action-btn {
padding: 10px 20px;
background-color: #28a745;
color: white;
text—-decoration: none;
border-radius: 5px;
transition: background-color 0.3s ease;

.action-btn:hover {
background-color: #218838;
}

.documents-grid {
display: grid;
grid-template-columns: repeat(auto-fill, minmax(200px, 1fr));
gap: 20px;
margin-top: 20px;
ks

.document-item {
padding: 10px;
border: 1px solid #ccc;
border-radius: 8px;
background-color: #f4f4f4;
}

.document-actions {
margin-top: 10px;
}

.document-actions button {
margin-right: 5px;

}

Kwdikag27 To Component login.css
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Login to Your Account
class="form-container" (ngSubmit)="1login()"
for="email">Email:
type="email" id="email" name="email" [(ngModel)]l="email" required

for="password">Password:
type="password" id="password" name="password" [(ngModel)]="password"

required

type="submit">Login

Kwdikag 28 To Component login.html

import { Component } from '@angular/core';
import { AuthService } from '../auth.service';
import { Router } from '@angular/router';
import { FormsModule } from '@angular/forms';

@Component ({
selector: 'app-login',
standalone: ,
imports: [FormsModulel,
templateUrl: './login.component.html’,
styleUrl: './login.component.css'
})

export LoginComponent {

( authService: AuthService, router: Router) {}
loggedIn = ;

email: string = c

password: string = '';
login() {
.authService. login( .email, .password).subscribe(response
if (response.success) {

.router.navigate(['/dashboard']);
} else {

console.error('Login failed');
});
console. log('Email: ", .email);
console. log( 'Password: ', .password) ;

}

logout() {
. loggedIn =
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isLoggedIn(): boolean {
return . loggedIn;

Kwdikag 29 To Component login.ts

body {
display: flex;
flex—direction: column;
min-height: 100vh;
margin: 0;
font-family: Arial, sans-serif;

header {
display: flex;
align-items: center;
justify-content: space-between;
padding: lem;
background-color: #333;
color: white;

.logo {
margin-right: 10px;
}

.nav ul {
list-style-type: none;
margin: 0;
padding: 0;

}

.nav ul 1i {
display: inline-block;
margin-left: 20px;

}

.nav ul li:first-child {
margin-left: 0;

}

.nav ul 1i a {
text—-decoration: none;
color: white;

}

.nav ul 1i a:hover {
color: #ccc;

}




Zxedlaoudg kai Avamruén karaveunuévou oguarnuarog eAéyxou Mewpylog Xar{neuoTpartiou A.M. 22026

footer {
background-color: #333;
color: white;
text-align: center;
padding: lem;
margin-top: auto;

main {
flex: 1;
padding: 2em;
background-color: #f8f9fa;
ks

hl {
font-size: 2rem;
margin-bottom: lem;

b

.form-container {
display: flex;
flex—direction: column;
max-width: 400px;
margin: auto;
padding: 20px;
background-color: white;
border: 1px solid #ccc;
border-radius: 8px;

.form—container label {
margin-top: lem;

}

. form—container input, .form-container select
padding: 10px;
margin-top: 5px;
border-radius: 4px;
border: 1px solid #ccc;

}

.form-container button {
margin-top: 20px;
padding: 10px;
background-color: #007bff;
color: white;
border: none;
border-radius: 5px;
cursor: pointer;

. form—container button:hover {
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background-color: #0056b3;
}

.action-btn {
padding: 10px 20px;
background-color: #28a745;
color: white;
text—-decoration: none;
border-radius: 5px;
transition: background-color 0.3s ease;

.action-btn:hover {
background-color: #218838;
}

.documents—grid {
display: grid;
grid-template-columns: repeat(auto-fill, minmax(200px, 1fr));
gap: 20px;
margin-top: 20px;

.document-item {
padding: 10px;
border: 1px solid #ccc;
border-radius: 8px;
background-color: #f4f4f4;

.document-actions {
margin-top: 10px;
}

.document-actions button {
margin-right: 5px;

}

Kwdikag 30 To Component logout.css

Logout
You have been logged out successfully.
routerLink="/">Go to Home

Kwdikag 31 To Component logout.html

import { Component } from '@angular/core';
import { AuthService } from '../auth.service';
import { Router } from '@angular/router';

@Component ({
selector: 'app-logout',
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standalone:
imports: [1,
templateUrl: './logout.component.html',
styleUrl: './logout.component.css'
})

export LogoutComponent {
authService: AuthService, router: Router) {}
onLogout () {

.authService. logout();
.router.navigate(['/login'l);

Kwdikag 32 To Component logout.ts

body {
display: flex;
flex—-direction: column;
min-height: 100vh;
margin: 0;
font-family: Arial, sans-serif;
background-color: #f8f9fa;

header {
display: flex;
align-items: center;
justify-content: space-between;
padding: lem;
background-color: #333;
color: white;

.logo {
font-size: 1.5em;
font-weight: bold;
}

.nav ul {
list-style-type: none;
margin: 0;
padding: 0;

}

.nav ul 1i {
display: inline-block;
margin-left: 20px;

¥




Zxedlaoudg kai Avamruén karaveunuévou oguarnuarog eAéyxou MNewpylog Xar{neuoTpartiou A.M. 22026

.nav ul li:first-child {
margin-left: 0;

b

.nav ul 1i a {
text—-decoration: none;
color: white;

b

.nav ul 1i a:hover {
color: #ccc;

b

.wrapper {
display: flex;
flex: 1;
padding: 20px;

}

.sidebar {
width: 250px;
background-color: #007bff;
padding: 20px;
color: white;
display: flex;
flex—-direction: column;
gap: 20px;

.sidebar .file-upload-container {
display: flex;
flex—-direction: column;
gap: 10px;
align-items: center;

.sidebar label {
font-weight: bold;
color: white;

b

.sidebar button {
background-color: #28a745;
color: white;
border: none;
border-radius: 5px;
padding: 10px;
cursor: pointer;

.sidebar button:hover {
background-color: #218838;
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.main-content {
flex: 1;
padding: 20px;

}

.documents-grid {
display: grid;
grid-template-columns: repeat(auto-fill, minmax(200px,
gap: 20px;

¥

.document—item {
padding: 15px;
border: 1px solid #ccc;
border-radius: 8px;
background-color: white;
display: flex;
flex—-direction: column;
justify—-content: space-between;

.document-actions {
margin-top: 10px;

b

.document-actions button {
margin-right: 5px;
padding: 8px;
color: white;
border: none;
border-radius: 5px;
cursor: pointer;

.edit-btn {
background-color: #28a745;
}

.edit-btn:hover {
background-color: #218838;
}

.delete-btn {
background-color: #dc3545;
}

.delete-btn:hover {
background-color: #c82333;
}
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footer {
background-color: #333;
color: white;
text-align: center;
padding: lem;
margin-top: auto;

Kwdikag 33 To Component main-content.css

class="1ogo'">gDMS
class="nav"

routerLink="/"">Home
*ngIf=""!authService.islLoggedIn()"
routerLink="/register">Register
*ngIf=""!authService.islLoggedIn()'
*ngIf="authService.isLoggedIn()"
routerLink="/dashboard">Dashboard
*ngIf="authService.isLoggedIn()"
routerLink="/profile">Profile
*ngIf="authService.isLoggedIn()"
routerLink="/settings">Settings
*ngIf="authService.isLoggedIn()"
routerLink="/documents">Documents
*ngIf="authService.isLoggedIn()" (click)="Tlogout()">Logout

routerLink="/1login

Kwdikag 34 To Component main-content.html

import { Component, ElementRef, EventEmitter, Input, Output, ViewChild } from
'‘@angular/core';

import { AuthService } from
import { Router } from '@angular/router';

../auth.service';

@Component ({
selector: 'app-main-content',
templateUrl: './main-content.component.html',
styleUrl: './main-content.component.css'

})

export MainContentComponent {
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authService: AuthService, router: Router ) {}

documents: any;
deleteFile(document: any) {

b

editFile(document: any) {

errorMessage: string = '';

logout() {
.authService. logout();
.router.navigate(['/login'l);

selectedFile: File | null = c

@Input() label: string = 'Select File';

@Input() acceptedFileTypes: string = '.pdf,.doc,.docx"';

@Ooutput() fileSelected: EventEmitter<File> = EventEmitter<File>();

onFileSelected(event: Event): void {
inputElement = event.target as HTMLInputElement;
if (inputElement.files && inputElement.files.length > 0) {
.selectedFile = inputElement.files[0];

clearFileInput(): void {

.fileSelected.emit();

Kwdikag 35 To Component maincontentcomponent.ts

body {
display: flex;
flex—direction: column;
min-height: 100vh;
margin: 0;
font-family: Arial, sans-serif;

header {
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display: flex;

align-items: center;
justify-content: space-between;
padding: lem;

background-color: #333;

color: white;

.logo {
margin-right: 10px;
}

.nav ul {
list-style-type: none;
margin: 0;
padding: 0;

}

.nav ul 1i {
display: inline-block;
margin-left: 20px;

}

.nav ul li:first-child {
margin-left: 0;

}

.nav ul 1i a {
text—-decoration: none;
color: white;

}

.nav ul li a:hover {
color: #ccc;

}

footer {
background-color: #333;
color: white;
text-align: center;
padding: lem;
margin-top: auto;

main {
flex: 1;
padding: 2em;
background-color: #f8f9fa;

}

hl {
font-size: 2rem;
margin-bottom: lem;

}
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.form-container {
display: flex;
flex—direction: column;
max-width: 400px;
margin: auto;
padding: 20px;
background-color: white;
border: 1px solid #ccc;
border-radius: 8px;

.form—container label {
margin-top: lem;

b

. form—container input, .form-container select
padding: 10px;
margin-top: 5px;
border-radius: 4px;
border: 1px solid #ccc;

}

.form-container button {
margin-top: 20px;
padding: 10px;
background-color: #007bff;
color: white;
border: none;
border-radius: 5px;
cursor: pointer;

. form—container button:hover {
background-color: #0056b3;
}

.action-btn {
padding: 10px 20px;
background-color: #28a745;
color: white;
text—-decoration: none;
border-radius: 5px;
transition: background-color 0.3s ease;

.action-btn:hover {
background-color: #218838;
}

.documents—grid {
display: grid;
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grid-template-columns: repeat(auto-fill, minmax(200px, 1fr));
gap: 20px;
margin-top: 20px;

}

.document-item {
padding: 10px;
border: 1px solid #ccc;
border-radius: 8px;
background-color: #f4f4f4;

.document-actions {
margin-top: 10px;
}

.document-actions button {
margin-right: 5px;

b

Kwdikag 36 To Component profile .css

Your Profile
Edit your profile information below:
class="form-container"
for="username'">Username:
type="text" id="username" name="username" required

for="email">Email:
type="email" id="email" name="email" required

type="submit">Update Profile

Kwdikag 37 To Component profile .html

.dialog-container {
padding: 20px;
background-color: white;
border: 1px solid #ccc;
border-radius: 8px;
box-shadow: @ 2px 10px rgba(0, 0, 0, 0.1);
text-align: center;

.dialog-content {
margin: 15px 0;
}

.dialog-actions {
display: flex;
justify-content: center;

}
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.action-btn {
padding: 10px 20px;
background-color: #007bff;
color: white;
border: none;
border-radius: 5px;
cursor: pointer;
transition: background-color 0.3s ease;

.action-btn:hover {
background-color: #0056b3;
}

Kwdikag 38 To Component registermodal.css

class="dialog-container"
{{ data.success ? 'Success' : 'Error' }}
class="dialog-content"
{{ data.message }}

class="dialog-actions"
(click)="onClose()">Close

Kwdikag 39 To Component registermodal .html

import { Component } from '@angular/core';
import { Inject } from '@angular/core';
import { MatDialogRef, MAT_DIALOG_DATA } from '@angular/material/dialog';
import { Router } from '@angular/router';

@Component ({
selector: 'app-register-modal',

templateUrl: './register-modal.component.html’,
styleUrl: './register—-modal.component.css'
})
export RegisterModalComponent {
(
dialogRef: MatDialogRef<RegisterModalComponent>,
@Inject(MAT_DIALOG_DATA) data: { message: string, success: boolean
router: Router

ngOnInit() {

redirectTimeout = setTimeout(()
.router.navigate(['/']);
.dialogRef.close()
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}, 3000);

.dialogRef.afterClosed().subscribe(()
clearTimeout(redirectTimeout);
3
ks

onClose(): void {
.dialogRef.close();
.router.navigate(['/']);

Kwdikag 40 To Component registermodal.ts

body {
display: flex;
flex—-direction: column;
min-height: 100vh;
margin: 0;
font-family: Arial, sans-serif;

header {
display: flex;
align-items: center;
justify—-content: space-between;
padding: lem;
background-color: #333;
color: white;

.logo {
margin-right: 10px;
}

.nav ul {
list-style-type: none;
margin: 0;
padding: 0;

}

.nav ul 1i {
display: inline-block;
margin-left: 20px;

¥

.nav ul li:first-child {
margin-left: 0;

b

.nav ul 1i a {
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text—-decoration: none;
color: white;

b

.nav ul 1i a:hover {
color: #ccc;

b

footer {
background-color: #333;
color: white;
text-align: center;
padding: lem;
margin-top: auto;

main {
flex: 1;
padding: 2em;
background-color: #f8f9fa;
ks

hl {
font-size: 2rem;
margin-bottom: lem;

b

.form-container {
display: flex;
flex—-direction: column;
max-width: 400px;
margin: auto;
padding: 20px;
background-color: white;
border: 1px solid #ccc;
border-radius: 8px;

.form-container label {
margin-top: lem;

b

. form-container input, .form-container select
padding: 10px;
margin-top: 5px;
border-radius: 4px;
border: 1px solid #ccc;

.form-container button {
margin-top: 20px;
padding: 10px;
background-color: #007bff;
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color: white;
border: none;
border-radius: 5px;
cursor: pointer;

.form-container button:hover {
background-color: #0056b3;
}

.action-btn {
padding: 10px 20px;
background-color: #28a745;
color: white;
text—-decoration: none;
border-radius: 5px;
transition: background-color 0.3s ease;

.action-btn:hover {
background-color: #218838;
}

.documents-grid {
display: grid;
grid-template-columns: repeat(auto-fill, minmax(200px, 1fr));
gap: 20px;
margin-top: 20px;

.document-item {
padding: 10px;
border: 1px solid #ccc;
border-radius: 8px;
background-color: #f4f4f4;

.document-actions {
margin-top: 10px;
}

.document-actions button {
margin-right: 5px;

b

g .mat-snack-bar-container {
display: flex;

justify-content: center;

align-items: center;

b

.mat-snack-bar-container {
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padding: 16px;
margin: @ auto;

b

Kwdikag 41 To Component register.css

Create a New Account
class="form-container" (ngSubmit)="onSubmit(registerForm)"
#registerForm="ngForm"
for="username">Username:
type="text" id="name" name="name" required [(ngModel)]="user.name"

for="email">Email:
type="email" id="email" name="email" required [(ngModel)]l="user.email"

for="password">Password:
type="password" id="password" name="password" required
[(ngModel) ]="user.password"

type="submit">Register

Kwdikag 42 To Component register .html

Component } from '@angular/core';

User } from '../User';

NgForm } from '@angular/forms';
RegisterService } from './register.service';
MatDialog } from '@angular/material/dialog’;
Router } from '@angular/router';
RegisterModalComponent } from './register-modal/register-modal.component';

@Component ({
selector: 'app-register',
templateUrl: './register.component.html',
styleUrl: './register.component.css'

P

export RegisterComponent {
user: User = {

email: ,

password: ,

user: )

name: '',

lastname: '',

phonenumber: '',
i

year: ,
dateOfBirth: '',
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city: '',
state: '
zipCode:
country:
active:
role: '',
profilePictureUrl: '',
createdDate: '',
updatedDate: '',
lastLoginDate: "',

preferences: '',

( registerService: RegisterService, dialog: MatDialog,
router: Router) { }

1,
’

L
’

errorMessage: string

successMessage: string
onSubmit(form: NgForm)

{

console. log('User registered:"', .user);
if (form.valid) {
.registerService.register( .user).subscribe({
next: (response) {
console. log('User registered successfully:', response);
.openModal('User registered successfully!', );

b,
error: (error) {
console.error('Registration failed:', error);
.openModal('Registration failed. Please try again.',

openModal(message: string, success: boolean) {
.dialog.open(RegisterModalComponent, {
data: { message, success },
width: '400px',
})s

Kwdikag 43 To component register .ts

import { HttpClient, HttpHeaders } from '@angular/common/http';
import { Injectable } from '@angular/core';

import { Observable } from 'rxjs';

import { User } from '../User';
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@Injectable({
providedIn: 'root'
})

export RegisterService {

apilUrl = 'http://localhost:8080/api/users/createuser’;
( http: HttpClient) { }

register(user: User): Observable<any> {
headers = HttpHeaders ({
'"Authorization': 'Basic ' + btoa('user:password'),
'Content-Type': 'application/json'
});

return .http.post<User>( .apilrl, user, { headers });

Kwdikag 44 To component register service .ts

body {
display: flex;
flex—direction: column;
min-height: 100vh;
margin: 0;
font-family: Arial, sans-serif;

header {
display: flex;
align-items: center;
justify-content: space-between;
padding: lem;
background-color: #333;
color: white;

.logo {
margin-right: 10px;
}

.nav ul {
list-style-type: none;
margin: 0;
padding: 0;

}

.nav ul 1i {
display: inline-block;
margin-left: 20px;

}

.nav ul li:first-child {
margin-left: 0;
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.nav ul 1i a {
text—-decoration: none;
color: white;

.nav ul 1i a:hover {
color: #ccc;

footer {
background-color: #333;
color: white;
text-align: center;
padding: lem;
margin-top: auto;

main {
flex: 1;
padding: 2em;
background-color: #f8f9fa;
ks

hl {
font-size: 2rem;
margin-bottom: lem;

}

.form-container {
display: flex;
flex—direction: column;
max-width: 400px;
margin: auto;
padding: 20px;
background-color: white;
border: 1px solid #ccc;
border-radius: 8px;

.form—container label {
margin-top: lem;

}

.form-container input, .form-container select {
padding: 10px;
margin-top: 5px;
border-radius: 4px;
border: 1px solid #ccc;

.form-container button {
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margin-top: 20px;

padding: 10px;
background-color: #007bff;
color: white;

border: none;
border-radius: 5px;
cursor: pointer;

. form—container button:hover {
background-color: #0056b3;
}

.action-btn {
padding: 10px 20px;
background-color: #28a745;
color: white;
text—-decoration: none;
border-radius: 5px;
transition: background-color 0.3s ease;

.action-btn:hover {
background-color: #218838;
}

.documents-grid {
display: grid;
grid-template-columns: repeat(auto-fill, minmax(200px, 1fr));
gap: 20px;
margin-top: 20px;
ks

.document-item {
padding: 10px;
border: 1px solid #ccc;
border-radius: 8px;
background-color: #f4f4f4;
}

.document-actions {
margin-top: 10px;
}

.document-actions button {
margin-right: 5px;

}

Kwdikag 45 To component settings.css
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h1>Settings</hl
p>Manage your settings here:</p
form class="form-container"
label for="1language'">Language:</label
select id="language" name="Tlanguage"
option value="en">English</option
option value="es">Spanish</option
select

label for="notifications">Notifications:</label
input type="checkbox" id="notifications" name="notifications"

button type="submit'">Save Settings</button
form

Kwdikag 46 To component settings.html

import { NgModule } from '@angular/core';

import { CommonModule } from '@angular/common';

import ProfileComponent } from './Profile/profile.component’;
import { HomeComponent } from './home/home.component’;

import { SettingsComponent } from './settings/settings.component';
import { RouterModule, Routes } from '@angular/router';

import { DashboardComponent } from './dashboard/dashboard.component';
import LoginComponent } from './login/login.component';

import { DocumentsComponent } from './documents/documents.component';
import { RegisterComponent } from './register/register.component’;
import { LogoutComponent } from './logout/logout.component';

import { AuthGuard } from './auth.guard';

const routes: Routes = [
{ path: '', component: HomeComponent },

path: 'login', component: LoginComponent },
path: 'logout', component: LogoutComponent, canActivate: [AuthGuard] },
path: 'dashboard', component: DashboardComponent, canActivate: [AuthGuard] },
path: 'profile', component: ProfileComponent, canActivate: [AuthGuard] },
path: 'settings', component: SettingsComponent, canActivate: [AuthGuard] },
path: 'documents', component: DocumentsComponent, canActivate: [AuthGuard] },
path: 'register', component: RegisterComponent }

1;

@gModule ({
declarations: [1,

imports: [ CommonModule,RouterModule.forRoot(routes)],
exports: [RouterModule]

1)

export class AppRoutingModule {

Kwdikag 47 To component app-routing.module.ts
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import { Injectable } from '@angular/core';

import { ActivatedRouteSnapshot, CanActivate, CanActivateFn, Router,
RouterStateSnapshot } from '@angular/router';

import { AuthService } from './auth.service';

@Injectable({
providedIn: 'root'

1)
export AuthGuard CanActivate {
authService: AuthService, router: Router) {}

canActivate(
route: ActivatedRouteSnapshot,
state: RouterStateSnapshot
): boolean {
if ( .authService.isLoggedIn()) {
return :
} else {
.router.navigate(['/login'l);
return ;

Kwdikag 48 To component authguard.ts

import { Injectable } from '@angular/core';
import { of } from 'rxjs';
import { Observable } from 'rxjs/internal/Observable';

@Injectable({
providedIn: 'root'
})
export AuthService {
loggedIn: boolean =

login(email: string, password: string): Observable<{ success: boolean }> {

. loggedIn = ;
localStorage.setItem('loggedIn', 'true');

return of({ success: D

logout() {
. loggedIn = ;
localStorage. removelItem('loggedIn');

}
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isLoggedIn(): boolean {
return . loggedIn || localStorage.getItem('loggedIn') === 'true';

Kwdikag 49 To component auth.service.ts

import { User } from "./User"

export Document {

id: string
documentname: string
hash: string
previousHash: string
timestamp: string

user: User

Kwdikag 50 To model document .ts

export FileModel {
name: string;
size: number;
type: string;
file?:File

Kwdikag 51 1o model filemodel.ts

export User {
user: string;
email: string;

password: string;
name :string;
lastname :string;
phonenumber :string;
year :string;
dateOfBirth :string
city :string;

state: string;
zipCode :string;
country:string;
active: boolean;
role:string;
profilePictureUrl: string;
createdDate:string;
updatedDate:string
lastLoginDate:string;
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preferences:string;

Kwdikag 52 To model user.ts

FROM node:18 AS build

WORKDIR /app

COPY package.json package-lock.json ./
RUN npm install

COPY .

RUN npm run build —-prod

FROM nginx:alpine

COPY ——from=build /app/dist /usr/share/nginx/html # No subdirectory needed, just
/app/dist
EXPOSE 80
CMD ['"nginx",

-g", "daemon off;"]

Kwdikag 53 1o dockerfile

"name": "angular.io-example",

"version": "0.0.0",

"description": "Example project from an angular.io guide.",

"license": "MIT",

"proxy": "http://localhost:8000",

"scripts": {
"ng": "ng",
"start": ''ng serve",
"build": "ng build",
"watch": '"ng build ——watch —--configuration development",
"test": '"ng test",
" "'"ng e2e"

+

"private": ,

"dependencies": {
"@angular/animations": "~18.0.5",
"@angular/cdk": '"~18.2.7",
"@angular/common': "18.0.5",
"@angular/compiler": "18.0.5",
"@angular/core'": "18.0.5",
"@angular/forms": "18.0.5",
"@angular/material": "~18.2.7",
"@angular/platform-browser": "18.0.5",
"@angular/platform-browser—dynamic": "18.0.5",
"@angular/router": "18.0.5",

e2e'":

"angular-in-memory-web-api": "~0.18.0",
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"rxjs": "~7.8.1",
"tslib": "72.6.3",
""zone.js": '"~0.14.7"

i

"devDependencies": {
"@angular-devkit/build-angular": "18.0.6",
"@angular/cli": "18.0.6",
"@angular/compiler—-cli": "18.0.5",
"@types/jasmine": "~5.1.4",
"@types/node": '"720.14.9",
"copyfiles": "72.4.1",
"jasmine-core": '"~5.1.2",
"jasmine-marbles": "~0.9.2",
"jasmine-spec-reporter": '"~7.0.0",
"karma": "~6.4.3",
""karma-chrome-launcher": "~3.2.0",
"karma-coverage": '"~2.2.1",
"karma-jasmine'": "~5.1.0",
"karma—-jasmine-html-reporter": "~2.1.0",
"protractor": '"~7.0.0",
"ts-node": '"~10.9.2",
"typescript": "75.4.5"

Kwdikag 54 10 package.json

Kwdikag yia Backend

@Configuration
public class CorsConfig implements WebMvcConfigurer {

@Value ("${cors.allowed.origins}")
private String allowedOrigins;

@QOverride
public void addCorsMappings (CorsRegistry registry) {
registry.addMapping ("/**'")
.allowedOrigins (allowedOrigins)
.allowedOrigins ("http://localhost:4200")
.allowedMethods ("GET", "POST", "PUT", "DELETE", "OPTIONS")
.allowedHeaders ("*")
.allowCredentials (true) ;

Kwdikag 55 CorsConfig.java

public class HashUtil ({

public static String generateHash (String data) throws
NoSuchAlgorithmException {
MessageDigest digest = MessageDigest.getInstance ("SHA-256");
byte[] hash = digest.digest (data.getBytes (StandardCharsets.UTF 8));
return bytesToHex (hash) ;
}

private static String bytesToHex (byte[] bytes) {
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StringBuilder hexString = new StringBuilder (2 * bytes.length);
for (byte b : bytes) {

String hex = Integer.toHexString( & b);

if (hex.length /() ) |

hexString.append('0"') ;

}

hexString.append (hex) ;
}

return hexString.toString() ;

Kwdikag 56 hashutil.java

public class MediaTypeUtil {

public static MediaType getMediaType (String mimeType)
switch (mimeType) {
case "application/pdf":
return MediaType.APPLICATION PDF;
case "image/jpeg":
return MediaType.IMAGE JPEG;
case "image/png":
return MediaType.IMAGE PNG;
default:
return MediaType.

Kwdikag 57 MediaTypeutil.java

@Configuration
@QProfile ("default")
public class S3Config ({

private static final Logger logger =
LoggerFactory.getLogger (MethodHandles. Iookup () . lookupClass ()) ;

@Value ("${aws.region}")
private String awsRegion;

@Value ("S{aws.access-key-id}")
private String accessKeyId;

@Value ("${aws.secret-access-key}")
private String secretAccessKey;

@Value ("S$S{aws.bucketName}")
private String bucket name;

@PostConstruct
public void init () {
logger.info ("regi :" + awsRegion) ;
logger. 1 accessKe " + accessKeyId) ;
logger. 1 secretAccessKey + secretAccessKey) ;
logger. 1 ucket > " + bucket name) ;

@Bean
public S3Client s3Client () {
S3ClientBuilder builder = S3Client.builder()
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.region (Region.of (awsRegion) )
.credentialsProvider (StaticCredentialsProvider.create (
AwsBasicCredentials.create(accessKeyld,
secretAccessKey)) ) ;
S3Client client = builder.build() ;
connectionVerify(client) ;
return builder.build() ;

private void connectionVerify(S3Client s3Client) {
try {

s3Client.headBucket (HeadBucketRequest.builder () .bucket (bucket name) .build ()
) ;
logger.info ("Connected to S3 bucket: {}", bucket name);
} catch (Exception e) {
logger.error ("Failed to connect to S3 bucket: {}", bucket name,

Kwdikag 58 S3Config.java

@Configuration
@Profile("local")
public class LocalStackConfig {

private static final Logger logger =
LoggerFactory.getLogger (MethodHandles. Iookup () . lookupClass ()) ;

@Value ("${aws.region}")
private String awsRegion;

@Value ("S$S{aws.access-key-1d}")
private String accessKeyId;

@Value ("S{aws.secret—-access-key}")
private String secretAccessKey;

@Value ("S{aws.bucketName}")
private String bucket name;

@Value ("${aws.endpoint.s3}")
private String aws Endpoint;

@PostConstruct
public void init () {
logger.info ("region : awsRegion) ;
logger.info (" ssKe " + accessKeyId) ;
logger. 1 secretAc Key " + secretAccessKey) ;
logger. 1 boucket name " + bucket name) ;

private void connectionVerify(S3Client s3Client) {
try {

s3Client.getBucketLocation (GetBucketLocationRequest.builder () .bucket (bucket

_name) .build()) ;
logger.info ("Connected to S3 bucket: ({] bucket name) ;
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} catch (NoSuchBucketException e) {
logger.error ("Bucket does not exist: {) bucket name) ;
} catch (S3Exception e) {
logger.error ("S3 error occurred while connecting to bucket:
bucket name, e);
} catch (Exception e) {

logger.error ("Failed to connect to S3 bucket: {}", bucket name,

@Bean
@Lazy
public S3Client s3Client () {
S3Client s3Client = S3Client.builder()
.endpointOverride (URI.create (aws Endpoint))
.region (Region.of (awsRegion) )
.credentialsProvider (StaticCredentialsProvider.create (
AwsBasicCredentials.create(accessKeyld,
secretAccessKey)
))
.forcePathStyle (true)
Louild () ;
connectionVerify(s3Client) ;
return s3Client;

Kwdikag 59 localstackconfig.java

@RestController
@RequestMapping ("/api/document/")
public class DocumentController ({

private static final Logger logger =
LoggerFactory.getLogger (MethodHandles. Iookup () . lookupClass ()) ;

@Autowired

private final DocumentService documentService;

@Value ("S$S{aws.region}")

private String awsRegion;

@Value ("S{aws.access-key-1d}")
private String accessKeyId;

@Value ("${aws.secret-access-key}")
private String secretAccessKey;

@Value ("S$S{aws.bucketName}")
private String bucket name;

@Autowired
private final S3Client s3Client;

@QAutowired
public DocumentController (DocumentService documentService,S3Client
s3Client) {

this.s3Client = s3Client;
this.documentService = documentService;

@PostMapping ("/upload/{userId}")
public ResponseEntity<UploadResponse>
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uploadDocument (@RequestParam ("file") MultipartFile file,@PathVariable Long
userId) {
try {
UploadResponse response = documentService.uploadDocument (file ,
userld) ;
return new ResponseEntity<>(response,
HttpStatus.valueOf (response.getStatusCode())) ;
} catch (IOException e) {
e.printStackTrace () ;
return new ResponseEntity<> (HttpStatus.INTERNAL SERVER ERROR) ;

}

@GetMapping ("/list-files/")
public ResponseEntity<List<String>> listFiles () {
try {
ListObjectsV2Request listObjectsRequest =
ListObjectsV2Request.builder()
.bucket (bucket name)
Louild () ;

ListObjectsV2Response response =
s3Client.listObjectsV2 (1listObjectsRequest) ;
List<String> fileNames = response.contents () .stream/)
.map (S30bject: :key)
.collect (Collectors.toList()) ;

return new ResponseEntity<>(fileNames, HttpStatus.OK)
} catch (Exception e) {
e.printStackTrace () ;
return new ResponseEntity<> (HttpStatus.INTERNAL SERVER ERROR) ;

@GetMapping ("/list-files/{userId}")
public ResponseEntity<List<Map<String,
String>>>1listFilesForUser (QPathVariable String userId) {
try {
String prefix = "users/" + userId + "/";
ListObjectsV2Request listObjectsRequest =
ListObjectsV2Request.builder()
.bucket (bucket name)
.prefix (prefix)
Louild () ;

ListObjectsV2Response response =
s3Client.listObjectsV2 (1listObjectsRequest) ;
List<Map<String, String>> files = response.contents () .stream()
.map (s30bject -> {
Map<String, String> fileData = new HashMap<>();
fileData.put ("filePath", s30bject.key());
fileData.put ("fileName",
s30bject.key () .substring (s30bject.key () .lastIndexOf('/") + 1));
return fileData;
})
.filter (fileData ->
!fileData.get ("filePath") .endsWith ("/"))
.collect (Collectors.toList()) ;

return new ResponseEntity<>(files, HttpStatus.OK) ;
} catch (Exception e) {
e.printStackTrace () ;
return new ResponseEntity<> (HttpStatus.INTERNAL SERVER ERROR) ;
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@GetMapping ("/download/ {s3Key}/{id}")
public ResponseEntity<byte[]> downloadDocument (@PathVariable String
s3Key, Long id) {
try (InputStream inputStream =
documentService.downloadDocument (s3Key, id) ) {
byte[] content = inputStream.readAllBytes()
HttpHeaders headers = new HttpHeaders() ;
headers.add (HttpHeaders.CONTENT DISPOSITION, "attachment;
filename=" + s3Key) ;
return new ResponseEntity<>(content, headers, HttpStatus.OK);
} catch (Exception e) {
e.printStackTrace () ;
return new ResponseEntity<> (HttpStatus.INTERNAL SERVER ERROR) ;

@DeleteMapping ("/deletedocument/{userId}/{filename}")
public ResponseEntity<String> deleteDocument (
@PathVariable ("userId") String userld,
@PathVariable ("filename") String fileName) {
logger.info ("Start delete for userId: {}, fileName: {}", userId,
fileName) ;
try {
documentService.deleteDocument (userId, fileName) ;
return ResponseEntity.ok("Document deleted successfully.");
} catch (Exception e) {
logger.error ("Failed to delete document: {}", e.getMessage(),
e);
return new ResponseEntity<>("Failed to delete document.",
HttpStatus.INTERNAL SERVER ERROCR) ;
}

@GetMapping ("/{id}"™)
public ResponseEntity<Resource> getDocument (@PathVariable Long id) {
try {
Resource file = documentService.getDocument (id) ;
return ResponseEntity.ok()
.header (HttpHeaders.CONTENT DISPOSITION, "attachment;
filename=\"" + file.getFilename () + "\"")
.body (file) ;
} catch (Exception e) {
logger.error ("Failed to retrieve document", e);
return new ResponseEntity<> (HttpStatus.INTERNAL SERVER ERROR) ;

Kwdikag 60 Documentcontroller.java

@ControllerAdvice
public class GlobalExceptionHandler ({

@ExceptionHandler (Exception.class)
public ResponseEntity<String> handleException (Exception ex) {
return new ResponseEntity<>(ex.getMessage(),
HttpStatus.INTERNAL SERVER ERROCR) ;
}
}

Kwdikag 61 GlobalExceptionHandler.java
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@RestController

@RequestMapping ("/api/users/")

rs
public class UserController ({

private static final Logger logger =
LoggerFactory.getLogger (MethodHandles. Iookup () . lookupClass ()) ;

@Autowired

private final DocumentService documentService;
@Autowired

private final UserService userService;

@QAutowired
public UserController (DocumentService documentService, UserService

userService) {
this.documentService = documentService;
this.userService = userService;

@PostMapping ("/createUserFolder")
public ResponseEntity createUserFolder (@RequestParam ("userName")
userName ) |
try {
userService.createFolderForUser (userName) ;
return new ResponseEntity<>("Folder created
HttpStatus.OK) ;
} catch (Exception e) {
return new ResponseEntity<>("Failed to create folder.",
HttpStatus.INTERNAL SERVER ERROCR) ;
}
}

@PostMapping ("/createuser")
public ResponseEntity<UserResponse> createUser (RequestBody User user

try {
UserResponse response = userService.createUser (user) ;
return new ResponseEntity<>(response, HttpStatus.CREATED) ;
} catch (RuntimeException e) {
return new ResponseEntity<> (n
null, e.getMessage()), HttpStatus.CONFLICT) ;
} catch (Exception e) {
e.printStackTrace () ;
return new ResponseEntity<>(new UserResponse (null, null, null,

null, "Failed to create user."), HttpStatus.INTERNAL SERVER ERROR) ;
}

ew UserResponse (null, null, null,

@DeleteMapping ("/delete/{id}")
public ResponseEntity<String> deleteUser (@PathVariable Long id) {
try {
userService.deleteUser (id) ;
return new ResponseEntity<> ("User deleted successfully.",
HttpStatus.OK) ;
} catch (RuntimeException e) {
return new ResponseEntity<>(e.getMessage (),
HttpStatus.NOT FOUND) ;
} catch (Exception e) {
e.printStackTrace () ;
return new ResponseEntity<>("Failed to delete user.",
HttpStatus.INTERNAL SERVER ERROCR) ;
}
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@PutMapping ("/edit/{id}")
public ResponseEntity<UserResponse> editUser (QPathVariable Long id,
@RequestBody User user) {
try {
UserResponse response = userService.editUser (id, user);
return new ResponseEntity<> (response, HttpStatus.OK);
} catch (RuntimeException e) {
return new ResponseEntity<>(new UserResponse (null, null, null,
null, e.getMessage()), HttpStatus.NOT FOUND) ;
} catch (Exception e) {
e.printStackTrace () ;
return new ResponseEntity<>(new UserResponse (null, null, null,
null, "Failed to update user."), HttpStatus.INTERNAL SERVER ERROR) ;
}

@DeleteMapping ("/deleteUserFolder")
public ResponseEntity<String> deleteUserFolder (
@RequestParam String organizationlId,
@RequestParam String userId) {
try {
userService.deleteUserFolder (organizationId, userId);
return new ResponseEntity<>("User folder and all contents
deleted successfully.", HttpStatus.OK);
} catch (Exception e) {
return new ResponseEntity<>("Failed to delete user folder.",
HttpStatus.INTERNAL SERVER ERROCR) ;
}
}

@GetMapping ("/{id}"™)
public ResponseEntity<UserResponse> getUser (@PathVariable Long id) {
try {
UserResponse userResponse = userService.getUserById (id) ;
return new ResponseEntity<>(userResponse, HttpStatus.OK) ;
} catch (RuntimeException e) {
return new ResponseEntity<>(new UserResponse (null, null, null,
null, e.getMessage()), HttpStatus.NOT FOUND) ;
} catch (Exception e) {
e.printStackTrace () ;
return new ResponseEntity<>(new UserResponse (null, null, null,
null, "Failed to retrieve user."), HttpStatus.INTERNAL SERVER ERROR) ;
}

@GetMapping ("/all")
public ResponseEntity<List<UserResponse>> getAllUsers () {
try {
List<UserResponse> users = userService.getAllUsers()
return new ResponseEntity<>(users, HttpStatus.OK) ;
} catch (Exception e) {
e.printStackTrace () ;
return new ResponseEntity<> (HttpStatus.INTERNAL SERVER ERROR) ;

Kwdikag 62 usercontroller.java

@Entity
@SequenceGenerator (name = "doc seq", sequenceName = "document sequence",
allocationSize = 1)
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public class Document {

@Id
@GeneratedValue (strategy = GenerationType.AUTO, generator = "doc seq")
private Long id;

private String documentName;
private String hash;
private String previousHash;

@Column (columnDefinition = "TIMESTAMP")
private LocalDateTime timestamp;

@ManyToOne
@JoinColumn (name = "document metadata id")
private DocumentMetadata documentMetadata;

@ManyToOne
@JoinColumn (name = "user 1id", nullable = false)
private User user;

public DocumentMetadata getDocumentMetadata () {
return documentMetadata;

public void setDocumentMetadata (DocumentMetadata documentMetadata) {
this.documentMetadata = documentMetadata;

public Document () {
}
public Long getId() {
return id;

}

@PrePersist
protected void onCreate() {
timestamp = LocalDateTime.now() ;

public String getDocumentName () {
return documentName;

public void setDocumentName (String documentName) {
this.documentName = documentName;

public String getHash () {
return hash;

}

public void setH:

sh (String hash) {
this.hash = hash;

public String getPreviousHash () {
return previousHash;

}

public void setPreviousHash (String previousHash) {
this.previousHash = previousHash;
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public LocalDateTime getTimestamp () {
return timestamp;

}

public void setTimestamp (LocalDateTime timestamp) {
this.timestamp = timestamp;

}

public void setApproved (boolean b) {
}

public void setId(Long id) {
this.id = id;
}

public User getUser () {
return user;

}

public void setUs {
this.use 9

}

Kwdikag 63 Document.java

@Entity
public class DocumentMetadata ({

@Id

@GeneratedValue (strategy = GenerationType.IDENTITY)
private Long id;

private String filename;

private String filePath;

private String s3Key;

private long fileSize;

public DocumentMetadata () {

}

public Long getId() {
return id;

}

public void setId(Long id) {
this.id = id

’

}

public String getFilename () {
return filename;

}

public void setFilename (String filename)
this.filename = filename;

}

public String getFilePath() {
return filePath;

}

public void setFilePath (String filePath) {
this.filePath = filePath;
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public String getS3Key () {
return s3Key;

}

public void

setS3Key (String s3Key) {
this.s3Key = s

3Key;
}

public long getFileSize () {
return fileSize;

}

public void setFileSize(long fileSize) {
this.fileSize = fileSize;

}

public void setSize (long size) {

}

Kwdikag 64 documentmetadata.java

public class UploadResponse {
private int statusCode;
private String fileUrl;
private String s3Key;
private String documentName;
private String message;
public UploadResponse (int statusCode, String fileUrl, String s3Key,
String documentName, String message) {
this.statusCode = statusCode;
this.fileUrl = fileUrl;
this.s3Key = s3Key;
this.documentName = documentName;
this.message = message;

public int getStatusCode () {
return statusCode;

}

public void setStatusCode (int statusCode) {
= s

this.statusCode tatusCode;

}

public String getFileUrl () {
return fileUrl;

}

public void setFileUrl (String fileUrl) {
this.fileUrl = fileUrl;
}

public String getS3Key () {
return s3Key;

}

public void

setS3Key (String s3Key) {
this.s3Key = s

3Key;
}
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public String getDocumentName () {
return documentName;

}

public void setDocumentName (String documentName) {
this.documentName = documentName;

}

public String getMessage () {
return message;

}

public void setMessage (String message) {
this.message = message;

Kwdikag 65 uploadresponse.java

@Entity

@SequenceGenerator (name = "user seq", sequenceName = "user sequence"
allocationSize = 1)

@Table (name = "app user")

public class User {

private static final Logger logger =
LoggerFactory.getLogger (MethodHandles. Iookup () . lookupClass ()) ;

@Id

@GeneratedValue (strategy = GenerationType.AUTO, generator = "doc seq")

private Long id;

@OneToMany (mappedBy = "user'", cascade = CascadeType.ALL, fetch =
FetchType.LAZY)

private List<Document> documentList;

private String name;

private String lastName;

private String address;

private String phoneNumber;

private String year;

private String email;

private String password;

private LocalDate dateOfBirth;

private String city;

private String state;

private String zipCode;

private String country;

private boolean active;

private String role;

@ElementCollection (fetch = FetchType.EAGER)

private Collection<String> roles;

private String profilePictureUrl;
private LocalDateTime createdDate;
private LocalDateTime updatedDate;
private LocalDateTime lastLoginDate;
@Lob

private String preferences;

public User () {
}

public User (String username, String password, boolean enabled, boolean
b, boolean bl, boolean b2, ArrayList<Object> objects) {

}
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public Long getId() {
return id;

}

tId(Long id) {
lelg

public void se
this.id =
}

public List<Document> getDocumentList ()
return documentList;

}

public void setDocumentList (List<Document> documentList)
this.documentList = documentList;

}

public String getName () {
return name;

}

public void setName (String name) {
this.name = name;

}

public String getLastName () {
return lastName;

}

public void setlLastName (String lastName) {
this.lastName = lastName;

}

public String getAddress () {
return address;

}

public void setAddress (String address) {
this.address = address;

}

public String getPhoneNumber () {
return phoneNumber;

}

public void setPhoneNumber (String phoneNumber)
this.phoneNumber = phoneNumber;

}

public String getYear () {
return year;

}

public void setYear (String year) {
this.year = year;

}

public String getEmail () {
return email;

}

public void setEmail (String email) {
this.email = email;

}
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public String getPassword() {
return password;

}

public void setPassword (String password) {
this.password = password;

}

public LocalDate getDateOfBirth () {
return dateOfBirth;
}

public void setDateOfBirth (LocalDate dateOfBirth) ({
this.dateOfBirth = dateOfBirth;
}

public String getCity () {
return city;

}

public void setCity(String city) {
this.city = city;

}

public String getState() {
return state;

}

te(String state) {
tate;

public void setSta
this.state = s

}

public String getZipCode () {
return zipCode;

}

public void setZipCode (String zipCode)
this.zipCode = zipCode;
}

public String getCountry () {
return country;

}

public void setCountry (String country)
this.country = country;

}

public boolean isActive () {
return active;

}

public void setActive (boolean active) {
this.active = active;

}

public String getRole () {
return role;

}

public void se {
this.role

}

public String getProfilePictureUrl () {




Zxedlaoudg kai Avamruén karaveunuévou oguarnuarog eAéyxou MNewpylog Xar{neuoTpartiou A.M. 22026

return profilePictureUrl;

public void setProfilePictureUrl (String profilePictureUrl) {
this.profilePictureUrl = profilePictureUrl;

}

public LocalDateTime getCreatedDate () {
return createdDate;

public void setCreatedDate (LocalDateTime createdDate) {
this.createdDate = createdDate;

public LocalDateTime getUpdatedDate () {
return updatedDate;

public void setUpdatedDate (LocalDateTime updatedDate) {
this.updatedDate = updatedDate;
}

public LocalDateTime getLastLoginDate () {
return lastLoginDate;

public void setlLastLoginDate (LocalDateTime lastLoginDate) {
this.lastLoginDate = lastLoginDate;

public String getPreferences () {
return preferences;

public void setPreferences (String preferences) {
this.preferences = preferences;

}

Kwdikag 66 user.java

public class UserResponse {

private Long id;

private String name;
private String lastName;
private String email;
private String message;

public UserResponse (Long id, String name, String lastName, String
email, String message) {
this.id = id;
this.name = name;
this.lastName = lastName;
this.email = email;
this.message = message;

public Long getId() {
return id;
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public void
this.id
}

public String getName ()
return name;

}

public void setName (String name) {
this.name = name;

}

public String getLastName () {
return lastName;

}

public void setlLastName (String lastName) {
this.lastName = lastName;

}

public String getEmail () {
return email;

}

public void setEmail (String email) {
this.email = email;

}

public String getMessage () {
return message;

}

public void setMessage (String message) {
this.message = message;

}

Kwdikag 66 userresponse.java

@Repository
public interface DocumentMetadataRepository extends
JpaRepository<DocumentMetadata, Long> ({

}

Kwdikag 67 documentmetadatarepository.java

@Repository
public interface DocumentRepository extends JpaRepository<Document,
Document findTopByOrderByIdDesc () ;
}
Kwdikag 68 documentrepository.java

@Repository
public interface UserRepository extends JpaRepository<User, Long> {
Optional<User> findByEmail (String email) ;

Kwdikag 69 userrepository.java

Long> {
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@Service
public class DocumentService {

private static final Logger logger =
LoggerFactory.getLogger (MethodHandles. Iookup () . lookupClass ()) ;
@Autowired
private S3Client s3Client;
@Autowired
private DocumentRepository documentRepository;
@Autowired
private DocumentMetadataRepository metadataRepository;
@Autowired
private UserRepository userRepository;
private String bucketName;
@Autowired
public DocumentService (S3Client s3Client, @Value ("S${aws.bucketName}")
String bucketName) {
this.s3Client = s3Client;
this.bucketName = bucketName;

public MediaType getMediaType (String mimeType) {
switch (mimeType) {
case "application/pdf":
return MediaType.APPLICATION PDF;
case "image/jpeg":
return MediaType.IMAGE JPEG;
case "image/png":
return MediaType.IMAGE PNG;

default:
return MediaType.

public UploadResponse uploadDocument (MultipartFile file ,Long
throws IOException {
logger.info ("starting the upload");
User user = userRepository.findById (userId)
.0rElseThrow (() -> new RuntimeException ("User

String bucketFolder =null;
Document lastDocument =
documentRepository.findTopByOrderByIdDesc () ;

logger.info ("Starting the process for upload to s3 send sns
String filename = file.getOriginalFilename () ;
String fileExtension = "";

if (filename != null && filename.contains(".")) {
fileExtension = filename.substring(filename.lastIndexOf (".") +

}
if (userId !=null) {

bucketFolder = String.format ("users/%d/", userId);
}
logger.info ("File extension: " + fileExtension);
String mimeType = fileExtension ;

String s3Key = bucketFolder + filename;
String uniqueFileName = UUID.randomUUID() .toString() ;

logger.info(s3Key + "to path");
MediaType mediaType = MediaTypeUtil.getMediaType (mimeType) ;
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try (InputStream fileInputStream = file.getInputStream()) {
PutObjectRequest putObjectRequest = PutObjectRequest.builder()
.bucket (bucketName)
.key (s3Key)
.contentType (mediaType.toString())
Louild () ;

s3Client.putObject (putObjectRequest,
RequestBody. fromInputStream(fileInputStream, file.getSize()));

String fileUrl
String. format ("https://%s.s3.amazonaws.com/%s", bucketName, s3Key);
logger.info ("success uploading file adding metadata to database

")
DocumentMetadata metadata = new DocumentMetadata () ;
metadata.setFilename (file.getOriginalFilename()) ;
metadata.setS3Key (s3Key) ;
metadata.setFilename (filename) ;
metadata.setSize(file.getSize());

metadataRepository.save (metadata) ;

String previousHash = lastDocument != null ?
lastDocument.getHash () : "0";

String currentHash = HashUtil.generateHash(new String("") +
previousHash) ;

Document doc = new Document () ;
doc.setDocumentMetadata (metadata) ;
doc.setDocumentName (filename) ;
doc.setApproved (true) ;

doc.setUser (user) ;

doc.setHash (currentHash) ;
doc.setPreviousHash (previousHash) ;
doc.setTimestamp (LocalDateTime.now() ) ;

documentRepository.save (doc) ;
logger.info (" metadata added to database returning response

code") ;

return new UploadResponse (HttpStatus.OK.value(), fileUrl,
s3Key,"","") ;
} catch (S3Exception | NoSuchAlgorithmException e) {
e.printStackTrace () ;
throw new RuntimeException ("Error uploading file

public InputStream downloadDocument (String s3Key,Long id
logger.info ("donwload document") ;
try {
GetObjectRequest getObjectRequest = GetObjectRequest.builder ()
.bucket (bucketName)
.key (s3Key)
Louild () ;

return s3Client.getObject (getObjectRequest) ;
} catch (S3Exception e) {

logger.info ("Error getting object from S3:
e.awsErrorDetails () .errorMessage () ) ;

e.printStackTrace () ;

throw new RuntimeException ("Error downloading file from S3",
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public UploadResponse editDocument (Long id, MultipartFile file) throws
IOException {
Document doc = documentRepository.findById(id)
.0rElseThrow (() —-> new RuntimeException ("Document not
found") ) ;

String o0ldS3Key = doc.getDocumentMetadata () .getS3Key() ;
s3Client.deleteObject (DeleteObjectRequest.builder ()
.bucket (bucketName)
.key (0ldS3Key)
Louild () ) ;

return uploadDocument (file, doc.getUser () .getId()):;

public Resource getDocument (Long id) {
logger.info ("get document") ;
Document doc = documentRepository.findById(id)
.0rElseThrow (() -> new RuntimeException ("Document not
found") ) ;

String s3Key = doc.getDocumentMetadata () .getS3Key () ;

GetObjectRequest getObjectRequest = GetObjectRequest.builder()
.bucket (bucketName)
.key (s3Key)
Louild () ;

ResponseInputStream<GetObjectResponse> responseStream =
s3Client.getObject (getObjectRequest) ;

return new InputStreamResource (responseStream) ;

public void deleteDocument (String userId, String fileName) {
logger.info ("Service delete started for userId: {}, fileName: {}",
userId, fileName) ;

String fileKey = String.format ("users/%s/%s", userId, fileName) ;
logger.info ("Constructed fileKey for deletion: {}", fileKey);

try {

DeleteObjectRequest deleteObjectRequest =
DeleteObjectRequest.builder()
.bucket (bucketName)
.key (fileKey)
Louild () ;

s3Client.deleteObject (deleteObjectRequest) ;
logger.info ("Delete operation invoked for: {}", fileKey):;

try {
s3Client.headObject (HeadObjectRequest.builder ()
.bucket (bucketName)
.key (fileKey)
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Louild () ) ;
logger.error ("File still exists after
fileKey) ;
} catch (NoSuchKeyException e) {
logger.info ("File successfully deleted: {}", fileKey);
}
} catch (S3Exception e) {
logger.error ("S3Exception during delete: {}",
e.awsErrorDetails () .errorMessage (), e);
throw new RuntimeException ("Error deleting file from S3
} catch (Exception e) {
logger.error ("General exception during delete: {}",
e.getMessage (), e):;
throw new RuntimeException ("General error deleting file",

}

Kwdikag 70 documentservice.java

@Service
public class UserService ({

private static final Logger logger =
LoggerFactory.getLogger (MethodHandles. Iookup () . lookupClass ()) ;

@Autowired

private S3Client s3Client;

@Autowired

private DocumentRepository documentRepository;

@Autowired

private DocumentMetadataRepository metadataRepository;

@Autowired

private UserRepository userRepository;

@Value ("S$S{aws.bucketName}")

private String bucketName;

public void createFolderForUser( String userId) {
String folderKey = bucketName + "/" + userId + "/";
try {
PutObjectRequest putObjectRequest = PutObjectRequest.builder()
.bucket (bucketName)
.key (folderKey)
Louild () ;

s3Client.putObject (putObjectRequest, RequestBody.fromBytes (new
byte[0]))
} catch (S3Exception e) {
e.printStackTrace () ;
throw new RuntimeException ("Error creating folder in

public void deleteUserFolder (String organizationId, String userId) {
String folderKey = organizationId + "/" + userId + "/";
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try {

ListObjectsV2Request listObjectsV2Request =
ListObjectsV2Request.builder()
.bucket (bucketName)
.prefix (folderKey)
Louild () ;

ListObjectsV2Response listObjectsV2Response;
do {
listObjectsV2Response =
s3Client.listObjectsV2 (1listObjectsV2Request) ;

for (S30bject s30bject : listObjectsV2Response.contents())

s3Client.deleteObject (DeleteObjectRequest.builder ()
.bucket (bucketName)
.key (s30bject.key())
Louild () ) ;

}
listObjectsV2Request = listObjectsV2Request.toBuilder ()

.continuationToken (1listObjectsV2Response.nextContinuationToken () )
Louild () ;
} while (listObjectsV2Response.isTruncated())

s3Client.deleteObject (DeleteObjectRequest.builder ()
.bucket (bucketName)
.key (folderKey)
Louild()) ;

} catch (S3Exception e) {
e.printStackTrace () ;
throw new RuntimeException ("Error deleting user folder from

public UserResponse createUser (User user) {

if (userRepository.findByEmail (user.getEmail ()) .isPresent()) {
throw new RuntimeException ("User with this email already
,3'”);
}
user.setActive (true) ;
user.setCreatedDate (LocalDateTime.now()) ;
User savedUser = userRepository.save (user) ;
createFolderInS3 (user.getId());
return new UserResponse (
savedUser.getId(),
savedUser.getName (),
savedUser.getLastName (),
savedUser.getEmail (),
"User created successfully."

) ;

public void deleteUser (Long id) {
User user = userRepository.findById(id) .orElseThrow(() -> new
RuntimeException ("User not found."));
userRepository.delete (user) ;

}

public UserResponse editUser (Long id, User user) {
User existingUser = userRepository.findById (id) .orElseThrow ( ()

new RuntimeException ("User not found.")):;
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existingUser.setName (user.getName () ) ;
existingUser.setLastName (user.getLastName () ) ;
existingUser.setEmail (user.getEmail()) ;
existingUser.setAddress (user.getAddress () ) ;

User updatedUser = userRepository.save (existingUser) ;

return new UserResponse (
updatedUser.getId(),
updatedUser.getName (),
updatedUser.getLastName (),
updatedUser.getEmail (),
"User updated successfully."
) ;
}
private void createFolderInS3 (Long userId) {
String folderName = "users/" + userId + "/";
PutObjectRequest putObjectRequest = PutObjectRequest.builder()
.bucket (bucketName)
.key (folderName)
.contentType ("application/x-directory")
Louild () ;

s3Client.putObject (putObjectRequest, RequestBody.empty()) :;

public UserResponse getUserById(Long id) {
Optional<User> userOptional = userRepository.findById(id) ;
if (userOptional.isPresent()) {
User user = userOptional.get():;
return new UserResponse (user.getId(), user.getName (),
user.getEmail (), user.getlastName (), null);
} else {
throw new RuntimeException ("User not found");

public List<UserResponse> getAllUsers () {
List<User> users = userRepository.findAll () ;
return users.stream/()
.map (user -> new UserResponse (user.getId(), user.getName (),
user.getLastName () ,user.getEmail (), null))
.collect (Collectors.toList()) ;
}

Kwdikag 71 userservice.java

package com.giorgoch.documentmanagementsystem;

import org.springframework.boot.SpringApplication;
import org.springframework.boot.autoconfigure.SpringBootApplication;
import org.springframework.scheduling.annotation.EnableScheduling;

@SpringBootApplication
@EnableScheduling
public class DocumentmanagementsystemApplication {

public static void main (String[] args) {
SpringApplication. run(DocumentmanagementsystemApplication.class,
args) ;

}

Kwdikag 72 documentmanagementsystemapplication.java




Zxedlaoudg kai Avamruén karaveunuévou oguarnuarog eAéyxou MNewpylog Xar{neuoTpartiou A.M. 22026

spring.application.name

server.port=S${SERVER PORT:8080]
spring.servlet.multipart.enabled=true
spring.servlet.multipart.max-file-size=10MB
spring.servlet.multipart.max-request-size=10MB

spring.datasource.url=jdbc:postgresqgl://localhost:5432/block db
spring.datasource.username r

spring.datasource.password
spring.datasource.driver-class—-name=org.postgresqgl.Driver

spring.jpa.hibernate.ddl-auto=update

spring.jpa.show-sgl=true
spring.jpa.properties.hibernate.dialect=org.hibernate.dialect.Postgr
lect

spring.datasource.hikari.auto-commit=false

logging.level.org.springframework. jdbc=DERUG

aws.access—key-id

aws.secret-access-key

aws.region=us-east-1

aws .bucketName=dmsbucketthesis?
spring.profiles.active=${APP PROFILE:default}

cors.allowed.origins=*

Kwdikag 73 Apxeio application.settings

spring.application.name=documentmanagement
server.port=3${SERVER PORT:¢ 0}
spring.servlet.multipart.enabled=true
spring.servlet.multipart.max-file-size=10MB
spring.servlet.multipart.max-request-size=10MB

spring.datasource.url=jdbc:postgresqgl://localhost:5432/block db

spring.datasource.username=username
spring.datasource.password=passwc
spring.datasource.driver-class—-name=org.postgresqgl.Driver

spring.jpa.hibernate.ddl-auto=update

spring.jpa.show-sgl=true
spring.jpa.properties.hibernate.dialect=org.hibernate.dialect.Postgr
lect

spring.datasource.hikari.auto-commit=false

logging.level.org.springframework. jdbc=DERUG

.endpoint.s3=http://localhost:4"
.endpoint.sgs=http://localhost:4566
.region=us-east-1
.bucketName=dmsbucketthesis?
.secret-access-key=test
.access—-key-id=test
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cors.allowed.origins=*

Kwdikag 74 1o Apxeio application-local.properties

FROM openjdk:17-jdk-slim
WORKDIR /app

COPY target/documentmanagementsystem-0 -snapshot.jar
documentmanagementsystem-0 -snapshot.jar

ENTRYPOINT ["java", "-jar", "documentmanagementsystem-0.0.l-snapshot.jar"]

EXPOSE
Kwdikag 76 1o dockerfile

version: '3.8

services:
localstack:
image: localstack/localstack
ports:

~ "4566:¢

_ ll//l,\’—rl., ]
environment :

SERVICES=s3, sgs, sns, apigateway, lambda, dynamodb, ec2, firehose, iam, kinesis, kms
, secretsmanager, stepfunctions, routeb3, redshift, cloudwatch
volumes:
- "./localstack:/var/lib/localstack"
Kwdikag 77 dockercompose.yml

<?xml version="1.0" encoding="UTF-8"7?>
<project xmlns="http://maven.apac org/POM/4.0.0"
xmlns:xsi="http:// 3. 2 , Sc a-instance"
xsi:schemalLocation="http://max .apache.org/POM/4.0.0
https://maven.apache.org/xsd/maven-4.0.0.xsd">
<modelVersion>4.0.0</modelVersion>
<parent>
<groupld>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-parent</artifactId>
<version>3.3.2</version>
<relativePath/>
</parent>
<groupld>com.giorgoch</groupId>
<artifactId>documentmanagementsystem</artifactId>
<version>0.0.l-snapshot</version>
<name>documentmanagementsystem</name>
<description>Demo project for Spring Boot</description>
<url/>
<licenses>
<license/>
</licenses>
<developers>
<developer>
<id>georgios.chatziefstratiou mscacs22026 </id>
<name>Georgios Chatziefstratiou</name>
<email>chatziefstratiougeorgios@gmail.com</email>
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<timezone>+2</timezone>
<properties>
<project> Document Management system Thesis for advance
computing system Master Uniwa</project>
</properties>
</developer>
</developers>
<scm>
<connection/>
<developerConnection/>
<tag/>
<url/>
</scm>
<properties>
<java.version>17</java.version>
</properties>
<dependencies>
<dependency>
<groupld>org.springframework.boot</groupIld>
<artifactId>spring-boot-starter-actuator</artifactId>
</dependency>
<dependency>
<groupld>software.amazon.awssdk</groupId>
<artifactId>s3</artifactId>
</dependency>
<dependency>
<groupld>org.springframework.boot</groupIld>
<artifactId>spring-boot-starter-data-jpa</artifactId>
</dependency>
<dependency>
<groupld>org.springframework.boot</groupIld>
<artifactId>spring-boot-starter-web</artifactId>
</dependency>
<dependency>
<groupld>software.amazon.awssdk</groupId>
<artifactId>s3</artifactId>
<version>2.27.7</version>
</dependency>
<dependency>
<groupld>org.postgresqgl</groupIld>
<artifactId>postgresqgl</artifactId>
<scope>runtime</scope>
</dependency>
<dependency>
<groupld>org.springframework.boot</groupIld>
<artifactId>spring-boot-starter-test</artifactId>
<scope>test</scope>
</dependency>
</dependencies>
<build>
<plugins>
<plugin>
<groupld>org.springframework.boot</groupId>
<artifactId>spring-boot-maven-plugin</artifactId>
</plugin>
</plugins>
</build>

</project>

Kwdikag 78 Apxeio pom.xml
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Kwdikag Terraform

resource "aws_security_group instance_sg" {
name "instance_sg"
description = "Allow inbound traffic for HTTP and SSH"
vpc_id var.vpc_id
ingress {
from_port 22
to_port 22
protocol "tcp"
cidr_blocks ["0.0.0.0/0"]
}

ingress {
from_port 8080
to_port 8080
protocol "tcp"
cidr_blocks = ["0.0.0.0/0"]
}

resource "aws_instance" "app_instance" {
ami "ami-0c55b159chbfafelfo"
instance_type "t2.micro"
iam_instance_profile aws_iam_instance_profile.ec2_instance_profile.name
vpc_security_group_ids [aws_security_group.instance_sg. id]

= {

e

"SpringBootAppInstance"

Kwdikag 79 Ec2.tf

terraform {
required_providers {
aws =
source "hashicorp/aws
version = "~> 4.0"

required_version = ">= 1.0"

b

provider "aws" {
region = var.aws_region

b

Kwdikag 80 Main.tf
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output "s3_bucket_name" {
value = aws_s3_bucket.documents_bucket.bucket

b

output "db_endpoint" {
value = aws_db_instance.postgresql.endpoint

b

output "instance_ip" {
value = aws_instance.app_instance.public_ip

s

Kwdikag 81 Outputs.tf

resource "aws_db_instance
allocated_storage 20
engine "postgres"
instance_class = "db.t2.micro"
username var.db_username
password var.db_password
parameter_group_name = "default.postgres12"
publicly_accessible true
skip_final_snapshot true

postgresql" {

tags = {
Name = "MyPostgresDB"
}

Kwdikag 82 Rds.tf

resource "aws_s3_bucket" "documents_bucket" {
bucket_prefix = var.s3_bucket_prefix
acl = "private"

resource "aws_iam_role
name = "ec2_s3 role"

ec2_role" {

assume_role_policy = jsonencode({
Version = "2012-10-17"
Statement = [
{

Action = "sts:AssumeRole"

Effect = "Allow"

Principal = {

Service = "ec2.amazonaws.com"

resource "aws_iam_policy" "s3_access_policy" {
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name ""'s3_access_policy"
description = "Policy to allow EC2 instance to access S3 bucket"

policy = jsonencode({
Version = "2012-10-17"
Statement = [
{
Effect "Allow"
Action = [
"s3:PutObject",
"s3:GetObject",
"s3:ListBucket"
]
Resource = [
"${aws_s3_bucket.documents_bucket.arn}/x",
aws_s3_bucket.documents_bucket.arn}"

Kwdikag 84 S3_iam.tf

variable "db_username" {
description = "The database username"
type = string

}

variable "db_password" {
description "The database password"
type string
sensitive true

variable "s3_bucket_prefix" {
description = "Prefix for the S3 bucket"
type = string

¥

variable "vpc_id" {
description = "The VPC ID where the security group will be created"
type = string

¥

variable "aws_region" {
description = "The AWS region to deploy resources in"
type string
default "us—east-1"

Kwdikag 85 Variables.tf
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