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Abstract

In recent years, the proliferation of cyber threats has highlighted a critical shortage of cyberse-
curity professionals equipped with practical, hands-on experience. The escalating frequency
and sophistication of cyber-attacks underscore the urgent need for robust training solutions
to bridge this skills gap. Cyber Ranges play a pivotal role in addressing this challenge by
offering immersive, experiential learning environments for cybersecurity professionals.

Traditional education and certification programs often fail to equip individuals with
the practical skills necessary to defend against real-world cyber attacks. Consequently,
organizations remain vulnerable to sophisticated cyber threats due to the lack of skilled
professionals capable of effectively mitigating these risks. Cyber Ranges provide a viable
solution to this skills gap by offering hands-on training in simulated environments that mirror
real-world cyber threats. By immersing participants in realistic scenarios, Cyber Ranges
enable cybersecurity professionals to develop practical skills and experience in responding
to various cyber-attacks. Additionally, Cyber Ranges facilitate collaboration and teamwork,
fostering a dynamic learning environment conducive to skill development and knowledge
sharing.

This research proposes a novel Cyber Range architecture based on container technology,
aimed at addressing the limitations of current systems. It provides a comprehensive review of
the existing state-of-the-art in testbeds and Cyber Ranges, identifying gaps and shortcomings
that need to be addressed. The proposed architecture is designed to be flexible, efficient,
and scalable, incorporating advanced features that support realistic, large-scale cyber threat

simulations.



A detailed design of the proposed architecture is presented, outlining the requirements
and specifications necessary for its implementation. The study explores innovative training
methods using Cyber Ranges, including behavioral strategies and gamification techniques,
to enhance the hands-on learning experience. Various use case scenarios demonstrate the
effectiveness of the new system in realistic settings, highlighting its capabilities and the
challenges encountered during implementation.

An evaluation of the system’s performance is conducted through stress testing and
user feedback, comparing the benefits of container-based implementations over traditional
virtual machine-based systems. The results show significant improvements in scalability,
adaptability, and user acceptance, underscoring the effectiveness of the proposed architecture
in bridging the cybersecurity skills gap.

By offering access to realistic training environments and practical experiences, the pro-
posed Cyber Range system empowers individuals to enhance their cybersecurity capabilities
and contributes to strengthening organizational resilience against cyber attacks. The study
provides insights into future research directions to further enhance Cyber Range capabilities

and integration.



[Teplindn

To teheutaior ypdvia, 1 awlavouevn amelhr and xuPepvoemilécels el Pégel 6TO TEO-
oxfvio TNV xplown EAREWPn ETOYYEMIATIOV HUBEPVOUGPIAEING UE TEOXTIXY Xou JUECH
eqpopuooln eunetpla. H ouveyrc adinomn otn ocuyvotnta xon TNV TOAUTAOXOTNTA TGV
xuPBepvoemiécewy Tovi(el TNV ENElyOUsH aVAY XY Yo TEONYHEVA EXTIUOEUTIXG TROY -
wotar Tou Yo xahOouy ot To xeVO BedloTTrV. Xe autéd 1o mAaicto, Too Cyber Ranges
OLadpauatilouv xaiplo pdho, TEOCPEPOVTIS BLadEAC TG TEpYBdALOVTA Pdinong Yiol TOUg
emayyeApatieg Tng xuBepvoacpdhetog.

To Tapadoctond TEOYEIUUNTA EXTAULBEUGTS X0 T TOTOINGNG GLY VA ATOTLY Y EVOLY VoL
eZomhicouy Tol dTopa UE TIC TEAXTIXES OECLOTNTES TOU Elvol amopodTNTES Yial Vol ouvIoly
evavTio o mparypotixée xuPepvoemiéoeic. Kotd ouvémela, ou opyaviouol mapouévouy
cudhwtol o eCelMyuéves xUPBepvoarethéc AOYw NG EAAeune eCEBIXEUUEVLDY eTayYER-
HOTLOY TTOU UTOPOUY VoL UETELICOUY amOTEAEOMATIXG 0uTo0G Toug xtvduvoug. To Cyber
Ranges napéyouv pa Biddoiun Aoom o€ autd To xeVO BECIOTHTWY TPOCPELOVTAS TROXTIXN
exnaidevorn o mepBdihovta Tpocouoiwong mou aviatonteiCouy TpayUaTixés xUPep-
voamelleg. Me v evowudTtemor TwV GUUUETEYOVIWY ot peaMoTixd oevdpta, to Cyber
Ranges emitpénouy otoug emayyeAyotieg xUBEPVOACPIAEIAS Vo avamTOEOUY TEOXTIXES
0e€LOTNTES XOU EUTELRiOl OTNV AVTYETOTIOT Olapdpwy xufepvoemidéccwy. Emmiéov, Tt
Cyber Ranges oicuxohOvouv 11 cuvepyacio xou TV opadixr epyacio, Teodyovioag eva
duvoO TEE3dAROY pdinong mou guvoel TNV avdmTuLY GECLOTATLY XaL TNV oAVTOAAXYN
YVOOEWV.

Avuth 1 épeuva mpotelver wiar véo apyttextoviny] Cyber Ranges [ociouévn otny te-

Yvohoyio Twv container, pe otOYO TNV AVTIIHETOTION TWV TEPLOPIOUOY TWV TEEYOVIWY



xii epiindn

cuotnudTey. Tapeyel uio OAOXANPWUEVY avaoXOTNOT) TNE UTEEY0UCUS TEYVOROYLOG 1oL
Twv Cyber Ranges, evtonilovtog to xevd xan Ti¢ eAAElPelg ToU TRETEL VoL AV TYETWTIG TOVV.
H mpotewvduevn apyitextovxr] oyedldo TXE yiar Vor €lvol EVEAIXTT), ATOBOTIXT| XOL XALUO-
XOUUEVT], EVOWOUAUTOVOVTOS TROMYUEVOL YAUPUXTNEIOTIXE TouU UToc TNEILOUY PEUMO TIXES,
MEYIANG XAUOXUC TPOCOUOUDCELS XUPBEQVOUTELAGDY.

Hopouctdleton AeTTOPERTC OYEDACUOS TNS TPOTEWOUEVNE UPYITEXTOVIXTHC, TEQLYPAPO-
VTOG TIC AMOUTACELS XL TIG TEOOWYPAUPES Tou ebval amapaitnTeS Yo TNV LAoTolncT TNe.
H perétn e€etdler xouvotoueg pedddouc exnaldevone yenowonowsvtag Cyber Ranges,
CUUTEQLAAUPBOVOUEVLY CTRATIYIXMY CUUTEQLPORAS xou TEYVIxwY gamification, yia vo e-
vioy0oeL TNy TpoxTixy| eunetpla pdinong. Audgopa cevdpia yefiong delyvouy Ty amo-
TEAEOUOTIXOTNTO TOU VEOU GUCTAUATOS O PENALC TIXEC XAUTUO TAGELS, OVUDEVIOVTAS TIC
OLUVATOTNTES XL TIG TPOXANOELS TTOU AVTWETOTIC TNXAY xuTd TNV LAOTONOT).

H a&iohdynon tne ané8o0nc Tou GUC THUATOC TEaYUOTOTOLE(ToL UEGW GEVaRinY stress
testing %ot avaTEOPodOTNONE ATt TOUG YENOTES, CLUYXEIVOVTUS TA OPEAT) TV VAOTIOLACEWY
ue Bdom To containers o€ oy€om YE Tal TaPAdOGLaXd GUC THUNTA Tou Bacilovtou ot oV
xég unyavés. Ta armotehéoyata delyvouv onuUavTXES BEATIOOELS OTNY XAUUXWOWOTNTA,
TNV TREOCUPUOC TIXOTNTA Xl TNV amodoyy| and Toug yeNoTes, unoypopupilovtog TNy amo-
TEAEOUATIXOTNTOL TNG TEOTEWVOUEVNG OOYLTEXTOVIXAC GTNY Xdhun Tou xevol BeloThHTwY
OTNV XUPBEEVOUCPIAELL.

Hpoopépovtag mpdofacn oe peaAio Td TEQBIAROVTA EXTAUBEVOTG, TO TEOTEVOUEVO
oo tnuo ETHACA Cyber Ranges evouvouvel o dTopor vo BEATIOC0UY TIC IXAVOTNTES XU-
Bepvoaopdieldc Toug xou GUUBEAAEL GTNV EVICYUOT) TNG AVIEXTIXOTNTOC TV OPYAVICHGDY
amévavTt o xuPepvoemidéoelg. H pehétn mopeyel 10€eg Yo UEANOVTIXES EQEUVINTIXES XOl-
TeLUVoEIC WOTE Vo BEATI 00UV TECUITEREK Ol BUVATOTNTES XAl 1) EVOWHATwoT Twv Cyber

Ranges.
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Chapter 1

Introduction

In the digital era, the fabric of our global society is increasingly woven with threads of
technology, making cybersecurity not just a matter of informational security but a cornerstone
of national and international security [1]. The frequency and impact of cyber-attacks have
escalated dramatically, targeting vital infrastructures, corporations, and even nations, with
consequences that ripple across all facets of society. This escalation underscores a critical,
urgent need for robust cybersecurity education and research. The development of effective
strategies to combat cyber threats and ensure the resilience of our digital infrastructures is
paramount [2]. Against this backdrop, Cyber Range (CR) systems emerge as quintessential
tools in the arsenal for cybersecurity training and research.

Cyber Ranges are sophisticated, simulated environments designed to mirror the complex
nature of real-world IT and network infrastructures, providing a sandboxed arena where
cyber threats can be emulated, studied, and counteracted. These state-of-the-art platforms
facilitate a hands-on approach to cybersecurity, allowing learners and researchers to hone
their skills, develop new countermeasures, and thoroughly understand the anatomy of cyber-
attacks in a controlled, yet realistic setting. By simulating cyber-attacks, defense mechanisms,
and even the cascading effects of breaches on digital systems, CR systems play a pivotal
role in preparing the next generation of cybersecurity professionals and advancing the
field of cybersecurity research [3]. Traditional approaches often rely heavily on theoretical

knowledge, offering limited opportunities for practical application. In contrast, CR systems
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enable a dynamic, interactive learning experience that bridges the gap between theory and
practice. They offer a platform for rigorous training and research, pushing the boundaries of
what is possible in cybersecurity education and experimentation [4].

As cyber threats continue to evolve in complexity and scope, the importance of CR
systems in developing effective cybersecurity strategies becomes increasingly apparent.
These systems not only equip learners with the necessary skills and knowledge to protect
digital assets but also provide researchers with a versatile tool for exploring innovative
cybersecurity solutions. In this light, the exploration of cyber range systems within the
realms of education and research is not just timely but essential, heralding a new era in the
fight against cyber threats [5]. This dissertation delves into the development, implementation,
and evaluation of CR systems, aiming to illuminate their potential and pave the way for their
enhanced utilization in cybersecurity education and research.

In recent years cyber attacks, especially those targeting systems that keep or process
sensitive information, are becoming more sophisticated. Critical National Infrastructures
are the main targets of cyber attacks, as essential information or services depend on their
systems, and their protection becomes a significant issue that concerns both organizations
and nations [6-9]. Attacks on such critical systems include penetrations into their network
and the installation of malicious tools or programs that can reveal sensitive data or alter the

behavior of specific physical equipment [10].

1.1 Background and motivation

The inception of Cyber Range systems marks a significant evolution in the domain of cy-
bersecurity, transitioning from rudimentary network testing environments to sophisticated
platforms that simulate complex cyber ecosystems. This journey reflects the shifting land-
scape of cybersecurity threats and the growing necessity for advanced defense mechanisms.
Initially, the concept of cyber range was similar to traditional network testing environments,
focusing primarily on assessing the robustness of network defenses against a limited set of

vulnerabilities. These early iterations were essential to understand network vulnerabilities
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and the basics of intrusion detection, but did not capture the multifaceted nature of modern
cyber threats. As the internet and digital technologies proliferated, the complexity and
sophistication of cyber-attacks escalated, prompting a paradigm shift towards more dynamic
and comprehensive training and research solutions.

Today’s cyber ranges are designed to mimic real-world IT infrastructures, applications,
and services, incorporating the latest in virtualization technology and simulation techniques.
These environments provide a realistic backdrop against which a wide array of cyber threats
can be emulated and counteracted, ranging from simple malware injections to sophisticated,
state-sponsored cyber-attacks.

In the realm of education, CR systems have revolutionized the way cybersecurity is
taught. Beyond theoretical knowledge, they offer students and trainees hands-on experience
in detecting, responding to, and mitigating cyber threats. This experiential learning approach
is invaluable in developing the practical skills necessary to navigate the complexities of
today’s cybersecurity landscape. Students are not only taught how to use tools and techniques
but are also challenged to think critically and adaptively, mirroring the real-world scenarios
they will encounter in their professional lives.

Similarly, in research, CR systems serve as indispensable tools for investigating the
nuances of cyber threats and the effectiveness of countermeasures. Researchers utilize these
platforms to conduct controlled experiments, test new defense mechanisms, and study the
behavior of malware in a safe environment. This ability to simulate realistic cyber-attacks and
defenses offers insights that are critical to advancing the field of cybersecurity. Moreover, CR
systems facilitate interdisciplinary research, bridging the gap between technical cybersecurity
solutions and their implications for policy, ethics, and law.

The evolution of CR systems from simple testing environments to complex simulators of
cyber ecosystems signifies a critical advancement in our approach to cybersecurity education
and research. By providing a realistic, hands-on experience, these systems play a pivotal
role in preparing the next generation of cybersecurity professionals and advancing our under-

standing of cyber threats and defenses. As we continue to confront increasingly sophisticated
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cyber-attacks, the importance of CR systems in developing resilient cybersecurity strategies

cannot be overstated.

1.2 Challenges

Despite significant advancements in Cyber Range (CR) systems, several challenges and gaps
persist, hindering their full potential in cybersecurity education and research. These issues
revolve primarily around scalability, adaptability, and integration with existing technological
and educational frameworks, posing substantial obstacles to the effective use and widespread

adoption of CR systems.

* Scalability Challenges: As cyber threats grow in complexity and volume, the de-
mand for CR systems to simulate these threats in real-time and on scale has become
paramount. Current CR systems often struggle with scaling to accommodate large
numbers of users simultaneously or to replicate large-scale cyber ecosystems accurately.
This limitation restricts the ability of educational institutions and research organiza-
tions to provide comprehensive training and conduct extensive research, particularly
when exploring large-scale cyber incidents or testing the resilience of networks under

high-stress scenarios.

* Adaptability Issues: The dynamic nature of the cybersecurity landscape necessitates
CR systems that can quickly adapt to emerging threats and evolving technology stan-
dards. However, many existing systems lack the flexibility needed to update or modify
simulations and environments promptly. This inflexibility can lead to outdated training
scenarios that do not reflect the latest threat vectors or technological advancements,

diminishing the effectiveness of cybersecurity education and preparedness.

* Integration with Technological and Educational Frameworks: Effective integration
of CR systems within existing technological infrastructures and educational curricula
remains a significant challenge. Many CR systems operate in isolation, without

seamless integration into learning management systems (LMS), educational tools,
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or the broader IT infrastructure of an organization. This disjointedness complicates
the user experience, limits access to cyber range functionalities, and hampers the
ability of educators to incorporate hands-on cybersecurity training into their teaching

methodologies.

Given these challenges, there is a pressing need for research and development into more
flexible, scalable, and accessible CR architectures. Such architectures should be designed
with the capacity to simulate a wide array of cyber threats at scale, allowing for the accom-
modation of a large number of simultaneous users without compromising the fidelity or
complexity of the simulation.

Furthermore, they must be adaptable, enabling quick updates and modifications to reflect
the latest cyber threats and technological developments. Lastly, integration capabilities
must be prioritized, ensuring that CR systems can be seamlessly embedded within existing
technological and educational frameworks, thereby enhancing accessibility and usability for
both educators and learners.

Addressing these gaps requires a concerted effort to innovate and rethink the design
and implementation of CR systems. By developing CR architectures that are more aligned
with the needs of contemporary cybersecurity education and research, we can significantly
enhance the preparedness of future cybersecurity professionals and the efficacy of cyber

defense strategies.

1.3 Research objectives

This dissertation aims to address the pressing challenges faced by current Cyber Range
(CR) systems, as identified in the problem statement, through the development of a novel
CR system architecture. The primary goal is to enhance the scalability, adaptability, and
integration capabilities of CR systems, thereby significantly improving their effectiveness
in cybersecurity education and research. To achieve this overarching aim, the research is

structured around several specific objectives:
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Conduct a Comprehensive Comparative Analysis of Existing CR Systems: To lay
the foundation for this research, an extensive review and comparative analysis of current
CR systems will be undertaken. This analysis will focus on evaluating the systems’ scala-
bility, adaptability, and integration capabilities with existing technological and educational
frameworks. The objective is to identify the strengths and weaknesses of current systems,
providing critical insights that will inform the design of the novel CR architecture.

Design a Novel CR System Architecture: Based on the insights gained from the com-
parative analysis, the next objective is to design a novel CR system architecture. This
architecture will specifically address the identified limitations by incorporating advanced
scalability features, ensuring flexibility for updates and modifications, and facilitating seam-
less integration with educational and technological infrastructures. The design process will
involve the formulation of detailed specifications that align with the requirements for effective
cybersecurity training and research.

Develop and Implement the Proposed CR System Architecture: Following the design
phase, the proposed CR system architecture will be developed and implemented. This
objective encompasses the technical realization of the CR system, ensuring that the theoretical
design translates into a functional, scalable, and adaptable platform. The development process
will pay close attention to the integration capabilities, aiming to create a CR system that can
be easily embedded within existing educational and technological environments.

Evaluate the Effectiveness of the Novel CR System in Education and Research
Settings: The final objective involves a comprehensive evaluation of the newly developed
CR system’s effectiveness within both educational and research contexts. This evaluation
will assess the system’s scalability, adaptability, and integration capabilities in real-world
scenarios, measuring its impact on enhancing cybersecurity training and research outcomes.
Criteria for evaluation will include user feedback, performance metrics, and the system’s
ability to simulate a wide range of cyber threats accurately and at scale.

Provide Recommendations for Future CR System Development: Based on the findings
from the evaluation phase, the dissertation will conclude with recommendations for future

development and research in the field of CR systems. These recommendations will aim to
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guide ongoing efforts to refine and enhance CR systems, ensuring they remain effective tools
for combating the ever-evolving landscape of cyber threats.

Achieving these objectives will contribute significantly to the field of cybersecurity edu-
cation and research, offering a more effective, scalable, and adaptable CR system architecture

that better meets the needs of learners, educators, and researchers in the digital age.

1.4 Contributions

The proposed dissertation aims to undertake a comprehensive investigation into existing
Cyber Range systems tailored for academic, governmental, military, and private sectors. This
study will encompass an in-depth analysis of the environments offered, the intricacies of
simulated networks, the scope of training provisions, and the array of functionalities provided
by these systems. These functionalities include personalized scenario creation, vulnerability
exploitation methods, development platforms, tools, and techniques utilized for mitigating
cyber threats. Through meticulous scrutiny and evaluation, this research endeavors to enrich
our understanding of Cyber Range systems and their pivotal role in bolstering cybersecurity
readiness across diverse sectors.

The significance of this research in developing a novel Cyber Range (CR) system ar-
chitecture cannot be overstated, especially in the context of the escalating complexity and
frequency of cyber threats facing our global digital infrastructure. This research directly
addresses the critical need for enhanced cybersecurity training, aiming to equip current and
future cybersecurity professionals with the skills and knowledge necessary to defend against
and mitigate cyber threats effectively.

The proposed CR system architecture promises to revolutionize cybersecurity training
by providing a more scalable, adaptable, and integrated platform for hands-on learning.
By overcoming the limitations of current CR systems, this research seeks to offer a more
immersive and realistic environment for cybersecurity training. This environment will not
only facilitate the simulation of a wide array of cyber threats but also enable learners to engage

in real-time threat detection, response, and mitigation exercises. The practical experience
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gained through this advanced training is invaluable, ensuring that learners are not merely
familiar with theoretical concepts but are also adept at applying their knowledge in real-world
scenarios. Consequently, this research holds the potential to significantly elevate the quality
of cybersecurity education, preparing a workforce that is more capable of addressing and
adapting to the evolving cybersecurity landscape.

In addition to its implications for education, the development of a novel CR system
architecture represents a significant advancement in cybersecurity research. By providing
a more flexible and comprehensive platform for the simulation and study of cyber threats,
this research enables a deeper understanding of cybersecurity vulnerabilities and defense
mechanisms. Researchers will benefit from the ability to conduct more nuanced and extensive
investigations into cyber threats, leveraging the CR system to test and refine new cybersecurity
technologies and strategies. This enhanced research capacity is critical for staying ahead
of cybercriminals, fostering innovation in cybersecurity defense measures, and ultimately
contributing to the development of a more secure digital world.

This dissertation makes a significant contribution to the field of cybersecurity by devel-
oping and evaluating a new architecture for cyber ranges. Utilizing modern technologies
and approaches, this research aims to improve cybersecurity education and research by
offering a flexible, efficient, and scalable system. The contributions of this dissertation
range from reviewing existing technology and proposing a new architecture to the practical
implementation, use case scenarios, and evaluation of the system’s performance and user
acceptance.

The contributions encompass:

* Presents the current state-of-the-art testbeds and cyber ranges.

* Presents the findings of a set of structured interviews with organizations that have a

testbed and cyber range.
* Provides a comparison of the features and tools used in modern cyber ranges.

* Discusses the findings and gives insights of modern cyber ranges.
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* Provides a comparable presentation of Cyber Range platform environments, and key

design and implementation features are identified and explored,

* A novel lightweight, flexible, and adaptable Container-based Cyber Range architecture

is proposed,

* The design of the proposed Cyber Range platform architecture is illustrated and detailed

descriptions are provided for the six modules that comprise it,

* Presents the implementation and technical details demonstrating the advantages and

benefits of open-source cloud platform application using primarily containers,

* Explores Use case scenarios to address operational challenges, demonstrating the

platform’s strengths in performance, scalability, costs, and resource allocation.
* Presents ETHACA Cyber Range and highlight its key features.

* Demostrates cyber security exercises specifically designed and developed for the

ETHACA Cyber Range.

* Presents the findings from a comprehensive questionnaire developed in collaboration

with cybersecurity experts, researchers, and students.

1.5 Dissertation

The dissertation roadmap provides a structured overview of the forthcoming chapters, guiding
readers through the systematic exploration of Cyber Range (CR) systems. Each chapter
is meticulously crafted to address specific facets of CR development, from theoretical
foundations to practical implementation and evaluation. By following this roadmap, readers
will gain a comprehensive understanding of CR architectures, integration challenges, use
cases, and future research directions.

Chapter 1 presents the background, motivation, and objectives of the research. It in-
troduces the critical need for advanced cybersecurity training and proposes Cyber Range

systems as a viable solution.
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Chapter 2 provides a comprehensive review of existing Cyber Range systems and testbeds.
It identifies the strengths and weaknesses of current solutions and highlights gaps that the
proposed research aims to fill.

Chapter 3 proposes a novel Cyber Range architecture based on container technology. It
provides detailed descriptions of the requirements, specifications, and the six key modules
that constitute the proposed system.

Chapter 4 presents the practical aspects of implementing the proposed ETHACA CR
architecture. It provides a comparison with existing systems, emphasizing the benefits and
detailing the tools and technologies used in development.

Chapter 5 explores innovative training methods using Cyber Ranges. It presents be-
havioral strategies and gamification techniques, highlighting the importance of hands-on
experience in cybersecurity education.

Chapter 6 provides various use case scenarios to demonstrate the effectiveness of the
new Cyber Range system. It illustrates how the system can be applied in realistic settings to
enhance cybersecurity training and research.

Chapter 7 presents an evaluation of the system’s performance through stress testing
and user feedback. It provides a comparative analysis of container-based versus virtual
machine-based implementations, highlighting efficiency and scalability improvements.

The final chapter 8 provides a summary of the research findings, discussing the current
state-of-the-art and the proposed system’s contributions. It outlines future research directions

to further enhance Cyber Range capabilities and integration.
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Literature Review

The exponential increase in cyber threats [11] has underscored the need for advanced training
and research methodologies to effectively prepare cybersecurity professionals. Traditional
educational frameworks have struggled to keep up with the rapidly evolving cyber threat
landscape, often lacking practical, hands-on experience. To address this gap, there is a critical
requirement for training activities and environments capable of supporting challenging
scenarios, complemented by clear guidance, procedures, and tools. Such environments can
empower individuals to respond collectively and collaboratively to diverse and unpredictable
situations. This environment should blend simulations and emulations of real components
and systems, embed different attack and defense mechanisms [8], [12] and must be able to
adapt to a variety of different incidents, to be cost-effective and attractive for organizations
and educational institutes.

CRs have emerged as a solution to this challenge, offering advanced features and capabil-
ities beyond simple simulation environments. CRs are sophisticated exercising environments
that contain both physical and virtual components, enabling the representation of realistic
scenarios for training purposes [13]. These environments are designed to closely mimic
real-world conditions, providing a robust platform for developing and testing cybersecurity
skills. Carnegie Mellon University [14], through its Software Engineering Institute (SEI),
has developed open-source software tools that create secure and realistic cyber simulations.

These tools are integral to modern CRs, as they allow for the recreation of real-world condi-
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tions, making training exercises more realistic and effective. By incorporating such advanced
technologies, CRs can offer a comprehensive and immersive training experience that equips
cybersecurity professionals with the necessary skills to handle complex cyber threats.

We present the current state-of-the-art on testbeds and CRs that are used for training
and research purposes. A systematic review of the literature on CR systems was carried out
and the study revealed that there is a variety of implementations with different approaches
that have been developed in different environments, using real, virtual, or hybrid equipment.
Moreover, to better understand what are the important components of a modern CR, we
conducted structured interviews with technical directors who have developed and used recent
CRs and presented the findings.

The findings of the research will be a guide for the effort to design, develop, and
implement a CR platform for the University of West Attica (UNIWA) but can also be a
guide for other CRs that are under development. The aim of a modern CR should be to
enhance courses with hands-on experience for participants. Also, will enhance the research
goals of the university by using a more complex and realistic environment than currently
has. UNIWA has a cybersecurity team (INSSec) with active participation in national and
international cybersecurity exercises over the last decade as well as Capture the Flag (CTF)
competitions such as UniCTF 2019 and UniCTF 2020. Also, organized the CTF competition
[15] UniwaCTF 2019, a competition between Greek universities. A CR system will enhance
the realism of CTF contests, allowing UNIWA to organize more complex cyber exercises,

such as blue vs. red team.

2.1 Related Surveys

During the literature review conducted between March and June 2020, numerous cyber ranges
and testbeds were identified across various domains, including education, CTF challenges,
industrial control systems, cyber-physical systems, and Supervisory Control And Data

Acquisition (SCADA) environments.
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Davis and Magrath (2013) [16] conducted a survey of CRs and classified their findings
into three categories: Modeling and Simulation, Ad-hoc or Overlay, and Emulations. Specifi-
cally, their survey had the purpose of assisting organizations to select and build their desired
CR capability. Hence, they surveyed the available options for constructing and managing
a CR, for monitoring and analysis, training scenarios, communities for collaboration, and
commercial offerings. They categorized CR using a two-level model. Firstly, they distin-
guished the CRs by their type, such as Simulation, Ad-hoc or Overlay, and Emulation. They
also named the fourth category as Analytics without actually using it. Following previously
defined methodologies, they categorized a CR as simulation when utilizing software models
of real cases, as overlay if they use the real production equipment, and as emulation in the
case of running the real applications on separate equipment. The second-level criteria of their
categorization have been the sector the CR supports and the categories have been academic,
military, or commercial. The survey makes interesting points about the above-mentioned
categories. Simulation CRs are sterilized, emulation ones have more realistic behavior, but
they are expensive, while overlays are only a small minority. According to the survey, the
emulation CRs are the best category, especially when using virtualization. Moreover, the
survey states that the main use of CRs is training, leaving far behind cybersecurity testing
and research and development. This survey is quite broad as it covers almost 30 CRs, and it
fulfills its aim. It refers widely to military-developed and operated cases. This is expected
as, at the time, military implementations had quite a few operating CRs. However, this
survey is already seven years old, meaning that a lot of things have changed since. More-
over, it overlooks the cases where several categories are combined in hybrid cross-category
environments.

Holm (2015) [17] surveyed 30 ICS testbeds. This survey has been a part of a study about
critical infrastructures and eventually refers specifically to Industrial Control Systems (ICS).
The study was motivated by the increasing vulnerability of ICS to cyber-attacks. It was
titled “Virtual Industrial Control System Testbed” and was performed for FOI, the Swedish
Defense Research Agency. The main purpose of the study was to specify the way to create a

high-fidelity Virtual Industrial Control System (VICS) and the first step was surveying the
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existing relevant testbeds through five Research Questions. The expected outcome would
be the creation of a new testbed (CRATE). The survey collected information from 30 ICS
testbeds in 12 countries. The study covers several testbed characteristics like the three meth-
ods that can be used to implement ICS in testbeds (virtualization, simulation, and hardware),
including relevant subcategories (Operating System virtualization, Programming Language
virtualization, Library virtualization) and categorization of these testbeds’ objectives into 11
categories (Vulnerability analysis, Education, Tests of defense mechanisms, Power system
control tests, Performance analysis, Creation of standards, Honeynet, Impact analysis, Test
robustness, Tests in general, Threat analysis). Furthermore, the survey presents per category
how the reviewed 30 testbeds implement their control center, communication architecture,
field devices, and observed/controlled processes. The available categories are again Virtual-
ization, Simulation, Emulation, and Hardware. However, this survey leaves room for hybrid
methods. In addition, the survey states Fidelity, Repeatability, Measurement Accuracy, and
Safe execution of tests as the basic requirements that testbeds should comply. It is clarified
though that these requirements are not a product of the survey itself, but they pre-existed. The
survey concludes that none of the questioned testbeds implements an overlay model (enables
executing a real field device inside a virtual/emulated container). The complexity of ICS
accounts for this conclusion. Finally, it distinguishes vulnerabilities as Policy and Procedure
Vulnerabilities, Platform Vulnerabilities, and Network Vulnerabilities. Finally, the survey de-
scribes the architecture and functionality of a designed testbed (CRATE). This survey follows
a stable methodology, approaching the testbeds from various angles. Moreover, the analysis
has taken into account a satisfactory amount of 30 testbeds. However, its main focus is the
industrial (ICS) testbeds, and, eventually, the results are narrowed to this specific category of
testbeds. In addition, since the time of the survey (2015), ICS systems have become more
connected and have revealed more surface to the attackers. Unavoidably, the survey and its
vulnerability analysis haven’t taken into account the evolved and interconnected situation
nowadays.

Yamin [18] presents a survey of CRs and security testbeds and provides a taxonomy and

an architectural model of a generic CR. Their work begins with the definition of a cyber
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exercise where they define the stages of such an exercise as well as the teams involved (white,
blue, red). They identify a gap in existing surveys as they characterize them as sectorial or
outdated. The chosen methodology of this survey has been the systematic literature review
which consists of eight stages (Statement of purpose, protocol establishment, a search of the
sources, screening of the literature, assessment, data extraction, synthesis of the outcome,
and review). During this process, they produce an initial taxonomy where a CR consists
of five basic pillars (scenario, monitoring, teaming, scoring, and management). Indicative
of the width of the survey is the variety of cyber exercise teams/roles they have identified
(red, blue, white, orange, purple, yellow, green, autonomous). An outcome of the survey
is a classification of the capabilities and functionalities of modern CRs, as well as a new
taxonomy based on the information gathered, with six pillars (scenario, monitoring, learning,
management, teaming, environment), has been produced. The survey has researched and
recorded a multitude of simulation, emulation, hardware, management, monitoring, traffic
generation, and other relevant tools and solutions implemented in contemporary CRs. In
addition, the functional architecture of a generic CR is described on the surveyed CRs, the
survey attempts to predict the future shape of the CR environment. This survey is, by all
means, an impressive work that firstly analyses and then combines data from multiple papers
mainly for the period 2015-2017. The survey performs a wide approach and analysis of the
literature. However, the survey concludes in a rather conservative manner, and the predicted
future CRs don’t quite differ from the present ones.

Kucek (2020) [19] investigates the underlying infrastructures and CTF environments,
specifically open-source CTF environments, and examines eight open-source CTF envi-
ronments. The survey aims to be used as a valuable reference for whoever is involved in
CTF challenges. Starting from 28 platforms, the survey shortlisted 12 open-source environ-
ments and finally managed to examine eight of them (CTFd, FaceboookCTF, HackTheArch,
Mellivora, Pedagogic-CTF, PicoCTF, RootTheBox, WrathCTF), and to extract valuable
conclusions and comparison data. The study was motivated by the popularity of CTF events
combined with the lack of studies that examine the underlying infrastructure and configura-

tion of real-time cyber exercises like CTFs. Once more, it starts with a questionnaire of four
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Research Questions (RQs). The survey distinguished the open-source CTF environments
and attempted empirical research of them. They followed an organized methodology of five
comprehensive steps (general review, shortlist of open-source CTFs, installation, configu-
ration challenges, and conclusions). To empirically examine each of the eight shortlisted
environments, the survey conducted 16 different challenges categorized into five CTF types
(quiz, jeopardy, Attack-defense, Mixtures, King of the Hill). Some interesting results include
the architecture of the platforms. Some of them run on a certain O/S, while others run on any
O/S. The next (higher) layer above the O/S is either the container layer or the virtualization
one. The CTF challenges are configured on top of these layers. The survey concludes that
the examined environments differ in some features they support and the respective configura-
tions that are available. All the examined platforms have some generic features (participant
registration, challenge provision, user manual, scoring methodology). The platforms differ in
the specifics and the available options of the mentioned features. The survey has been both
original and ambitious to deepen the performed analysis. However, its main objective is the
CTF implementations and, consequently, it is narrowed to this specific category of testbeds.
Moreover, the actual research is limited to eight CTF environments. Starting from around 30
candidate CRs, they finally realized the empirical study on eight of them because of various
reasons (proprietary environments, lack of adequate documentation, etc.).

Ukwandu [20] presents a survey of CRs and security testbeds. In this very recent survey,
only publications from selected databases and only from the last five years (2015-2020) are
examined. A taxonomy is developed to provide a broader comprehension of the future of
CRs and testbeds. The paper makes multiple references to the smart-everything technological
transformation which must be taken into account when assessing or training in cybersecurity.
Once more, the following approach has been the chain: plan, select, extract, execute. The
survey is presented as an overview of the CRs and Test Beds which can be found in the
literature and 44 CRs are identified. These instances are categorized in multiple ways,
initially based on their application (Military/Defense/intelligence, Academic, Commercial,

Law Enforcement, etc.) and their type (Private, Public, Federated).
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In addition, the teaming options are presented. The survey presents a classification of the
found CRs according to their implementation method (Emulation, Simulation, Overlay, Live).
The survey describes in fair detail the architecture and interconnection of CR building blocks.
The survey defines a CR scenario and then different scenario options and differentiation
factors (design, validation, deployment) are described. The stages that a training testbed
should include are presented in an impressively simple but straightforward plan. The different
approaches to training are described (gamification, Mock Attack Training, Role-Based
Training, and exercises). The survey argues in favor of the differentiation between CRs
and Test Beds. It presents CRs as far more complicated than Testbeds. This argument
concludes with the need for different taxonomies, respectively. Finally, according to the
survey, the future shape of CRs and Test Beds is going to combine real-time, intelligent
implementations featuring mobility, automatic configuration, and integration of different
technologies, applications, and appliances. Throughout this extensive analysis, the survey
doesn’t avoid some minor contradictions. Moreover, our survey integrates a structured
interview that has been performed on a selected group of representative CRs.

As shown in Table 2.1, we classify the surveys according to the following criteria:
* Focus area: We categorize surveys in relation to their scope.

* Method: this category indicates the method of collection and analysis of the data that

are related to the CRs.

Most of the surveys, including ours, have a broad scope, while only two of them were
focused on a specific area of research, ICS and CTFs. The main difference between our
survey as compared to the previous ones is the use of mixed data collection methods that
included both a literature review and structured interviews with Universities and agencies
that have deployed and run such CRs. This method helped us cover the lack of published

information in terms of architecture, topology, and tools.
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Table 2.1 Related surveys on Cyber Ranges and TestBeds

Survey Reference SystF: ms | Focus Year | Method
studied | Area
Za“S'Magrath 1 6] 30 Broad | 2013 | Literature Review
Holm et al. [17] 30 ICS 2015 | Literature Review
Yamin et al. [18] 100 Broad 2019 | Literature Review
Kucek et al. [19] 28 CTFs 2020 | Empirical Review
Ukwandu et al. [20] 44 Broad 2020 | Literature Review
Chouliaras et al. | [21] 25 Broad | 2021 | iterature - Review,
Structured Interviews

2.2 Review Methodology

This study systematically identifies and critically analyzes State-Of-The-Art CRs. The
methodology employed involves an exhaustive analysis of pertinent literature and the synthe-
sis of research findings in a systematic, transparent, and reproducible manner. What sets our
survey apart from previous ones is the utilization of mixed data collection methods, incorpo-
rating both a comprehensive literature review and structured interviews with universities and
agencies that have implemented and operated such CRs. This approach was instrumental in
addressing the lack of published information regarding architecture, topology, and utilized
tools.

Among many cyber incidents that have occurred in the last decade, two of them can
be considered as major triggers for the development of CRs firstly the attack against the
nuclear program of Iran [22]. This attack which was revealed in 2010 used the computer
worm Stuxnet and specifically targeted the Programmable Logic Controllers (PLCs) used
to automate machine processing systems. Since then, the malware has been mutated and
discovered in other industrial and energy installations. Secondly, on 23 December 2015 via a
series of cyber-attacks, cyber attackers remotely controlled the Ukrainian power grid [23],
specifically the SCADA distribution management system, and eventually caused a significant

power outage to the Ukrainian constituency. The above-mentioned incidents have been more
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than persuasive of the vulnerability of industrial systems. This resulted in widely opening
the way for the development of CRs.

Initially, an up-to-date survey of the present situation of CR systems was conducted.
This survey has revealed multiple useful outcomes. Some of them are the characteristics of
modern CRs and testing beds, the various development platforms used, the tools and methods
that are implemented, how fast the implementations occur, how are the exercises conducted
and executed, how are the relevant scenarios created and implemented, etc.

Apart from the need to test and evaluate the cybersecurity aspect of applications, tools,
and systems, CRs are extremely useful for the capacity building of cyber experts. They
must develop and possess several abilities like being deeply technically skilled, capable of
recognizing and responding to complicated and urgent situations, able to assess risks and
vulnerabilities, handling uncertainty, to solving problems to provide explanations to thinking
adversarial. In a nutshell, today’s security experts must possess a ‘“security mindset” as
described in [24].

Various definitions of CRs have been given in the relevant literature and publications.
The definition given in NIST one-pager [25] has been chosen as the first among equals. Thus,
according to NIST, CRs are interactive, simulated representations of an organization’s local
network, system, tools, and applications that are connected to a simulated Internet-level
environment. They provide a safe, legal environment to gain hands-on cyber skills and a
secure environment for product development and security posture testing.

The research performed reveals that the environment of CRs in terms of their development
can be categorized into three main types: simulation, emulation, and hybrid. A Simulation
involves using a model, a virtual instance to recreate a complex network environment based
on the real network components’ behavior. Emulation is when the CR runs on the dedicated
physical network infrastructure of the CR. Hybrid emerges from a customized combination
of any of the above types. An additional category refers to overlay CRs which are the
instances that run in parallel with the actual production systems on the real equipment and

infrastructure.
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We can also categorize CRs based on their operator. The main players in the development
of CRs and similar testbeds have been universities, government agencies, military research
centers, international organizations, and their affiliates. While the details of some CRs are
publicly available, there also exist CRs that are funded by the military and governments
throughout the world and their details are eventually classified. Throughout the recent
development and widening of the CR constituency, the concept of a federation of CRs has
emerged. The concept of federation relies on the consideration that a single CR would have
enormous costs and would be extremely complicated if it were to have all the necessary
features and functionalities, the whole package. Therefore, it would be better organized, and
also modular, and in effect realistic, if multiple CRs, each within a specific area of expertise,
could collaborate to offer to their users a wide variety of use cases and different scenarios. For
example, some CRs simulate social media networks or publicly available internet resources
while other CRs may be specialized in simulating industrial control systems or critical
infrastructures. The combination of the capabilities of different CRs would result in the
development of a much broader simulation environment available for their end-users, while
at the same time, the overall cost would remain unchanged. Following this concept, several
CR federations are being developed. Such an example is the CRs Federation project which
aims at building an EU-wide CR. Participants of this federation include eleven EU member
states, the European Space Agency (ESA) as well as the European Defence Agency (EDA).
Another relevant initiative is the CyberSec4Europe project which refers to designing, testing,
and demonstrating potential governance structures for a future European Cybersecurity
Competence Network. One more example is the ECHO project (European network of
Cybersecurity centers and competence Hub for innovation and Operations) launched by the
European Commission with the vision to establish and operate a Cybersecurity Competence
Network.

The Deployment models of cloud computing are categorized into four commonly used
categories. Private Cloud, Public Cloud, Community Cloud, and Hybrid Cloud. Additionally,
there are three Service models of Cloud Computing: Infrastructure, Software, and Platform

as a Service (IaaS, SaaS, PaaS). In the SaaS model, a software provider sells a software
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application that can be used on-demand. In the IaaS, the provider offers as service computing
resources like storage, servers, or peripherals. The users can have a virtual server in a very
short time, and they pay only for the resources they use. The PaaS model represents an
abstraction layer between the IaaS and SaaS and its target group includes deployers and
developers. Infrastructure platforms and tools include OpenStack [26], Opennebula [27],
Proxmox [28], VMware [29], Public cloud (AWS), Minimega [30] and KVM [31].

Infrastructure as code (IaC) is another step ahead towards infrastructure agility and
flexibility. With IaC, the management of infrastructure (networks, virtual machines, load
balancers, and connection topology) is realized in a descriptive model. Some Infrastructure
as code (IaC) tools that we came across in our survey include Chef [32], Puppet [33],
Ansible [34], SaltStack [33], Terraform [35], and Vagrant [32].

In the present paragraph, some terms that are necessary for the forthcoming analysis are
defined. When we talk about deployment, we refer to the process of putting a new application,
or a new version of an application, to run on a prepared application server. Orchestration is the
arrangement or coordination of multiple systems that are designed to cooperate. Provisioning
(used by DevOps) refers to getting computers or virtual hosts to use and installing needed
libraries or services to them. Configuration management (CM) is a system engineering
process for the establishment and maintenance of a product’s performance, functional, and
physical attributes with its requirements, design, and operational information. Configuration
management aims to bring consistency to the infrastructure. The above-mentioned tools
(Chef, Puppet, Ansible, SaltStack) are all configuration management tools, which means they
are designed to install and manage software on existing servers, whereas Terraform is an
orchestration tool, meaning that it is designed to provision the servers themselves, leaving
the configuration of these servers to other tools. These two categories are not mutually
exclusive, as most configuration management tools can do some degree of provisioning and
most orchestration tools can do some degree of configuration management.

Using the CR background and environment as described in the previous paragraphs, we
now move forward to explain the features of the CRs we found in our survey. We analyze 25

CRs, and discuss the features they incorporate, such as objective, environment, supporting
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sector, etc (see Table 2.2). Research (R), Training (T), Exercise (E), Education (ED), Opera-
tions (O), Testing (TE), Academic (A), Military (M), Government (G), Private Enterprise
(PE), Industry (I), Demonstrations (DM), Development (DV), Testing (TS), Emulation (EM),
Simulation (S), Hybrid/Cyber-Physical (HCP), VMWARE (VW), OpenStack (O), Minimega
(MN), TerraForm (TR), Public cloud AWS (AW), QEMU / KVM (Q), Virtualbox (VB),
Custom (C), Yes (Y), No (N), Not Available (N/A), Docker (D), Instructors (IN), Provided
on-demand (OD), In house (IH), On-Premise (OP), Online (ON) and On-Site (OS). Then,
based on these findings, we selected the ten most representative cyber-ranges, and we moved

forward with the structured interview

2.3 Analysis of Results

Due to the lack of several features that are not mentioned in the publications but also to have
a better picture of the systems used, a structured questionnaire [67] was created and sent to
selected universities and research centers that develop and maintain such systems (see Tables
2.2and 2.3).

Table 2.3 includes the following information Web (W), Cryptography (C), Forensics
(F), Exploitation (E), Steganography (S), DDoS (DD), APT (AP), Ransomware (R), SQL
Injections (SI), Malware Analysis (MA), Reverse Engineering (RE), Risk Management
(RM), Information Security Economics (ISE), Cyber Crisis Management (CM), Cyber Policy
Analysis (CP), Digital Forensics (DF), Software Security (SS, ICS Security (IC), Custom
(CU), Request Base (RB), Digital Forensics (DF), Network security (NS), Web Security
(WS), Software Security (SS), ICS Security (IC), OT Security (OS), Hardware Security
(HS), Cloud Security (CS), Data-driven cybersecurity management (CM), On Premise (OP),
Remote Access (RA), Local (L), SOC (SC), NOC (NC), CERT (CR), CSIRT (CS), CISO
(CO), IT-Team (IT), Legal (LG), Managers (M), C-levels (CV), BLUE (B), RED (RD),
GREEN (G), YELLOW (YL), WHITE (WT), PURPLE (P),Event (EV), Workshop (WS),

Exercise (EX), and Educational Institutions (EI).
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Table 2.2 Summary of Cyber Ranges and TestBeds

Infrastructure

Operator Objective | Sector | Environment Dataset
Platform(s)

NATO Cyber Range [36] T,E M EM VW N/A

Masaryk Unversity | R, T, E,

(KYPO) [37, 38] ED A EM 0 Y

Florida Cyber Range [39] IéD, RT, M N/A N/A N/A

Sandia National Laborato-

ries (Cyber Scorpion) [30] T G N/A MN N/A

Virginia Tech [40, 41] R, T,E A S AW N/A

][)12 | Montfort University RTE |A HCP 0 oD

Royal Military Academy

[42, 43] R T AM |8 VB, C N

AIT Austrian Institute of A,G,

Technology [44-46] RTE M PE HCP O, TR N

Naval Postgraduate School A, G,

(47, 48] T, E, ED M S D IN

quweglan University of R T E A, G, EM. s.| 0. VB, VM.

Science and Technology Ts M, HCP D OD

(NCR) [49, 50] PE

Universita degli Studi di

Milano [26] T R EM, S O No

JAMK  University  of A, G, EM g

Applied Sciences (JYV-| R, T,E M, o Cl,) > | N/A IH

SECTEC) [51, 52] PE

Swedish Defence Research

Agency (CRATE) [53, 54] RTE |GM | HCP VB ON

1[\;I;c]h1gan Cyber Range T A N/A N/A Yes

Silensec [56] T I N/A N/A ON

CYBERIUM (fujitsu) [57] | T I N/A N/A ON

DECIDE (NUARI)[58] R, T,E A N/A N/A ON

. ED, T, R,

Georgia Cyber Range [59] DM. DV A N/A N/A ON

IBM X-Force Command C-

TOC [60] T,E I N/A N/A ON

Cybexer [61] T, E | N/A N/A ON

Airbus Cyber Range [62] R, T,E I S N/A ON

E&;};theon Cyber Range TE i\/[, A, N/A N/A ON

hns-platform [64] T,E I HCP, S N/A ON

Cyberbit Cyber Range [65] | T, E I S N/A 8?’
oS,

Cyber Warfare Range [66] | T, E I S N/A

OP
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Table 2.3 Cyber Ranges features

Operator Security  Chal- Courses | Access | Roles Teams Events
lenges
De Montfort Uni DF, SS SC, NC B, RD, EV, WS
i ito ° - W, E, AP IC , " OP CR’ |G YL, EX, ’
versity WT, P
Royal  Military DF, NS,
Academy W, E, DD, AP WS RA N/A B EX
B, RD,
Sftasaryk Unver| & £ E,SLMA |DENS | OP.RA | CR,CS |G, YL E; WS,
y WT, P
AIT Austrian In- SC, CR, | B, RD,
stitute of Technol- EII\IZAE’ DD, AP, gg’ WS, OP,RA | CS, CO, | G, YL, E;é’ WS,
ogy : IT,LG | WT,P
Naval Postgradu-| W, C, E, DD, SI, | C, SS, .
ate School MA, RE NS, ws | - Various | N/A El
. .| W,C,EE,S,DD, | C, DF
N(;r.vtveglfag .[flm' AP, R, SI, MA,| HS, SS,| o\ zi NC(S: B, RD,|EV, WS,
ve dSlTy(;l T‘e ““|RE, RM, ISE,|NS, CS,| " vy |WTP | EX
and 1ecinolosy | om, cp WS, CM ’
C, DF
Virginia Tech W. G EE,S, S, SS, NS, | RA N/A N/A EV, WS,
RE EX, EI
WS
Universita degli B, RD,
Studi di Milano W, E SI, MA,RB | DE, WS | OP,RA | N/A G N/A
JAMK University | W, C, E E, S, DD, | DF, HS, B, RD,
of Applied Sci-| AP, R, SI, MA, | SS, NS, | OP,RA (S:g é\ISC |G, YL, E; WS,
ences RE CS, WS ’ WT, P
Swedish Defence SC, NC, | B, RD,| EV, WS,
Research Agency W, F, DD, R, MA | 55,N5 | OP, RA CR G, WT | EX
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Table 2.4 has the following analysis: Manual Scripting (MS), Ansible (A), Docker
containers (DC), Vagrant (V), Packer (P), Openstack Heat (OH), PROXMOX (PR), Virtualbox
(VB), Openstack (O), Cloudformation (CL), VXLAN (VX), Labtainers designer tool (LDT),
Custom (C), Artifacts Gathered (AG), Jeopardy Board (J), CloudCTF (CC), Internal Tools
IT), JSON (JS), YAML (YM), Multiple Formats (ML), XML (X), Automatic (A), Xentop
(XT), API (AP), OSSIM (OS), Snort (SN), Suricata (SU), Netflow (N), Wireshark (W) ,
MALCOM (M), Nagios (NG), Cloudwatch (CW), DNP3 (D), Bespoke (B), OpenFlow (OF),
GHOSTS (G), AutolT (AI), Bot(BT), Yes (Y), and Not Available (N/A).

The motivation for the questionnaire was, despite a large number of published works and
surveys [16-20], the lack of data on the tools used for the development and management
of CRs, when used to organize cybersecurity exercises and provide a data-set for further
research. At first, it was checked to see if there are CR systems in universities and research
centers in Greece. The limited number of existing systems that are located in Greece led us
to broaden the search in Europe, Asia, and the rest of the world.

The questionnaire was addressed to technical directors or managers who were directly
involved with the CR. The survey was conducted between June and August 2020.

The results of the research were produced by 10 different systems located in nine different
countries and two continents. The countries are the USA, the United Kingdom, Italy, Norway,

Sweden, Finland, the Czech Republic, Belgium and Austria.

2.3.1 Cyber Range Objectives

The first question was about the objective of the CR and, as expected, participants answered
that their main objective is training.
The largest percentage of the participants use CR systems for research, training, and

security exercises [18, 20]. No participant has developed a system exclusively to cover a
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Table 2.4 Cyber Ranges tools

Agency

Operator VM Network | Scoring | Scenarios | Manage| Monitor | Traffic E;:irO]rSe—
OS, SN,

Bfﬁvxggﬂm MS | PR Y MF PR |SU, N,|D,B |B
W, M

Royal  Mili-| VB N/A | C SN,N |NA |G

tary Academy

Masaryk Un- IS,

versity A (0] C YM.C C NG N/A | C

AIT Austrian

Institute  of | A (0] N/A JS N/A OS, W N/A | C

Technology

Naval Post-

graduate DC LDT AG LDT N/A A N/A | N/A

School

Norwegian

University of | A, V,

Science and | MS (0] J YM XT oS OF,D | GS

Technology

Virginia Tech | P CL CC N/A AP CwW N/A | N/A

Universita

degli Studi di | OH (0] IT X IT Y IT N/A

Milano

JAMK  Uni-

versity - of | pa | /A N/A | N/A N/A | N/A N/A | N/A

Applied Sci-

ences

Swedish

Defence S VB, VX | N/A | N/A N/A | N/A N/A | AL BT

Research
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single objective, and, more specifically, 80% of participants cover at least two, as shown in

Figure 2.1.
Research —7 (70%)
Training 10 (100%)
Exercise
Education 1(10%)
Testing 1(10%)
Education labs 1(10%)
0 2 4 6 8 10

Figure 2.1 Objectives of the Cyber Range.

2.3.2 Supporting Sectors of Cyber Range

Question 2. The questionnaire was sent to the CR system providers covering all four key
areas [16] Academic, Government, Military, and Private Enterprise. We have covered this
requirement due to the feedback from all areas, Figure 2.2.

Of course, the majority of the answers as shown in the figure supporting sector are mainly
from the Academic sector. This is because military and Private Enterprise providers do not
disclose details about their systems due to confidentiality, and the existing literature is limited.
However, we have managed to cover all areas, even for the military and Private Enterprise
sectors, and draw useful conclusions about technologies, implementations, and development

tools as shown in the next questions.

2.3.3 Domain of Cyber Range

In question 3, we have another categorization of a CR, which is the domain in which the
systems operate. Another area that is flourishing is the conduct of cybersecurity exer-
cises [68-70]. As expected, the results of the domain cybersecurity competition are very

high, Figure 2.3, about 80%, as well as in SCADA, reach 60%. An interesting conclusion
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8 (80%)

6 (60%)

Private Enterprise

European Commission under
H2020 Framewo...

Figure 2.2 Sectors of the Cyber Range.

from the analysis of the results is that 30% of the systems are focused only on conducting

security exercises, and 20% only on SCADA.

SCADA/ICS

loT

Red Team Blue Team Exercise (
Defensive ...

Capture-the-flag

individual Linux/Windows
network enviro...

5(50%)
3(30%)

IT and OT

General IT

Figure 2.3 Domains of the Cyber Range.

Mainly after the incident of Iran’s nuclear program, and the attack of the Ukraine power
grid, a great development in CR systems aimed at improving the security of SCADA ICS
and Operational Technology (OT) generally was observed. By correlating questions 3, 4,
and 5, we observe that CRs do not focus only on one domain as before but have evolved
by adding new components and managed to cover many domains like business, banking,

telecom, health, and transport.
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2.3.4 Type of security challenges

Question 4 describes the security challenges that occur in CR platforms. The most popular
challenge is web security which is provided by all responders. In addition, as shown in
Figure 2.4, Forensics comes first with 80%, and Exploitation and Malware analysis follows
with 70%. Additionally, one of the responders stated that they can create any challenge based
on specific demands.

The content of security challenges [19] varies and depends on the type of cybersecurity
competition or curriculum of the university/research center. Cyber security exercises allow
students to gain hands-on experiences while immersed in environments that mimic real-world
operational systems. Highly realistic training allows students to gain valuable experience that
employers are looking for [71]. A very interesting approach is the inclusion of challenges
like Risk Management, Information Security Economics, Cyber Crisis Management, and
Cyber Policy Analysis. These are hot areas and we suggest other universities to add these

kinds of challenges to their CR platforms.

Web 10 (100%)
Cryptography —4 (40%)
Forensics 8 (80%)
Exploitation 7 (70%)
Steganography —3 (30%)
DDoS 6 (60%)
APT 5 (50%)
Ransomware —4 (40%)
SQL injections 6 (60%)
Malware analysis 7 (70%)

Reverse engineering 4 (40%)

—1(10%
1(10%
1(10%
1(10%

0 2 4 6 8 10

the challenges are based on
pilots’ req...

Risk Management, Information
Security E...

Figure 2.4 Security challenges of the Cyber Range.

2.3.5 Educational purposes of Cyber Range

A key motivation of our research is the development and implementation of a CR platform for

the University of West Attica that covers three areas of research, education, and conducting
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security exercises. To better address the educational aspect, aimed to determine whether the
CR platform is also utilized for educational purposes. All responders answered positively.
According to Beveridge [71], injecting realism into cybersecurity training and education
is beneficial to rapidly train qualified, skilled, and experienced cybersecurity professionals.
Additionally, we asked which courses they use for the CR platform. The most popular
courses as shown in Figure 2.5 are network security by 80%, followed by web security and
digital forensics by 70%, and software security by 60%.

Universities are linked to the educational curriculum courses related to emerging tech-
nologies such as cloud security, OT security, and Data-driven cybersecurity management.
Cyber Ranges can combine security courses and hands-on experience and give cybersecurity
experts the mentality, problem-solving capability, and appropriate technical tools for capacity

building.

Cryptography
Digital Forensics
Hardware security
Software Security
Network security
Cloud Security
Web Security

2(20%)

8 (80%)
2 (20%)

—1(10%)
ICS Security 1 (10%)
OT Security 1(10%)

0 2 4 6 8

Figure 2.5 Educational courses of the Cyber Range.

2.3.6 Type of environment

Another categorization of CRs is the type of environment. Davis [16] in 2013 categorize CR
and security testbeds in three main categories emulation, simulation, and Ad-hoc or Overlay.
In our questionnaire, we asked the participants to identify the environment also in three
categories—the first is emulation: a testbed built with real hardware or software, the second

is a simulation: a testbed built with software virtualization, and the last is Hybrid/Cyber-
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Physical: virtual testbeds connected with real hardware. Apart from one participant who had
developed an emulated environment and two participants who had developed a simulation
environment, all responders have chosen a mixed type of environment, as shown in Figure 2.6.

The rapid virtualization growth helps create complex environments, thus managing to
achieve the highest possible accuracy, fidelity, scalability, and flexibility while reducing
implementation costs. Additionally, by using a simulation/hybrid environment, a university
can develop a CR [72, 73, 40, 74], while, before 2010, CR was developed for military
purposes only (Emulab [75], NCR, StealthNet, and LARIAT [76]) mainly due to high

development and maintenance costs.

Emulation : testbed built with

4 (409
real har... (40%)

Simulation : testbed built with

softwar... 6 (60%)

Hybrid /Cyber Physical: virtual
testbed...

Figure 2.6 Types of environment.

2.3.7 Infrastructure platform

In question 7, we discuss which type of virtualization technology is chosen for the devel-
opment of CR, and, according to ECSO [77], there are two types, conventional and cloud
virtualization. Conventional virtualization uses hypervisor-based technology and containers,
mostly Docker. A list of both types of hypervisors contains Virtualbox, Vmware, XenServer,
Hyper-V, QEMU, etc. Cloud virtualization is divided into three types, public, private, and
hybrid. The best advance of the cloud is the sharing of resources, great capabilities for automa-
tion and minimization of cost reduction [34]. OpenNebula, CloudStack, and OpenStack [32]
are mostly used to deploy cloud virtualization [26-28]. The finding of questionnaires, as

shown in Figure 2.7, says that up 50% use the cloud, both OpenStack and AWS, and 40%
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use traditional technology. In addition, we conclude that OpenStack is the main tool (44%)
used to deploy cloud infrastructure.

The development of cloud computing has opened new horizons for the evolution of CRs.
Cloud environments constitute internet-based platforms to be used for computer technology.
The technology used to develop the CR platforms is mainly open source and the use of
commercial tools is partial. We found that the use of container technology has little impact
on the systems we analyzed. We believe that there should be greater development through

container technology since it improves realism and user behaviour [14].

Openstack

Virtualbox

VMware

QEMU/KVM

Docker

Public cloud (AWS)
custom orchestration code
TerraForm

4 (44.4%)
3(33.3%)

2 (22.2%)

Figure 2.7 Infrastructure platform.

2.3.8 Type of access

Question 8 is about the type of access that CRs can provide to platform participants. As
presented in Figure 2.8, these are on-premises 70%, remote access 80% and 10% local.
Moreover, 60% of CRs can provide both types of access, on-premises and remote access. In
addition, finally, one platform can provide only on-premises access. The advantage [71] of
providing remote access to participants is important for conducting distance learning courses,

or long-distance security competitions.

2.3.9 Implementation tools

Question 9 is one of the most important questions we asked in the questionnaire. When
searching in the literature to find out how to implement a CR system, the result was dis-

appointing and the findings were negligible, especially regarding military and commercial
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On Premise 7 (70%)
Remote access 8 (80%)
Cyber range within a laptop —- all 1(10%)
local
0 2 4 6 8
Figure 2.8 Type of access.

systems. With the main motivation of discovering the design technology and the implementa-
tion tools, we proceeded to compile this question. As shown in Figure 2.9, the technology
of CRs is dominated by the use of Infrastructure as code (IaC) tools [32-35] and especially
Ansible with 40%, Vagrant, and Packer. In addition, in a small percentage, where there is no
cloud infrastructure, the configuration of virtual machines is done with the use of manual
scripting with an imprint on the speed of implementation and the flexibility of configuration.

Today, IaC is the process of managing and provisioning computer data centers through
machine-readable definition files, rather than physical hardware configuration or interactive
configuration tools. IaC tools are used to configure systems, deploy software and updates,
and orchestrate. The biggest advantage is the speed and ease of their use as opposed to

manual scripting.

Ansible 4 (44.4%)

Vagrant
Manual Scripting

Packer, etc. 1(11.1%)

Openstack Heat based on

S 0,
THREAT ARREST C... 1(11.1%)

1(11.1%)

Script system developed on site —1(11.1%)

Figure 2.9 Set up VMs.
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The tools used for the network topology are shown in Figure 2.10. Network tools provided
by the infrastructure platform are mainly used. This can guide researchers/developers to
invest in network tools that can be adopted by other CR systems.

To keep scoring during cybersecurity competitions like cyber security exercises or CTFs,
several tools and mechanisms are provided. These tools are responsible for counting the
flags in CTF [19] and awarding points, or artifacts from a CDX. As shown in Figure 2.11,
the majority of scoring tools are custom-made and depend on the challenge, the architecture

of exercises, and infrastructure platforms.

Openstack 4 (44.4%)

Opennebula
Virtualbox

Cloudformation

PROXMOX virtualised
networking

Labtainers lab designer tool

—1(11.1%)
1(11.1%)
1(11.1%)

vxlan 1(11.1%)

Figure 2.10 Network topology.

Jeopardy doard 1(16.7%)
Ictf board [0 (0%)

Ctid[—0 (0%)
CloudCTF (our own software) 1(16.7%)
Custom dashboard 1(16.7%)
internal tools 1(16.7%)
Scoring often 1(16.7%)
0.0 0.2 0.4 0.6 0.8 1.0

Figure 2.11 Scoring tools for Cyber Ranges.

JSON and YAML are the main scripting languages used as shown in Figure 2.12, for
designing a CTF or CDX. In addition, with the use of scripting language, it became possible
to create dynamic scenarios. Planning an exercise requires a script. The scenario was initially

static and required the configuration of all parameters during the development of each
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exercise. This resulted in complex development and management of exercises, required high
management costs, and demanded long development times recently, with the development of
dynamic scripts [9, 78] based on scripting languages such as JSON, YAML, and XML or
IaC [35] Tools.

XML —0 (0%)

3 (42.9%)

Custom User Interface

XML-based CTTP models (
project-specific...

1 (14.3%)
1(14.3%)
1(14.3%)

Labtainers lab designer tools 1(14.3%)

Figure 2.12 Tools to create cyber security scenarios.

A CR platform should have the right tools for managing users and groups as shown
in Figure 2.13. Moreover, the CR must have a graphical user interface (GUI), capable of
managing resources [33] like memory, usage, performance, reports, error logs, alert, etc.
The responders identified that most use tools that are provided by the platform (OpenStack,
Proxmox, AWS) or developed their own tools.

Dynamic scenarios require minimal administrative effort and in less time (from seconds
to a few minutes) that could include new environments with different network topologies.
This may be an opportunity for researchers/developers to produce tools that can be used by

other systems.

Xentop 1(14.3%)

Our own backend APls in AWS 1(14.3%)

Custom User Interface 1(14.3%)

internal tools 1(14.3%)

custom code 1(14.3%)

PROXMOX 1(14.3%)

Not needed. Provisioning i‘s 1(14.3%)
automatic

0.0 02 04 0.6 0.8 1.0

Figure 2.13 Tools to manage.
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The CR platform must be able to monitor data. It must have all the necessary components
for supervision, whether they are exercise training, research, or testing a system. The tools
deploy depending on the type of exercise or field of the research. The responders answered
that they are mostly used for monitoring purposes and open-source tools (see Figure 2.14),
mainly SIEM tools such as OSSIM or Nagios. IDS tools such as Snort or Suricata are also

used.

0SsIM 3(37.5%)
Snort

Suricata

Netflow

Wireshark —2 (25%)

Cloudwatch

Nagios

depends on the type of exercise
considered out of scope...
MALCOM

Automated assessment

2(25%)

Figure 2.14 Tools to monitor.

CR platforms use tools [79-81] for monitoring data. OpenFlow and DNP3 have been
used by the responders in several occasions, but mainly in-house tools or scripts are used, as
shown in Figure 2.15. Testing of security tools [82] should take place under conditions that
are as realistic as possible. Network traffic of the testing infrastructure should approach a
real network of a company or a university [83]. Based on the answers, we don’t find a tool

that has a high level of acceptance yet.

OpenFlow

DNP3 2 (50%)

internal simulator and data
fabrication...

Bespoke scripts

Was not required so far

Figure 2.15 Network traffic.
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Another example of an automation user/team is the automation of the red team in
conducting cybersecurity attacks. The use of such an automated team covers the need to find
qualified cybersecurity experts with knowledge on attacking systems, which is very difficult.
There are published papers describing how to create such red teams mostly in the military
domain such as KQala from Lincoln Laboratory [76] and SVED from FOI [54] that were
used for automating the behavior of a red team. GHOSTS as shown in Figure 2.16, a tool
developed by the SEI, creates non-player characters (NPCs) that behave realistically without
human intervention to help build complex cyber simulations. GHOSTS creates NPCs that
behave like real people to generate context-driven traffic. As a result, creators of simulations
can challenge participants in blue or red teams with engaging content that helps them develop
elite skill sets [14, 84] and red team automation. From the answers, we notice that systems
have used the GHOSTS tool [14] that develops SEI and provides through GITHUB, while
the other platforms have developed their own tools.

In general, scripting languages are capable of creating complex environments, including
realistic user behavior, thus improving realism. In such a use case scenario, an automated
user can send or receive emails, browse the internet site, open office documents or print
them, etc., resembling a typical office user who works in a company working environment.

Realistic user behavior is an important part of creating complex cybersecurity exercises.

AutolT 1(16.7%)

Autohotkey

GHOSTS

Custom adversary behaviour
emulator

Bespoke scripts

2(33.3%)
1(16.7%)
1(16.7%)
AIT implementation 1(16.7%)

Bot system based on python 1(16.7%)

Figure 2.16 User behavior.
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2.3.10 Teams, Roles, and Participants

In question 10, we identify how many groups can participate in an exercise. The answers
were quite different and related not only to the implementation of the CR but also to the
capacity of the infrastructure of the environment that supports it. The answers varied from
systems that support only groups with one user to systems with a capacity of thousands of
groups. However, on average, systems support up to 10 groups. Moreover, we examined the
total number of participants which varies from one to thousands of simultaneous users. The
average of users falls in the range between 50 and 100. Another point of measurement of
the analysis and complexity of the exercises [85] is the number of different teams [18] that
participate. As expected, the teams [86] that mainly participate are the blue 80% and the red
70%. In addition, apart from two participants who did not inform us about the teams, at least
half of the participants stated that blue, red, yellow, purple, green, and white teams take part
in the exercises as shown in Figure 2.18.

One main purpose of question 10 was also to identify the complexity of the exercises
and the capacity of the CRs. The roles of the participants are also very important, since they
support, as shown in Figure 2.17, the development of security teams such as SOC, NOC,
CERT, and CSIRT. It is also interesting that, in some cases, some other roles were used by

CRs such as Managers, C-level executives, and legal representatives.

socC 5(62.5%)
NOC
CERT 6 (75%)

CSIRT
students master in cyber

4 (50%)

0y
security (main... 1(12.5%)
1(12.5%)
CISO, IT-Team, Legal, we can 1(12.5%)
address ma...
various 1(12.5%)
0 1 2 3 4 5 6

Figure 2.17 Roles of participants.
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BLUE TEAM (defenders) 8 (100%)
RED TEAM (attackers)

GREEN TEAM (legitimate users)

YELLOW TEAM (innocent users
with uninte_..

WHITE TEAM (user runs
scenarios)

PURPLE TEAM (works with
Legal and Media)

Figure 2.18 Cyber Security Teams.

2.3.11 Prior Usage of the Cyber Range

In question 11, we asked the participants if the CR platform had already been used. As
shown in Figure 2.19, 90% of the respondents answered positively. In many cases, a system
is created for research purposes, such as a research program that has an expiration date. The
CR systems analyzed in this questionnaire are already used for educational, research, or CDX

and presented in a public event.

Event 7 (77.8%)
Workshop —7 (77.8%)
Exercise 8(88.9%)

college and high school classes

KSO Planspiel 2017 (see
website cyberra...
Dozens of educational
institutions worl...

Figure 2.19 What type of event.

2.3.12 Availability of Datasets

The last question is about datasets. An important element of datasets is whether they contain
measurable data. Researchers using datasets can evaluate the performance of IDSs, measuring

their accuracy, false positives, and overall efficiency. In Figure 2.20, the results showed that
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a large percentage, around 60%, of the systems produce datasets or this action is included in

the upcoming plans.

online 2 (28.6%)

provided on demand 2(28.6%)

http://dx.doi.org/10.1016/j.dib.
2020.10...

Forinhouse usage

not yet, but it would be possible

provided to instructors for
automated a...

Figure 2.20 Dataset.

The creation of a dataset that contains captured network traces, from cybersecurity
exercises, can enhance or produce new sophisticated methods of detection techniques for

cybersecurity attacks (see Figure 2.21).

Network traces 6 (85.7%)

Log files from servers 6 (85.7%)

IDS alerts

Actions that have been taken

4.
and decisi... 1(14.3%)

selected artifacts from student

0,
activit.. 1(14.3%)

Figure 2.21 Dataset.

2.4 Challenges and Future Directions

CR research teams should be focusing on improving various aspects of their testbeds. In addi-
tion, modern CRs should be enriched with novel features, such as various telecommunication

capabilities, emulated Banking systems, hospitals [87], simulated smart grids, automated
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vehicles [88], Virtual Cyber Centres of Operation, wireless sensor networks, real-time Intru-
sion Detection Systems [89], honeypots [90], novel authentication mechanisms [91], mobile
security scenarios, and several privacy mechanisms. By adding these features, new attack
scenarios can be easily deployed on a testbed, revealing vulnerabilities of the various systems
and thus allowing the researchers to develop innovative defense mechanisms. Moreover, any
novel CR should be built in a way that could be easily used for research purposes inside EU
projects. This could be accomplished if the CRs are capable of being connected to various
real-world devices in the network, making it that way ideal for launching attacks and testing
the defense mechanisms of various systems. One other important aspect that should be taken
into account is the capability of modern CRs to create measurable data in a semi-automated
way with limited human intervention.

Modern CRs should include a portable version for demonstration purposes and for easy
deployment as a modern teaching instrument in various cyber security events that take place
around Europe. Moreover, research teams should also be working towards the capability of
their CRs to provide remote access to researchers. Via such a federated model, researchers all
around the world will be allowed to implement various protocols and study their behavior in
custom tailor-made environments. Finally, the need to move from traditional CRs to digital
twins is a trend that is going to become dominant soon, especially for replicating critical

infrastructures.

2.5 Conclusions

In this chapter, a systematic survey of ten CRs with a structured interview are presented. The
purpose of the questionnaire are to examine key components that consist of a CR platform,
particularly the tools used to design, create, implement, and operate a CR platform. As
analyzed in Section Analysis of Results, most of the current CRs are moving towards more
realistic and competitive scenarios that can help users receive focused experiential learning.
The combination of emulated and simulated into hybrid environments can help a CR to be

more adaptive, expandable, and thus efficient.






Chapter 3

Cyber Range Design

This chapter focuses on the proposed architecture for the Cyber Range system. Beginning
with the delineation of requirements and specifications, it progresses to describe the architec-
ture in detail. The goal is to outline a comprehensive and robust design that addresses the
limitations identified in the existing systems, ensuring scalability, adaptability, and seamless
integration.

A thorough understanding of the proposed architecture’s structure and functionality is
provided, mapping specifications to the requirements for effective cybersecurity training and
research. The design incorporates advanced features to simulate a wide array of cyber threats
and responses, creating a realistic and immersive environment for learners and researchers.

By laying out the foundational design elements, this section sets the stage for the subse-
quent implementation and evaluation of the Cyber Range system. The focus is on creating a
flexible and efficient architecture that can support diverse cybersecurity scenarios and training
needs.

Recent proposals for cyber range designs reflect the growing complexity and necessity
of realistic environments for cybersecurity training and research. Cyber ranges are critical
for developing, testing, and validating security measures in a controlled setting, allowing for
the simulation of cyber-attacks and defense mechanisms. The architectural components of
these cyber ranges vary, tailored to meet specific objectives such as flexibility, scalability,

and realistic simulation of cyber threats.
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Yamin [18] proposed eight key components: Portal, Management, Training and Education,
Testing, Scenario, Run-time Environment, Logging, and Evaluation. The Portal serves
as the interface for communication between the cyber range and its users, allowing for
scenario creation and resource management. The Management component handles resource
allocation and role assignments. The Training and Education module provides cybersecurity
training with a scoring mechanism for evaluation. The Testing component conducts security
assessments and system evaluations. The Scenario module enables the creation, deployment,
and execution of cybersecurity scenarios. The Run-time Environment supports the operational
execution of these scenarios. Logging collects extensive data for analysis, and Evaluation and
uses this data to assess and improve the cyber range’s performance. Sharifi et al. [92] propose
CyberloT a Cyber Range for IoT that focuses on infrastructure provisioning and sandbox
management to support [oT security training. The modules are, the infrastructure provisioning
and sandbox management, data store, monitoring module, and web portal. Low [93] proposes
an architecture of the Industrial Control Cyber Range System comprising seven modules:
the Controller, Virtual OS, Web Application, Database, Exploit, Defend, and Visualization
modules. Vykopal et al. [37] introduced KYPO Cyber Range which is designed as a
modular, cloud-based system with five main components. The Infrastructure Management
Driver controls the raw computing resources, managing virtual machines and networks
through a unified API. The Sandbox Management Component orchestrates the creation and
configuration of sandboxes using advanced networking techniques. The Sandbox Data Store
manages sandbox-related data, bridging configurations between the cloud infrastructure and
virtual machines. The Monitoring Management Component provides detailed control over
monitoring configurations and exposes data to external consumers. Finally, the Platform
Management Portal serves as the primary user interface, facilitating interaction with the
Cyber Range throughout the sandbox lifecycle.

In a systematic review [94] we identified the state-of-the-art Cyber Ranges and testbeds
used for training, education, and research purposes. These platforms employ a variety of
virtualization technologies, design considerations, and complex cybersecurity scenarios to

deliver dynamic and intricate environments. However, the lack of a Cyber Range that is
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cloud-based, open-source, network-isolated, flexible, scalable, requires minimal resources,
can conduct cybersecurity exercises, and can be developed at low costs using modern
Infrastructure as Code (IaC) tools is a key motivation for our research.

In this chapter, we propose an architecture design for the Cyber Range platform and a

flexible mechanism to design complex topology.

3.1 Cyber Range Architecture Model

ETHACA Cyber Range architecture involves leveraging powerful capabilities for cloud
infrastructure management, combined with efficient deployment and management. Each
module of the ETHACA Cyber Range benefits from the modular, scalable, and flexible
architecture. Below, we delve into the architectural design of each module within this context,
focusing on how they integrate and function within the broader Cyber Range environment.
The ETHACA Cyber Range architecture consists of six modules, the Web Fronted, the
Storage, the Scenario, the Management, the Environment, and the Orchestration module, as
illustrated in Figure 2.13. In the following paragraphs, descriptions of the modules introduce

their functioning and interoperability.

Enviroment Management

Resources Role Data
Management Managment Management

Scripts Dev tools Storage Management

Orchestration Storage Web Fronted

Figure 3.1 ETHACA Cyber Range Architecture.
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3.1.1 Web fronted

The Web Fronted module acts as the essential gateway for users into the Cyber Range envi-
ronment, enabling interaction with a wide array of services including computing, networking,
storage, and orchestration, alongside scenario generation and management capabilities. This
module harnesses the Horizon dashboard, enriched through bespoke web services, to cater
specifically to the nuanced demands of Cyber Range activities.

Dashboard Customization: The Web Fronted module undergoes significant modifi-
cations to incorporate features crucial for Cyber Range operations. These enhancements
facilitate scenario deployment, resource allocation, and comprehensive access management.

Cyber Range Service Integration: The Fronted module connects with pivotal services
such as compute, network, and storage. This integration extends to specialized scenario and
orchestration services devised for the Cyber Range, ensuring an intuitive user experience.

Enhanced Security through Access Management: Employing identity framework, the
module delivers stringent access controls and management protocols. This ensures users are
granted permissions precisely aligned with their roles in Cyber Range exercises, bolstering
security.

Dynamic Scenario Deployment: Leveraging an orchestration tool, the module empowers
users to dynamically deploy and manage intricate scenarios directly from the web interface.
These scenarios are meticulously crafted using Heat templates that detail the necessary
resources and configurations for each exercise.

Monitoring and Visualization Support: Integral to the module, though operating in the
backdrop, are advanced monitoring and visualization tools. A real-time monitoring system
integrates into the infrastructure to track the health and performance of the Cyber Range,
gathering data across various components. A complementary visualization tool provides
a visual representation of these metrics through detailed dashboards. This symbiosis not
only facilitates proactive infrastructure management but also enriches the user interface
by preemptively identifying and addressing potential issues, thereby ensuring a fluid and

uninterrupted user experience during Cyber Range exercises.
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3.1.2 Storage

The Storage module is tasked with the comprehensive management of critical data such as
scenario artifacts, test images, and essential operational data.

Multi-Protocol Support: By harnessing the capabilities of block storage, the module
provides a flexible storage solution that caters to a variety of needs. It supports a diverse
range of protocols such as LVM, iSCSI, and NFS for block storage, to meet the diverse
requirements of Cyber Range scenarios. The ETHACA Cyber Range storage service is
designed to support a comprehensive range of disk and container image formats, ensuring
versatile and seamless integration for users. It accommodates disk image formats including
raw, gcow?2, ISO, and VHD, alongside container formats such as OVF and Docker. This
extensive support enables users to upload and deploy a wide variety of images onto the
platform, facilitating a flexible and efficient setup for various cybersecurity scenarios and
exercises. By offering compatibility with these common disk and container formats, the
ETHACA Cyber Range ensures that users can easily import and manage their virtual machine
and containerized applications, making it an adaptable solution for cyber security training,
testing, and research activities.

Image Service Enhancement: Through image storage, the module excels in the man-
agement of virtual machine and container images, broadening its support to encompass
numerous disk and container formats. This extension ensures the streamlined sharing and
deployment of images across the Cyber Range, bolstering operational efficiency. Image
service can act as an image registry for sharing images, allowing participants to discover,
retrieve, and register VM (virtual machine) images and container images.

High Availability and Scalability: The storage services are configured for high avail-
ability, safeguarding data against loss and ensuring it remains accessible even under adverse
conditions. Scalability is adeptly handled, allowing for the dynamic distribution and redistri-
bution of storage resources in alignment with the fluctuating demands of various scenarios
and exercises.

Secure and Efficient Artifact Management: The module emphasizes the security of

stored artifacts, implementing stringent measures to protect sensitive information. Using
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snapshotting and cloning features enhances efficiency, enabling quick deployment of pre-
configured images and environments for a swift operational onset.

Container Management Service (CMS): Integral to the Storage module, container
management service, introduces an additional layer of efficiency in handling containerized
applications and services. In the context of Cyber Range operations, CMS streamlines the
provisioning and management of containerized storage services. This aspect is particularly
beneficial for scenarios that necessitate isolated testing environments, offering the versatility
to deploy diverse storage configurations within containerized setups, thereby elevating the

module’s flexibility and scalability in storage solutions.

3.1.3 Scenario

The Scenario module is responsible for the creation, deployment, execution, control, and
destruction of cybersecurity scenarios. It utilizes configuration automation tools for automa-
tion and orchestration, scripting templates for resource orchestration, and integrates with
containers through Container Management Service for container management, providing a
powerful platform for realistic cybersecurity training and research scenarios. Automation
tools, scripting language, and orchestration templates create, deploy, execute, control, and
destroy scenarios. The cybersecurity scenarios can be created, designed, and saved in a file.
The scenario can provide images already stored in the image repository or can be downloaded
from cloud repository using container service API. The configuration file allows for the
editing and modification of several aspects like network, storage, cpu, and ever more complex
frameworks like CTF, and cyber threat intelligence platforms using Docker repository.

Scenario Definition and Management: Employs Ansible playbooks and Heat templates
for defining and managing the lifecycle of cybersecurity scenarios. These definitions include
all necessary configurations, such as network setups, storage requirements, and specific
software and services to be deployed.

Containerization for Realism and Isolation: Leverages Docker, managed via container

management service, to containerize individual components of scenarios. This approach
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allows for the creation of isolated, reproducible environments that mimic real-world systems
and threats, enhancing the educational value of exercises.

Dynamic Resource Allocation: Integrates with OpenStack’s Nova and Neutron services
for dynamic allocation of compute and network resources, respectively. This ensures that
scenarios can be scaled up or down based on the requirements of the exercise, providing
flexibility and efficiency in resource use.

Integration with Cybersecurity Tools and Platforms: Facilitates the incorporation
of specialized cybersecurity tools and platforms, for capture-the-flag or threat intelligence
exercises. This is achieved by containerizing these tools and managing them through the
Scenario module, allowing for a comprehensive and diverse range of cybersecurity training
exercises.

Realistic Network Scenarios: Container network service enables the creation of complex,
realistic network scenarios by integrating container networking seamlessly with networking
service enhancing the realism of cybersecurity exercises.

Containerized Scenarios: The Scenario module allows straightforward management
of containerized applications and services necessary for various cybersecurity scenarios.
The ability to handle containers natively in environments means scenarios can be more
easily deployed, scaled, and managed, providing a flexible and efficient approach to scenario

provisioning.

3.1.4 Management

In the Management module resources like memory, computational resources, roles, storage
capabilities, and network resources are managed. Exercise management assigns roles as well
as computational resources to the scenario and running. The allocation of a participant’s
roles and resources in an activity or experiment is taken into account. In an exercise or
experiment, multiple scenarios can be conducted, and management deals with controlling
multiple exercises or experiment scenarios in the environment. Additionally, log data can be

gathered to evaluate.
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The Management module oversees the allocation and management of resources within
the Cyber Range, ensuring that scenarios are executed smoothly and efficiently. It handles
the assignment of roles, computational resources, and the management of multiple scenarios
and exercises.

Resource Allocation and Scheduling: Utilizes compute and network services for
managing computational and network resources, respectively. This includes the dynamic
allocation of resources to different scenarios based on predefined roles and requirements.

Exercise Management and Control: Leverages automation tools for automating the
setup, execution, and teardown of exercises. This includes managing the distribution of roles
among participants, setting up the necessary infrastructure, and collecting results and logs
for analysis.

High Availability and Fault Tolerance: Ensures that management services are deployed
in a highly available configuration, minimizing downtime and ensuring that exercises can
proceed without interruption. Fault tolerance mechanisms are implemented to automatically
recover from failures, ensuring the continuity of exercises.

Performance and Health Monitoring: Within the Management module, monitoring
systems is employed to collect and store metrics related to resource usage, performance, and
operational health from across the Cyber Range infrastructure. A visualization platform is
used to create intuitive, customizable dashboards that present this data, enabling administra-
tors to monitor the system’s status and make informed decisions about resource management,
scaling, and troubleshooting.

Integrating Learning Management System (LMS) into the Cyber Range’s management
module significantly enriches the delivery, management, and evaluation of cybersecurity train-
ing and exercises [77]. By leveraging LMS [95], the cyber range can offer structured courses,
detailed scenario guides, and interactive learning tools, such as forums and workshops, to
enhance participant engagement and collaboration. LMS [96]robust tracking and reporting
features enable precise monitoring of participant progress and skill assessment, facilitating
personalized feedback and improvement areas identification. Additionally, it supports the

creation of a comprehensive resource repository, accessible remotely to participants, thereby
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extending the reach of cybersecurity education. The platform’s scalability ensures that it can
accommodate an expanding user base, making it an essential component for delivering a

dynamic, interactive, and scalable cybersecurity training experience.

3.1.5 Environment

The infrastructure on which the scenario is implemented, covering cloud, virtual, physical,
and hybrid platforms, is depicted by the environment. Provisioning creates an environment
that is used for exercise purposes. To make the cybersecurity exercise and environment more
realistic, computational resources, user behavior characteristics, and random network traffic
can be incorporated.

The Environment module provides the infrastructure for implementing scenarios, covering
a range of platforms from cloud and virtual to physical and hybrid setups. It is responsible
for provisioning and configuring these environments to support the diverse requirements of
cybersecurity exercises.

Hybrid Infrastructure Support: Designs and implements a flexible infrastructure
capable of supporting cloud, virtual, physical, and hybrid platforms. This is achieved by
integrating OpenStack for cloud and virtual resources, along with direct management of
physical resources where necessary.

Realistic Exercise Environments: Utilizes advanced networking configurations, man-
aged by network service, to simulate real-world networks. This includes the creation of
complex network topologies, the injection of user behavior characteristics, and the generation
of random network traffic to mimic realistic cyber environments.

Dynamic Provisioning and Configuration: Utilizes orchestration to dynamically provi-
sion resources and environments based on the specific requirements of each scenario. This
includes further customization and configuration of these environments to ensure they closely
match the intended training or research objectives.

Security and Isolation: Implements strong security measures and isolation techniques

to ensure that exercises are conducted in a controlled and safe manner. This includes the
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use of security groups, firewalls, and network segmentation to protect the Cyber Range
infrastructure and its users.

Enhanced Container Networking: The container networking service role in the Envi-
ronment module is critical for ensuring that containerized components of the Cyber Range,
such as those deployed for specific scenarios or training exercises, have seamless network
connectivity. By integrating networking capabilities with Docker, it facilitates complex
network setups that are essential for simulating real-world cyber environments, thereby

enhancing the quality and effectiveness of cybersecurity exercises.

3.1.6 Orchestration

The orchestration module coordinates all services. Automates infrastructure lifecycle and
software provision. Orchestration of infrastructure and the creation of an environment can
be achieved with a single script file (template). Resources (for example network IPs, user
groups, and storage) can be created using templates, or more sophisticated features like high
availability, and autoscaling. Orchestration focuses on infrastructure, but the templates work
well with other IaC and configuration management tools.

The Orchestration module coordinates the provisioning and management of infrastructure
and software resources across the Cyber Range. It automates these processes to ensure that
scenarios are deployed, executed, and terminated efficiently and reliably.

Unified Resource Management: Utilizes Heat to orchestrate the deployment of resources
across the Cyber Range. This includes the creation of compute instances, networking
configurations, and storage allocations based on templates that define the requirements for
each scenario.

Integration with IaC Tools: Enhances the orchestration capabilities by integrating with
additional Infrastructure as Code (IaC) tools. This allows for more granular control and
customization of the environment and software configurations, tailoring them to the specific
needs of different scenarios.

Automated Lifecycle Management: Implements automated processes for the entire life-

cycle of scenarios, from deployment to teardown. This ensures that resources are efficiently
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used and released when no longer needed, reducing waste and optimizing the utilization of
the Cyber Range infrastructure.

Comprehensive Orchestration: The Orchestration module leverages container orches-
tration, ensuring that containerized applications and services are efficiently deployed and
managed across the Cyber Range. container network service is used to orchestrate networking
for these containers, providing them with the necessary connectivity and network services.
Monitoring services play critical roles in orchestrating the monitoring and visualization of
the entire infrastructure, ensuring that resources are optimally utilized, and performance
issues are swiftly addressed.

The modules and technologies of the ETHACA Cyber Range significantly contribute
to the architecture’s ability to support complex scenarios, manage resources effectively,
and provide real-time monitoring and feedback, all of which are crucial for maintaining a
high-quality Cyber Range experience.

In the following paragraph we explain the workflow mechanism in the ETHACA Cyber
Range architecture as illustrated in Figure 3.1.

Participants access ETHACA Cyber Range System through the Web Fronted module’s
graphical user interface. They log in and browse available scenarios, selecting the one
they wish to participate in. Once a scenario is selected, participants can configure specific
parameters such as network settings, storage requirements, and computational resources
through the Web Fronted module. They can also specify any additional customization needed
for the scenario. Upon confirming the configuration, the Orchestration module takes charge
of provisioning the necessary infrastructure resources. It utilizes orchestration templates,
such as Heat templates, to automatically create virtual machines, networks, storage volumes,
and other required components. Alongside infrastructure provisioning, the Orchestration
module integrates with [aC tools like Ansible. It deploys and configures the required software
components, applications, and services within the provisioned infrastructure. This ensures
that the Cyber Range environment is equipped with the necessary tools for the chosen scenario.
Once the infrastructure and software resources are provisioned and configured, participants

can start executing the scenario. They interact with the Cyber Range environment, perform
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tasks, and tackle the cybersecurity challenges presented within the scenario. Throughout the
scenario execution, the Management module monitors various aspects of the Cyber Range
environment, including resource utilization, performance metrics, and system health. Once
participants complete the scenario initiate the cleanup process, deallocating and releasing
the allocated resources, including virtual machines, networks, and storage volumes. The
completed scenario, along with relevant logs and data, can be archived for future analysis
and research purposes. This allows administrators and researchers to review the scenario’s
execution, identify areas of improvement, and gain insights into participants’ performance
and the effectiveness of the scenario design. The Storage module acts as a repository for
scenarios, allowing administrators to store and manage scenario artifacts, templates, and
configurations. It also enables sharing scenarios among different Cyber Range instances or
with the broader cybersecurity community, fostering collaboration and knowledge exchange.
Based on the feedback, analysis, and lessons learned from executed scenarios, administrators
can make enhancements and updates to the scenarios, infrastructure templates, and software
configurations. This iterative process ensures continuous improvement of the Cyber Range

platform and the scenarios it offers.

3.2 Conclusions

The proposed Cyber Range platform offers several advantages over existing implementations.
Firstly, it provides a flexible and scalable infrastructure for creating and running cybersecurity
scenarios. The use of containerization technology allows for easy creation, distribution, and
management of scenarios, reducing the time and effort required to deploy and manage them.
Secondly, the platform allows for the customization of scenarios to meet the specific needs
of different organizations and users. The use of open-source tools like Ansible and HEAT
templates, as well as the availability of various pre-built images, allows for the creation of
tailored scenarios that address specific security concerns and threats. Thirdly, the platform
provides a user-friendly interface for managing the scenarios and the environment, making it

accessible to users with varying levels of technical expertise. This makes it an ideal tool for
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cybersecurity education and training in academic institutions. Finally, the platform offers
a cost-effective solution for cybersecurity education and training. The use of open-source
tools and containerization technology reduces the cost of deploying and managing scenarios,
making it an affordable option for small and medium-sized universities.

A novel Cyber Range architecture is proposed, emphasizing lightweight, flexibility,
resource efficiency, and scalability. Furthermore, we provide implementation and techni-
cal details that demonstrate the advantages and benefits of utilizing an open-source cloud
platform, with a particular focus on container-based applications.

Hence, this leads towards a modern Cyber Range system that can supplement educational
courses by giving participants hands-on experience. Collectively, these benefits make the
ETHACA Cyber Range a comprehensive and user-friendly platform, providing enhanced
flexibility, security, and efficiency in running scenario environments compared to existing
Cyber Range platforms that are implemented using Docker container technology.

By utilizing the developed ETHACA Cyber Range, which is a more sophisticated and
realistic setting, the university’s research objectives will be strengthened. It will also assist
the University in achieving its research and educational goals by adopting a cutting-edge
scalable, isolated, and realistic environment. In the past years in particular, the UNIWA
cybersecurity research team (INSSec) has actively participated in cybersecurity exercises
on an international and national scale, as well as, international CTF competitions with
outstanding achievements. The ETHACA Cyber Range will offer great opportunities to
students for practice and preparation before such competitions and will invite more students
interested in gaining such experiences.

Moreover, the INSSec research team of the University of West Attica has three times
organized and coordinated the Greek university’s annual CTF tournament, the UNIWA CTF,
in 2020, 2021, and 2022 [97]. Using the ETHACA Cyber Range platform in the upcoming
years the University will be able to accommodate more demanding events with numerous

participants, as the UniWACTF.
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Finally, it has been under consideration the expansion to include interdisciplinary cyber-
attack scenarios, like game theoretic approaches in detection engines [98] and in security

policies, which will provide research options suitable for postgraduate students.



Chapter 4

Cyber Range Implementation

This chapter aims to bridge the theoretical concepts and architectural designs with real-world
applications, showcasing the deployment and integration of the CR system. The detailing of
the selection and setup of the infrastructure platforms and technologies essential for the CR
system is provided. This includes the deployment frameworks, virtualization technologies,
and integration with Monitoring, Metrics and Learning Management Systems (LMS) . The
infrastructure setup ensures a robust, scalable, and flexible environment capable of supporting
diverse cybersecurity training and research activities.

Following the infrastructure setup, the chapter explores the deployment process, highlight-
ing the challenges encountered and the solutions implemented to overcome these obstacles.
This section provides insights into the technical intricacies involved in bringing the CR sys-
tem to life, emphasizing the importance of seamless integration with existing technological
ecosystems.

Also covers the enhancement of monitoring and alerting capabilities [99] within the CR
system. Tools such as Prometheus and Grafana are utilized to ensure real-time monitor-
ing, efficient data collection, and comprehensive analytics, thereby enhancing the overall
effectiveness and responsiveness of the CR system [100].

Analyses of the market for container management software and services and predicts
that the adoption of this technology will become widespread. Software containers have

seen tremendous growth recently and are favored by developers for their ability to build
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applications once and deploy them in any computing environment, significantly enhancing
enterprise agility. Estimation [101] Gartner forecasts that by 2027, more than 90% of G2000
organizations will be employing container management tools in their hybrid environments,
marking a substantial rise from the less than 20% doing so in 2023.

Cyber Ranges, utilizing IaaS frameworks such as OpenStack and operating within large
data centers, gain from enhanced scalability, compatibility, security, isolation, and pooled
resources. Docker Containers are used on PCs, laptops, and servers and are known for their
rapid deployment, flexibility, portability, and resource efficiency. Our methodology leverages
the strengths of both OpenStack and Docker containerization to create a resource-efficient,
flexible, and scalable Cyber Range platform. The aim is to develop a cutting-edge Cyber
Range Platform using emerging technologies. Using container-based technologies not only
simplifies deployment but also improves maintenance efficiency and reduces the complexity
of deployment processes. Experimental evidence suggests that Docker can significantly

enhance deployment procedures while simultaneously simplifying them [102].

4.1 Infrastructure Platforms and Technologies

4.1.1 Infrastructure Platforms

According to Nist [95] the implementation of a cyber range involves several features essential
for its operation, aiming to bridge the cybersecurity skills gap. These features provide the
foundation for a realistic and effective training and education environment. Here’s a concise

overview:

* Range Learning Management System (RLMS): Combines standard Learning Man-
agement System features with specific cyber range characteristics to manage and track

training outcomes.

* Orchestration Layer: Integrates various technology and service components of a

cyber range, playing a vital role in the effectiveness of the training environment
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by coordinating the underlying infrastructure, virtualization layers, and the target

infrastructure.

* Underlying Infrastructure: Consists of networks, servers, and storage that support
the cyber range operations. This infrastructure can be physical or virtual, with many
ranges opting for software-defined virtual infrastructure to improve scalability and

reduce costs.

* Virtualization Layer: Reduces the physical footprint of the cyber range by employing
virtualization technologies, which are essential for creating economically viable and
scalable cyber ranges. This layer also serves as a protective barrier between potential

attack vectors and the underlying infrastructure.

* Target Infrastructure: Simulates the environment in which students are trained,
potentially replicating a student’s real IT and security infrastructure. This includes

profiles of commercially available servers, storage systems, applications, and firewalls.

* Realism & Fidelity: Essential for developing predictive operational and learning
outcomes, with a balance required between cost, practicality, and reality. The level of

realism influences the effectiveness of the training.

* Access Considerations: Address how users can access the cyber range, including
location (on-premises vs. cloud-based) and sophistication (understanding the level of

effort required for installation, usage, and implementation).

* Scalability & Elasticity: Refers to the cyber range’s ability to accommodate a growing
number of users and quickly expand capacity as needed. This aspect is crucial for

supporting large user populations and adapting to increased demand.

In the article [94], several infrastructure platforms and technologies are discussed as
foundational elements for developing and operating cyber ranges. These include both con-
ventional virtualization technologies and cloud-based solutions. Here are the infrastructure

platforms mentioned:
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. OpenStack [103]- A cloud computing platform for public and private clouds, providing

an Infrastructure as a Service (IaaS) solution. It’s widely used for deploying cloud
infrastructure in cyber ranges due to its flexibility, scalability, and extensive community

support.

. VMware [104]- VMware offers solutions for cloud computing and platform virtual-

ization. It’s utilized in cyber ranges for creating and managing virtual machines and

environments.

. Proxmox [105]- An open-source platform for enterprise virtualization. It integrates the

Proxmox Virtual Environment for managing virtual machines and containers, making

it suitable for creating flexible and scalable cyber ranges.

. Public Cloud (AWS)[106] - Amazon Web Services (AWS) represents the public cloud

infrastructure for hosting, scaling, and managing cyber range environments. AWS

offers extensive services that can be leveraged for cybersecurity training and research.

. Minimega [107] - A tool mentioned in the context of creating and managing network

simulations, which can be integral to the development of cyber range environments.

. KVM (Kernel-based Virtual Machine) [106]- An open-source virtualization technology

built into Linux, allowing the kernel to function as a hypervisor. It’s used for managing

virtual machines in a cyber range setup.

. Virtualbox - Oracle VM VirtualBox [108] is a free and open-source hosted hypervisor

for x86 virtualization, useful for running multiple operating systems simultaneously,

often used in cyber range environments for its ease of use and compatibility.

In examining the characteristics delineated in the NIST Cyber Range Guide [95], the func-

tionalities proposed by ECSO [77] alongside the conclusions of our survey [94], it becomes

apparent that OpenStack is advocated as the optimal infrastructure for the conceptualization

and realization of cyber ranges. This recommendation is predicated on OpenStack’s inherent

qualities of flexibility, scalability, and a comprehensive toolkit for orchestrating virtualized
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infrastructure components. Such attributes are critical for constructing cyber ranges that
are not only realistic but also efficacious for various applications ranging from educational
courses to sophisticated cybersecurity competitions. Furthermore, the alignment of Open-
Stack’s capabilities with the technical requisites detailed in the NIST guide—encompassing
scalability, elasticity, and virtualization support—underscores the platform’s suitability in
meeting the diverse demands of cyber range stakeholders, thereby enhancing cybersecurity

education, training, and research efficacy.

4.1.2 Deployment Technologies

Infrastructure platforms lay the foundational technological environment essential for deploy-
ing advanced cyber range systems. These platforms often leverage Virtual Machines (VMs)
and Docker Containers to achieve training environments. VMs [109] provide a complete
simulation of the underlying hardware, allowing multiple operating system instances to run
concurrently on a single physical machine, which is indispensable for creating diverse and
isolated testing scenarios that mimic real-world IT infrastructure complexities.

Docker Containers complement this by offering a more lightweight solution; they en-
capsulate the application layer and share the host system kernel. This arrangement is highly
beneficial for cyber ranges as it significantly reduces overhead, boosts start-up times, and
enhances the portability of scenarios across different environments without the baggage
of entire OS instances that VMs typically entail. The transition from broad infrastructure
platforms to these specific technologies illustrates a move towards more granular, efficient,
and sophisticated cyber training capabilities. Lingayat et. al. [110] and Yadal et. al. [111]
compare the performance of Docker and VMs in terms of computing, storage, and memory,
and the results show that Docker performs better in terms of execution times for the requests
and startup time at least fifty percent higher. The Virtual Machine’s architecture in conceptual
contrast to Docker architecture is depicted in Figure 4.1. Details on both architectures follow
in the sequel.

A technology known as containerization organizes system libraries, networks, appli-

cations, and other components into a container structure. The programs are developed,
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Figure 4.1 Docker vs Virtual Machine Architecture.

organized, run, and delivered in containers. Docker container [112] is a lightweight vir-
tualization solution that ensures that the program functions in all environments and also
automates the deployment of apps into containers. The container environment in which
the programs are run and virtualized is supplemented by an additional layer of deployment
engine.

Docker container assists in offering a speedy and light environment for code execution.
Docker is based on an open-source container platform. Docker stores, shares, and exchanges
in public repositories hub.Docker.com, GitHub, etc, but also can upload in local and private
repositories.

One of the benefits of using Docker containers is that applications are easily migrated to
various machines and environments, which enhances development speed. Collaboration on
complex projects is also facilitated by the ability to isolate project components into containers
and evaluate them separately. Applications and services are scalable on-demand and in real-

time, which significantly lowers IT costs. Finally, Docker provides simple commands to
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operate virtual devices. The main reason for Docker popularity is the simple commands and
the reliability of the operation.

A virtual machine VM is a computer file, software program, or image that is built inside
of a host computing system. A VM is perfect for testing other operating systems, developing
operating systems, and running apps and software since it can perform tasks, like executing
programs and applications on a separate computer.VMs give users access to a full operating

system that can run a variety of software applications.

4.1.3 Deployment Frameworks

The deployment of Virtual Machines and Docker Containers [113] within Cyber Ranges
is intricately tied to the use of sophisticated deployment frameworks. These frameworks,
designed for orchestrating both containers and virtual machines, facilitate the management,
scaling, and networking of virtual instances across the cyber range’s computing resources.

Such deployment frameworks enhance the process of scenario provisioning and manage-
ment, providing tools to automate the deployment, scaling, and operation of containerized
and virtualized applications. This automation is crucial for replicating complex cyber-attack
scenarios and defensive maneuvers in a controlled, repeatable, and safe environment. By
using these frameworks, cyber range exercises can accurately mirror real-world digital infras-
tructures and dynamically adapt to new threats and technologies, thereby maintaining the
relevance and effectiveness of cybersecurity training programs.

In summary, OpenStack’s open-source nature, flexibility, scalability, comprehensive
service offerings, cost-effectiveness, customizability, wide adoption, and security features
make it a compelling choice for the implementation of cyber ranges aimed at education,
training, and cybersecurity research.

OpenStack, the widely used open-source cloud computing platform, provides various
deployment frameworks to automate and manage the lifecycle of cloud infrastructure [114].
Each of these frameworks has its unique characteristics, advantages, and use cases. Here are

the deployment frameworks mentioned:
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OpenStack-Helm aims to deploy OpenStack services in Kubernetes clusters using
Helm charts. It provides fine-grained control over OpenStack deployments and con-
figurations, making it ideal for users looking for the scalability and orchestration
capabilities of Kubernetes. It’s particularly suited to environments where Kubernetes

is already being used or considered for the orchestration of containerized applications.

Kayobe extends Kolla-Ansible to automate the deployment of containerized OpenStack
to bare metal using Ansible and OpenStack Ironic. Kayobe focuses on the physical
infrastructure layer, making it ideal for deployments where direct control over physical
servers is needed, alongside the operational benefits of containerized OpenStack

services.

OpenStack-Ansible utilizes Ansible playbooks for deploying OpenStack on virtual
machines or bare metal. It emphasizes a highly flexible and customizable deploy-
ment, targeting users who need intricate control over their OpenStack configuration.
It’s designed for operational simplicity and scalability, supporting large, multi-site

installations.

OpenStack-Charms is designed for model-driven cloud operations using Juju, a Charms
collection for deploying and managing applications across various cloud services. It’s
especially effective for dynamic environments and multi-cloud strategies, offering an

easy way to scale out services based on demand.

Bifrost is an Ansible-based toolkit for deploying OpenStack on bare metal. Unlike other
frameworks that focus on full cloud environments, Bifrost specializes in standalone,
non-clustered bare metal provisioning, suited for deploying individual servers or for

initial provisioning scenarios.

OpenStack-Chef: employs Chef cookbooks for the deployment and management of
OpenStack clouds. It caters to users who prefer Chef as their automation tool, allowing
for customizable and automated cloud infrastructure management. This approach is

fitting for organizations already invested in Chef for configuration management.
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» Kolla-Ansible leverages Ansible playbooks to deploy OpenStack in Docker containers,
simplifying the deployment and upgrade processes. Its primary advantage is the
combination of Ansible’s simplicity and the isolation provided by containerization,
facilitating easier version management and system maintenance. Kolla-Ansible is
well-suited for operators looking for straightforward deployment, scalability, and easy

upgrade paths.

Selecting the right deployment framework depends on specific project requirements,
existing infrastructure, and operational preferences. Kolla-Ansible [115], [116],[74] stands

out for several reasons:

» Simplicity and Ease of Use: Kolla-Ansible combines Ansible’s ease of use with

Docker’s containerization to streamline deployment and management tasks.

* Scalability and Flexibility: The use of Docker containers allows for easy scaling and

updates of OpenStack services without impacting the entire system.

* Operational Efficiency: It offers efficient operations with minimal downtime during

upgrades and maintenance, a critical factor for production environments.

* Community and Support: As part of the broader OpenStack project, Kolla-Ansible

benefits from strong community support and continuous development.

» Utilizes containerization to provide robust isolation, ensuring that each component
of the OpenStack services it deploys operates within its own secure, self-contained

environment.

To significantly enhance the flexibility, efficiency, and performance of your cloud infras-
tructure, Zun and Kuryr are implementing with Kolla-Ansible for our OpenStack deployment.
This integration offers a comprehensive framework for managing both containerized applica-

tions and virtual machine (VM) workloads within a unified system.
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4.1.4 Advantages of Deploying the Kolla-Ansible Distribution

Kolla-Ansible streamlines the deployment, management, and scaling of OpenStack services,
such as Zun and Kuryr, enhancing automation and reducing complexity. This method simpli-
fies the intricacies of maintaining cloud infrastructure and promotes a uniform management
strategy that enhances operational consistency across compute, storage, and networking
components.

Zun [117], an OpenStack-native container management service, enables seamless opera-
tion of containerized applications, eliminating the need for external orchestration platforms
like Kubernetes. Meanwhile, Kuryr serves as a bridge integrating OpenStack’s networking
capabilities with container environments, allowing containers to share the same network re-
sources as virtual machines (VMs). This integration not only improves network performance
but also simplifies the management of network configurations across the cloud ecosystem.

By incorporating Kuryr, containers can directly connect to OpenStack Neutron networks,
leveraging Neutron’s advanced networking features. This direct connectivity reduces the
management overhead associated with maintaining separate networks for containers and
VMs and improves overall network efficiency [118].

The combination of Zun for container management and Kuryr [119] for network effi-
ciency creates a robust and flexible infrastructure for both containers and VMs. This setup
accommodates a wide array of application deployment models, ranging from traditional
VM-based applications to modern containerized microservices architectures.

Moreover, this integration reduces the operational load. Automated deployments and
simplified container management through Zun, coupled with Kuryr’s integrated networking,
streamline daily operations such as upgrades, scaling, and network management.

The adoption of Zun and Kuryr with Kolla-Ansible not only future-proofs your cloud in-
frastructure against the increasing prevalence of containers alongside VMs but also enhances
the agility and adaptability of your systems to new technologies and architectural patterns,
thereby maximizing the return on your OpenStack investment.

In summary, each OpenStack deployment framework offers unique advantages tailored

to different operational needs and preferences. Kolla-Ansible stands out for its balance of
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simplicity, flexibility, and operational efficiency, making it an attractive option for numerous
OpenStack deployments. Organizations are encouraged to evaluate their specific needs,
existing infrastructure, and operational capabilities to select the most suitable deployment
framework.

In the context of Cyber Range implementation, Kolla-Ansible an distribution of Open-
Stack are utilized. Kolla-Ansible leverages Docker containers, orchestrated via Ansible,
to deploy OpenStack services efficiently. This approach reduces the complexity typically
associated with such deployments and is particularly advantageous for those already familiar
with Docker and Ansible. The configuration process, streamlined through just file glob-
als.yml ensures that all aspects of the OpenStack services are appropriately managed. This
method not only simplifies the installation process but also enhances the overall robustness
and manageability of the OpenStack environment.

In summary, Kolla-Ansible provides a comprehensive and highly efficient solution for de-
ploying and managing OpenStack, making it a preferred choice among DevOps practitioners
for its compatibility and integration ease with Docker, and its strategic deployment across

various host group affiliations optimizes resource allocation and system performance.

4.1.5 Infrastructure Environment

Two instances of ETHACA Cyber Range We implemented, both sharing the same OpenStack
services and configurations. OpenStack Kolla-ansible is implemented in Ubuntu 22.04 OS
and the following services are installed, Horizon, Neutron, Zun, Heat, Nova, Kuryr, Glance,
Prometheus, Grafana, and Cinder. Instruction on the deployment of OpenStack with Kolla-
Ansible is provided in Appendix D. All OpenStack services created are Docker containers The
primary distinction between these implementations lies in the computer resources utilized.
The OpenStack services that are deployed are presented in Figure 4.2.

The first implementation resides within the UNIWA data center, leveraging the ESXi
hypervisor with the following specifications 32 GB of RAM, 2x100 GB of storage, and 16

VCPUs. The focus of this deployment is primarily centered around migrating the course
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Figure 4.2 OpenStack services

curriculum lab exercises and creating intricate scenarios within the UNIWA data center
environment.

The second implementation is deployed on a local x380 laptop, utilizing VirtualBox as
the type-2 hypervisor. The laptop is equipped with an Intel i5 8th Gen X380 processor, 4
CPU cores, 16 GB of RAM, and 2x 40 GB of storage. VirtualBox is configured to allocate
4 Vcores, 8 GB of RAM, 2 virtual network interfaces, and 80 GB of storage for the virtual
machine hosting the OpenStack services.

Infrastructure was implemented with Heat template using Web GUI or CLI as shown in
4.3. Two main repositories Glance for local storing and hub.docker.com for Docker containers
are used. To reduce resource consumption and maximize efficiency, the infrastructure
environment are built-ed with Docker images using Zun API service or Magnum API service.
Heat interacts with Zun container API and Kuryr network API and creates infrastructure
based on containers. ETHACA Cyber Range system also supports the following container
orchestration engines K8s, Swarm, and Mesos. In the future, we will include a cybersecurity
scenario with COE.

The primary purpose of the ETHACA Cyber Range Platform is to facilitate cybersecurity
exercises for educational, training, and research purposes. Existing exercises utilized in

cybersecurity courses will be converted and ported to the platform.
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Figure 4.3 ETHACA Cyber Range.

Moreover, a key focus of the platform is to bridge the gap between theoretical knowledge
and practical skills. Offering a wide array of exercises, it aims to provide students with the
necessary resources to enhance their technical expertise. By applying new approaches and
techniques [120], trainees will be better prepared to tackle emerging threats in the field of
cybersecurity[121].

Through Infrastructure as Code (IaC) tools and automated development processes, the
unified platform will streamline the workload for all stakeholders involved in creating
security exercises. It will also foster collaboration between students and professors within
the university, as well as encourage collaboration with other institutions. The difficulty level
of the cybersecurity exercises will be tailored to the specific course type, ranging from low
difficulty for undergraduate or compulsory postgraduate courses to medium or high difficulty
for core or elective courses.

The exercises aim to cover a comprehensive range of cybersecurity topics offered at the
University of West Attica, including system security, network security, web security, internet
security, and cryptography, among others. The chance to design their exercises will be given

to students, who can then include them in research-level courses or laboratory courses.
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The exercises aim to cover a comprehensive range of cybersecurity topics offered at the
University of West Attica, including system security, network security, web security, internet
security, and cryptography, among others. Students will also have the opportunity to design
their own exercises, which can be incorporated into research-level or laboratory courses.

At a research level, the following will be available to researchers and professionals:

* Development of new cybersecurity tools.

* Testing existing tools.

* Expand the platform to new sectors, such as Industrial Control Systems, OT, or IoT.
* Participate in funded European cybersecurity projects.

* Collaboration with other Universities in research and development programs.

* Conducts cybersecurity or Capture the Flag (CTF) exercises at the University, or in

inter-university events, at national and international levels.

4.1.6 Learning Management System

The deployment of Moodle an open-source LMS [122] within Cyber Range systems signifi-
cantly augments the educational framework for cybersecurity training. This setup provides
a structured, interactive platform that is highly scalable and adaptable to the nuanced de-
mands of cybersecurity education. The LMS [123] acts as a central component for managing
course delivery, engaging users, and monitoring performance metrics effectively through its
user-centric interface.

Overlaying this, the LMS offers a robust management layer that enables the organized
uploading, handling, and distribution of instructional content. This content is structured into
modules addressing various cybersecurity topics 4.4, such as Network Security, Malware
Analysis, and Incident Response, enhanced with interactive quizzes and dynamic media
content. This setup is essential for real-time monitoring and feedback, utilizing advanced

analytics to track user progression and dynamically adapt learning paths based on individual
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performances. The infrastructure is designed to support scalable learning activities, crucial
for extensive user participation.

Moreover, the LMS’s forums, discussion boards, and real-time communication tools such
as chat and video conferencing greatly improve collaborative learning and problem-solving
capabilities. These features are vital for nurturing an interactive learning environment that
promotes knowledge exchange and peer engagement.

Implementing this sophisticated system requires meticulous planning, from establishing
the necessary infrastructure and configuring the LMS to synchronizing it with the cyber
range’s operational dynamics. The curriculum designed leverages both theoretical and
practical simulations, providing an immersive experience that effectively bridges the gap
between theoretical knowledge and practical application.

Ultimately, the use of an LMS within Cyber Range systems illustrates an advanced
approach to cybersecurity education that blends theoretical rigor with practical engagement.
This method not only improves educational outcomes but also thoroughly prepares learners
for real-world cybersecurity challenges, establishing it as a critical asset in cybersecurity

education and training.
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4.1.7 Enhancing Monitoring and Alerting Capabilities

Prometheus stands at the forefront of the modern monitoring landscape, revolutionizing the
way organizations collect, store, and analyze time-series data as illustrated in Picture 4.5.
Born out of the need for a scalable and flexible monitoring solution, Prometheus has quickly
gained popularity for its simplicity, reliability, and extensive feature set.

At its core, Prometheus employs a pull-based model for data collection, allowing it to
efficiently gather metrics from diverse sources such as applications, services, and infrastruc-
ture components. This approach ensures minimal overhead and enables seamless integration
with a wide range of systems, including cloud environments, container orchestration plat-

forms, and microservices architectures. One of Prometheus’ standout features is its powerful

© Prometheus

Figure 4.5 Promitheus

querying language, PromQL, which enables users to perform complex analytics and derive
valuable insights from their metrics data [124]. Whether it’s aggregating data over time
intervals, calculating rates of change, or identifying anomalous patterns, PromQL empowers
users to explore their data with unparalleled flexibility and granularity.

In addition to its robust monitoring capabilities, Prometheus excels in alerting and notifi-
cation management. Leveraging configurable alerting rules and integrations with popular
notification services, Prometheus can automatically detect and respond to abnormal condi-

tions within monitored systems. This proactive alerting mechanism enables organizations to
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mitigate potential issues before they escalate, minimizing downtime and optimizing resource
utilization.

Furthermore, Prometheus fosters a vibrant ecosystem of integrations and extensions,
offering seamless interoperability with complementary tools such as Grafana, Alertmanager,
and exporters for various third-party systems. This extensibility ensures that Prometheus can
adapt to diverse monitoring requirements and scale alongside evolving infrastructure needs.

In conclusion, Prometheus has emerged as a cornerstone in modern monitoring archi-
tectures, empowering organizations to gain actionable insights, ensure system reliability,
and proactively address operational challenges. With its robust feature set, scalability, and
vibrant community support, Prometheus continues to redefine the standards for monitoring

and alerting in today’s dynamic environments.

Figure 4.6 Grafana

Grafana stands as a cornerstone in modern monitoring and visualization ecosystems,
renowned for its user-friendly interface and powerful analytics capabilities. Within the
framework of ETHACA Cyber Range, Grafana serves as an indispensable tool for monitoring
and analyzing the plethora of data generated during cyber security exercises and simulations.

The integration of Grafana with ETHACA Cyber Range offers multifaceted benefits.
Firstly, it provides real-time visibility into the performance and health of various compo-
nents within the Cyber Range environment. System administrators can effortlessly monitor

resource utilization, network traffic, and security incidents through dynamic dashboards and
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customizable visualizations as depicted in figure 4.6. This proactive monitoring approach
enables swift detection and response to potential cyber threats, ensuring the resilience of the
Cyber Range infrastructure.

Moreover, Grafana’s integration enhances the educational experience within ETHACA
Cyber Range by offering insightful metrics and analytics to both instructors and students.
Instructors can utilize Grafana dashboards to demonstrate cyber security concepts, showcase
attack patterns, and evaluate student performance during simulated exercises. Similarly,
students can leverage Grafana to gain a deeper understanding of cyber security principles,
analyze attack scenarios, and refine their defensive strategies in a hands-on learning environ-
ment.

By utilizing OpenStack kolla-ansible for deployment, organizations can streamline the
setup and configuration process of Grafana within the Cyber Range environment. This
automated deployment approach reduces manual intervention, accelerates deployment times,
and ensures consistency across multiple instances. Additionally, kolla-ansible’s compatibility
with OpenStack services simplifies the management of Grafana instances, allowing adminis-
trators to scale resources dynamically and adapt to evolving cybersecurity requirements.

In essence, the integration of Grafana with ETHACA Cyber Range using OpenStack
kolla-ansible represents a symbiotic relationship that enhances monitoring, visualization, and
educational capabilities within the Cyber Range environment. By harnessing the power of
Grafana’s intuitive interface and OpenStack’s deployment automation tools, organizations
can elevate their cyber security training initiatives and fortify their defenses against emerging

threats.

4.2 Lightweight Cyber Range Functionalities and Capabil-
ities

These technical components are interdependent, contributing to the overall functionality

and effectiveness of a cyber range. By understanding and implementing these components,
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organizations can create a cyber range that meets their specific training, education, and skill
development needs.

These platforms provide the infrastructure backbone for cyber ranges, offering the
necessary tools for virtualization, cloud services, and the management of complex, scalable
environments for cybersecurity training, exercises, and research.

The next paragraphs present selected open-source lightweight Cyber Range platforms
that are implemented using Docker container technology.

KYPO Cyber Range Platform (KYPO CRP)[125] is an open-source platform developed
at Masaryk University in Brno. It leverages OpenStack [126] for orchestration and offers a
graphical user interface (GUI) for easy access to simulated devices and networks. KYPO
CRP enables the simulation of various operating systems, providing a realistic and controlled
environment for cybersecurity training and research. It supports the deployment of training
scenarios using Packer and Terraform and promotes reproducibility. The platform’s emphasis
is a graphical user interface and flexibility in device and network simulation.

Labtainers is a framework developed by Irvine et al. [127] for cybersecurity training,
offering fully provisioned Linux-based lab exercises. It utilizes Docker containers within
a distributed virtual machine (VM) environment, providing practical hands-on training
while minimizing resource requirements. Labtainers simplify the preparation process for
instructors by packaging all scenarios and configurations within the distributed VM. However,
it lacks some advanced features typically found in Cyber Range platforms, such as team
creation, learning analytics, and complex scoring visualizations. Overall, Labtainers offers
50 cybersecurity labs for cybersecurity training with a focus on simplicity and ease of use.

The CyExec [128],[129] deployed in with Docker containers in a VirtualBox-configured
virtual environment. A practice environment are easily created for each purpose by per-
forming vulnerability assessments and other exercise programs on assaults and defenses
and running them on a Docker container. The CyExec can also be utilized collaboratively
by creating an image file of a container that executes the generated exercise program and

disseminating it to other organizations.
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The Cyrange [42] is a Cyber Range platform built on VirtualBox VM using Docker,
Docker-compose, and Vagrant. The code is available on Github. Cyrange automatically
deploys and provisions virtual machines on top of Virtual Box to run scenarios involving

hundreds of machines and users. Virtual machines are managed through Guacamole web

interface.
Table 4.1 Comparison of Cyber Ranges Capabilities.
Cyber Infrastructure | Orchestration| Isolated| Image Reposi- | COE
Ranges platform tory
Kypo CPR | OpenStack Terraform Yes Cloud-based, N/A
Linux-based,
Windows-based
| CyExec | Ubuntu | N/A | Partial | Docker-based | No
| Cylab | Ubuntu | N/A | Partial | Docker-based | No
| Labtainer | Ubuntu | N/A | Weak | Docker-based | No
ETHACA | OpenStack Ansible, Heat | High Cloud-based, Yes (Mag-
CR Linux-based, num)
Windows-based
Docker-based
images

In the comparison, Table 4.1 various Cyber Range platforms were assessed based on
their implementation. Hence, only KYPO CPR and ETHACA CR are designed utilizing
infrastructure platforms, providing the benefits of scalable and reliable infrastructure pro-
visioning along with robust isolation capabilities that ensure secure and controlled Cyber
Range environments. On the other hand, the other three platforms suffer from certain dis-
advantages. These platforms rely on custom-made infrastructure environments, lack proper
orchestration mechanisms, and exhibit weaker isolation measures, which may compromise
the security and control of the Cyber Range scenarios. Our implementation takes advantage
of containerization technology managed by Ansible [130], utilizing Docker images for oper-
ating systems, applications, and systems. Among the platforms, ETHACA CR stands out
due to its utilization of the Zun service. To effectively manage the containers, Zun service

are employed, simplifying container management within the OpenStack environment. Zun
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eliminates the need to navigate the complexities of various container technologies, enhancing
accessibility and user-friendliness. This approach enhances security, integrates with the
Keystone authentication service, and enables network isolation through Kuryr and Neutron
integration. By designing scenarios in Docker containers, resource utilization is optimized
and employ a scenarios engine that leverages Docker containers within an isolated network,

offering a lightweight implementation with fully integrated authentication capabilities.

Features Supports Comments

Learning Management | Yes

System

Orchestration Layer Yes OpenStack

Underlying Infrastruc- | Yes

ture

Virtualization Layer Yes Supports  hypervisor-
based and sw defined
infrastructure.

Target Infrastructure Yes

Realism Yes

Fidelity Yes

Accessibility Yes cloud-based or on-
premises (local)
solution

Usability Yes cloud-based or on-
premises (local)
solution

Scalability Yes Supports on premise
and cloud-based provi-
tioning

Elasticity Yes Minimal

Curriculum Yes supports both ad hoc
and pre-packaged cur-
riculum

Table 4.2 Features of ETHACA Cyber Range.

According to NIST Guide [95], several essential features will help to enhance cyberse-
curity capacity-building. These features, which are covered by ETHACA Cyber Range as
demonstrated in table 4.2, were taken into account when designing our implementation.

In summary, ETHACA Cyber Range provides several benefits, including:
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Scalability: ETHACA Cyber Range service provides a flexible container orchestration
platform that can dynamically scale up or down based on demand. This means that
Cyber Range environments can easily accommodate changes in the number of users,

applications, or workloads without requiring significant manual intervention.

Cost-effectiveness: A containerization is a cost-effective approach to managing Cyber
Range environments. By using containers instead of virtual machines, administrators

can reduce hardware and software costs, while also improving resource utilization.

Portability: Containers are highly portable and can be easily moved between different
environments. This means that Cyber Range environments can be easily replicated or

moved to new locations as needed.

Resource efficiency: Containers are lightweight and consume fewer resources than
virtual machines, which means that more containers can be deployed on a given

physical host. This helps improve resource utilization and reduces costs.

Improved security: Containers provide a higher level of isolation between applications
and users, which helps prevent security breaches. Additionally, OpenStack Zun service
provides built-in security features such as encryption, authentication, and access

control.

Automation: OpenStack Zun service provides a powerful automation framework that
can be used to automate many common tasks, such as container deployment, scaling,
and management. This helps reduce the workload on Cyber Range administrators and

improves operational efficiency.

Overall, the proposed Cyber Range architecture based on provides a flexible, scalable, and

cost-effective platform for managing Cyber Range environments. It enables Cyber Range

administrators to deploy and manage containers more efficiently and provides a higher level

of security compared to traditional virtual machine-based architectures.

In the specific tests, the ETHACA Cyber Range offers a unique capability that distin-

guishes it from other similar range systems, such as the KYPO CRP [131]. The ETHACA
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Table 4.3 Minimum requirements of OpenStack Kolla-Ansible AIO deployment for a proof-
of-concept environment.

Operating System Ubuntu 22.04 LTS
Memory 8GB

Storage 2x40gb

Network 2 network interfaces

Cyber Range excels in running test environments by utilizing orchestration for both VMs
and containers. By leveraging orchestration, the ETHACA Cyber Range optimizes resource
allocation and streamlines the execution of tests. It provides the flexibility to choose between
VMs and containers based on the specific requirements of each scenario. This adaptability
allows for efficient resource utilization, resulting in reduced computation resources and
execution time compared to similar Cyber Range systems.

Compared to CyExec, the ETHACA Cyber Range provides several advantages. Firstly,
the ETHACA Cyber Range can run and manage the scenario environment infrastructure
using structured orchestration templates, ensuring a streamlined and consistent setup across
multiple scenarios. Secondly, the ETHACA Cyber Range offers enhanced flexibility by
providing users with the choice to run scenarios either as containers or virtual machines
(VMs). This flexibility empowers users to select the technology that best aligns with their
specific requirements. Moreover, the ETHACA Cyber Range seamlessly integrates with
the authentication service, ensuring secure access and user management within the range
environment. This integration enhances the overall security posture and facilitates proper user
authentication and authorization. Furthermore, the ETHACA Cyber Range enables network
isolation, allowing for the creation of isolated network environments for individual scenarios.
This ensures that each scenario operates in its own isolated network space, preventing

interference and providing a more realistic and controlled testing environment.






Chapter 5

Enhancing Cybersecurity Competence

through Cyber Range

Despite the abundance of cybersecurity courses available, the EU faces a shortage of cy-
bersecurity skills in the European labor market, and it has to improve the substance of the
courses offered to students [132]. Data breaches and cyber-attacks targeting critical infras-
tructures are examples of the more frequent and sophisticated cyber-attacks. To tackle these
challenges and their constant evolution, there aren’t enough cybersecurity professionals with
the necessary expertise. Businesses and government agencies are all severely impacted by
the global scarcity of experienced cybersecurity professionals. According to estimations,
almost half a million jobs must be filled, and the workforce must grow at least sixty percent
to fulfill the expectations of US businesses [133].

Companies are vulnerable to various cybersecurity threats due to their failure to attract
and retain experienced cybersecurity experts. Insider attacks further increase companies’
problems and make it very difficult to deal with, mitigate or detect them [134]. According to
Gartner, by 2025, over half of major cyber incidents will be attributed to a shortage of skilled
professionals [135].

Interest in Cyber Ranges has been steadily growing as their applications across vari-
ous domains become more pronounced. These systems are primarily used for three main

objectives: research, training, and exercises.
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* This involves testing and validating implementations such as methods, tools, and
complete systems within a controlled and isolated environment that is nevertheless
complex enough to facilitate the development and testing of new tools or the design of

novel attack techniques and methods.

* Cyber Ranges play a critical role in academia and professional development, including
specialized security courses and cybersecurity certifications. They provide a practical,
hands-on context where theoretical knowledge is applied in simulated real-world

scenarios.

* This category includes the use of Cyber Ranges for cybersecurity training exercises
such as Capture the Flag (CTF), Cyber Defense Exercises, and other competitive
formats like Table Top Exercises and attack/defense simulations. These exercises
are not only popular but also integral in honing the skills of participants in realistic,

competitive settings.

5.1 Innovative Cybersecurity Training through Cyber Ranges

Preserving educational programs up to date with the constantly changing nature of cyber
threats, providing students with meaningful experiences—particularly through practical
application—and ensuring that the material is relevant and appropriate for all technical
skill levels are the main challenges to increasing the effectiveness of cybersecurity training
[136]. Another major issue is determining how effective training programs are in improving
cybersecurity policies and behaviors inside businesses. To overcome these challenges,
innovative approaches to training design are required. These include the use of gamification,
digital twins, and adaptive learning technologies, as well as a commitment to ongoing
development and alignment with current cybersecurity trends and threats.

Cyber ranges provide educators with a useful, interesting, and efficient tool for cyberse-
curity education, according to Beauchamp et al. [137]. Such environments offer students

first-hand exposure to real-world situations, improving their technical expertise and pre-



5.1 Innovative Cybersecurity Training through Cyber Ranges 83

paredness for the workforce. Cyber ranges keep students engaged and motivated in their
education by simulating real issues regarding cybersecurity. Additionally, they provide
potential learning experiences that meet the needs of students at all skill levels, from novices
to experts. Moreover, cyber ranges prepare students for employment in cybersecurity by

bridging the knowledge gap between theory and practical practice.

5.1.1 Behavioral stategies

In the current realm of cybersecurity, the role of humans is still crucial in protecting data
from ever-changing threats. Although technology improvements contribute to strengthening
defensive capabilities, the final efficiency of security measures depends on the behaviors
and actions taken by personnel within businesses. Consequently, there is an increasing
acknowledgment of the significance of behavioral methods in improving the effectiveness
of cybersecurity training. Behavioral strategies involve an extensive number of tactics that
are designed to influence human behavior to achieve desired security objectives. These
tactics frequently utilize principles from behavioral psychology and organizational behavior
to promote security-conscious attitudes and decision-making among individuals. Behavioral
techniques can successfully enhance technical controls in lowering cybersecurity risks by
targeting cognitive biases and social factors that influence behavior. For instance, Herath et
al. [138] devised a framework rooted in protection motivation theory to bolster adherence to
security policies by manipulating individuals’ perception of the severity of the threat, their
vulnerability to it, and their self-efficacy. These research efforts emphasize the capacity of
behavioral tactics to impact human behavior and enhance defenses against cybersecurity
threats.

To successfully employ behavioral tactics in cybersecurity education, it is important
to incorporate the most effective methods based on empirical research and industry exper-
tise. Effective strategies involve customizing training materials to align with the specific
preferences, knowledge levels, and learning styles of individual learners to enhance their
engagement and motivation. Providing incentives and rewards for behaviors that prioritize

security helps to strengthen desired activities and promote continued adherence. By using
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social norms and leveraging peer pressure and social comparison, it is possible to encourage
people to follow security policies and establish a culture where everyone feels responsible
for security. Regularly evaluating the success of training using measures such as knowledge
retention, behavior change, and security incident rates enables ongoing development and
enhancement of training interventions. Cybersecurity training programs can strengthen
organizational resilience against cyber threats by using evidence-based behavioral methods,
utilizing theoretical models, and following best practices. These programs effectively engage
trainees, promote security awareness, and encourage behavioral change.

The acknowledgment of human aspects in cybersecurity has led to a shift in thinking to-
wards a security approach that places greater emphasis on human needs and behavior. Gerber
et al. [139] claim that although technical solutions are crucial, they must be augmented by
endeavors to comprehensively comprehend and successfully shape human behavior. Individ-
uals must actively engage and cooperate to effectively counter sophisticated cyber attacks, as
technical safeguards alone may not be enough. Therefore, cybersecurity training programs
must give priority to initiatives that focus on changing behavior. This will help in developing
a culture that is conscious of security and allow employees to actively protect against cyber
threats. Gamified learning is an effective method for cybersecurity training that uses game
design ideas to inspire and involve learners. Gamified platforms promote active engagement
and information retention among trainees by incorporating features such as competition,
awards, and advancement [140]. Xiao et al. [141] conducted a systematic literature review
that emphasized the beneficial effects of gamification on cybersecurity education. These
effects include heightened motivation, enhanced information acquisition, and behavioral
changes. Moreover, gamified simulations provide learners with the opportunity to hone their
cybersecurity capabilities in a secure and regulated setting, hence enhancing the integration
of acquired knowledge into real-life situations.

Digital twins provide a new method for analyzing behavior in cybersecurity education
programs. Digital twins allow trainers to watch and analyze human behavior in response to
simulated cyber threats by constructing digital clones of persons or organizational processes

[142]. This recurrent interaction enables the implementation of focused treatments and
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individualized coaching to target behavioral weaknesses and strengthen desired security
habits. Moreover, digital twins enable the examination of intricate cyber situations and the
evaluation of trainees’ ability to make decisions in a safe environment, thereby improving
the efficiency of cybersecurity training programs.

To optimize the effectiveness of cybersecurity training, businesses should implement a
comprehensive approach that incorporates behavioral methods into their training frameworks.
Von Solms [143] supports the implementation of comprehensive training programs that
accommodate various learning styles and preferences. Organizations may cultivate a culture
of security awareness and compliance by utilizing gamified learning, digital twins, simula-
tions, and other interactive methods to create immersive learning experiences. Furthermore,
continuous evaluation and reinforcement mechanisms are crucial for preserving changes in

behavior and maintaining the lasting efficacy of cybersecurity training activities.

5.1.2 Insider Threat

Cybersecurity must account for human factors and integrate these insights into the design
of systems and security policies. By considering the behavioral aspects of cybersecurity,
organizations can better understand and mitigate insider threats. This approach aligns with
the interdisciplinary framework that combines insights from IT, criminology, psychology, and
human factors to create a holistic security strategy. This comprehensive approach not only
addresses the technological aspects of cybersecurity but also considers the human elements,
ultimately leading to a more secure organizational environment.

Mitigating insider threats requires a comprehensive approach that combines technological
solutions with a deep understanding of human behavior. Given that insider threats are often
facilitated by individuals who have legitimate access to an organization’s systems, traditional
cybersecurity measures like firewalls and intrusion detection systems may not be sufficient.
Effective mitigation strategies should include rigorous access control measures, continuous
monitoring, and the implementation of strict data usage policies.

One critical aspect of mitigating insider threats is the incorporation of behavioral cy-

bersecurity [144]. This involves understanding the psychological and social dynamics that
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might lead an insider to act maliciously. Regular training and awareness programs can help
educate employees about the potential risks and encourage a security-conscious culture
within the organization. Additionally, implementing user behavior analytics (UBA) can help
in detecting unusual activities that might indicate an insider threat. By analyzing patterns
and anomalies in user behavior, security teams can identify potential threats early and take
preventive action.

Insider threats in cybersecurity refer to risks posed by individuals within an organization
who have access rights and operate behind firewalls, making their actions particularly danger-
ous and challenging to detect. This issue is widely acknowledged as critical for cybersecurity
management. Surveys, such as the SANS Healthcare Cyber Security Survey, have highlighted
that careless insiders are often perceived as significant threats due to human behavior factors.
To address insider threats effectively, understanding the behavioral aspects of cybersecurity
is crucial. Behavioral cybersecurity involves studying the profiles and methods of hackers,
including insiders, and applying psychological and social theories to understand their mo-
tives. This approach can help in predicting and mitigating potential security breaches by
considering human factors in system design and security policies. Integrating behavioral
insights into cybersecurity can lead to more robust and comprehensive security programs.

Two categories of insider threat mitigation can be identified a) technical mitigation ap-
proaches, like the IDS, SIEM, DLP, ACS, and honey-tokens, and b) non-technical mitigation
approaches, like the psychological prediction, security education and awareness, informa-
tion security policy, and the hydrid insider threat prediction model. This categorization is

fundamental for an organization as a way to moderate these insider threat issues. [145].

5.1.3 Technical Controls to Identify Insider Threats

To identify and isolate an insider, any related activity should be recognized as suspicious
or malicious. Approaches that address this problem only from a technical point of view,
cannot include the substantial part of human behavior [134]. The most appropriate technical
controls combine malicious activity monitoring with the insider’s behavioral characteristics.

Two main categories can be identified. The first consists of event monitoring and applies
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methods to distinguish unauthorized activities from authorized ones, and the second focuses
on the user’s behavior and attempts to recognize an insider’s intent for a malicious activity or
an attack. To cover all types of activities, technical control tools could be implemented on

networks, hosts, and the cloud.

Intrusion Detection Systems (IDS)

Intrusion Detection Systems serve as a second line of defense to enhance the security
mechanisms applied to a system and cover the prevention part of its security framework.
Using a variety of detection engines, they aim to make a distinction between events that
violate the security of a system and those that do not. The captured information necessary
for the detection process is normally huge, and, therefore, further processing is required to
reduce its amount [146].

An effective IDS should be designed and implemented to also detect insiders by locating
behavioral deviations from normal activity, that may lead to data breaches or losses. However,
an IDS has serious limitations in dealing with insider threats, such as a high number of false
alarms, a huge database log file size, and the requirement that an administrator must analyze
the traffic and the user’s behavior continuously. Among its drawbacks is also the lack of
encrypted traffic monitoring. Consequently, IDS are not the ideal candidate for detecting

insiders, but the. IDS’s main focus is the external attackers.

Security Information and Event Management (SIEM)

Security Information and Event Management (SIEM) is a special tool that analyzes and
gathers together, in one management platform, information derived from logs. SIEM collects
information through secure network channels, and, among others, a variety of security-related
logs, workstation logs, and application logs (e.g. client workstations, servers, antivirus
systems, network devices, honeypots, firewalls, IDS). After collection, SIEM correlates
all this information [147]. Based on this final correlated data, a security administrator can
attempt to identify possible insider activity before it harms the system. After an incident, he

may conduct forensic analysis.
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Data Loss Prevention (DLP)

Data Loss Prevention (DLP) is a technology responsible for the early detection of data
exfiltration attempts by an insider. It is performed in three steps: a) System discovery:
scanning storage devices, capturing network data flow, and watching user behavior on
endpoint devices. b) Leaked confidential data identification: information discovered in
the system discovery step could be identified if it is secret information using techniques
like keyword matching, regular expressions, or hashing fingerprinting. c¢) Organization
policy enforcement: this step prevents any action that could cause any security breach in the
identified confidential data in the previous step [148].

The benefit of using a data loss prevention approach is that we can use it to protect three
types, or parts, of data in an organization, depending on the business needs. These types are

(i) data at rest (ii) data in motion (iii) data in use.

Access Control System

Access control is a suite of mechanisms that aims at protecting the resources of a system
from unauthorized access. It includes the assignment to subjects (authentication) of permis-
sions to objects (authorization). There are several types of rules based on principles, like
allocation of least privileges, privilege escalation, or isolation. All these in general have the
purpose of prohibiting unauthorized access to system resources and enforcing authorized
access appropriately. But what happens when the subject is an insider? Regardless of the
model applied, Role-Based Access Control (RBAC), Mandatory Access Control (MAC), or
Discretionary Access Control (DAC), an insider is a special type of user that uses access
controls in a system. He can easily bypass them, misuse them, and then behave maliciously

for his purposes and interests.

Honey-tokens

A honey token is a method used to attract malicious insiders and helps to detect, identify, and

confirm a malicious insider threat [149]. Moreover, it may be effective in catching insiders
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who are snooping around a network. The honey token is a technique that is part of the
honeypot technology [90]. However, it is different from the other types because it could be
any interactive digital entity, such as a Microsoft Office document, rather than a hardware
device or software. The main concept is that no one should interact with the trap, and any
interaction with the digital entity will indicate to the security administrator that there could
be a threat of a malicious insider.

As an example, if a company’s General Management (GM) suspects that one of their IT
staff is checking their emails because an IT employee has full authorization to access emails,
then they could use the honey-token approach to generate an email to the GM . This email
should contain interesting information to attract an insider. Then, this honey token leads the
insider to use a username and password within the email to access the honey token, as no one
else has this username and password. When a malicious insider accesses the URL, insider
information such as the IP address, device name, and user domain name will be sent to the

IT security team to deal with this breach.

5.1.4 Non-Technical Approaches

It has been seen that insiders manage to avoid technical controls at least on the prediction
phase. This constitutes proof that insider threats should also be faced from different points of

view, such as through prediction, training, awareness, and appropriate security policies.

Psychology Prediction

Stemming from the psychological state and the behavior of the operators, observers have
identified certain psychological indicators associated with a malignant inside menace. These

contributors are motive, opportunity, and capability.

Security Education and Awareness

Internal menace mishaps could be prevented using specialized training on security awareness,

laying due emphasis on the aspect of the internal menace that is not pre-meditated. According
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to the Ponemon Institute [150], more than 62% of organizations carry out training sessions
regularly for advanced operators in the context of shielding the organization against inside
threats, thus allotting 11% of their IT financial resources to security training and awareness.
This type of training may also incorporate guest speakers, classroom seminars, workshops
via the Internet, updated feedback inflow from the organization’s internal Internet site, e-mail
addresses and social media, and even printed handouts. The training itself could range from
standard incident reporting and accountability guidelines to impact and penalty measures,
from processing sensitive data to copyright protection, as well as internal threat red flags,
psychological manipulation fraud to extract valuable information(social engineering), and

last but not least, unintended outflow of information.

Information Security Policy

The organization‘s data protection strategies impose a set of guidelines that constitute the
control mechanism regulating the organization itself once it has fully identified its targets.
These strategies are presented in a statement where the operators explicitly express their
expectations concerning an organization, and what they are anticipated to perform about
data security, including the appropriate behavior and the acceptable work ethics within the
organization [87]. Nevertheless, very often the operators do not comply with the security
strategy mainly due to two main reasons. Either the strategy is underdeveloped or the
operators are not fully informed of the security strategy.

Consequently, if the data protection strategy is not unanimously exercised by all the
authorized operators, then the risk factor of unintended internal threat rises dramatically.
In September 2014, the USA Department of Defense issued a specific set of regulations
given both setting and securing an effective nationwide policy against inside threats within
the Department of Defense [151]. This policy averts, discourages, identifies, and alleviates
actions by malignant insiders who pose a threat to the country’s national security or to the

Department of Defence staff, amenities, operations, and resources.
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Hybrid Insider Threat Prediction Model

The above-discussed technical and non-technical mitigation measures can also be combined
into a hybrid approach. Such insider threat prediction models, as proposed in [152], firstly
analyze misbehavior in data systems at the actual time of occurrence based on data accumu-
lated from Honeypots, Intrusion Detection Systems, and system calls. Then, psychological
profiling issues like the anxiety level, the system purpose, and the operator’s elaborateness

and dexterity are inserted into the analysis.

5.1.5 Gamification

Recently, there has been a rise in the literature on the advantages of incorporating game design
and features into non-gaming domains, such as education, with predominantly favorable
outcomes [153]. The primary goal of gamification is to enhance involvement and connection
with educational material, stimulate learners’ motivation, and enhance learning results.
Studies indicate that gamification not only has a positive impact on the intervention itself but
also enhances overall attitudes towards a specific subject and enables users to effectively use
the acquired skill in their surroundings [154]. The use of gamification is especially valuable
in areas like cybersecurity, where the information is frequently technical, sophisticated, and
subject to constant changes as hackers modify their technology, methods, and techniques. The
ability of gamification to motivate users to consistently engage with challenging knowledge
is what makes it particularly ideal for cybersecurity.

While people are considered superior, there are certain jobs that they are required to
perform that are difficult to easily generate interest or pleasure, and hence, do not create
intrinsic drive. This encompasses cybersecurity awareness, training, and education initiatives
that numerous companies require their staff to participate in, to decrease the risk of a cyber
attack.

The concept of self-determination theory, as discussed by Ryan [155], examines the
process of transforming external motivation into a more internally regulated form in the

absence of intrinsic motivation. In general, extrinsic motivation can be classified into two
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categories: external motivation, which involves the use of rewards or punishments, and
internal motivation, which involves educating employees about the actual value of the
behavior. Although rewards can be effective in influencing behavior, it is the incorporation
of the real importance of an action that is more likely to lead an employee to self-sufficiently
choose to participate in training, even if they are not interested in the subject [156]. The
self-determination theory suggests that three important factors promote fact self-motivation:
competence, autonomy, and relatedness [155]. The above factors indicate that for employees
to actively participate in training, they need to believe that it will help them achieve personal
development, have the autonomy to set their own goals related to this development, and
perceive that the intervention will facilitate interactions with others [157]. Hence, every
cybersecurity awareness, training, and education initiative must aim to equip staff with the
necessary capabilities to directly address these components. Gamification and serious games
have been identified to enhance motivation and boost competence by offering an enjoyable
and captivating learning experience that specifically focuses on self-determined incentives.

Games are typically characterized as planned activities that individuals engage in for
enjoyment, such as sporting events like basketball or board games like Chess. The industry
of digital gaming is a highly productive market, with approximately 40% of the global
population being online gamers and 88% of young adults being deeply involved in the digital
gaming realm [158]. Games are now being used for purposes beyond entertainment. Their
concept and principles are being adapted to non-gaming situations to provide enjoyable
learning experiences, as demonstrated by Hew and Du (2024). Some examples of educational
tools in the field of cybersecurity are CyberCEIGE, a training that takes place in a 3D virtual
world, and Control - Alt - Hack, a challenging board game that is aimed at both students and
security experts [159].

Serious games refer to the adoption of game design principles in educational settings to
enhance players’ proficiency in specific areas, such as cybersecurity training. This includes
including instructional instructions, investigation, strategy development, and simulating
responses [160]. The utilization of a gamified framework attempts to support users in

unifying many aspects of cybersecurity behaviors inside a single environment, enabling them
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to attain expertise through experiments, typically at an accelerated rate [161], [162]. Serious
games can enhance self-determined motivation by offering an enjoyable experience that can
boost feelings of competence and autonomy. For instance, individuals can freely practice
skills like identifying phishing emails in controlled settings until the desired behaviors
become automatic. Augmented reality has been discovered to enhance the advantages
of serious games as an intervention by fully engaging players in the learning experience
through the integration of actual and computer-generated environments [161]. It is crucial to
acknowledge that these enhancements may incur expenses for businesses, potentially posing
challenges for small to medium-sized enterprises to implement.

Gamification is a concept that involves applying game principles to the design of a serious
game to enhance participation, efficiency, and incentive to interact [163], [164]. Gamification
has been shown to improve cybersecurity awareness interventions by promoting decision-
making through feedback that improves perceived competence, offering various options to
increase self-determination, and providing an online community for shared learning and
competition [165]. For instance, the user’s belief in their ability to generate passwords can
be enhanced by incorporating progress bars to promote self-assessment and leaderboards
to foster comparison with others’ abilities [163]. By offering employees a platform for
hands-on cybersecurity exercises through gamified learning, participants will be motivated to
actively participate in content that enhances their motivation and skill development, leading
to successful behavior change.

Recently, several educational initiatives in the area of cybersecurity focused on raising
awareness through seminars or lectures. These events aimed to provide information to a
large audience without providing customized training for certain audiences. These initiatives
prioritized the dissemination of a large amount of information within a limited timeframe
but were unsuccessful in effectively conveying particular expertise. Although training may
have resulted in an initial improvement in comprehension, research has shown that it does
not accurately represent the audience’s ongoing expertise [166]. The problem was accurately
recognized as being related to the method of delivering the cyber awareness education, rather

than the material itself citecrookall2010serious.
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Cybersecurity exercises have emerged as highly effective and efficient means of imparting
key skills and experience in the field of cybersecurity, particularly when replicating elevated
cyberattack incidents. The scenarios can be customized for specialized sectors such as
electricity, transportation, or health care. They can address technical aspects or business
aspects. Cyber Range Exercises (CRXs) have become essential in bridging the cybersecurity
workforce gap for enterprises, as stated by Glas et al. (2023), Chouliaras et al. (2021), and
Gomez et al. (2023) in their respective studies[167, 94, 168]. Their research highlights the
effectiveness of CRXs in improving professionals’ capabilities to address emerging cyber
risks, hence enhancing overall organizational resilience and security protocols. Cyber ranges
are used to conduct organized exercises that enable firms to effectively educate their workers
in responding to cybersecurity incidents that pose a threat to their assets or their whole
organization.

The knowledge and expertise of individual users who engage with or operate an or-
ganization or system are among its most critical resources. These personnel may include
system administrators, staff members who regularly engage with or have a certain level of
authority over many apps, or external users or partners. Several recent reports highlight the
shortage of well-educated cybersecurity professionals who are essential for protecting these
systems. Aside from the limited number of experts in the field, there is a significant lack
of crucial cybersecurity skills among users that are directly relevant to their specific duties
[169]. Europe has created the European cybersecurity skills framework to address these
needs. This framework serves as a practical tool for identifying the specific skills required

for each cybersecurity function [170].

5.1.6 Utilization of the European Cybersecurity Skills Framework

In addition to the widespread adoption of guidelines such as the NIST Cybersecurity Frame-
work, the European Cybersecurity Skills Framework (ECSF) [171] has emerged as a critical
tool under the auspices of the European Union Agency for Cybersecurity (ENISA). Both
frameworks play a pivotal role in the development of the ETHACA Cyber Range, providing a

comprehensive set of standards that guide the simulation environments and training modules
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offered. This integration ensures that the Cyber Range not only adheres to international
cybersecurity practices but also aligns with European-specific requirements, thereby fostering
a versatile and robust educational setup.

The Ethaca Cyber Range uniquely synthesizes the strategic insights from the NIST
framework with the detailed role-based competencies outlined in the ECSF. By doing so,
it offers a training platform that is both globally relevant and tailored to the European
context. The NIST framework’s focus on identifying, protecting, detecting, responding, and
recovering from cyber incidents complements the ECSF’s role-specific skill sets, thereby
enhancing the realism and educational value of simulations. This dual-framework approach
equips students with the skills necessary to navigate and mitigate diverse cybersecurity
challenges effectively, preparing them for roles that require adherence to both EU regulations
and global cybersecurity standards.

The ECSF serves to standardize and clarify the requisite skills and competencies needed
across the cybersecurity profession, ensuring a comprehensive, harmonized approach across
the EU. By defining specific roles and the skills they require, the ECSF facilitates targeted
educational initiatives, allowing training programs to address the precise needs of the cyber-
security industry effectively.

At the University of West Attica (Uniwa), the Cyber Range offers a state-of-the-art
simulation environment designed to provide practical, hands-on experience to those engaged
in cybersecurity education and training. This facility is pivotal in implementing the ECSF
by providing an immersive learning experience where theoretical knowledge is applied to
real-world cyber threat scenarios. Specific roles outlined in the ECSF such as Cyber Incident
Responder, Cyber Threat Intelligence Specialist, Cybersecurity Educator, Cybersecurity
Implementer, Cybersecurity Researcher, Digital Forensics Investigator, and Penetration
Tester are particularly suited to benefit from this type of experiential learning. For each
role, the Cyber Range can simulate specific scenarios that reflect the competencies and tasks
described in the ECSF.

Cyber Incident Responders practice identifying and mitigating attacks in a controlled,

but dynamic environment mirroring actual threat landscapes.
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Cyber Threat Intelligence Specialists engage in activities such as data collection and
analysis, simulating the production of actionable intelligence reports.

Cybersecurity Educators use the range to demonstrate live cybersecurity challenges and
defenses, enhancing their teaching with real-time demonstrations.

Cybersecurity Implementers and Researchers test and refine security solutions and inno-
vative concepts against emerging cyber threats.

Digital Forensics Investigators explore forensic data extraction and analysis techniques
on systems compromised in a controlled manner.

Penetration Testers conduct controlled attacks on systems to identify vulnerabilities and
test the effectiveness of existing security measures.

This practical application of the ECSF via the Ethaca Cyber Range not only reinforces
the theoretical components of cybersecurity training but also enhances the skill sets of
participants, making them industry-ready upon completion of their courses. The Cyber
Range’s ability to adapt to different roles and scenarios as specified by the ECSF allows
to address the skills gap in the cybersecurity workforce, ensuring that graduates are not
only familiar with European standards but are also capable of executing their roles with

competence and confidence in diverse and challenging environments.

5.2 Cyber Security Exercises

Training enhances participants’ levels of awareness, knowledge, and preparedness. Orga-
nizations, companies, universities, and government agencies create cybersecurity incident
response teams (CSIRTs) and Information Sharing and Analysis Centers (ISACs) for knowl-
edge sharing and cooperation between public and private sectors [172].

Cybersecurity exercises improve capacity building which makes participants better
equipped to handle security situations [173]. Exercises help participants to develop both
technical and non-technical skills, particularly soft skills that are crucial but usually miss-
ing from cybersecurity professionals, probably because some environments are not simply

tactile [174]. Cybersecurity exercises are planned to identify vulnerabilities in systems,
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mind the gaps in procedures, and train the security incident response teams (CSIRTS) in
real-situation scenarios. Usually is conducted [175] or every two years at national and
international levels[176],[2] to fulfill various purposes such as educational, military, and
capability enhancement on different platforms with different objects.

There are three main categories of Cybersecurity exercises: Cyber Defense eXercises
(CDX), Table Top Exercises (TTX), and Capture the Flag (CTF) [177].

CDX has been acknowledged as a successful method for conducting cybersecurity aware-
ness training but is also the best tool for determining and categorizing the various security
requirements of every industry. Students are given the best opportunity to enhance their
knowledge of insuring and defending information systems, and their progress is evaluated in
the context of real-world situations [68]. TTX [178, 179] are designed to enhance and refine
practical skills through hands-on experiences. These activities foster teamwork, communi-
cation, and problem-solving capabilities while also enhancing understanding of corporate
protocols. By developing these competencies, professionals will be better equipped to con-
tribute effectively to cybersecurity teams. A Capture the Flag (CTF) is a practical exercise
designed to enhance cybersecurity skills [180] and provide valuable learning opportunities
through different formats, such as jeopardy, attack-defense, and a combination of the two.
However, participating in CTFs does not assure future success since contestants often receive

limited feedback on their performance, which is essential for effective learning[181].

5.2.1 Design and Use of Cybersecurity Exercise Templates

The essential steps required to design and develop a cyber security exercise encompasses
defining objectives, selecting an approach, crafting network topology, devising a scenario,
setting rules, choosing appropriate metrics, and compiling lessons learned [182], [183]. Rec-
ognizing the strategic importance of proactive preparedness and resilience-building exercises,
we propose a comprehensive Cybersecurity Exercise Template as shown in Appendix F.
This template is designed to serve as a blueprint to simulate real-world cyber attacks in a
controlled environment, enabling them to assess, refine, and enhance their response strategies.

The core objective is not only to test the technical defenses but also to bolster the human
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elements of cybersecurity—awareness, reaction time, decision-making under pressure, and
interdepartmental communication.

The proposed template outlines a structured approach to crafting realistic, scenario-based
exercises tailored to the specific threats and vulnerabilities relevant to the university. By
integrating detailed components such as the Objective, Target Audience, Scenario Overview,
Threat Actor Profile, and Attack Vector and Methodology, the template ensures a comprehen-
sive coverage of essential aspects of cybersecurity preparedness.

Furthermore, the template emphasizes the importance of post-exercise analysis through
its Evaluation Criteria and Feedback and Improvement Plan sections. This not only facilitates
a continuous learning process but also fosters a culture of continuous improvement in

cybersecurity practices.

5.3 Conclusions

This chapter examined numerous techniques, including gamification, and behavioral tactics,
to improve the effectiveness of cybersecurity training. Our research indicates that implement-
ing these strategies might greatly enhance the level of cybersecurity within organizations as
well as the effectiveness of cybersecurity education and training. Our study suggests that
cybersecurity risks can be greatly diminished when training programs are crafted to tackle
cognitive biases and the impact of social influences on behavior [136].

Gamification has become an effective method for improving the acquisition of cybersecu-
rity expertise while engaging students. Integrating designing game aspects within educational
contexts enhances participation, incentive, and the practical application of learning. Our
analysis reveals that gamified learning environments, characterized by their constantly evolv-
ing and competitive nature, can significantly improve students’ engagement and memory
of intricate cybersecurity concepts. Cyber ranges are an important factor in bridging the
knowledge disparity between theoretical and practical aspects of cybersecurity training.

To summarize, the combination of gamified learning, Cyber Ranges, and behavioral

strategies in cybersecurity education and training initiatives offers a holistic approach to



5.3 Conclusions 99

educating individuals about the intricacies of the digital age. This study advances this topic
by highlighting how these state-of-the-art techniques may enhance cybersecurity abilities
and foster proactive, security-conscious societies. Training programs need to be modified to
present professionals with the necessary information and skills to defend against constantly
changing threats in an era of progressively advanced cyberattacks.

We highly recommend conducting additional research to explore the long-term impact of
these tactics on the cybersecurity resilience of companies. It is crucial to investigate novel
approaches for enhancing cybersecurity training, to discover revolutionary strategies that

greatly enhance resilience against cyber threats.






Chapter 6

Use Case Scenarios

Critical National Infrastructures are the main targets of cyber attacks since essential infor-
mation or services depend on their systems and their protection becomes a significant issue
that concerns both organizations and nations [6-9]. Attacks on such critical systems include
penetrations to their network and installation of malicious tools or programs that can reveal
sensitive data or alter the behavior of specific physical equipment [10]. The majority of chief
information security officers around the world are worried about the cybersecurity skills gap,
with 58% of CISOs believing the problem of not having an expert cyber staff will worsen
[184].

Our goal is to design complex scenarios that support a set of characteristics of Cyber
Range platforms, such as automated deployment, high availability, scalability, reusable
resources, and isolation. For the deployment, OpenStack delivers a Heat orchestration module
to increase the scalability and performance of scenarios. Using configurable YAML templates,
Heat orchestration is responsible for controlling the provision of services, applications, and
infrastructure. Instead of creating different operations such as instances, volumes, security
groups, floating IPs, and images individually, we can define a STACK that consists of a set
of resources in a text file written in YAML format.

This section presents diverse use cases of the proposed Cyber Range system, examining
its effectiveness across various scenarios. By exploring practical applications, it aims to

provide a comprehensive assessment of how the Cyber Range can be utilized in real-world
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settings. Each use case is meticulously described and evaluated to demonstrate the system’s
capabilities and limitations.

The analysis includes scenarios such as WordPress injection attacks, SQL injection
vulnerabilities, detection of malicious network traffic, and advanced scanning techniques.
These use cases represent common challenges faced in cybersecurity, offering insights into
the system’s practical applications and its potential to enhance cybersecurity training and

research.

6.1 WordPress injection

A company has deployed a WordPress website on a cloud infrastructure platform using a
Heat template for provisioning the required resources such as virtual machines, storage, and
networking components. The website is built on WordPress version 5.0, which is known
to have multiple security vulnerabilities. An attacker scans the website using WPScan, a
popular open-source tool that can scan WordPress websites for vulnerabilities. He discovers
a critical vulnerability, CVE-2020-28036, which allows attackers to gain privileges by using
XML-RPC. The attacker attempts then to exploit the vulnerability by commenting on a post
using XML-RPC and successfully gains elevated privileges. With elevated privileges, he can
access sensitive data, install malicious plugins or themes, and potentially take control of the
website. The attacker uses Metasploit, to gain full access to the website and execute arbitrary
code. The attack is successful because the website was not updated to the latest version of
WordPress, and the Heat template in the scenario did not include all the appropriate security
measures such as WAF, IDS, or monitoring tools to prevent and detect attacks.

The infrastructure provision was developed with the OpenStack Heat Template (HOT)
written in YAML language. The attacker’s host, the database, and the web server are Docker
images. WordPress is a specific version preconfigured Docker image file with CVE-2020-
28036 vulnerability [185]. Heat stack template written in YAML infrastructure code is

illustrated in Figure 6.1.
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The scenario can easily be modified and reused by adding a different network topology to
the infrastructure or changing the version of WordPress injecting vulnerable code only with a
few lines of code. Docker images are stored in the local repository and can be uploaded to

hub.Docker.com.

outputs:
url:Vulnerable Site url
value:
{get_attr: [floating_ip, floating_ip_address]}

resources:
association:

properties:

floatingip_id: { get_resource: floating_ip }

port_id:

{get_attr: [wordpress, addresses, private-network, @, port]}
type: 0S::Neutron::FloatingIPAssociation @
wordpress:

type: 0S::Zun::Container
properties:

image: "wordpress:5.8"

environment:

WORDPRESS_DB_HOST:

{get_attr: [db, addresses,private-network, 8, addr]}
WORDPRESS_DB_USER: root
WORDPRESS_DB_PASSWORD: rootpass

db:

type: 0S::Zun::Container

properties:

image: mysql

Figure 6.1 Part of Heat Template Code at WordPress Vulnerable Scenario and Stack Topology
deployed via the Horizon Dashboard.

6.2 SQL injection vulnerability

In the second scenario (Figure 6.2), we use the vulnerable website, Damn Vulnerable Web
Application (DVWA), to learn the SQL injection vulnerability. The tool we will use to find
the vulnerability is SQL Ninja. The scenario’s primary educational objective was to obtain
participants on how to identify an SQL injection on a website.

In the following scenario, a trainee wants to learn how to identify SQL injection vul-
nerabilities on a website. A testing environment is set up using Docker containers. One
container contains the vulnerable website DVWA, which is a deliberately insecure web
application that contains several vulnerabilities, including SQL injection. Trainee launches

another Docker container containing the SQL Ninja tool, to access the DVWA website [186],
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and uses SQL Ninja to scan the DVWA website for SQL injection vulnerabilities. The tool
automatically identifies the vulnerable input fields and suggests SQL injection payloads to
test the vulnerability. In the next step, the attacker selects a suggested payload and executes
the SQL injection attack. SQL Ninja identifies the SQL injection vulnerability and displays
the results, including the type of vulnerability, the SQL query that was executed, and the
results of the query. Finally, it analyzes the results and understands how the SQL injection
vulnerability can be exploited to gain unauthorized access to the database. We can repeat the
process with different payloads and input fields to gain a better understanding of how SQL
injection attacks work.

In particular, infrastructure at SQL injection scenario was created in an Ansible YAML
file. As aresult, using the knowledge gained from this scenario, we can identify SQL injection
vulnerabilities on other websites and provide recommendations for fixing them. Hence, the
trainees are capable of comprehending the basic ideas of web security by establishing the
vulnerable site and technically examining the vulnerabilities during the SQL injection by

following and executing the cybersecurity scenario.

- name:
hosts:
gather_facts:
tasks:

- name:
os_server:
state:
name:
image:
key_name:
timeout:

flavor:
network:

Figure 6.2 Ansible sample code SQL Injection Scenario

6.3 Detect Malicious Network Traffic

The objective of this cybersecurity exercise is to verify the availability and functionality of

Zeek, Rita, and Tshark at Uniwa Cyber Range System. Additionally, participants will analyze
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a provided PCAP file to accomplish tasks such as displaying capture duration, finding the
SHA?256 hash of the PCAP file, detecting malicious Command and Control (C2) beacons
using Rita, and identifying and recognizing Command and Control traffic.

Scenario: As a cybersecurity analyst, you have access to a Docker container equipped
with Zeek, Rita, and Tshark. Your task is to assess the functionality of these tools within
the Docker environment and analyze a PCAP file containing suspicious network traffic.
The exercise involves verifying tool availability, performing basic PCAP file analysis, and
detecting various types of malicious activities.

Tools/Resources Required: 1. Docker container with Zeek, Rita, and Tshark installed 2.
Pre-recorded PCAP file containing network traffic

Exercise Steps:

1. Docker Environment Verification:

2. Display Capture Duration and Timestamps:

3. Find SHA256 Hash of Pcap File:

4. Detect Malicious Command and Control Beacons with Rita:
5. Identify HTTPS Command and Control Traffic:

6. Recognize Command and Control Traffic:

This cybersecurity exercise provides participants with an opportunity to verify the func-
tionality of Zeek, Rita, and Tshark within a Docker container and analyze malicious network
traffic. By completing tasks such as displaying capture duration, finding the SHA256 hash of
the PCAP file, and detecting various types of malicious activities, participants can enhance

their skills in network traffic analysis and threat detection within a controlled environment.

6.4 Host Discovery and Port Scanning

The objective of this cybersecurity exercise is to perform host discovery and port scanning

using various protocols and techniques with the Nmap tool. Participants will scan the network
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to identify active hosts using ARP, UDP, ICMP ECHO, etc. Additionally, they will conduct
port scans using TCP connect, Xmas, ACK flag probe, etc, followed by an analysis of the
findings.

Scenario: As a cybersecurity analyst in Uniwa Cyber Range, you have been tasked with
conducting host discovery and port scanning to assess the security posture of the network.
Using Nmap, you will perform different types of scans to identify active hosts and open
ports/services. The exercise aims to enhance your understanding of network reconnaissance
techniques and their security implications.

Tools/Resources Required:

Nmap tool (pre-installed in Uniwa Cyber Range environment)

Exercise Steps:

1. Host Discovery: a. Perform a host discovery scan using ARP protocol with Nmap to
identify active hosts on the network. b. Conduct a UDP packet scan to discover active
hosts that may not respond to ARP requests. c. Use ICMP ECHO scan to detect active
hosts by sending ICMP echo requests. d. Perform a TCP-ACK scanning to discover
hosts that may not respond to ICMP or ARP. e. Execute an ICMP Address Mask Ping
Scan to discover active hosts using ICMP address mask requests. f. Analyze the results

of each scan to identify the discovered hosts and their status.

2. Port Scanning: a. Perform a TCP connect/full open scan to identify open ports and
services on the discovered hosts. b. Conduct a stealth scan/TCP half-open to perform
port scanning without establishing a full connection. c. Execute an Xmas scan to probe
for open ports by setting specific TCP flags. d. Perform a TCP Maimon scan to detect
open ports by exploiting the behavior of certain TCP stacks. e. Execute an ACK flag
probe scan to identify filtered ports by sending ACK packets. f. Conduct a UDP scan
to identify open UDP ports and associated services. g. Perform an SCTP COOKIE
ECHO Scan to identify open SCTP ports. h. Analyze the findings from each port scan

to identify open ports, services, and potential vulnerabilities.
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3. Analysis and Reporting: a. Compare the results of different host discovery techniques
to identify any inconsistencies or discrepancies. b. Analyze the findings from port
scanning to identify potential security risks, such as open ports/services that could be
exploited by attackers. c. Document the discovered hosts, open ports/services, and
any anomalies observed during the scans. d. Provide recommendations for improving

network security based on the analysis and findings.

Conclusion: This cybersecurity exercise provides participants with practical experience
in host discovery and port scanning using Nmap, covering various protocols and scanning
techniques. By analyzing the findings, participants can gain insights into the network’s secu-
rity posture and potential vulnerabilities, enabling them to implement appropriate measures

to enhance security and mitigate risks.

6.5 Advanced Scanning Techniques

The objective of this cybersecurity exercise is to demonstrate advanced evasion techniques
against Intrusion Detection Systems (IDS) and firewalls using the Nmap tool. Participants
will learn how to utilize advanced scanning options to bypass network security measures and
avoid detection by employing techniques such as packet fragmentation, IP address spoofing,
and more.

Scenario: As cybersecurity analysts, you are tasked with assessing the effectiveness of
your organization’s network defenses against sophisticated attack techniques. Your objective
is to conduct a series of Nmap scans utilizing evasion techniques to probe for weaknesses in
the IDS and firewall systems. By simulating real-world attack scenarios, you will identify
potential gaps in the network security posture and recommend strategies for improvement.

Tools/Resources Required:

Nmap tool (installed in the testing environment) Access to a network with IDS/firewall

protection
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6.6 Docker Container Vulnerability Scanning

The following exercise conducts vulnerability scanning on a Docker container image using
Trivy and Grype tools to identify potential security risks and vulnerabilities.

Tools Used:

Trivy Grype

Materials Required:

Ensure that Docker, Trivy, and Grype tools are installed on your system. Obtain a Docker
container image for scanning. You can either pull an image from a registry or use a locally

available one.

1. Vulnerability Scanning with Trivy: Analyze the Trivy scan results to identify any high,

medium, or low severity vulnerabilities present in the container image.

2. Vulnerability Scanning with Grype:

Review the Grype scan results to identify additional vulnerabilities detected in the

container image.

3. Compare the results obtained from Trivy and Grype scans. Evaluate the effectiveness
of each tool in identifying vulnerabilities and providing actionable insights. Consider
factors such as coverage, accuracy, ease of use, and additional features offered by each

tool.

4. Based on the vulnerabilities identified by both tools, devise a plan for remediation.
Determine whether patches, updates, or configuration changes are necessary to mitigate

the identified vulnerabilities.

5. Document the findings from both Trivy and Grype scans, including the comparison of

results.

6. Prepare a comprehensive report detailing the vulnerability assessment process, identi-

fied risks, remediation steps, and insights gained from comparing the two tools.
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Conclusion: By conducting vulnerability scanning with Trivy and Grype and comparing
the results obtained, organizations can gain valuable insights into the security posture of their
containerized environments. This exercise highlights the importance of leveraging multiple

tools and techniques for comprehensive vulnerability management and risk mitigation.

6.7 Vulnerability Assessment with WackoPicko

To conduct a Vulnerability Assessment (VA) using the vulnerable web application Wack-
oPicko to identify security weaknesses and potential exploits.

Tools Required are WackoPicko (Vulnerable Web Application), Burp Suite or OWASP
ZAP

1. Discovery Phase: Begin by exploring the WackoPicko web application to understand
its functionalities and features. Identify the different components, such as login pages,

forms, input fields, and functionalities that may be vulnerable to security flaws.

2. Vulnerability Scanning: Utilize automated vulnerability scanning tools such as Burp
Suite or OWASP ZAP to scan the WackoPicko application for common vulnerabilities

like Cross-Site Scripting (XSS), SQL Injection, Directory Traversal, etc.
3. Testing using skipfish, w3af and compare the result :

4. Exploitation Phase: Attempt to exploit the identified vulnerabilities to gain unautho-

rized access or execute malicious actions within the WackoPicko application.

5. Analysis and Documentation: Document the findings of the Vulnerability Assessment,

including the identified vulnerabilities, their severity levels, and potential impacts.

Conclusion: By conducting a Vulnerability Assessment using WackoPicko, participants
can gain practical experience in identifying and exploiting security weaknesses commonly
found in web applications. This exercise highlights the importance of regular security
assessments to proactively identify and address vulnerabilities before they can be exploited

by malicious actors.
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Additionally, in the web security scenarios portfolio of the UNIWA Cyber Range, we
aim to create a set of tools such as OWASP Broken Web Applications Project (a collection
of vulnerable web applications), OWASP Security Shepherd, DVWA, bWAPP, and other
applications/suites for learning and improving web security expertise.

Furthermore, we will examine tools such as BurpSuite, OWASP ZAP, and w3af, to
discover and attack vulnerable services, and security flaws such as SQL injection, XSS,

CSRF, and HTML injection [187].

6.8 Conclusion

In this Chapter a detailed examination of the use case scenarios is provided, demonstrating
the practical applications and benefits of the proposed Cyber Range (CR) system. Through
a series of exercises, this chapter has showcased the system’s ability to simulate realistic
cybersecurity challenges, offering participants invaluable hands-on training. The diverse
scenarios highlight the system’s flexibility and effectiveness in addressing various aspects
of cybersecurity training. From basic security measures to advanced threat detection, each
scenario is crafted to enhance participants’ practical skills and knowledge, preparing them
for real-world cyber threats. The comparative analysis with existing CR systems has further
emphasized the unique strengths of the proposed system, particularly in terms of realism,
adaptability, and comprehensiveness. These attributes make it a powerful tool for both

education and research in the field of cybersecurity.
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Evaluation

This chapter aims to provide an in-depth analysis of the Cyber Range’s effectiveness, usability,
and overall impact on participants, particularly focusing on the feedback obtained from
the UNIWA students who engaged with the platform. The evaluation process included
rigorous testing scenarios to simulate real-world conditions, thereby assessing the system’s
performance under stress. These scenarios were designed to identify both the strengths
and potential areas for improvement within the Cyber Range. The primary focus was
on analyzing the system’s capacity to handle intense usage while maintaining optimal
performance, usability, and reliability. Feedback from students highlighted several key
areas. While the overall performance of the Cyber Range was deemed satisfactory, there
were observations regarding the user interface. The analysis also extended to the technical
performance of the Cyber Range, using tools to measure CPU, RAM usage, and execution
times across various scenarios. This evaluation helped in identifying bottlenecks and resource
utilization patterns, providing a clear roadmap for enhancing system performance through
better resource management.

Furthermore, the chapter discusses the students’ overall satisfaction and the perceived
value of the Cyber Range in their educational experience. The overwhelmingly positive
feedback underscores the Cyber Range’s effectiveness in providing practical cybersecurity

training, thus affirming its role as a critical tool in cybersecurity education.
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7.1 Analyzing System Performance through Stress Testing
Scenarios

We conducted stress tests/scenarios to analyze the performance characteristics of the ETHACA
Cyber Range using the dstat performance tool. In the following sections, we will introduce
these stress tests and present the results of our experiments.

To evaluate the impact of running instances on the environment, we performed measure-
ments. The parameters analyzed encompassed CPU, RAM usage, and execution time to
running scenario environment. For this evaluation, we incrementally added a node instance

each time to facilitate the analysis process. Yaml code is depicted in Figure 7.1.

4 parameters: 1 parameters:

5 external_network: 2 key_name:

6 type: string 3 type: string

Z default: publicl 4 default: keyserver

8 internal_network: 5 node_count:

9 type: string 6 type: number

10 default: demo-net 7 label: Number of VM instance

13 resources: 8 description: Number of VM instance
12 secgroup: 9 default: 10

13 type: 0S::Neutron::SecurityGroup 10 node_image:

14 properties: 11 type: string

15 name: sg_group 12 label: Image ID

16 description: ssh, security group 13 description: 0S of VM instances
17 rules: 14 default: cirros

18 - protocol: tcp 15 node_flavor:

19 port_range_min: 22 16 type: string

20 port_range_max: 22 4 default: ml.tiny

1
1 private_net:

22 srvel: 19 type: string
2

23 type: 0S::Zun::Container 0 default: demo
24 properties: 21 resources:
25 image: "cirros:latest" 22 nodes:
26 environment: 23 type: 0S::Heat::ResourceGroup
27 security_groups: 24 properties:
28 - {get_resource: secgroup} 25 count: { get_param: node_count }
29 networks: 26 resource_def:
30 - network: {get_param: external_network) 27 type: 0S::Nova::Server
31 28
32 srve2:
33 type: 0S::Zun::Container
34 properties:
35 image: "cirros:latest"
36 environment:
37 security_groups:
38 - {get_resource: secgroup}
39 networks:
40 - network: {get_param: external_network}
Container yaml code VM yaml code

Figure 7.1 Container and VM performance sample code

Experimental Results
Our analysis of the Cyber Range’s performance revealed valuable insights. We observed

the CPU utilization patterns during workload scenarios, enabling us to optimize resource
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Table 7.1 Resources consumption by running ISO instances of ETHACA Cyber Range.

No of Instances Max CPU usage [%] Max RAM usage in MBytes Execution time in seconds

1 21 222 17
2 26 443 25
4 33 1953 41
8 54 4871 54
10 64 6269 71

Table 7.2 Resources consumption by running container instances of ETHACA Cyber Range.

No of Instances Max CPU usage [%] Max RAM usage in MBytes Execution time in seconds

1 13 40 9
2 16 40 9
4 20 78 16
8 25 90 16
10 29 93 16

Table 7.3 Capacity of compute, memory and storage of VM.

Flavor VCPUs Disk (in GB) RAM (in MB)
m1.tiny 1 1 512
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allocation and prevent performance degradation. Memory consumption analysis helped
identify memory-related issues and implement effective memory management practices.
The examination of execution time aided in identifying and resolving operation speed

measurements within the Cyber Range.
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Figure 7.2 CPU Performance Comparison

The performance analysis of the ETHACA Cyber Range using the dstat tool provided
a comprehensive understanding of its performance characteristics. The stress tests focused
on CPU utilization, memory consumption, and execution time is illustrated in Figure 7.2,
7.3 and 7.4 allowing us to identify areas for optimization and enhance the Cyber Range’s
overall performance.

Based on the information presented in Tables 7.1 and 7.2, it is evident that increasing the
resources utilized in the scenarios results in only a slight increase in computational resources
and implementation time when using container technology. However, when employing VMs,
there is an exponential increase in both computational resources and implementation time.

The VM resources that are used in the instance are presented in Table 7.3.
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Furthermore, as depicted in Figure 7.5, the use of containers leads to significant savings
in implementation time, with a reduction of approximately 79%. Moreover, containerization
achieves over 90% reduction in memory usage and 50% reduction in CPU utilization. It is
important to note that these percentages are estimated, and actual values may vary depending
on the realism of the scenarios being executed.

Overall, the findings demonstrate that container technology offers notable advantages
over VMs in terms of resource efficiency and implementation time. By leveraging containers
in the ETHACA Cyber Range, we can optimize resource allocation and achieve efficient

execution of scenarios.

7.2 User Acceptance

The research was carried out at the University of West Attica. The presentation of the
ETHACA Cyber Range was organized over two separate days. This event was primarily
attended by security experts and students members of the Information, Network, and System

Security (INSSec) research team, postgraduates, and as well as students from the undergradu-
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ate course in Information Technology Security. The presentation began with a comprehensive
analysis of the design and implementation of ETHACA Cyber Range, providing detailed
insights into its architecture and operational capabilities. Attendees were introduced to the
strategic planning and technical intricacies involved in setting up the Cyber Range, which
serves as a simulated environment for testing and improving cybersecurity measures.

Following the theoretical overview, a practical demonstration of a cyber security exercise
was conducted. This included showcasing exercises that have been previously developed
within the Cyber Range framework. These exercises are designed to emulate real-world cyber-
attack scenarios, allowing participants to apply their knowledge and skills in a controlled
environment. Participants were then given specific exercises to solve, offering them hands-
on experience with cyber security challenges. These exercises aimed to enhance their
understanding of cyber threats and the corresponding defensive strategies, providing a
valuable learning opportunity.

After the event, a questionnaire was distributed to all participants. This feedback mecha-
nism was intended to gather insights on the effectiveness of the cyber range demonstration and
the overall learning experience, ensuring continuous improvement of the program. The ques-
tionnaire was designed to capture information, including prior experience in cybersecurity,

preferences for cybersecurity training categories, and specific feedback on ETHACA.

7.2.1 Data from the survey
Years Involved in Cybersecurity

Participants were asked to specify their years of experience in cybersecurity, categorized
into several ranges: 0-1 years, 2-4 years, 5-6 years, 7-9 years, 10+ years, 15+ years, and
Other. This data helped in understanding the diversity within the participant group and in
correlating experience levels with the feedback provided. The analysis aimed to identify

trends and differences in responses based on varying levels of experience.
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Participation in Cybersecurity Exercises

The questionnaire included questions about participants’ prior involvement in cybersecurity
exercises. This data was analyzed to assess the proportion of participants familiar with such
exercises. High participation rates would indicate a well-prepared group, whereas low rates

might suggest the need for introductory resources to enhance readiness and understanding.

Types of Cybersecurity Exercises

Participants were asked to identify the types of exercises they had previously engaged in,
such as Capture The Flag (CTF), Tabletop Exercises, Red/Blue Team Exercises, Cyber Range
Exercises, and Other. Understanding the variety of exercises participants were familiar with
helped tailor the Cyber Range activities to better suit their prior experiences and broaden

their skill sets.

Previous Engagement with Cyber Ranges

Questions regarding prior use of Cyber Ranges aimed to gauge participants’ expectations and
relevance of their feedback. Analyzing this data provided insights into how the ETHACA

Cyber Range compared with other Cyber Ranges participants might have experienced.

Desired Cybersecurity Categories

Participants indicated their interest in various cybersecurity categories, including Web Se-
curity, Network Security, Software Security, System Security, Social Engineering, Threat
Intelligence, Cryptography, and Red/Blue Team. Analyzing these preferences helped ensure
the Cyber Range’s curriculum was aligned with participants’ needs and interests, facilitating

targeted skill development.

Experience with ETHACA Cyber Range

Participants’ experiences with the ETHACA Cyber Range were evaluated across several key

criteria. The development of advanced skills was assessed by measuring participants’ agree-
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ment on how effectively the Cyber Range facilitated deeper learning beyond basic concepts.
The knowledge of infrastructure components was evaluated to understand improvements
in understanding servers, storage systems, and cloud technologies. Network creation and
security knowledge were assessed to determine if the range advanced participants’ abilities
in network security protocols and management practices. The impact on programming and
software development knowledge was measured by evaluating gains in secure coding, soft-
ware vulnerability understanding, and security implementation skills. Lastly, the efficiency
in creating cybersecurity exercises was analyzed, focusing on how well the Cyber Range
supported the design and implementation of training exercises. Data from these evaluations
provided insights into the strengths and areas for improvement, guiding future enhancements

to better meet the diverse needs of users and support advanced cybersecurity training.

Importance of Incorporating a Cyber Range

Participants rated the importance of incorporating a Cyber Range in their training. This
helped gauge overall sentiment towards the Cyber Range’s role in enhancing technical

knowledge and its perceived value in cybersecurity education.

Additional Features or Capabilities

Participants were invited to suggest additional features or improvements that could enhance
the Cyber Range. This qualitative feedback was crucial for identifying potential enhance-

ments that would make the Cyber Range more useful for educational or research purposes.

Assessment of Working Environment

Satisfaction with the working environment was measured from "Very Satisfied" to "Very Dis-
satisfied." This feedback aimed to identify areas needing improvement to ensure a conducive

and productive training environment.
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Overall Helpfulness

Participants rated the overall helpfulness of their experience at ETHACA from "Extremely
Helpful" to "Extremely Unhelpful." This provided a holistic view of participant satisfaction

and the effectiveness of the Cyber Range in achieving its educational objectives.

7.2.2 Results

This study evaluates participants’ perceptions of the ETHACA Cyber Range system to
understand its effectiveness in fostering practical cybersecurity knowledge and skills. By
analyzing responses from a comprehensive questionnaire, we can assess the system’s impact
on participants’ learning experiences and identify areas for improvement. The questionnaire
covered various aspects, including participants’ experience in cybersecurity, their engagement
with different types of exercises, and their specific needs and satisfaction with the ETHACA

Cyber Range.
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Figure 7.6 Years Involved in Cybersecurity

Years Involved in Cybersecurity

The participants’ experience in cybersecurity varied widely as depicted in figure 7.6, with
the majority (55%) having 2-4 years of experience. This group was followed by those with
5-6 years and 7-9 years (14%), 10+ years (9%), O-1 years and 15+ (4%). The data gathered

from this question serves to assess the participants’ level of expertise in the cybersecurity
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domain. The fact that 41% of the participants have over 5 years of experience indicates
a substantial presence of seasoned professionals within the cohort. This suggests a high
level of specialized knowledge and a deep understanding of the complexities associated with

cybersecurity, contributing to the overall credibility and depth of the study’s findings.

Yes 19 (86.4%)

No 3 (13.6%)
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Figure 7.7 Participation in Cybersecurity Exercises

Participation in Cybersecurity Exercises

As depicted in figure 7.7 a significant proportion of participants (86%) reported having previ-
ously engaged in cybersecurity exercises. This high level of prior engagement underscores
a foundational familiarity with cybersecurity training environments among the user base.
Such prior exposure is likely to enhance participants’ ability to engage in more complex
and substantive interactions within the Cyber Range, thereby contributing to the overall
effectiveness and depth of the training experience. This pre-existing knowledge base may
also serve as a critical enabler for more nuanced learning outcomes and a greater capacity for

participants to tackle sophisticated cybersecurity scenarios.

Types of Cybersecurity Exercises Participated In

Among those with prior exercise experience, Red/Blue Team activities was the most common
(50%), followed by Capture The Flag (CTF) (45%), Table Top exercises and Cyber Range
exercises (20%) as shown in figure 7.8. This distribution indicates a distinct inclination

towards interactive and competitive formats. The prominence of these formats underscores
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the critical importance of integrating similar interactive elements within the Cyber Range
environment to sustain user engagement and effectively emulate real-world cybersecurity

scenarios.

CTF 9 (45%)

Table Top 4 (20%)

Red /Blue Team 10 (50%)

Cyber Range —4 (20%)

Locked Shields, Cyber Coalitio. .. 1 (5%)
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Self-paced e-learning platforms. .. 1 (5%)
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Figure 7.8 Types of Cybersecurity Exercises Participated In

Previous Engagement with Cyber Ranges

Nearly half of the participants (45%) had previous experience with Cyber Ranges as illustrated
in figure 7.9, suggesting that while many users are familiar with such platforms, there is
still a significant portion (55%) for whom the ETHACA Cyber Range might be their first
exposure. This proportion highlight the importance of designing a user interface that is not
only intuitive but also supplemented with comprehensive introductory resources. Such an
approach is essential to cater to the diverse needs of both novice and experienced users,

ensuring effective engagement and maximizing the platform’s accessibility and usability.

Desired Cybersecurity Categories

Participants expressed a strong interest in Web Security (64%), Network Security (59%), and
Software Security (55%) as shown in figure 7.10, reflecting a demand for practical, hands-on
learning in these critical areas. This distribution of preferences underscores a considerable
demand for experiential, hands-on learning opportunities in these pivotal domains. The
feedback collected thus emphasizes the imperative to align curriculum development with
these areas of focus to effectively address both participant expectations and evolving industry

requirements.
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Figure 7.9 Previous Engagement with Cyber Range
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Figure 7.10 Desired Cybersecurity Categories
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Experience with ETHACA Cyber Range

As illustrated in figure 7.11, participants’ feedback on the ETHACA Cyber Range highlights
its effectiveness in several key areas. Specifically, 59% of respondents strongly agreed, and
36% agreed that the Cyber Range significantly contributes to the development of advanced
cybersecurity skills and strategies. This strong positive response indicates that the Cyber
Range successfully provides complex, hands-on exercises that enhance participants’ practical
skills. Additionally, 42% of participants strongly agreed and another 45% agreed that the
Cyber Range expands their knowledge of infrastructure components such as servers, storage,
and cloud services, demonstrating its comprehensive coverage of essential technical areas.
In terms of network security, an equal 32% strongly agreed and 45% agreed that the Cyber
Range advances their knowledge in network creation, management, and security, which
underscores its effectiveness in teaching critical networking concepts. However, the responses
were more varied regarding programming and software development; 27% agreed, while 45%
neither agreed nor disagreed, suggesting that while the Cyber Range is beneficial in many
areas, it may need to improve its offerings related to programming and software development
to better meet the needs of all participants. Lastly, 40% strongly agreed and 45% agreed that
the Cyber Range streamlines the process of creating cybersecurity exercises, indicating that
it provides efficient tools and resources for exercise development, thus reducing the time and

effort required for such tasks.

Importance of Incorporating a Cyber Range

A significant majority of respondents 57% identified the integration of a Cyber Range into
the curriculum as important, with an additional 33% considering it to be very importantas
shown in figure 7.12. This strong endorsement underscores the essential role that practical
cybersecurity training tools play in enhancing students’ technical proficiency. Moreover, it
highlights the importance of preparing students to effectively address the complex challenges
they will face in their professional careers. The findings reflect a clear consensus on the value
of hands-on learning environments, such as Cyber Ranges, in cultivating a deeper and more

applied understanding of cybersecurity.



7.2 User Acceptance 125

I Strongly Agree [l Agree I Neither Agree nor Disagree [l Disagree [l Strongly Disagree

IFEEN|

Does it contribute Does it contribute Does it contribute to the Does it contribute to Does it contribute to
to the development to expanding knowledge advancement of promoting knowledge streamlining the
of advanced skills and ing il g¢ ing the in programming and process by reducing the
strategies in the field components, such as creation, management, ion time needed
of cybersecurity servers, storage, and and security of networks? for creating
cloud services? cybersecurity exercises

Figure 7.11 Experience with ETHACA Cyber Range
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Additional Features or Capabilities

Participants have identified several potential enhancements to the Cyber Range, including
the integration of advanced threat hunting exercises, expanded security awareness modules,
artificial intelligence-driven scenarios, and detailed tutorials. These suggestions underscore
a collective aspiration for a more immersive and comprehensive educational environment,
one that is capable of simulating intricate and realistic cybersecurity challenges. Such
developments would significantly augment the Cyber Range’s capacity to offer a more
robust and holistic learning experience, thereby better equipping participants to navigate the

complexities of contemporary cybersecurity landscapes.
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Figure 7.13 Assessment of Working Environment

Assessment of Working Environment

The ETHACA Cyber Range working environment received largely positive evaluations, as
illustrated in Figure 7.13. Notably, 38% of participants indicated they were very satisfied, and
an additional 57% reported being satisfied. This positive feedback reflects a well-designed
and supportive learning environment. However, there is still room for further improvement
to enhance overall satisfaction and address any areas that may require attention to ensure a

consistently high-quality experience for all participants.
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Overall Helpfulness

Overall, the ETHACA Cyber Range was deemed extremely helpful by 19% of respondents
and very helpful by 76% as illustrated in figure 7.14. This overwhelmingly positive assess-
ment demonstrates the system’s effectiveness in providing valuable cybersecurity training

and education, supporting its continued use and development as a key educational tool.

7.3 Conclusion

We proposed ETHACA Cyber Range as a highly effective platform, well-regarded by
participants for its ability to develop critical skills and knowledge. To address the reported
usability issues, developing an improved web service with enhanced user-friendly features is
recommended for the next version of the ETHACA Cyber Range. This would enhance the
overall accessibility and navigation experience within the ETHACA Cyber Range platform.
To minimize scenario implementation delays, a thorough assessment of resource allocation
should be conducted. This evaluation should explore allocating additional resources to ensure
optimal performance. The high level of previous engagement in cybersecurity exercises
and the significant number of users with prior Cyber Range experience indicates a strong

foundation of familiarity, which enhances the efficacy of the training provided. The evaluation
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of the ETHACA Cyber Range through participant feedback reveals a robust and effective
platform for conducting cybersecurity exercises. The diversity of experience levels among
participants suggests that the Cyber Range is accessible and beneficial to both novice and
experienced users. Participants expressed a clear preference for network and web security, as
well as Red/Blue Team exercises, highlighting the need for the Cyber Range to focus on these
critical areas. Furthermore, the strong consensus on the importance of integrating the Cyber
Range into the curriculum reflects its perceived value in enhancing technical cybersecurity
knowledge. ETHACA Cyber Range has demonstrated significant effectiveness in developing
advanced cybersecurity skills, yet there are areas for enhancement that can propel it to new
heights of educational excellence. One critical area for future development is the expansion
of programming and software development modules. User experience improvements should
be a continuous focus. Refining the user interface to ensure it is intuitive and user-friendly
can significantly enhance the learning experience.

Additionally, implementing personalized learning paths that adapt to the user’s skill level
and progress can provide a tailored educational journey, maximizing the effectiveness of the
Cyber Range. Incorporating emerging technologies such as Al, machine learning, and IoT
security into the curriculum will ensure that the Cyber Range remains at the cutting edge
of cybersecurity education. These technologies are becoming increasingly important, and
providing users with knowledge and skills in these areas will prepare them for the future

landscape of cybersecurity.



Chapter 8

Conclusion and Future Work

This thesis addresses the evolution, challenges, and future directions of Cyber Range systems
in the context of cybersecurity education and research. It incorporates insights from an
extensive review of current Cyber Range systems and structured interviews with industry
experts, revealing the critical importance of scalability, adaptability, and seamless integration
with educational frameworks. The comparative analysis of contemporary architectures and
platforms, along with detailed case studies, highlights the advantages of innovative container-
based solutions in providing interactive and practical cybersecurity training. Evaluations of
user acceptance underscore the platform’s effectiveness in enhancing cybersecurity skills,
while future directions suggest improvements in scalability, flexibility, and the integration
of emerging technologies. This thesis aims to significantly contribute to the ongoing devel-
opment and refinement of Cyber Range systems, ensuring their continued relevance and

effectiveness in addressing the sophisticated landscape of cyber threats.

8.1 Conclusions

8.1.1 Current State-of-the-Art Regarding Testbeds and Cyber Ranges

The comprehensive literature review and structured interviews conducted in this study provide

a nuanced understanding of the current state-of-the-art Cyber Range systems. The analysis
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revealed a diverse array of Cyber Ranges, each tailored to specific objectives, sectors, and
types of environments. For instance, the NATO Cyber Range [36]emphasizes large-scale,
realistic military exercises, while Masaryk University’s KYPO [131]focuses on academic
and research applications, providing flexible and scalable training environments.

The structured interviews with technical directors and managers of Cyber Ranges yielded
valuable insights into the operational challenges and benefits of these systems. Interviewees
highlighted the critical importance of scalability and adaptability in Cyber Range design. For
example, they noted the need for systems that can accommodate increasing numbers of users
and simulate complex cyber ecosystems. Additionally, the ability to integrate seamlessly with
existing educational frameworks and technological infrastructures was identified as a key
factor in the effective deployment and utilization of Cyber Ranges. These insights underscore
the necessity of developing Cyber Ranges that are not only technologically advanced but also

user-friendly and easily integrated into diverse operational contexts.

8.1.2 Contemporary Architectures and Comparative Analysis

The detailed examination of contemporary Cyber Range architectures revealed significant
advancements in scalability, flexibility, and resource management. Modern Cyber Ranges,
such as the ETHACA Cyber Range, have adopted container-based architectures, which
offer modularity and efficiency. These systems leverage cutting-edge virtualization and
orchestration tools to create flexible and scalable environments that can simulate a wide
range of cyber threats and scenarios.

The comparative analysis of various platforms highlighted notable differences in per-
formance, cost, and scalability. For instance, OpenStack was identified as a particularly
advantageous platform due to its robust support for scalability and seamless integration
capabilities. The analysis showed that while some platforms excel in specific areas, a com-
prehensive solution requires balancing multiple factors to achieve optimal performance and
usability. Visual summaries and comparative tables were used to elucidate these findings,
providing a clear and accessible overview of the strengths and weaknesses of different Cyber

Range platforms.
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8.1.3 Introducing a Novel Container-Based Cyber Range Architecture

The introduction of a novel container-based Cyber Range architecture addresses several
critical limitations of existing systems. This architecture is designed to be highly scalable
and adaptable, utilizing a modular approach that facilitates easy updates and modifications.
The use of containerization technologies, such as Docker, allows for the efficient allocation
of resources and supports a wide range of simulation scenarios.

The detailed design and implementation process involved the development of six con-
stituent modules, each playing a crucial role in the overall architecture. These modules
include the Web Fronted, Storage, Scenario, Management, Environment, and Orchestra-
tion. Each module is designed to enhance specific aspects of the Cyber Range, ensuring
a comprehensive and effective training environment. Significant emphasis was placed on
the advantages of open-source cloud platforms. Platforms like Docker and OpenStack offer
cost-effectiveness, flexibility, and strong community support, making them ideal choices
for developing robust Cyber Ranges. The practical benefits of these technologies were
demonstrated through case studies and specific implementation examples, highlighting their

impact on the efficiency and scalability of the proposed architecture.

8.1.4 Optimizing Cyber Range Implementation

The implementation of the proposed Cyber Range architecture centers on the strategic
selection and deployment of infrastructure platforms and technologies, such as Docker
and OpenStack. The process effectively demonstrated the architecture’s practical viability,
overcoming various deployment challenges and integrating advanced systems into exist-
ing technological frameworks. The enhancement of monitoring and alerting capabilities,
played a crucial role in improving the system’s effectiveness and responsiveness. These
tools provided real-time monitoring and comprehensive analytics, which are essential for
maintaining the operational integrity of the Cyber Range. The deployment of the Cyber

Range underscored the importance of modern technologies in simplifying implementation
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processes and increasing the system’s capacity to deliver realistic and immersive training
environments for cybersecurity education and research.

Furthermore, the work highlights the ongoing need for refinement and adaptation to
emerging technologies, ensuring that the Cyber Range remains effective and relevant in the
continually evolving cybersecurity landscape. The successful integration of these technolo-
gies demonstrates the system’s robustness and its potential to significantly contribute to the

field of cybersecurity training and research.

8.1.5 Bridging the Cybersecurity Skills Gap

The exploration of Cyber Ranges as a tool for enhancing cybersecurity competence reveals
their critical role in bridging the gap between theoretical knowledge and practical application.
Moreover, the utilization of Cyber Ranges in conjunction with well-designed cybersecurity
exercises provides a robust platform for translating theoretical knowledge into real-world
skills. This hands-on approach is essential for developing the practical expertise required to
respond to the dynamic and evolving nature of cyber threats. The adaptability and immersive
nature of Cyber Ranges make them particularly effective in preparing individuals for the
complexities of modern cybersecurity challenges. The ongoing need for research into the
long-term impacts of these training methodologies is highlighted, with an emphasis on

continuous innovation in the design and implementation of cybersecurity training programs.

8.1.6 Presenting Use Case Scenarios

The practical application and effectiveness of the Cyber Range were illustrated through
detailed use case scenarios. These scenarios covered a variety of common and advanced
cybersecurity threats, including SQL injection vulnerabilities, advanced scanning techniques,
and malicious network traffic detection. Each scenario was designed to provide participants
with hands-on experience in identifying and mitigating cyber threats in a controlled, realistic
environment. For example, the SQL injection scenario demonstrated the process of identify-

ing and exploiting a vulnerability, followed by the implementation of mitigation strategies.
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Participants were able to engage with the scenario interactively, gaining practical skills and
insights that are directly applicable to real-world cybersecurity challenges. Summarizing
the key outcomes and benefits of each use case scenario provided a clear and compelling

illustration of the Cyber Range’s capabilities and its value as a training tool.

8.1.7 User Acceptance and Effectiveness

Evaluations of user acceptance and effectiveness revealed high levels of satisfaction and
significant improvements in participants’ cybersecurity skills. Surveys and performance
metrics indicated that a substantial majority of users experienced enhanced abilities in threat
detection, response, and mitigation following their training on the ETHACA Cyber Range
Platform. Key feedback from users emphasized the platform’s intuitive interface, realistic
simulation environments, and the practical relevance of the training scenarios. Testimonials
from participants further validated the effectiveness of the platform, underscoring its role
in providing high-quality, impactful cybersecurity training. Presenting these statistics and
testimonials highlighted the platform’s broad acceptance and its significant contributions to

improving practical cybersecurity skills among users.

8.2 Future Directions

Cyber Ranges can be used to enhance realism, soft skills development, evaluation mecha-
nisms, and incorporation of emerging technologies. By addressing these areas, Cyber Ranges
can provide more effective and comprehensive training environments, better preparing cyber-
security professionals to tackle the evolving landscape of cyber threats. These directions are
based on the gaps and challenges identified in the comprehensive literature review, ensuring
that the proposed advancements are grounded in the current state-of-the-art and reflect the
latest developments in cybersecurity training and research.

Cyber Range architectures should focus on integrating advanced telecommunication
and IoT capabilities, including emulated banking systems, hospital networks, smart grids,

automated vehicles, and virtual cyber operation centers, to provide realistic and comprehen-
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sive training environments. The development of cloud-based Cyber Ranges will enhance
accessibility and usability, facilitating broader collaboration and enabling detailed cyber-
security experiments. Transitioning to digital twin technology will improve the realism
of training scenarios, while enhancements in real-time monitoring and visualization will
aid in rapid threat identification and response. Implementing advanced authentication and
privacy mechanisms will address security and data privacy concerns, ensuring secure access
and protection of sensitive data. Leveraging open-source tools and fostering community
collaboration through shared resources will promote innovation and continuous improvement
in Cyber Range technologies, keeping them at the forefront of cybersecurity training and
research.

Cyber Range implementation should concentrate on enhancing scalability, integration,
security, user experience, and monitoring capabilities. Advanced container orchestration
platforms are essential for dynamic scaling based on user demand, minimizing manual
intervention. Deeper integration with diverse deployment technologies and frameworks
will ensure smoother adoption and interoperability across various cybersecurity training and
research activities. Incorporating automated threat detection and response systems will fortify
security against emerging cyber threats. Improving the user experience through intuitive
interfaces and comprehensive training modules will make the Cyber Range more accessible
and effective for users with varying levels of expertise. Lastly, enhancing monitoring and
alerting capabilities with real-time data collection and analysis tools will provide precise and
actionable insights, thereby improving the overall effectiveness and responsiveness of the
Cyber Range system. These strategic directions will significantly bolster the capacity and
efficacy of Cyber Ranges in preparing cybersecurity professionals for real-world challenges.

Efforts should also focus on improving the accessibility and usability of Cyber Ranges
to ensure that they can be effectively utilized by organizations of all sizes, including small
and medium-sized enterprises (SMEs). This involves designing user-friendly interfaces and
providing comprehensive support and documentation to facilitate the adoption and integration
of Cyber Ranges into existing training programs. Additionally, exploring the incorporation of

behavioral strategies and gamification techniques into cybersecurity training can significantly
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enhance engagement and retention. Another critical area is the evaluation and validation
of Cyber Range training effectiveness. Developing standardized assessment metrics and
methodologies will enable more rigorous evaluation of training outcomes, helping to identify
best practices and areas for improvement. Also, fostering collaboration between academia,
industry, and government agencies can drive the development of more comprehensive and
relevant cybersecurity training programs.

Enhancing cybersecurity training within the Cyber Range to cover emerging technologies
and threats, such as IoT devices and industrial control systems (ICS), will maintain rele-
vance in the evolving technological landscape. Incorporating advanced data analytics and
reporting tools will provide real-time feedback and performance metrics, aiding participants
in identifying strengths and areas for improvement. Lastly, fostering collaboration with
industry partners to integrate best practices and real-world insights will enhance the realism
and relevance of training scenarios, ensuring the Cyber Range remains at the forefront of
cybersecurity education.

We propose several future enhancements and research directions based on participant
feedback to further improve the ETHACA Cyber Range platform. These include expanding
programming and software development modules, refining the user interface for better
accessibility, and implementing personalized learning paths. Addressing these areas will
ensure the ETHACA Cyber Range continues to evolve as a cutting-edge platform, preparing

learners for the increasingly sophisticated cyber threat landscape.
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Appendix B

Extetopevn Ieplindn ota EAAnvixd

To mapdptnuo autd Tepioufdvel uio extetouévn Teplindy tne dateBng oty eEAAVIXY
yroooo. Kdéde evotnto tne extetopévne mepiindng agpopd éva xe@dioto tou oryyAixoUu

AEWEVOL.

Kegdhoo 1

LV dmeloner) €moyr), 1) BopT) TNG TUYXOOULIC XOWGVINS U0 SLULOPPOVETOL ONOEVAL XAl
TEPLOGOTERO Ao TNV TEYVOAOYia, xoo TMVTAC TNV xUBEEVOUGPIAELa Oyt amANS Evar (HTN-
v TpooTaciog TwV TANROQOELOY, oAAS Ui Yeuehndn Bdorn tng edvixAg xan dietdvoig
ac@dherog. H avgavopevn e€dptnot| pag and tnv teyvoroyla amoutel Evay avaBaduiopévo
TEOTO OXEPNG OYETUS UE TNV AoPUAELd, O oTtolog Vo Teptha3dvel TG0 TNV TEoc Tacio
OEBOPEVWY OGO xal TN VwEdxon TV %ploluwY LToBoU®Y Tou Slac@aiiouv TNy eunuepla
TWY XOWOWLOY Jag. H ouyvotnta xow o avtixtunog twv xuepvoemitécenmy €youy auvdn-
Vel dpopatind, otoyevovtag (oTixég LTodoUES, eTalpeleg, oaxdun xou €9vr), Ue CUVETELES
TOL BLAMEEVOLY OAEC TIC TMTUYES TN xowwviag. AuTth 1 xApdxworn voypouuilel tny
xployn, enelyouca avdyxrn yia oyver exnaideucT xar Epeuva 6Tny xuPepvoacpdieio. H
OVATTUEY] ATOTEAEGUOTIXOV CTRATNYIXMY YIo TNV AVTIUETMTLON TWV XUBEPVOATEIADY X0l

T SLUGPIALCT) TNG AVIEXTIXOTNTOC TOVY PrpLaxcdy Hog uTodopoy etvar ulotne onuactiog.
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e auté 1o Thadoto, ta ouothuata Cyber Range avadewcviovtar we anapaltnta epyoleio
YL TNV EXTUOEUOT) XL TNV EPELVA OTNV XUPBEQVOUCPIAELL.

To Cyber Range etvor mepiBdhhovto e€eAYUEVA, TOOGOUOLWUEVOL XUl CYEDACUEVAL VO
ovTXatonTECouv TNV TOAOTAOXY PUCT) TV TEUYUATIXGY UTOB0UMOY TANCOPORIXAC Xol
OLXTUWY, TUPEYOVTAG EVAUY ACPAAT YWOEO OTOU 0L XUPBEPVOUTEIAES UTIOPOUY VO TROCOUOL:-
Yolv, pehetnloldy xou avTPeT®wToTo0Y. AUTEC 0L OUYYPOVES TAATPOPUES BLEUXONIVOUY
ULl TRUXTUXT) TROGEYYLOT) OTNY XUBEPVOUGHPIAELY, ETULTOETOVTAS OTOUS POLTNTES XAl OTOUG
€PELVNTEC Vo avamTUEOUY TIC BECIOTNTES TOUC, Vo avamTUEOUY VO UETEA AV TIUETOTLONG
XL VO XOTOVOTiC0LY TATIewS TNV avatouion TV xUPBepvoemlecewy oe val EAEYYOUEVO,
OANG peoMo T TepBdAlov. Tlpocouolvovag xufepvoemi€otls, Uunyaviodols Suuvag
X0 OXOUT XL TIC GAUCLOWTES EMNTWOELS TV TURABLAcEWY O Pnplaxd cUCTHUNTA, To
ovotrhuata Cyber Range diadpauatilouy xodoploTixd pOho 6TV TEOETOWCIN TNE ETOUE-
VNG YEVLAG ETMAYYEAUATLOV XUPBEPVOACPIAELNS XL OTNY TTROWUNOT TNG EPEVVIS GTOV TOUEN
¢ xuPepvoacpdieloc. O mapadoctonés mpooeyyioec BaciCovton cuyvd oe VewmpnTinég
YVOOELS, TEOCPEQOVTOS TMEPLOPIOUEVES EUXAPIES Yiol o TixY| Eqopuoyt|. Avtideto, Ta
ovotiuota Cyber Range emitpénouv plar Suvoquxr, dladpac T eunetplor pdinong mou
YEQUEWVEL TO Ydoua UETOEY Vewplag xan TEddng.

Kadoe o xuBepvoaneiréc ouveyilouv va e€eMocovTo GE TOAUTAOXOTNTA XAl EXTUOT),
1 onuacio Twv cuctnudteny Cyber Range otny avdmtuln anoTEAEOUATINGDY G TRATIYIXOVY
xuPBepvoacpdhetag yivetar Oho xat To eugovic. Autd ta cuc THRATA Oyt Uévo eComhiCouy
TOUC POLTNTES PE TIC amapolTNTES BEELOTNTES XAl YVOOELS YLd VOL TEOG TATEVGOLY Ta PnpLa-
%4 TEPLOVGLOXG G TOLYEla, oahAd TTapEYouY ETONG OTOUC EQEUVNTES EVal EUEAXTO €pyaheio
Yoo TV €€epEvVNOT XoUVOTOUWY AIGEWY TNV xuBepvoacpdieta. Me auty Ty évvola, 1)
OlepelvnoT Twv cucTnudtwy Cyber Range otoug touelc tng exmaideuong xou Tng €peu-
vog ebvon Oyt Lovo emironern oS xou amapaiTnTy), ONUATOBOTMVTAS ULl VEX ETOYY| OTNY
XATUTOAEUNON TV XUBEEVOUTELADY.

To teheutaior ypdvia ot xuBepvoemiéotic, xd aUTEC TOU GTOYEVOUY GUGC THHUTA
mou Slatneovy 1 enelepydlovtal eualoinTtec TAnpogopies, Yivovton o e€ehryuévec. O

xployeg edvixég umodouég elvart oL xbptoL Tyl TwV xUPepVoemEcENY, xong Bactxneg
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TANEoQopiec 1 uTneeoiec eCoPTAOVTOL Amd Ta CUCTHUTA TOUC XoL 1) TeOC Tacta Toug Yive-
Tow oNUAVTIXNG CATNUA TTIOL apopd TOGO TIC 0pYaVIoHoUE 600 xat To €0vn. O emidéoeig
o€ TETol xplowo GUC THUNTA TEPLAAUBAVOLY BLELGOVOELS GTO BIXTUG TOUC Yo EYXATAC To-
o1 xAXOBOVAWY EQYUAEIWY 1| TEOYPUUUATWY Tou Umopoly va amoxahldpouy evaicinta
OEdOUEVAL 1 VO AAEEOUY TN CUUTERLPORA CUYXEXPWUEVOU (QUGLXOU EEOTALOUOV.

H epgdvion twv cuotnudteov Cyber Range ornuatodotel o onuovtixt| e€€hén otov
Touéa TNg xuBepvoucpdietag, UetaBaivovtag and mpwtéyova mepBdhhovia doxiunc Oi-
XTVWV 0 eCEMYUEVEC TAATPOPUES TTOU TPOCOUOLOYOLY GUVIETO XUBEEVOOIXOGUC THUATAL.
Auth n mopeior avtavaxAd To UETOUBUANOUEVY] TOTHO TWV XUBEPVOATEIADY Xot TNV auo-
VOUEVY) oVaY XY YLl TRONYUEVOUS UNYUVIOUOUE GUUVOC.

Apywd, n évvoi Tou Cyber Range rjtav mopouola ye to napadootaxd tepi3dhhova
00XNG BIXTUMY, ETXEVTPWUEVY) xURIG OTNV a&OAOYNON TNG AVTOYNG TWV BLXTUOXOY
QUUVOY EVAVTLAL OF VAl TEQLOPLOUEVO GUVOAO euTtardeldy. AUTEC oL TEWLUES EXDOCELC YTar
AMOPOUTNTES YLOL TNV XATAVONON) TWV EUTOIELDY TV OXTUMY Yol TV Bactx®y dpy OV o-
viyvevong eloBoAmy, ahhd eV XATAPEQVAY VO ATOTUTIOOOLY TNV TOAUBIAC TATY QUOT) TV
o0y ypovey xufepvoarehov. Kadde to Sbdixtuo xon ot ¢meloxéc teyvohoyieg morlo-
mhaotdloviay, 1 ToAUTAOXOTNTY Xt 1) €CENETN TV XUPBEEVOETIIECEWY HALUOXGVOVTAY,
TEOXUAWVTAS UL UETUTOTILOT) TEOC TLO DUVOULXES Xl OAOXANEWUEVES A)OELS EXTIOOELOTG
xal £0EVVIC.

To onuepvd cucthpata Cyber Range etvor oy edlooUéva vor UULOOVTOL TIG TEOYUATIXES
UTIOOOUES TANPOPOELXNG, EPUOUOYES XAl UTNEECIES, EVOWUATOVOVTUS TIC TEASUTHES TE-
YVohoyieg eixovixomoinong xan T VIXEC Tpocopolnwons. Autd to Tept3dhhovTa TaREYOUY
éva peahloTixd undPadipo evdvTia oTo omolo unopel Vo Tpocouolw Vel xon VoL AV TIHETOTI-
otel éva eupy Qdoua xUBEEVOUTELAGDY, amtd ATAES ELGUYWYES XoxOB0UAOL hoYIoUXOD €W
eCelyuéveg, xpaTixég xuPepvoemiécels.

Ytov Touéa Tng exmaideuong, ta ouotrhuata Cyber Range mpoomotolv va ahhdEouv
TOV TEOTO Tou OWdoxeTon 1 xuUPepvoaopdiela. IIépa amd T Vewpntnd| yvoon, mpo-
OPEPOLY OTOUG POLTNTEC X0 TOUG EXTIOUOEUOUEVOUS TEUXTIXT EUTELRlor GTNY aviyveuor,

TNV AmOXQIOT XAl TNV OVTWETWTON Twv xUBepvoaneth®y. Auth 1 mpocéyylon tng e-
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umelptxic wdinong etvan avextiuntn yior TNV avdmTuln TRV TEOXTIXGOY OEEOTHTLY TOU
OTOULTOUVTOL YLOL VO AVTIUETOTIGOUY TG TOAUTAOXOTNTEG TOU GNUEEVOL ToTtiou TNg xuPep-
Voo pdAclog. Ot eEXTUOEUOUEVOL BEV BLOUOXOVTUL UOVO TS VAL YENOWOTOOVY Epyaeia
X0l TEYVIXES, OANG xohoUVTaL ETONE VoL OXEPTOVY XEITIXG, ovTixaTtoTTeilovTag Tor ey -
Lot oevdplol Tou Bt GUVOVTHACOLY GTNV ETOYYEAUOTIXT Toug o).

Hapouolwe, otnv €peuva, ta cuothAuata Cyber Range Aeitoupyolv wg¢ amapaitnta
epYaAela yior TN SLEEEOVNOT TWV XUBEEVOUTEIADY X0 TNE ATOTEAECUUTIXOTNTAS TGV UN)0-
VIOV duuvag. Ot gpeuyNTES YENOYLOTOLOUY QUTES TIC TAATPOPUES YL VOL TTOOY LU TOTIOLO-
OV eAEYYOUEVA TEWUATA, Vo BOXUALOUY VEOUS UNYAVICUOUE GUUVAG XU Vol UEAETOUY T1)
CUUTEQLPORA TOU XaxOBOVAOU AOYIOUIX0U GE aoPuAéc epBdhhov. Auty| 1 duvatéTnTa
TEOGOUOIWONE PEUMO TV XUBEPVOETIIECEWY %ol JUUVAC TEOCYEREL XPIGUIES YVOOELS
Yoo TNV TeowdNoT Tou Topéd TNG XUPBEPVOACPIAELOC.

H €ZéMin tov ovotnudtwy Cyber Range anéd amhd mepi3dihovia Soxiudy o€ mo-
AOTTAOXOUG TIPOCOUOLWTEG GNUATOOOTEL Wiar Xploln TEO0B0 GTNV TEOCEYYIOT| Ui TNV
exnaldevon xou TNy €peuva oTny xuPepvoacpdhieia. [laupéyovtag o pealoTixy, TEUXTI-
x1) epmelpla, auTd T cLo TR SladpapatiCouy xadoptoTixd pdho GTNV TEoETOY G TNS
EMOUEVNC YEVIAG ETMAYYEALATIOV XUBEPVOACPIAELNS Ko GTNY TEOMUNCT TNG XUTAVONOTG
woc yio T xufepvoanethéc xan TNy duuva. Kadde ouveyiCoupe va avtipetonilovue 6ho
xou o eCelypéveg xufepvoemidéoeie, 1 onuacia Twv cuctnudtwy Cyber Range otny
OVATTUET AVIEXTIXWY CTRATNYIXOY XUBEEVOUCQIAELNG BV Unopel Vo utoTynUel.

Iopd Tic onuavtixeg mpoddoug ota cuotruata Cyber Range, nopouévouv apxeteg
TEOXAACELS %o XeVE oL eunodiCouy TNV TATen a&lomoincy Toug oTNY eXTALdEVOT) Xou
™V €peuva 6TV xuBepvoaocpdela. Ta {nthuata auTtd aopody xuplwe TNV xAfuoxwon,
TNV TEOCUPUOCTIXOTNTA XAk TNV EVOWUATWOT UE UTHRYOVTO TEY VOROYIXE X0l EXTUOEUTIXS
ThaioLoL, ONULOVEYOVTIG CNUUVTIXG EUTOOLN Yo TNV ATOTEAECUATIXY YeNoT) XL TNV eupeia

vtod€tnon twv cuotnudtwy Cyber Range.

* Ilpoxinoeic Khdxwong: Koadoe ot xuBepvoanciréc auidvovior 6 TOATAOXOTY-
Ta o OYxo, 1 avéyxr yio T cucthuata Cyber Range vo mpocouolmvouy autég

TIC OMELAEG OF TEAYUATIXO YPOVO o OE UEYAAY xhipoxa Eyel yiver emronctiny|. Ta
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TEEYOVTA CUG TAUATA GUY VA BUGKOAEVOVTOL VO XAUOXWVOUY WGTE VoL PLAOEEVHCOLY
UEYEAO apLiud YENo TMVY TALTOYEOVA 1 VoL aVaoedy oLy e axpiBeto ueydhng xhlo-
xac Cyber Range. Autdc o Teploploog HELOVEL TNV IXAVOTNTA TV EXTOUOEUTIXGDY
LOQUUATMY X0l TWY EQEUVITIXMY OQYOUVIOUMY VO TUPEYOUY OAOXANEWUEVY] EXTIOLOEU-
omn xou var Ole€dyouv exTevy| €peuva, 16ine 6ty e£eTdlouY UEYAANS AluaXoC XU-
Bepvomepto tatd 1} Soxtudlouy TNy ovIeEXTIXOTNTA TWY BIXTUMY OE GEVAPLY GTRES

TEOT.

» ©¢uata [pocapuootixdtnrag: H duvouxr ¢born tou tomtiou tng xuepvoucpdietag
amoutel cuctAuata Cyber Range mou umopolv vo mpocapuoc o0y Yeryopd 08 ovo-
BUOUEVEC OTELNEC o EEEAIGOOUEVD TEYVOROYIXE TpdTUTA. §26T660, TOANS Uy O-
VIO GUC THUATOL GTEEOUVTOL TNE EUENE(C TOU YPELGLETOL Yol TNV JUECT) EVNUEEWOT)
1) TPOTOTOINGY] TV TEOCOUOLOEWY Xl TV TERBUAAOVTWY. AuTh 1 éAAeu)n cu-
ehioc umopel va 00NYNoeEL O CEMEQUOUEVO EXTIOUOEUTIXG TEOYEIUUATO TOU OEV
avTxatonTeiouy T TEASUTAES amethéc 1 Tig TEYVOAOYWES eEENEELS, YELDVOVTOC
€TOL TNV AMOTEAEOUATIXOTNTA TNG EXTAOEUCTC X0l TN TPOETOWAG{UG GTOV TOUEX

NC ®UPBEPVOUGPIAELIC.

* Evowudtwon oe Teyvohoywd xaw Exnondevtind [Thadowo: H amotehecpotint] evow-
udtwon twv cuotnudtwv Cyber Range oTic undpyouoeg TEYVOAOYIXEC UTODOUES
X0 TOL EXTIOUOEVTING. TIPOYPAUUATO TIOPAUEVEL Lol ONUoVTIXT TeOXANoT. 1ToAAd ou-
otfuata Cyber Range Aettoupyolv yepovewpéva, ywpelc ampdoxontn evowudtenon
Ue cuo ThHUaTa Btayeipione pdinone, extandeutind epyoaheio 1) TNV eUpUTERT UTOBOUN
TANEOQOEIXAG EVOC opyavionol. AuTh 1 amocUVOEDT) TEPLTAEXEL TNV EUTELRI TOU
Yenot, meplopllel TNy mpdoPact ot Aettoupylec Twv Cyber Range o duoyepo-
VEL TNV IXAVOTNTOL TV EXTIOUOEUTIXMY VO EVOWOUATMOOLY TNV TEAXTIXY| EXTALdEUOT

oTNV xUPEpVoucPdAEla 0TI OWaxTIXES Toug pedodoloylec.

AeBoPévwy aUTOY TWY TEOXAACEWY, UTEEYEL ETELYOUCH oVEYXY YLoL EPEUVOL XOL O-
VATTUEN TO EVEAXTOVY, XAWAXWOOWOY Xl Teoofdoiuwy apyttextovixwv Cyber Range.

Tétolec opyitextovinéc Vo meénel var oyedldlovTon Ue T1) SUVITOTNTA TEOGOUOIWONG LoG



160 Extetopévn Iepidndmn oto EAAnvixd

cupelog Yxdpoc xUBEPVOUTEIAGY GE UEYIAN xAipoxa, emTeénovtag T @rholevio ueydhou
oeriUo) TUUTOYPOVKY YENO TGV YWEIC Vol UTOVOUEVETHL 1) MO TOTNTA 1| 1) TOAUTAOXOTNTA
NS TPOCOUOILOTG.

Emniéov, mpénel va eivot TpocupumoLUd, ETITRETOVTOS YOT|YOPES EVIUERWOELS XL TEO-
TOTOWCELS YLOL VoL AV TAVOXhoVY TG TEAeuTaieg xuPBepvoamethéc xou Teyvohoyixég e€ehilerc.
Téhog, meénel vor Bovel TEOTEEAULOTNTA OTIC BUVATOTNTES EVOWUATKOOTS, Slaopaiilovtog
ot ta cuo Tt Cyber Range pmopolv va evowuatmdoly ampdoxonta ota UTdeyovia
TEYVOROYWXE ot EXTIOUDELTIXG TALOLYL, EVIOYUOVTASC TNV TEOCBACUOTNTO Xou T YeNo Ti-
XOTNTAL YL TOUG EXTIOUOELTXOUE XAk TOUG podnTEG.

H ovTietdmion autdy 1oV XEVOY amouTel diot GUVTOVIOUEVT) TpooTdiela Yia xouvoToula
xou ETovaoyedllold Tov cuotnudtwy Cyber Range . Me tny avamtugn ooy iteXToVXOY
Cyber Range mou elvor eVOQUOVIGUEVES UE TIG AVEYXES TNG OUYYPOVNG EXTABEUCTC XAl
€PELUVOC OTNY HUBEOVOUCPIAELY, UTOPOVUE VoL BEATIOCOUUE CNUAVTIXS TNV TROETOWGT
TWV UEAOVTIXDY ETOYYEALUTIOV TNE XUBEEVOUCPIAELNS UL TNV ATOTEAECUATIXOTNTOL TV
OTRUTNYIXOY GUUVISC GTOV XUBERVOYDEO.

Auth 7 Slatelf3r) amooxomel OTNY AVTYWETOTLON TWV ENELYOUCWY TEOXANCEWY TOU 0-
vietonilouv ta Teéyovta cucthpata Cyber Range , 6nwe mpoodioptlovtan otn drhwon
TeoBAUaTOC, HECW TNG aVATTUENG Wog VEoS apyltexTovixfic ouoThuatoc tou ETHCA
Cyber Range. O npwtapyindg otoy0¢ ebvon 1 evioyuon g XAMUEXWoNS, TG TROCUQUO-
OTIXOTNTOC X TOV BLYATOTHTLY EVOLUATWONS Twv cuctnudteny Cyber Range , Beti-
(OVOVTUG ETOL ONUAVTIXG TNV ATOTEAECUATIXOTNTY TOUS GTNY EXTALBEUCT) XOL TNV EQELVYL
oty xuBepvoacpdieta. Ta tnv enitevdn autod TOL YeEVIXOU GTOYOU, T €peuva ebvor

OouNUEVN YOpw amd aEAETONG CUYXEXPWEVOUS GTOYOUC:

1. Awevépyewr Iepextinfc Luyxprtinric Avdiuong twv Trapydviwy Yuotnudtewy Cy-
ber Range: I'ia voe tedolv tor Jepéhior auThc TNS €PELVAC, TEXYUATOTOLNUNXE EXTEVAC
AVAUOUOTNOT XAl CUYXELTIXY AvAAUGT] TV TEEYOVIWY cuoTtrudtwy Cyber Range.
Avth 1 avdhuon emixevtpminxe 6tny allOAOYNCT TWV BUVATOTATWY XAUAXWOTNC,
TEOGUPUOC TIXOTNTAUC XUl EVOWUATMONS TWV CUCTNUATWY UE TA UTEQYOVTO TEYVO-

Aoyixd o exmoudeuTind mhadoto. O otdyog elvon vor evIOToTOOY To TAEOVEXTAUTA
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X0l Ol ABUVOHIES TOV TEEYOVIWY GUC TNUATWY, TOREYOVTIS XploWEeS YVOOES Tou Ya

EVNUEPMOOUY TOV oyedlaoud Tng Veag apyttextovixfic Cyber Range.

. 2yedouoc wac Néag Apyitextovinfic Luctipatoc Cyber Range : Baolopévol otig
YVOOEG TOU amoxTAUNXAY amd Th CUYXELTIXY AVAAUGT), O ETOUEVOS GTOYOS HTAY O
oyedlIoUoC wag véag apyttextovxrc ouotidatoc Cyber Range . H apyitextovind
AV TWETOTILEL GUYXEXPWIEVO TOUC TROCBLOPLOUEVOUC TIERLOPLOUOUC, EVOOUITOVOVTOC
TEONYUEVAL YAQUXTNELO TIXE XALUEXWoNS, e€ac@ahilovTtag euehiiio Yior EVIUERWOELS
X0l TPOTOTIOLOELG, X0 BIEUXOAUVOVTOC TNV UTEOCKOTTY) EVOWUATOOT) UE EXTALOEU-
TIXéC xan TEYVohoYWES umodouéc. H diaduacio oyediaouol nepthauBdver tn dio-
HORPWOT| AETTOUERMY TEOBLYEAPGOY oL eUDUYRUUUILOVTOL UE TIC ATOUTACELS YLd

OMOTENECUATIXT EXTUUOEUCT) XAk EQELVA GTNY XUPBEEVOATPIAELL.

. Avdmtuén xan Egapuoyt| tng Hpotewouevne Apyitextovinrc Luotiuatog Cyber
Range: Autéc o otdyog meplhaufdvel Ty teyvix ulomolncT Tou GUG THUNTOS
Cyber Range, diaoqoiilovtac 6Tt 0 VewpnTnds OYEBLUOUOC UETUPEALETOL OF WUid
AELTOLEYIXY|, XALUOXWOY] X TEOCURUOC T TAuT@opue. H diadicacio avdmtu-
Enc €xel BOOoEL WWTEPT TEOCOY T OTIC BUVATOTNTES EVOWHATWONS, UE OTOY0 T
onuovpyia evéc ouotruatoc Cyber Range mou pnopel va evowuatomdel ebxoha

OTOL UTIHEYOVTOL EXTIULDEUTIXG X0 TEYVOAOY XS TERBIAAOVTAL.

. A&woldynon tne AmoteheopatinotnTag Tou Néou Yuotruatoc Cyber Range oe Ex-
moudeuTind xou Epeuvnuind Ihaiowo: O tedindg otdyog mepthopBdver piar Teptextiny
a€LOAOYNON TNG AMOTEAECUATIXOTNTAS TOU avamTuyUévou oucthuatog Cyber Range
TOC0 OE EXTIUBELTXE OGO %ol OE EPEUVNTIXG TEBdAhovTa. Autr| 1 allohdynom Vo
eZETAOEL TIC BUVATOTNTES XALUEHWONG, TEOCUPUOC TIXOTNTOS KOl EVOWUSTWONS TOU
OUC THUOTOS OF TROYUOTIXG GEVEELAL, UETEMVTAS TOV AVTIXTUTO TOU GTNY evicyuon
TWYV ATOTEAECUATLY EXTAdEVOTG Xon €peuvag oTny xuPepvoaopdieta. To xpitrpla
allohoynong Vo mepthoufdvouy avateo@odoTnoT and Toug YENOTES, UETEIXES O-
TOBOONG XAl TNV LXAVOTNTA TOU CUCTAUNTOC VO TPOCOUOLMVEL UE oxplfBetar xou o€

UEY AT xAluancor pLor evpetor Yxdpor xUBEEVOUTELAGY.
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5. Hoapoyr) Luotdoewy yio Mehhovtixry Avdntuin Yuotnudteov Cyber Range : Me
Bdiom T evprata TS QaoNg allohdynong, 1 Sttel3n Yo ohoxhnewiel ue cuctdoelg
YioL HEAAOVTIXY avdmTUEN Xon €peuva oTov Topéa Twv cuctnudtwy Cyber Range.
Avutéc o ouctdoelg Yo 6ToYELOUY GTNY x0T YNOT] CUVEYKDY TEOCTUVELDY YId
™ Beltinon xar Ty evioyvon twv cuctrnudtev Cyber Range , Swogoaiilovtog 6Tt
TOPUUEVOUY ATOTEAEGUOTING EQYOAELD YL TNV XATATOAEUNOT) TOU GUVEY WS EEENLO-

OOUEVOL TOTOU TGV XUBEPVOUTEIADY.

H eniteudn autdv twv 6téyev Yo cUUBIAEL GNUOVTIXG GTOV TOUEN TNG EXTIOUBEVOTS Xol
NG €PELVAC OTNV XUBEEVOUCPIAELN, TROCPEPOVTAS ULAL TIO ATOTEAECUAUTIXY, XALUOXOOUIN
%0l TEooupUOoTIXY apyttexTovixn cucTiuatoc Cyber Range mou avtamoxpiveton xahitepa
OTIC AVAYXES TOV QOLTNTWY, TWV EXTUBEUTIXDY X0l TWV EPEVVNTAOV OTNY Pnpioxy| enoyn.

H cuufBoir tne Slatpidric extelvetar amd TNy avaoxdTNoT TNE UTEEY 0UCAS TEYVOAOY oG
XL TNV TEOTACT) UG VEOG ORYITEXTOVIXNG, MEYEL TNV TEaxTixY| LAoTolnoT, To oEVioLd
YPNONG, XS xan TNV o&loAdYNoT TNG AmdBOOTG Kol TNE ATOB0Y S TOL CUCTAUNTOS ATd
TOUG YPHOTES.

O x0plec cuveloopéc TepLhouBdvouy:

Kegdhawo 2: Avaoxoénnon Bihoypagplag

1. TTopouctdler tnv Teéyouca xatdoTac Tne TeYVohoyiag avagopixd ue To testbeds

xou ta Cyber Range.

2. Avahlel Tic uTdpyouoeg TpooeYyioelg xou Tic eEAAele Toug, evtonilovTag To xevd

TOL TEETEL Vo XohupUoly.

3. IMopeyel war cUYRELON TWV YULUXTNEIO TIXMY X0 TV EPYUAEIWY TOU YENOLLOTOL0-

Uvtan ota oUyypova Cyber Range.
Kegdhowo 3: Yyedioorn Cyber Range
1. Tlpoteiver o véar apyttextovixr Y ta Cyber Range, Boactiouévr oe covtouvepc.

2. Ileprypdpel AETTOUEQOC TIC AMAUTACELS XL TIC TROOLAYQUPES TNG UPYLTEXTOVIXNG

QUTHS.
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3. Ilpoopepel Yl OAOXANEWUEVT] TOUEOUGLAGT] TWV AELTOURYIXWY UOVADWY TOU TEOTEL-

VOUEVOU GUC THUTOC.
Kegdioo 4: Thornoinon Cyber Range

1. E&nyel tnv tey Vi) uhomolnon Tng TEOTEWOUEYNS APYITEXTOVIXS.

2. Yuyxplvel v vhomolnon auTr Ue UTEEYOVTO CUC TAHUATA, OVADEXVOOVTUS TO TAEO-

VEXTAUOTA TNG VEUG TROGEYYLOTG.

3. Hapouoidletl o epyahela xou Tig TEYVOroYiEC TOU YenotuoTolUNXAY XUTd TNV O-

VATTUEN TNG TAATPOPUAS.
Kegdroo 5: Evioyvon tng KuBepvoaopdheiog péow twv Cyber Range

1. Awpeuvd tn onuaocta twv Cyber Range oty exmaldeuon xar oTtny €peuva oty

XUBEEVOUCPIAELAL.

2. Topovoudlet uedddoug xar teyvixéc yio T Peitiwon tTng exnadeutinfic dladixactag

ueow twv Cyber Range.

3. E&etdlel N yprion oTpatnYdY CUUTERLPORAS xat gamification yio TnVv evioyvon

e udinong.
Kegdhowo 6: Yevdpio Xpriong
1. TTopouctdler cuyxexpluéva Gevdpla YeY|oNG TN TEOTEVOUEVNS UOYLTEXTOVIXTC.

2. AColoyel TNV amoTEAEOUATIXOTNTA TOU CUCTAUNTOS OE OLAPOPES PEANO TIXES XA

TOO TAOELC.

3. Avoadewxviel TI¢ BuVATOTNTES X TIC TEOXANCELS TOU avTWETOT oVToL XoTd TNV

vloToinom Twv oevaplwy.

Kegdhawo 7: Aordynon
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1. Avalel Ty anddooT Tou CUCTAUNTOS UECW CEVARIMV stress testing.

2. Topovoudlet o amoteAéoUaTo TNG AMOB0Y NS Umd TOUG YPNOTEC XU TNV ATOTEAE-

OUATIXOTNTA TOU UG THUITOC.

3. Yuyxplvel TNV andd00T) TwWV CONAINETS UE TIC EXOVIXES UMY OVES, UVAUDEVVOVTAS T

OQENN TNG TEOTEWVOUEVNC UEYLTEXTOVIXYC.
Kegdhoo 8: Yuunepdopata xou Merrovtr) Epyaoio

1. Yuvolilel ta uphuota TG EPEUVIC XA TIC CUVELCQORES TN BlaTEl31C.

2. Ipotetvel pehhovinég xatevdivoElS yio EpEUVa UE OTOYO TNV TEQUTERL PehTiwon

TV teyvoroylny Cyber Range xal twv EQopUoy®y Toug 0TV XUBEQVOUGPIAELL.

Kde xepdioto elvar eMUEADS OYEBIACUEVO YIO VO AVTUETWTIOEL CUYXEXPWEVES TTU-
Yéc tne avantuing tTwv Cyber Range , and tic Yewpnuixée Bdoeg €ng Ty mpoxTixn

EQOPUOYY| X aELONGYNOT).

Kepdhowo 2

To Kegahawo auto mopéyel Wiot OAOXANEWUEYY EXOVAL TNG TEEYOVUCUS XUTAC TUOTG ol
TV Tpoxhfoewy tou avtwetwnilouv T Cyber Range, evé mopdAinio tpoc@épet Tpo-
TdoELC YL TNV pEAAOVTIX avdmTuln xon Beitiwon touc. To xepdhaio anoteleiton amo 5
EVOTNTEC.

H npotn evotnta tepthadBaver TNy avaoxom|on SLapopmY UEAETMOY XOL EQEUVKY OYE-
Ty ue ta Cyber Ranges xou to Testbeds. Avogépovton apxetéc TadVOURCELS Xal XoTY-
YORLOTOLACELS, OTWC To €pyo Twv Davis xou Magrath (2013), to onolo xatryoplomoinoce
T Cyber Range oc mpooopouwnsoelg, ad-hoc 1} overlay o e€opoidoeic, xodag xon GAAES
UEAETEC TOU EGTIUOAY OE CLUYXEXELWEVOUC ToUElS, omwg ta ICS.

H yedodoroyia autric Tng €peuvac Tapouotdletol TNV BEUTEQRT) EVOTNTA XoU TEQLAOY-

BAvel TNV UG TNUATIXT KVOLY VEPLOT) XU XQELTIXY| AVIAUCT) TG TEEYOUCUS XATUO TACTS TGV
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Cyber Range. Xpnowonowdnxe pa wixtry pedodoroyla cuhhoyrc 6edouévey, 1 onola
TepthauBavel BIBMoYpapIXT| avaoXOTNOT| Xl SOUNUEVES GUVEVTEDEELS UE TAVETILO THULOL X0l
OQPYAVIOUOUE O €YUV EQPUPUOCEL X0l AELTOURYNOEL TETOLOL EIDOUC GUC THUTA.

Y€ quTH TNV EVOTNTA, TOEOUCIALOVTOL To ATOTEAEOUATA TG €EELVAC, cUUTEQLAAUo-
vopévwy Twv otéywy twv Cyber Range , twv topéwv mou unoctneilovia, Tov TOTWY
TepBdANOVTOS Xon TV gpyolelny vAomoinong. Iivetan avagopd oe didgopa eidn mpo-
xhNoewy ac@dhetag mou avtietwrilovtar otor Cyber Range, onwe 1 ac@dheta 1oTo0, 1
dneroneh eyxhnuatohoyio xon 1) avdhuor xoxéBouiou hoyiouixol. Emniéov, eCetdlovton
oL exntoudeuTxol oxomol xau ol Tpomol tpdofacng ota Cyber Range .

H enduevn evétnra oculntd tic mpoxAiroelc mou avtipetonilouv ta Cyber Range,
OTWC 1) SLoryelplon TNE TOAVTAOXOTNTAC o 1) AvayXn) VLol BEATIOUEVES BUVITOTNTES TIPO-
oouolwong. Avagépovton eniong oL UEANOVTIXES XaTELUVOELS VLo TNV ovamTugT Xou TNV
epapuoyr) Twv Cyber Ranges, mpotelvovtog 0y eVoOWUdT®moTn VE®Y TEYVOAOYLOY Xol TV
aOENON TNG PEAALO TIXOTNTOC TV TEOGOUOLWCEMY.

To cuunepdopata e avaoxomnone PiBhoyeagpiog ouvodilouv tnv Teéyouca Xo-
Tdotoon xan Ti¢ mpoomtixég yio T Cyber Range.  Avayvopllovtoan tor xevd otn i
Bhoypapio xou TeoTEvovTOL TEOTOL Yiol TNV XFALDYH TOUC UECK TEPALTERE EQEUVIC ol

oVAmTUENC.

Kegdhoo 3

Y10 Tpito xePdhono TNG OLTEPBNC, ETXEVTPWVOUNOTE GTNV TEOTEWOUEVY] ARYITEXTOVLXN
v To obotnua Cyber Range. To xe@dhaio Eexivd ue Ty TERLYRUPT TWV OTOUTACEWY
AL TV TEOOLOYEAUPWY XL TEOYWEY CTNY AVAAUTIXY Topouslaon NG dpyITEXTOVIXNS,
TEQPLYPAPOVTOC AETTOUERWS TIC TTUYES OYEDLAOMOV X LAoTolNGTG.

H apyrtextovinn tou mpotetvépevou Cyber Range mepuhapBdver €L aoixéc evotnreg:

1. Web Fronted: Aettovpyel w¢ 1 Bacwueh mOAN Yot TOUG YPHOTES, EMTEETOVTOGC TNV
oANAeTidpaon pe LTNEESieg OTWS LTOAOYLETIXY LoY UG, OWTLWOT), amto¥ixEUCT), xou

oloyelpton oevoplwy.
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2. Storage: AuoyetpiCeton xplowo SedoUéva, OTWS GEVAQLA, TEOTUTA X0l dEYELD XAUTO-
Yeupng, emTEENOVTOG TNV amo¥xEUoT) Xou Bloyelplon TV GEVAPlKY XaL TNV oaVToA-

Aovy?) Toug petall dagopetixdv Cyber Range instances.

3. Scenario: Aicuxollvel Tn dnuioveyla, avdmTuln, xon Slayelplon TwY GeVaplnY xU-
Bepvoaopdhelog, yenotonowwvTag tpotuta Heat yio tny autopatn dnpoveyla twy

avaryxafwy TOpwY XL SLIUORPOOEWY Yo xdde doxnom.

4. Management: Ilopaxolouiel tnv xatdotaorn tou Cyber Range, tepthapBdvovtog
™ Yeron mopwy, BeixTeg amédooNe XAl TNV LYELX TOU CUOTAUNTOS, TUPEYOVTOG

AVATEOPODOTNOT %otk BEATIOOELS PACEL TWV EXTEASOUEVLY GEVIRIWY.

5. Environment: Yrootnpiel 1o Acttovpyd mepBdhhov twv oevaplwy, dloyeiotloue-
Vo TIg ouVIxES exTéAeoNC Xt €CUCPANIOVTOC TNV ATOPOVWOT TV OXTOWY YL

TNV omOTEOTH TUPEUPOADY PETOLY TLV GEVURIWY.

6. Orchestration: Yuvtovilel Ty mapoyr| xa dlayeipton Twv TépwY UTOBOUNS XaL Ao-
YiouwoU, yenowonowvtoag teotura Heat xaw epyoheta Infrastructure as Code (IaC)
omewe Ansible yio TV auTopaToToiNoT TWV SLAdXAGLOY X0Uxhou LeNG TwV GEVIRIWY,

and TV ovamTUEn €we TNV ToEAEd00T).

H mpotetvouevn apyltextoviny| TeOCPEQEL Ulal EVEALXTN XOL XALAUXOVUEVT] TAUTQOQU
yioo TN dnwovpyia xan dyelplon oevapinv xuBepvoacedieiag. H yprion teyvoloyiov
XOVTEWVED o avolyTol xwoxa, omwe Docker xou OpenStack, peuwvel 1o x60Tt0C %o
BehtioTonolel TNV amdBooT), XEVOVTUC TNV TAATQOPUN TEOCLTH Yl Xed xou Jecola Ta-
VETUO THHLL.

H mpotewouevn apyttextovint| utootnpilel enlong TNV EVOOUATOOTN UE VPLOTIUEVY
CUCTAMATA EXTIUOEUOTG %O TEYVOROYIXHG UTOBOUYS, OLEUXOALYOVTOG TN YeAon ot TN
Oloyelplon Twv cevaplwy amd YeHOTEC YE OLUPOPETIXG ETUED TEYVIXNC EEEWBIXEVOT.
Emniéoyv, n mhatgodpuo TapéyeL Tponyueva epyaleio tapaxololdinong xou ontixonolnorng,
evioyVoVToG TN Olayelplom) TN UTOBOUNE Xou TNV EUTELRLO TV YENOTMY XUTd TNV EXTEAEOT

AOUACEWY KUBEEVOACPAAELOG.
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LUVONXE, 1) TROTEWVOUEVY AEYLTEXTOVIXY| TOL TPoTEWVOUEVOU cucTuatog Cyber Range
EVIOYUEL TNV EQEUVNTIXY IXAUVOTNTA TOU TAVETLOTNUIOU, TopEyovTag Eva GUYYPOVO %ol

PEUMOTIXG TEPBAANOV Yiar TNV eXTALBEUCT]) oL TNV EPEUVAL GTNY XUPBEEVOACPIAELY

Kegdroo 4

Y10 Kegdharo 4 avohleton Aemtoucpms n teyvixr vlomnoinorn tou cuctruoatog Cyber
Range. To xe@diono autd TapEyEl Yol EXTEVY| TEQPLYQUPT] TV UTOBOUMY Xol TWV TEYVO-
AOYIOV ToU yenowonotinxay Yo TNy uhonoinot), o TIdlovTag xLpltg oTIC TAATPOOUES
UTOBOUNC, TIC TEYVOROYIEC avdmTUENG Xa Tor Thadotor avamTuénG.

Apynd, e€etdlovan ol uTodoUES Tou yenoylomodnxay, TEp aBdvovTag TAATQOE-
uec omwe To OpenStack, mou TaEEYEL EVol EUEMXTO X ETEXTACUIO TEPUBEANOY Yiol TNV
avémtuén twv Cyber Ranges. Avagépovtan emiong ol teyvohoyieg avdmtuéng mou nepLthoy-
Bdvouv epyaheior 6Twg ta Docker containers xou o Kolla-Ansible, to ontofa SieuxoAbvouy
T Otadaotor avdmTuENg Xt Loy ElploNg TWY UTNRECLOY.

YN ouvéyela, meptypdpovTal Tor Thadolo avdmTUENS oL yenowonotinxay i TV
vAoroinor Tou cucTAUATOS, OTwS Ta deployment frameworks. Eiduxn avagopd yivetar otig
TEYVOLOYiEC avamTUENC o GTOUG AOYoug Yo Ty emhoyt| Tng Savouric Kolla-Ansible,
Tov{CoVTag Tol TAEOVEXTAUATO TTOU TPOGPEREL, OTWE 1) EUXOALa oTN) Bloyelplom xou 1 adEnom
NG ATOBOTIXOTNTOG.

To xe@pdhono e€etdlel eniong to Learning Management System (LMS) nou yernowiomnol-
AUMXE YL TNY UTOG TARIEN TV EXTAUBEVTIXGDY ORUC TNPLOTATWY, XAHOS Xl TG BUVATOTNTES
ToEAX0A0VUNONE ol ELBOTOMONE, TOU EVIOYVOLY TN OLaYElPLON TWV BEACTNELOTHTWY Xl
TNV QCQIAELYL TV CUC TNUSTWY.

Téhog, mapouctdlovTan oL AELTOURYIXOTNTES Xol XaVOTNTESG Tou cuoTrhuatog Cyber
Range, meplypdgovtog ta factxd yopaxTneloTixd XL TI¢ SUVITOTATES TOU TEOGHELOVTOL
O0TOUC YENOTES, OLEUXOALYOVTOC TNV pdinom xat tnv €£8oxncT ot PEaAloTIXd GEVAQLY

AUBEEVOUCPIAELOG.
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2UVONXE, TO TETAPTO XEPAANO TUPEYEL ULt ONOXANEWUEVT) EXOVYL TNG TEY VXY UAOTIO-
{nomng Tou custApatog Cyber Range , mopouctdloviag TI¢ TAATPOPUES KoL TIC TEYVOAOYIES
Tou oflomotinxay, XM Xt TG AEITOVEYIXOTNTES TTIOU EVIGYVUOUY TNV EXTULOEUTIXY| Yol

gpeuvnTIXY dtadxacio.

Kepdhowo 5

To néunto xe@dhato eoTidlel 0TV evioyuon TNS AVOTNTIS HUBEQVOUCPIAELNS UECE TNG
yerione Cyber Range. AvoiOovton o topouctdlovtar ot xouvotoues uédodot exnaldevorng
xau oL egopuoyeég twv Cyber Ranges otnv oocadnuoixr) exmoddeuon xon TNV emay YEAUATIXY
eCENEN..

To Cyber Ranges mopéyouv mpoxTiny| eEXTaidEUCT| OE GEVAPLAL TEAYHATIXOU XOGHUOU,
BEATIOVOVTOG TNV TEYVIXT) ETUOXELN XL TNV ETOWOTNTO TWV EXTUOEUOUEVMY YL TNV O-
yopd epyastag. Toviletan 1) yeron tng mouyviomoinong (gamification) xou Twv (meLoxcdv
OLLueY (digital twins) yior TV adENoT TG APOGIWONS XU TNG ATOTEAECUATIXOTNTAUS TNG
EXTUOEUOTC.

H evooudtworn oTpatnyix®y CUUTERLPORdS oTNY EXTLOEUCT) XUPBEQVOUCPIAELNS &-
tvan xplown vl v anoteheoyatixy) tpoctacio dedopévwy. Tétoleg oTpatnyég Te-
ethopfdvouy TNV evioyuon tne avtiAndng anelhodv. Avollovto eniong ol amellég Tou
TREOEPYOVTOL ATO ECWTERXOUS YEYOTES XAl OL TEYVIXES Xal UN-TEYVXES pédodol Yo Ty
VALY VORLOT XaL TNV avTWeTomoY| Toug. H exnaidevorn oe autd to oevdpla etvar xplown
YL TNV AVTLIETOTLOT AUTOY TV UTELAGDY.

H moyvionoinon avoyvwelleton w¢ anoteleopatin uédodog yioo Ty evioyuorn tng
udinong otny xuPepvoacpdheia. Ot EXTUOEVOUEVOL EUTAEXOVTOL EVEQRYH OF BLABEUO TIXd
XL AVTOY WVIC TG TepU3dAAOVTa, BeEATIOOVOVTOC TIC BEELOTNTES oL TNV XATAVONGT| TOUG.
To xepdhoo avarlel enlong tn yerion tou Evpwndixol IThaciou Acliotitov KuBepvoa-
o@dherog ECSF yio Ty tunomoinon xou Ty evioyuoT) Twv 0e€LoTATWY TWV ETAYYEAUATIOV
Tou yoeov. H evowpdtwon tou ECSF ctov oyediooud twv Cyber Ranges diocgaiilet

TNV XEAUPn TRV EUPKOTOIXMY ot SLEVOY TEOTOTWY.
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IeprypdpovTan BLdPORES LOPPES AOUNTCEWY XUBEPVOUATPIAELNS, OTWS Ol AOXNTELS GLU-
vag (CDX), ov emtpanélieg aoxioec (TTX), xou ot dywviopol Capture the Flag (CTF).
Avutéc ou aoxrioeig ebvar xplotueg yior TNV avdmTuln TOGO TEYVIXOY OGO XAl UN-TEY VXDV
OeIOTHTWY.

To néumto xepdhato avadewviel Tn onuacia v Cyber Ranges otny exnaideuor xu-
Bepvoaodlelag, TEOGPEQOVTIS EVOL TEAUXTIXG Xall DLUBEAC TIXO TEPUBEANOV YIaL TNV OVATTU-
&n dedlottwy. H egopuoy 6 Toatny iy CUNTERLPORAS, TaryvioTolnong xot 1) yeor Tou
ECSF eivan pepud amd o xOptar otoryela Tou BEATIOVOLY TNV ATOTEAECUATIXOTNTA TNG EX-
T{OEUOTG XAt EVIOYVOLY TNV ETOWOTNTA TV ETAYYEAUATIOV TNG xUBepvoacpdhetag. Me
auTég Tig xawvotopieg, To Cyber Ranges cuufSdalouy onuoavtind otny xdhudn tou ydopo-
T0¢ BELOTATWY OTNV (UBEEVOUCPIAELR, TEOETOWALOVTAC XUADTEQRO TOUG EMOYYEALATIES

YL TNV AVTLIETOTLOT GUYYPOVGLY XAl UEANOVTIXGDY ATELADY.

Kegdhowo 6

To éxto xe@dhono avallel xon TapoUGLALEL BLEPORES TEQITTWOOELC YPHONS TOU TEOTEVOUE-
vou cuoTiuatoc Cyber Ranges. Autd to oevdpla 8ev AELTOURYOUY OTMAMS WC EXTOUOEVTIXG.
epyahela, ahhd we u€co yia TNV andoxtnoT Bodide xaTavonong TwY TEOXACEWY TOU AV Ti-
uetwniCouv ol enoryyehdatiec oTov Touéa Tng xuBcpvoacdhetag. To xe@dhaio emdLOAEL
Vol eVIoYUoEL TIG OEELOTNTES TWV CUUHETEYOVTOV PECH ATO TNV TROXTIXY) EQUPUOYY| Yol
TNV TEOCOUOIWGCT] TEAYUUTIXOV ATELAGDY, TEOETOWALOVTAS TOUG ETOL YL TS TEOXAHOELS
ToL Vol GUVAVTAGOUY GTOV TEAYUATIXO XOGUO.

To cevdplo mou topoucidlovton TEPLAaUBAVOLY BLdpopeS TEOXAACEL, OTWS TO OF-
Vdplo TG €yyuomng xaxdBoulou xwdixa ot mhatgpdpuo WordPress , to onolo e€etdlel Ty
eundieia oe emi€oeic SQL Injection. ‘Alho oevdplo eotidlel oty aviyveuoT xox6Boulng
xvnong BixTHoL, TOEEYOVTIC GTOUG EXTOULOEUOUEVOUC TIC OEELOTNTES YOl TOV EVIOTIUGHO Yol
NV avdiucT UTonTwY dpactneloTTwy. Erlong, mepthaufldvoviar oevipia mou agopoly
™V oavoxdALT ot GpwoT LToBoY MY STO0V, xAOS XKoL TEONYUEVES TEYVIXEC GlOwW-

OM¢, TOU EMTEENOLY GTOUC GUUUETEYOVTES VUL XATAVOHGOUY XOAUTEQY TG UEVOOOUC TTOU
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YenoulomololvTon Yo Ty aviyveuon xat a&tohdynon eutodeldy. Eva and to cevdpia mou
avarhbovTon apopd TNV A€LOAGYNOT) EUTOIELDY TOU TEOCOUOUWBVEL £VAY [UT) ACPUAY| IO TOTO-
mo. To oevdplo autd Bivel GTOUC GUUPETEYOVTES T1) BUVATOTNTO VoL EQUPUOCOLY TEYVIXES
aVIAUOTG EVTIADELDY Xo VoL EVTOTIGOUY aBLVAUEES TOL Vol UTOpOVUCHY VoL EXUETUAAEUTOVY
xaxofouvhot yerotec. Téhog, To oevdplo odpwong eutaewdy oe Docker Containers ma-
PEYEL TpoxTIXY| euTElplor 6T Yerion TEYVoLOYLOY containerization, ol omoleg elvon ohoéva
X0l TUO ONUAVTIXEC OTOV GUYYPOVO XOGUO TNG XUBEOVOUCOIAELNS.

To xepdhono ONOXANPOVETUL UE CUUTEQACUATY, ETUOTUAUVOVTOS TNV OTOTEAECUOTL-
XOTNTA TV OEVARIWY YEHONG OTNY EVIOYUOT TV BECOTATWY XL TNG YVOONE TWV CUU-

UETEYOVTIWY GTOV TOUEN TNG XUBEQVOUCPIAELIS

Kegdhowo 7

To €Bbopo xePIAMO EMAEVTPWVETAUL GTNY AZLOAGYTOT) TG OMOTEAECUATIXOTNTUS Xl TNG
yenotwotntag tou Cyber Range, 6mwe xouw 6T cuvolxr| enidpoaoy Tou 6ToUC GUUUE-
téyovtec. H dadixacta altohdynone nepthdufave auotned oevdplo Boxu®Y ToU TEOCo-
wolwvoy mpaypatinég cuvifxeg, e oxond va aflohoyniel 1 amddoon TOU GUCTAUATOS
uno Teorn. Autd Ta oeVdpla YEBIAOTNXAY YId VO EVIOTIG TOUY TOGO TA TAEOVEXTAUTA
660 xou oL Touelc Beatinone tou Cyber Range.

AvohuTindtepa, N avdAUGT amdB0ooTE TOL GUGTAUATOS TEQLAGUPBOVE BOXIUES OTEES TEOT
xotd TN Bdpxelo Twy oevaplwy epyactag. H avdivorn €dele otL 1 yeron teyvoloyiog
container TEOGPEREL GNUAVTING TAEOVEXTAUATO OE OYECT| UE TIC EOVIXES UnyavES (VM)
OGOV APORd. TNV ATOBOTIXOTNTO TOPWY XL TOV Yeovo uhomoinone.  Auth 1 avdiuon
BoRdnoe otnv BeitioTonolnon Tng xatavoung TépwyY xou TV anoguyr Tng utofdiuiong
NG anddooTC.

H amodoyh) tov yenot®v eCetdotnxe PEow TNG ToEOLCIooNS Xl EXTUUBEUOTC TOV
gottntov tou Ilavemotnuiov AuvtixfAc Attixrg, mou TepthdufBave aoxAOES EVIOS TOU
mhaciou tou Cyber Range. O cuyuetéyovteg elyav v cuxanpla Vo EQapuécouy Tig

YVOoEG XL T OeElOTNTES TOUC OE €va EAEYYOUEVO TEPUSIANOY, ETUITEETOVTAC TOUG Vol
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avantOZouy TponYEveS BeloTNTEC NUPepvoucgdiclac. Eva onuavtid mococtd Twv
oLUUETEYOVTLY avégepe OTL To Cyber Range cuvéfole otny evioyuoT Twy YVOOEDY Toug
o€ Yéuata Omng N Onutovpyio xou 1 ao@diels OXTUWY.

To anoteréopota Tng €peuvag €0ty OTL Ol GUUUETEYOVTES alloAOY oY VeTiXd TNV
eumnetpla Toug ue to Cyber Ranges, unoypouplloviag TNV anoTEAECUATIXOTNTA TOU OTNHY
ooy TeaxTixic exnaidevone xuBepvoocpdhetas. To 36% twy cupueTEYOVTLY GUY-
pwvnoe évtova xau o 59% oupgnvnoe 6t to Cyber Range Yo cuufdher otny avdmtudn
Teonyuévewy dedlothtwy. Enlong, mpotdinxay Bedtidoei 6mwe 1 mpocdrixn Aettoupyiov
YL TNV OVOY VRLoT ametAmy, 1 aopdieta Al xou véor pordfuota.

YUUTEPAOUATIXG, CUVIGTATOL 1) VAT TUE Y Hlag BeATiwpévng utneestag 1oTo0 PE QUALXES
TPOC TOV YENoTN Aettoupyieg yio TNV emouevn €éxdoor tou Ethaca Cyber Range. Emnicoy,
1 a&tohdYNoN amoxdAuPe TNV avdyxn yio Ve T BEATIWOT ToU TEPYBEAAOVTOC YRNOTY ol
TNV EVOWUATOON VEOY TEYVoLoYLOY 0Tws 1 Al xou 1 acpdreia IoT, yio vor dracpoiioTel
6Tt to Cyber Range mopopével otny ouyur) Tng exnoldevons otny xuPBepvoacpdeLa.

To €Bdouo xepdhaio Tapousciace hentoucpg TNy atohdynon tou Ethaca Cyber Range,
ToVI{OVTOC To TAEOVEXTARTA X TIC Teployég Peitinong tou ouotrhuatog. H detinn
AVAUTEOPOBOTNCT AT TOUG CUUUETEYOVTES XAl OL TPOTEWVOUEVES BEATIOOELS TUPEYOLY Vo
oapry 006 YAETN YLt TN UEAAOVTIXY avAmTUET Xt EVIoYUOT TNG TAATQPOPUAS, PE OTOYO

™ Behtlwon tng exnaldeuong oty xUPepVodcIAELa.

Kegpdhowo 8

To Y500 XEWPIANMO ETUAEVTRMVETOL OTU CUUTEQUCUNTO XAl TIG UEAAOVTIXES xaTtevdivoelg
v to ouotuata Cyber Range oty exnaldeuon xon €peuvar 6Tov Topca Tng xuPepvo-
acpdhetas. To xepdhaio autd cUVDETEL Tol EUPTUAUTA TN €PEVVACS, TOROUCLALOVTAS TIG
Teéyouoeg eCeNEELS, TIC TROXAHOELS, XAl TIC TEOTEWOUEVES MIOELC VLol TNV aVATTUET Kol
Behtlwon twv cuotnudtwy Cyber Ranges.

H avéiuon twv cuctnudtov Cyber Ranges avoadewviel tn onuoacio tng xhipome-

O™NGC XAl TN TEOGUPUOC TIXOTNTUC, XOWME XAl TNE EVOWUATWONG UE EXTULOEUTIXG TAXLOLAL.
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H ouyxpitin| avdiuor twv cOyypeovwy apyttextovixmy xou thatgopumy Cyber Ranges
EMONUOIVEL T TAEOVEXTAUATA TV XAUVOTOUWY AOEWY Tou BactlovTon 6e containers, Teo-
OQPEEOVTOG BLUBEAC TLXY) Xo TEAXTIXT EXTaldELUCT oTNY XUPBepvoacdieia. Ot alohoyhoelg
NS amodoyAC amd TOUS YPNOTEC UTOYPUUMILOUY TNV AMOTEAECUATIXOTNTO TNG TAXTPOR-
wog oTnv evioyuon twv dedlothTev xufepvoacdieiag. To eupruato autd delyvouv 6Tt
1 ouvey g avdnTuln xon Bedtinon Twv cuctnudtwy Cyber Ranges eivon xplown yia v
AVTWETOTLON TV CUVIETLY ATELADY GTOV XUBEQVOYKEO.

Or yeMovtixée xotevdivoelg Yo épeuva TEpLAaUPBavouY TNV TEpalTépe avamTulTn Xou
Behtlwon tng apyrtextovxric Cyber Range pe [Bdon Tic avdyxeg Twv yenoTtov xo Tig
elehilelg otov topéa tng wuPepvoacpdiclns. ‘Eva xplowo onueio elvon 1 evowpdtw-
o1 TEONYUEVWY PEVOOWY aviyVEUCTIC AMELAMDY XaL UN)YAVIOUMY ATOXELONG, o&IOTOLWVTOG
TEYVIXES Unyavixrg pdidnong xaw texvntic vonuoouvng. Emmicov, 1 diebpuvon twv oe-
vaplwv yerone v va xahOdouy véeg poppéc xufepvoemidécenmy xat 1) Slepebvnon Tng
OLUAELTOURYIXOTNTAG UE GAAEG TAATQOPUES ExTaideuong xon epyaheior avdhuong elvon e-
mlone onuavtixée. Téhog, 1 allohdynon tng enidpoone Twv gamified teyvinwy uddnong
%o 1) OLEEEHVNOT TNG HOXEOTIEOVECUNG UMOTEAEOUATIXOTNTOG TNG EXTAUOEUOTC UE TN YO

twv Cyber Ranges mopapévouv avoixtd medio épeuvag.



Appendix C

Cyber Range Questionnaire

10.

. What is the objective of the Cyber Range? (select all that apply)
. What is the supporting sector of the Cyber Range? (select all that apply)

. What is the domain that is emulated or replicated in the operational environment?

(select all that apply)

. What type of security challenges are provided? (select all that apply)

. Is the Cyber Range used for educational purposes?

. What is the type of Cyber Range environment?

. Which infrastructure platform(s) is(are) used to develop the Cyber Range?
. What type of access does it provide to participants? (select all that apply)

. What tools are used to i. Set up Vms? ii. Set up network topology? iii. Keep scoring?

(flag dashboards, log analyzers, etc) iv. Create cyber security scenarios? v. Manage
the Cyber Range? (resources) vi. Monitoring the exercises? (SIEM, IDS, etc) vii.

Generate network traffic? viii. Generate user behavior? ix. Other functions?

Teams, Roles and Participants i. How many teams can participate at the same time? ii.
Total number of active participants? iii. PARTICIPANTS: What are the roles/functions?

(select all that apply) iv. Roles



174 Cyber Range Questionnaire

11. Does the Cyber Range been used already?

12. Does the Cyber Range provide any dataset? i. if yes the dataset is? ii. What type of

information do the dataset contain?



Appendix D

OpenStack Kolla-Ansible Deployment

This Appendix covers detailed instructions for implementing OpenStack with Kolla-Ansible
on either physical or virtual nodes. The minimum requirements of OpenStack Kolla-Ansible
AIO deployment are provided in Table 4.3.

Update/upgrade your system

sudo apt update

sudo apt upgrade

Install required packages

sudo apt install python3-dev libffi-dev gcc libssl-dev

Install Python

sudo apt install python python-pip

sudo apt install python3 python3-pip

Install pip

python3 -m pip install —upgrade pip

Create and activate virtual environment

source ./activate

mkdir cloud

cd cloud

cd ..

rm -rfd cloud
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sudo apt install virtualenv

virtualenv -p /usr/bin/python3 cloudv

cd cloudv

Install and Configure Ansible

pip install ansible

vi /etc/ansible/ansible.cfg

[defaults]

host_key_checking=False

pipelining=True

forks=100

Install and Configure Kolla-Ansible for AIO Deployment
source ./activate

pip install git+https://opendev.org/openstack/kolla-ansible @ master
sudo mkdir -p /etc/kolla

sudo chown USER :USER -R /etc/kolla

cd kolla-ansible

cd share/kolla-ansible/etc_examples/kolla/globals.yml /etc/kolla/
cp share/kolla-ansible/etc_examples/kolla/globals.yml /etc/kolla/
cp share/kolla-ansible/etc_examples/kolla/passwords.yml /etc/kolla/
cp -t ./share/kolla-ansible/etc_examples/kolla/* /etc/kolla

cp -r ./share/kolla-ansible/ansible/inventory/all-in-one /etc/kolla

cp -t ./share/kolla-ansible/ansible/inventory/multinode /etc/kolla
git clone —branch master https://opendev.org/openstack/kolla-ansible
kolla-ansible install-deps

mkdir -p /etc/ansible

sudo mkdir -p /etc/ansible

Configure global deployment options

vi /etc/kolla/globals.yml

workaround_ansible _issue_8743: "yes"
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kolla_base_distro: "ubuntu"

kolla_install_type: "source"

kolla_internal_vip_address: "XXX.XXX.XXX.XXX"

network_interface: "ens160"

neutron_external_interface: "ens224"

openstack_release: "zed"

enable_cinder: "yes"

enable_cinder_backend_lvm: "yes"

cinder_volume_group: "cinder-volume"

enable_zun: "yes"

enable_kuryr: "yes"

enable_etcd: "yes"

Docker_configure_for_zun: "yes"

containerd_configure_for_zun: "yes"

nova_compute_virt_type: "gemu"

enable_neutron_provider_networks: "yes"

enable_openstack_core: "yes"

Generate Passwords for Kolla

kolla-genpwd

cd cloudv/

Deploy Kolla-Ansible Inventory

cd /etc/kolla

kolla-ansible -i all-in-one bootstrap-servers

kolla-ansible -i all-in-one prechecks

kolla-ansible -i all-in-one deploy

/cloudv/share/kolla-ansible/init-runonce

openstack server create —image cirros —flavor m1.tiny —key-name mykey —network demo-
net demol

cloud-env
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pip install python-openstackclient python-neutronclient python-glanceclient
Generate OpenStack admin credentials file

source /etc/kolla/admin-openrc.sh

kolla-ansible post-deploy

List of running OpenStack Docker containers

sudo Docker ps

List of Openstack networks

openstack network list

List of OpenStack service

openstack service list



Appendix E

Cyber Range Questionnaire

The objective of our interview is to scrutinize participants’ perceptions of the Uniwa Cyber
Range. Our goal is to foster practical knowledge and skills in cybersecurity within a hands-on
learning environment, imparting participants with a thorough understanding of the tools

utilized by cybersecurity professionals and potential threat actors.
1. How many years have you been involved in cybersecurity? (select all that apply)

e 0-1
* 24
* 5-6
* 79
e 10+

e 15+

Other
2. Have you participated in cybersecurity exercises in the past?

* Yes

* No
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3. If you answered yes, in what type of cybersecurity exercises have you participated?

(select all that apply)

* CTF

 Table Top

Red /Blue Team
* Cyber Range
e Other
4. Have you previously engaged with or utilized a Cyber Range as part of your profes-
sional or educational experience? (select all that apply)
* Yes
* No
5. What are the main categories of cybersecurity that you would like the Cyber Range to
cover?
* Web Security
* Network Security
* Software Security
* System Security

* Social engineering

Threat Intelligence

* Cryptography

Red Blue Team

6. Please answer the following questions based on your experience with UNIWA Cyber
Range. (Strongly Agree, Agree, Neither Agree nor Disagree, Disagree, Strongly
Disagree)

Does it contribute:
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* to the development of advanced skills and strategies in the field of cybersecurity?

* to expand knowledge concerning infrastructure components, such as servers,

storage, and cloud services?

* to the advancement of knowledge regarding the creation, management, and

security of networks?
* to promote knowledge in programming and software development?

* to streamline the process by reducing the execution time needed for creating

cybersecurity exercises?

7. How important do you think it is for Uniwa to incorporate a Cyber Range for its

students to enhance their technical cybersecurity knowledge?

* Very important

Important

Fairly important

Slightly Important

Not at all important

8. What additional features or capabilities would you like to see in the Uniwa Cyber

Range to make it more useful for your educational or research needs?

9. How would you assess the working environment of the Uniwa Cyber Range?

Very Satisfied

Satisfied

Neither Satisfied/Dissatisfied

Dissatisfied

* Very Dissatisfied

10. Overall, how helpful did you find the experience at Uniwa Cyber Range?
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* Extremely Helpful

* Very Helpful

* Neither Helpful nor Unhelpful
* Very Unhelpful

* Extremely Unhelpful



Appendix F

Cybersecurity Exercise Template for

Cyber Range System

Exercise Overview

Title: Choose a concise title that reflects the essence of the exercise.
* Date and Time: Schedule when the exercise will take place.
* Duration: Estimate how long the exercise will run.

* Objective(s): Clearly define what the exercise aims to achieve (e.g., enhancing incident

response skills, identifying vulnerabilities, etc.).
2. Target Audience

* Participants: List the roles who should participate (e.g., network administrators, cyber-

security analysts, etc.).

 Prerequisites:: Specify the required or expected skill level of participants (beginner,

intermediate, advanced).
3. Exercise Scenario(s)

* Background: Provide a brief description of the exercise.
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» Threats and Vulnerabilities: Describe the specific cybersecurity threats and vulnerabili-

ties that participants will address.
4. Infrastructure and Resources

* Cyber Range Environment: Describe the cyber range setup, including resource spec-
ifications such as networking configurations, and any OS images, containers, CPU,

memory, and storage used.

* Tools and Technologies: List any specific tools, software, or technologies that partici-

pants will use or encounter during the exercise.
* Supporting Materials: Mention any guides, or documentation provided to participants.
5. Exercise Conduct

* Roles and Responsibilities: Define the roles of facilitators, observers, and participants.

Clarify what is expected from each role.

* Rules of Engagement: Set the boundaries for the exercise, including what is allowed

and what is off-limits.
6. Evaluation criteria and Feedback

* Success Criteria: Define how the success of the exercise will be measured (e.g., specific

objectives met, vulnerabilities identified).

* Feedback Mechanism: Describe how participants can provide feedback on the exercise

experience.
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